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AcroExch.Document(.pdf)
Hancom Office 7 7 4 JL(.hwp)
Xhtmilfile(.xhtml)

Xmilfile(.xml)

Microsoft RF 1 X2/ b
PowerPoint.Show.12(.pptx)
PowerPoint.Show.8(.ppt)
PowerPoint.ShowMacroEnabled.12(.pptm)
PowerPoint.SlideShow.12(.ppsx)
PowerPoint.SlideShowMacroEnabled.12(.ppsm)
PowerPoint. Template.12(.potx)
PowerPoint.Template.8(.pot)

PowerPoint. TemplateMacroEnabled.12(.potm)
Powerpointxmlfile(.pptxml)
Word.Document.12(.docx)
Word.Document.8(.doc)
Word.Template.12(.dotx)
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Word.TemplateMacroEnabled.12(.dotm)
Wordhtmlfile(.dochtml)

Wordhtmlfile(.docm)
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Enter Custom Text:

Jones Marketing
This attachment has been rewritten due to potential risk within the attachment.

The original has been preserved by the Email Administration Team.

Maximum of 800 Characters for this Cover Page Entry y
e
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CEBHL  BR20XNFEEHDENTEEXRT,
- [Submit] > [Commit Changes].



This is a safe-printed document.
The original attachment had 2 page(s).
Safeprint maximum page count configuration is 10 page(s).
Number of pages truncated are 0 page(s).

Cover Page includes attachment details related pages
printed.

Jones Marketing

This attachrment has been rewritten due to potential risk within the attachment,
The original has been preserved by the Email Administration Team.,

Maximum of 800 Characters for this Cover Page Entry

Optional Cover Page details.
Value is configurable from the "Scan
Behavior,” page.

-

—— —

Disabling “Cover Page”™ causes this page to
be excluded from the Safe Print Attachment
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Safe Print Help

Do you want to safe print the message attachments when a
message matches a configured condition or not?

To configure Safe Print settings globally on your appliance, go to
Security Services > Scan Behavior

Action for attachment(s)
© Safeprint all attachments. (2)
Safeprint matching attachments. (2 e —

Strip unscannable attachment(s)

O Yes —

Custom Replacement Message (Optional)

RN

MNo

V7 1N ZEE-REZEHR
LR "TAVTFUVTAINZOBE, Z2EAL T, CFOERZERBL XY,
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- [WebUI] > [Navigate to] > [Mail Policies] > [Incoming Content Filters] > [Add Filter],

CFBOEM: COFRKR., ZREBHRT O3V D3IDOBRFEICK>TERYET,
(A72a>oFo0>ary (FEEICHRE) [TV 32 D0ENMAI Action)] > [FEE#(Quarantine)] >
[E& X ¥ =—<(Duplicate message)] > [fER L 12 1 A X LFEBE D EIR(Choose the custom

quarantine for)]

2R, [OK|ZRIRL TEMLET,

lQuarantinE

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
Safe Print

LRL Category

LRL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning

Quarantine Help|

Flags the message to be held in one of the system quarantine
areas.

Palicy

Send message to quarantine: :

Duplicate message

] 1 essage to the specified gquarantine, and
con r.'r“uF- rr_1."r essing the original message. Any additional actions
will apply to the original message.

[Action] > [Quarantine] > [Duplicate message]

B> N : DUPLICATE to Quarantine, 7 I—J)t—77023>&lL7T, TORMIT7 74
EFEALTAYE—2E2RBICOE—T2 2 2RFLTLKEZT VY, A7 74 FRek
ROEEMAZRTIBZES., COTIVaAVE, FEIC—HBIZHEESTE, BENRES
NTVWBEHMLAERFIXNORBEL THEELET, BREICEBRITZESDELSIC, &2
BEROEDIZEICHARLBEEERLET,

- T2 a>oEm>Z2 %R [Conditions]lc Xt 59 % [Safe Print Choice] &R L £ 9,

(AT IV)YToTAavoEM: OJIVNJZEML, XVE—JRIYFOTICRM
ThBTFANZEODT—HZHALET, HHFERXFZEAL TRREZRARTL., HHA
FEET71IILRBZEML THEBIT S - # Safe Print # /= (&> Safe Print <

- [EESubmit)|Zo VYO LT, ATV T7 1IN RZERLET, [Commit Changes]& V')

YO UTESALRELE T,



Edit Incoming Content Filter

Content Filter Settings

Name: |5p Language_Dict

Currently Used by Pelicies: | Default Pelicy

Description: | filetype

Order: 4 H {of 4)

Conditions

' Add Condition... |

Order Condition Rule

1 Attachment Content attachment-dictionary-match("Restricted_Language”, 1)

Add Action...

Order Action Rule

1 Add Log Entry leg-entry("== SafePrint-Dict $MatchedContent =="}
2 = | Quarantine duplicate-quarantine{"Safe_Print"})

3 = | Safe Print safeprint-matching-attachments-strip-unscan{l, 1}

BOTLOREBEMFIAT TV T 1A
ZEBHRIXY E—2BICEEOOTI N,

MID 95 The attachment(s) are successfully safe-printed, Filename(s):
Create_Certificate_for=20Amp.docx
MID 95 rewritten to MID 96 by safeprint-matching-attachments-strip-unscan filter 'SP_type'

Next Generation Reporting(ng)# 5 ® L R—kE 1 —

1—HRIEESEIIVYIL, FILLWISOYRT2ERALTIXYE—2 RSy FOTICUAAL
ONTEZET,
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« ol il

Redirect to Measage Tracking using a
new browser tab.
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Message Tracking

Tracking criteria for redirected link from Safe Print Report

Search Criteria (For Search Messages) —

Message Recewved: Gustom Range 03 Sep 2019, 00:00 - 03 Oct 2019, 12:22 Cisco Host All Hugtg. Safe Print True

[L7R— KA S D3RR (Search Results from Report)| JAA LI RNT O3>

s 2 WIIIVIE

Advanced Search ﬂptltrn Tor Sale Print

/) Safe Print

e nde-Domain-kanHtaticn HMREATT I - 2R
N7 a—b

RL—ALRILOX=)OT : 7FZ—hERRLET,

Example 1 - Temp directory mot found

Thu Jul 11 07:20:32 2019 Info: MID 134 Unable to safe prict the sttechment, Pilename: 20_page.docx, Reason: I0 error cocurred during safepristing of the attachment
Thu Jul 11 07:20:32 2019 Trace: MID 134 Usable to safe print the attachsent, Filensse: 20 page.docx, Exception: Unable to create tamp directory for safepristing documest: [Errmo
2] Bo such file or directory: '/fasdasd’

Exasple 1 - IO eror

Thu Jul 11 07:19:01 2019 Info: MID 132 Unable to safe priot the attachsent, Filenase: 20 page.docx, Reason: I0 error occarred during safeprinting of the attachsent
Thu Jul 11 07:19:01 2019 Trace: MID 132 Ussble to safe print the attachment, Filenase: 20 page.docx, Exception: Error while creating safeprinted POF document: [Errno 2] No such
file or directory: '/adsd/ifsafe print 20 page.pdf'

Exasple 3 - Corrupted asd Escrypted files

Thu Jul 11 08:34:31 2015 Info: MID 141 Unable to safe print the attachment, Pilenase: corrupt_file=20(1).docx, Reason: The attachsent is corrupted
Thu Jul 11 08:34:31 2019 Trace: MID 142 Umable to safe print the attachment, Filepame: corrupt file=20(1).docx, Exception: not readable

Thu Jul 11 08:34:31 2019 Info: MID 142 Unable to safe print the attachment, Pilename: sept subscription.pdf, Reasom: The attachment is escrypted
Thu Jul 11 08:34:31 2019 Trace: MID 142 Usable to safe print the sttechsent, Filensse: sept subscriptios.pdf, Exception: password protected

Thu Jul 11 08:34:31 2019 Info: MID 142 The attachsent(s) are successfully safe-printed, Filenase(s): 20_page.docx, 18_pages.docx, I1_page.docx
Thu Jul 11 ©08:34:31 2019 Info: MID 142 rewrittem to MID 143 by safeprint-all-attacheents-strip-unscan filter "sp’

Ezasple 4 - Timecst error

The Jul 11 10:32:29 2019 Info: MID 165 Unable to safe print the attachment, Filename: 20 _page.docx, Reason: A timeout error occurred whes trying to safe print the attachment
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