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CISCO Email Security Viftual Appliance

A Monitor Security Services Syste

Email Security Manager
Incoming Mail Policies

HAT Overviey Incoming Content Filters
Outgoing Mail Policies

o
Find Sen Mail Policy Settings

Host Access Table (HAT)
. HAT Overview

Sender Groups {ListiR TN R e 25 kB
Add Sender Group.., L eption Table
Address LIsts
putation Score |7 External Thee
Order Sender Grou  Recipient Access Table (RAT) | 7 4 8 8 +0 | Sources Appli
1 WHITELIST Destination Controls Mone applied
2 BLACKLIST  Bounce Verification None applied
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Add Sender Group... | Import HAT... |

SenderBase™ Reputation Score i External Threat Feed

Order  Sender Group BT ] ' 4 2 ] F 4 8 g «10 Sources Applied Mail Flow Policy Delete
1 WHITELIST None applied TRUSTED - |
2 BLACKLIST —_— Mone applied BLOCKED - |
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Sender Group Settings

Name: | [pPHISHING SIMULATION]

Comment: |A|!ow 3rd FParty Phishing Simulation emails

Policy: | TRUSTED =)

SBRS (Optional): | 1w

Include SBRS Scores of "None”

Recommended for suspected senders only.

External Threat Feeds (Optional): | To add and configure Sources, go to Mail Policies > External Threat Feeds
For IP lookups only

DNS Lists (Optional): (7)
{e.q. ‘guery. blacklist.example, query.blacklist2.example')

Connecting Hest DNS Verification: Connecting host PTR record does not exist in DNS.

Connecting host FTR record lookup fails due te temporary DNS failure.

Connecting host reverse DNS leokup (PTR) does not match the forward DNS lookup (A).

[ Cancel | | Submit |
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Sender Type: | @B 1p Addresses Gesalacation

Sender: (7 | 43 34.56.78
(TPwvad or IPwS)

Comment: | |phishing Simulation Sender IF|
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skip_amp_graymail_vof_for_phishing_ campaigns:
if (sendergroup == "PHISHING_SIMULATION")

{

skip-ampcheck () ;

skip-marketingcheck() ;

skip-socialcheck() ;

skip-bulkcheck () ;

skip-vofcheck() ;

}

5 FEACLIZAOY7MNCRY ., TEnters ZHLTTEL,
6. REERFETAIEHICFELFTEITLTTEL,

TR

Phishing £ ¥ > R—2/TARNZEEFE TH5DICH—RN—FT 14 VDY—REZFRAThREXY -
RZYFT OVOBERZINTOIV DV Z2HBRBIDLHICHERIBDLEHICAFY TENn, X
—ILFEEhEL I,



	Phishing 教育テスト用の Cisco ESA のホワイトリスト ポリシーの作成
	目次
	概要
	前提条件 
	要件

	背景説明
	設定
	送信側 グループの作成
	メッセージ フィルターの作成

	確認


