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A% /NA : IETF.org®)DANER FISDNSH—/Y TDANE SUCCESS, D#g®

> daneverify ietf.org

SECURE MX record(mail.ietf.org) found for ietf.org

SECURE A record (4.31.198.44) found for MX(mail.ietf.org) inietf.org
Connecting to 4.31.198.44 on port 25.

Connected to 4.31.198.44 frominterface 216.71. 133. 161.

SECURE TLSA record found for MX(mail.ietf.org) inietf.org

Checki ng TLS connecti on.

TLS connection established: protocol TLSv1.2, cipher ECDHE- RSA- AES256- GCM SHA384.
Certificate verification successful

TLS connection succeeded ietf.org.

DANE SUCCESS for ietf.org

DANE verification conpl eted.

FERZ K : IETF.org®DANEIERISDNSH—/Y TBOGUS. DFER

> daneverify ietf.org

BOGUS MX record found for ietf.org
DANE FAILED for ietf.org
DANE verification conpl eted.

B KB : daneverify cisco.com > cisco has not implemented DANE.C fild, dnssecx sl YU
INOFEREIhDERTT.

> daneverify cisco.com

I NSECURE MX record(all n-nmx-01. ci sco.com found for cisco.com

I NSECURE MX record(al |l n-nmx-01. ci sco.com) found. The conmand will still proceed.

I NSECURE A record (173.37.147.230) found for MX(alln-nx-01.cisco.con) in cisco.com
Trying next MX record in cisco.com

I NSECURE MX record(rcdn-nx-01.cisco.com found for cisco.com

I NSECURE MX record(rcdn-nx-01.cisco.com found. The conmand will still proceed.

I NSECURE A record (72.163.7.166) found for MX(rcdn-mx-01.cisco.con in cisco.com
Trying next MX record in cisco.com

I NSECURE MX record(aer-nx-01.cisco.com) found for cisco.com

I NSECURE MX record(aer-nx-01.cisco.com found. The command will still proceed.



I NSECURE A record (173.38.212.150) found for MX(aer-nx-01.cisco.com in cisco.com
DANE FAI LED for cisco.com
DANE verification conpl eted.
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Destination: eu'_nrg

IP Address Preference: | pefault (IPv6 Preferred) [

Limita: Concurrent Connections: Use Default {500}
D Maximum ufltiﬂﬂ {between 1 and 1,000)
Maximum Messages Per se Default [50)
Conmection: n Maxirmum nflbl'.'l (Betwean 1 and 1.000)
reciplents: | @) Use Default (No Lima)
Maxirmum ur|.- I'

Number of redipients bebwoan 0 and 1,000,000, 000
per number of minuwles betwean 1 and 60

Apply limits: | Per ESA hostrame:
© system wide
Each Virtual Gaboway
Fracomimedad IF Wirual Galeways are i usa)

ot yel bedn configured, Enabling TLS will sutormatically énable the “Cisco £54
o configuee a different certificate/key, start the CLf and use the certconfig
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TLS Support:

DAME Support: (F) | - pofault (Mone)
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Appites only If bounce verfication addness Lagging is in use. Soo Madl Policies > Bounce Verification,

Bounce Verification

Bounce Profile: |  pefault ¥
Bounce Profile can be configured at Network > Bounce Profiles.

RBESME7O7 7 1)L - DANEDORERR

DANE O 5 Zh ) #e52

REAT— SR

WebUI® TDelivery Status; L R—K~T, DANEOBENBERTHRETHIAESEN HD,. ERLE
WIERXSADBEZERLET,

Y—ERAZEMCTRHEIC. ChEBBBEHNICETL T, MENEHNERIELET,
[ESA WebUI] > [Monitor] > [Delivery Status] > [Active Recipients]¥l Z 2L £ 3
X=rav

AOJLARILOBHRLARILOT7 AN X—=)LOT,

X=)LOJICE, DANEAERBICFROSI—MLEXYE—D0FBELCHBBA I DT—25 %
RENKT,

BEOTLSEROSI—>3a>F7 IRV RICE, OJIVNUDORBRICRXA D EEC LRSS
ETEEECNLEHANEELET,

OJI>RUICE, TTLS success protocols M&IZTLS/N—2 3 2/BEF for domain.com A%
gET,



BEE Tfora ICHYWKRT,

nyesa. |l ocal > grep "TLS success.*for" mail_logs

Tue Feb 5 13:20:03 2019 Info: DCI D 2322371 TLS success protocol TLSvl.2 ci pher DHE- RSA- AES256-
GCM SHA384 for karakun.com
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Success sample daneverify
daneverify ietf.org

SECURE MX record(mail.ietf.org) found for ietf.org

SECURE A record (4.31.198.44) found for MX(nail.ietf.org) in ietf.org
Connecting to 4.31.198.44 on port 25.

Connected to 4.31.198.44 frominterface 194.191. 40. 74.

SECURE TLSA record found for MX(nail.ietf.org) inietf.org

Checki ng TLS connecti on.

TLS connection established: protocol TLSv1.2, cipher DHE- RSA- AES256- GCCM SHA384.
Certificate verification successful

TLS connection succeeded ietf.org.

DANE SUCCESS for ietf.org

DANE verification conpl eted.

debug level mail logs during the above 'daneverify' exeuction.
Sample output from the execution of the daneverify ietf.org will populate the dns lookups within
the mail logs



Mon Feb 4 20: 08:47 2019 Debug: DNS query: Q'ietf.org', 'MX

Mon Feb 4 20:08:47 2019 Debug: DNS query: ON('ietf.org', 'MX, 'recursive_nanmeserverQ.parent')
Mon Feb 4 20:08:47 2019 Debug: DNS query: QP ('ietf.org ,'MX,'194.191.40.84"',60)

Mon Feb 4 20: 08:47 2019 Debug: DNS query: Q ('ietf.org', 'MX, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data([(0, 'mail.ietf.org.')], secure, 0, 1800)
Mon Feb 4 20:08:48 2019 Debug: DNS encache (ietf.org, MX, [(8496573380345476L, 0, 'SECURE , (O,
‘mail .ietf.org" ))])

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org, "A)

Mon Feb 4 20: 08:48 2019 Debug: DNS query: ON('nmmil.ietf.org', 'A,

‘recursive_naneserver0. parent')

Mon Feb 4 20: 08:48 2019 Debug: DNS query: QP ('‘mail.ietf.org"," A ,'194.191.40.84"', 60)

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org', "A, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data(['4.31.198.44'], secure, 0, 1800)

Mon Feb 4 20:08:48 2019 Debug: DNS encache (mil.ietf.org, A [(8496573380345476L, 0, ' SECURE',
'4.31.198.44")])

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org', 'AAAA)

Mon Feb 4 20:08:48 2019 Debug: DNS query: ON('mmil.ietf.org , 'AAAA

'recursive_naneserver0. parent')

Mon Feb 4 20:08:48 2019 Debug: DNS query: QP ('mail.ietf.org',' AAAA','194.191.40.84', 60)

Mon Feb 4 20: 08:48 2019 Debug: DNS query: Q ('mmil.ietf.org , 'AAAA, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Warning: Received an invalid DNSSEC Response:

DNSSEC Error('mail.ietf.org , 'AAAA | '194.191.40.84', 'DNSSEC Error for hostnanme nail.ietf.org
(AAAA) whil e asking 194.191.40.84. Error was: Unsupported qtype') of qtype AAAA | ooki ng up
mail .ietf.org

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org , 'CNAVE )

Mon Feb 4 20: 08:48 2019 Debug: DNS query: ON('mail.ietf.org , 'CNAME ,

'recursive_naneserver0. parent')

Mon Feb 4 20: 08:48 2019 Debug: DNS query: QP ('mail.ietf.org',' CNAME ,'194.191.40.83', 60)

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org', 'CNAME , '194.191.40.83")

Mon Feb 4 20: 08:48 2019 Debug: DNSSEC Response data([], , 0, 1800)

Mon Feb 4 20: 08:48 2019 Debug: Received NODATA for donmain mail.ietf.org type CNAME

Mon Feb 4 20: 08:48 2019 Debug: No CNAME record(NoError) found for domain(mail.ietf.org)

Mon Feb 4 20:08:49 2019 Debug: DNS query: Q('_25. tcp.mail.ietf.org', 'TLSA')

Mon Feb 4 20:08:49 2019 Debug: DNS query: ON('_25. tcp.mail.ietf.org', 'TLSA',
'recursive_naneserver0. parent')

Mon Feb 4 20:08:49 2019 Debug: DNS query: QP

("_25. _tcp.mail.ietf.org ,' TLSA ,'194.191. 40. 83", 60)

Mon Feb 4 20:08:49 2019 Debug: DNS query: Q ('_25. tcp.mail.ietf.org', 'TLSA", '194.191.40.83")
Mon Feb 4 20:08:49 2019 Debug: DNSSEC Response
data(['0301010c72ac70b745ac19998811b131d662c9ac69dbdbe7cb23e5b514b56664c5d43d6'], secure, O,
1800)

Mon Feb 4 20:08:49 2019 Debug: DNS encache (_25. tcp.mail.ietf.org, TLSA, [(8496577312207991L,
0, 'SECURE', '0301010c72ac70b745ac19998811b131d662c9%9ac69dbdbe7cb23e5b514b56664c5d3d6')1)

fail sample daneverify
[J> thinkbeyond.ch

INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found for thinkbeyond.ch

INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found. The command will still proceed.
INSECURE A record (104.47.9.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
Trying next A record (104.47.10.36) for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
INSECURE A record (104.47.10.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
DANE FAILED for thinkbeyond.ch

DANE verification completed.

mail_logs

Sample output from the execution of he danverify thinkbeyond.ch will populate the dns lookups
within the mail logs

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond.ch', 'MX)

Mon Feb 4 20:15:52 2019 Debug: DNS query: QN('thinkbeyond.ch', 'MX,

'recursive_naneserver0. parent')



Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond.ch','MX ,'194.191. 40. 84", 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond.ch', 'MX , '194.191.40.84")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data([(10, 'thinkbeyond-
ch.mail.protection.outlook.com.')], insecure, 0, 3600)

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond.ch, MX, [(8502120882844461L, O,

"I NSECURE' , (10, 'thinkbeyond-ch. mail.protection.outlook.com))])

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch.mail.protection.outlook.com, '"A)
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail.protection.outlook.com, 'A",
'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mail.protection.outl ook.com ,'A ,'194.191.40.83', 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com, 'A",
'194. 191. 40. 83")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data(['104.47.9.36', '104.47.10.36'], insecure,
0, 10)

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond-ch. mail.protection.outl ook.com A,
[(8497631700844461L, O, 'INSECURE , '104.47.9.36'), (8497631700844461L, 0O, '|NSECURE ,
'104.47.10.36")])

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outl ook.con,

" AAAA)
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail.protection.outl ook.com,
" AAAA' | 'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mail.protection. outl ook.com ,' AAAA ' 194.191. 40. 84", 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
" AAAA' | '194.191.40.84")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data([], , 0, 32768)

Mon Feb 4 20:15:52 2019 Debug: Recei ved NODATA for donain thinkbeyond-

ch.mai |l . protection.outl ook.comtype AAAA

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outl ook.con,

' CNAMVE' )
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail.protection.outlook.com,
"CNAME', 'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com,'CNAVE' , "' 194. 191. 40. 83' , 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
"CNAMVE', '194.191.40.83")

Mon Feb 4 20:15:53 2019 Warning: Received an invalid DNS Response: SERVER FAILED to |IP
194. 191. 40. 83 | ooki ng up thi nkbeyond-ch. mail . protection. outl ook.com

Mon Feb 4 20:15:53 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com,'CNAVE , "' 194. 191. 40. 84' , 60)

Mon Feb 4 20:15:53 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
"CNAVE', '194.191.40.84")

Mon Feb 4 20:15:54 2019 Warning: Received an invalid DNS Response: SERVER FAILED to I P
194. 191. 40. 84 | ooki ng up thi nkbeyond-ch. mail . protection. outl ook.com

Mon Feb 4 20:15:54 2019 Debug: No CNAME record() found for donain(thinkbeyond-

ch. mail . protection. outl ook.com
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https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-command-reference-list.html
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