ESA M S/IMIME EZ2 TR XY E—D %R
I25%

=PA

FLU &I

ESA D SIMIME EZ R 2 XY -2 2 BERTDHE
k0%

Bs

YA UIREEL

3E

SFBA & O ¥R EE

B E B R

B

CHEBREXY - B0 EREL V) /Multipurpose Internet Mail Extensions
(SMIME ) BEE RS 3 &% X— L TRETAEVVOATEDY A LET Cisco E X—
WEF1VFT14 TTS5A4TFTA(ESA) ZREBRLEEDTT,

ESA M SMIME EZ B EXYE—DZRRBITSDEE

SIMIME BEF170, BBEIINEEFXA—IN XAVvE—VEFEE L, SRS EKICERL S
XTTo SIMIME GNT VY IIMBF—ORTEAXAYVE—SEESLTEIH. THEEBEETH0
ICERALET,

XYV E—IHFBEIETNDHER, XV E-—IZRELINMESK Th XvE—JZRA< L
FTEFET,

AV E—TINBREIDEE, AVE—TIEZEERXVE-IHIEBRICEDSBA 2 LIEEHA
DHEBZKRFL, BETHIBEEHIET,

ESATREEND7O77A4IINEEBF LT VT HMESMIMEA XY 22— 4 DOE—ROD
1 DE/SEREFE TRENTEFRT:

R %

- BES

cHAVBEE (RETAVERVEESL )
ZR (IR B, ThHSBEFESL )

BEIC, XY E—SRBELRIDN, FLEEESHLOLOICEMS SIMIME ;EBEZERAL £MHE0
EERASESZENTEERT,

ZEEICBLTRE., ThORESALEETAZRTFORIEBENMBESLZLEL, RTL., BITA
NBOICEFX—INTTIVTr—2 3 zZzFEATRIHENHYVET, TIXILERD Encryption
A7V BRTELBIEFA—INT T —< 32 F Microsoft Outlook, Mail (OSX)., &
& O Mozilla Thunderbird T3, XY tE—2 B p7s (smime.p7s) £il& .p7m



(smime.p7Tm ) "I T7 7AD" EBENTVET, cnSORIT7A4IIL 774k X—=)L OY
DAY+E—ID (MD) ERFENET,

PIS7T7TANDRRT7ANOABEXY =N FORINBRZESCETTITT,
PIM 7 T7AINORMIT7TAINOABREBEXY E—DHNBEFLE N SIMIME 20 ZF + & K THS
FZESCETTITTY, XVE—COABRBRTRFTT7 7 AL smime.p7m 77 1)L TH
FNET, XAVE—PORHEF—E—BIBDTTAR—PNF—RBYRENET 7ML ZBEEZOHIC
T“j—(}

BFA—NTTVT—23 0 FORINBREZREBLEVES, pim 7740 p7s FEF X
N XY E—IADORFTT7TAILELTEDIhZAELNEE A,

Ve 4
XY t— //J“7 O77AIN%REE $5ZEHEESAT, BREIDEHIZEKRE «hi- SIMIME 0%

FBRINSEE cnis X—=I)ILZRRLIEHEE p7s attachement E RITZEXY =2 DB
iR 9%

Fri Dec 5 10:38:12 2014 Info: MID 471 attachment 'smime.p7s'
BEEOEFA—NTTITI—232TNERNORSNEEULETT,

AENTU I Outlook 2013 ( Windows ) &L THIE, NY DA RENDEAE > VRILISEER
LERT:

Robert Sherwin h 8
HELLO 10:38 AM
Hello, Test

RENTUWE Mail (0SX) &L THI:

sark by Date ~

Robert Sherwin

HELLO

Security: € Signed (royale298.¢ms s, com) *—

Hello.
Test.
-Robert

iS5

XY 'IZ—/7§‘7 O77AI%&EE $5%EF ESA T, BES{LITBHLHICHRE chiz SIMIME ©
REEAALSHEE chis X—)LERKRTRL EHBE p7m attachement Z RIZEXY -0 LS
ICFEE& 75

Fri Dec 5 11:03:44 2014 Info: MID 474 attachment 'smime.p7m'
CHIZRDTHARNDERSNEEULETHRZEEOEFX—IINT7VIT5—23>2>T, @AD
BlOEHICRENDZNY ROY Y VRIISEELTTE L,



RE N T Outlook 2013 ( Windows ) & L THl:

Robert Sherwin W
HELLO encrypt signing profile 11:04 AM

RENTVE Mail (0OSX) &L THI:

Sort by Date «

* Robert Sherwin
Robert Sherwin 11:03 AM To: RS
HELLO encrypt signing profile

hello

HELLO encrypt signing profile
Security: & Encrypted

hello

B A2 EE1L

XY= TO77AINEEE §5 RE ShE/MESL, ZEBESANBREID L2
SIMIME QEFRIA SHEF chics X—I)LZRRLIZFE p7m attachement Z RIZEX Y
—20HICER T5:

Fri Dec 5 11:06:43 2014 Info: MID 475 attachment 'smime.p7m'
CHIZRD>THARNDERSNIZELULETHBEBEEOEFX—IINT TV Tr—>3>T, R"&eh
PNy ROV DURILICEELTTEV,

RE NTL = Outlook 2013 ( Windows ) & L THl:

Robert Sherwin U
HELLD sign/encrypt profile 11:07 AM

RENTUWE Mail (0SX) &L THI:

Sort by Date

Robert Sherwin
Robert Sherwin Ta:
HELLO sign/encrypt profile

EEEE e
HELLO sign/encrypt profile

Security: & Encrypted

hello

hello

3 E



BRHIZEX=)LERRITDEEZEXAYE—20EDICTNZRR 5 XvE—207077
AN %EEE TRZEHEESAT, ZEZICAEDLEHICETE Shi- SMIME QOXEAIANSEE
5, piImBELY p7s R 774N ZERLET:

Fri Dec 5 10:58:11 2014 Info: MID 473 attachment 'smime.p7m'
Fri Dec 5 10:58:11 2014 Info: MID 473 attachment 'smime.p7s'

BEREOEFA-NTTIVT—230TRINBERAPOEFX—IITTVT—232ICETY
T, EDbB3HPELNFERA,

AENTU I Outlook 2013 ( Windows ) &L THIE, NY DARENDFRE > VRILICEER
LET:

Robert Sherwin b R
HELL triple signing profile 10:58 AM

RENRTUWE Mail (0SX) ELTHIR, BEEhZDEHONY DHREN, BELOEHD/N
Yy ROYINFRENDCEIEELET:

Cart bv Diate
Sort by Date « Robert Sherwin

HELLO triple signing profile
Security: # Signed (royale298. = ), i Encrypted

hello

RENTWEFT7 4A2011 (0OSX) &LTHIE, RENBNY ROYIBLTXY E—JI0F
BLEY, "ZOXYE—D FIRIILTEEL, . BEFAEBSHLLEL £

HELLO triple signing profile
Robert Sherwin
sent: Friday, December 5, 2014 at 10:58 AM

-

o: robert@

= This message was digitally signed and encrypted by " [Ecisco.com’.

lﬁl A copy of this message is on the server.

hello

REEARDRER

TRt EFIVFT AR — BLEZEEOTVI7FLAERAFO, EFXA-ILTTV
T=2a3VICEDOVT, AHEERTRL, BEHANZZERBREDYET,

ZELFROMICBEL TR, BEETINESLTESL ENE XY E—J1T0F 7 1 X 2011
(OSX) &m, FMROYTRIUBATSIAVHFBYET:



(Details ___~| |

11 View Signing Certificate
View Encryption Certificate
Add Encryption Certificate to Contacts

e

FBEAARE "Viewa ZBIR T2 ERF NN BAICHSEE iz ESANDEEROERLHE
BEHRERLET:

O View Certificate

¥+ royale298.

royale288. .

Root certificate authority

Expires: Sunday, Movember 22, 2015 at 10:14:00 PM Eastern
Standard Time

£ Thiz certificate is marked as trusted for thiz account

p Details

BYE 15§

.ESADT7O77A4\NEXE 5 SIMIME £EE Eh? XvE—SEEETRFE
- TOZHI YR—BbE RF 21 XM - Cisco Systems
.CiscOEX—L tF*1VF 4 PTSAFOR-I—H HA R



https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/214694-how-to-verify-messages-sent-with-s-mime.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
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