EEBEESAMNT 714V 0EZTANDERE RX—
X ESA

=PA

FLU®IC
[FIE7 % San
i
FHITZ I R—F b
BENRN—BRTITSATVA
R—BRESADEHD')AFT—FE
R—BZ ESADEHDREER FIL—T
N—2% ESA @ /=8 @ Simple Mail Transfer Protocol ( SMTP ) JL—F 4> %
R—ZESADEHDEE UL —
X=)LHDANLFEREF Y TF ¥ 2 A Z—7II O AVFFIREELET
RERBTITSAT VA
EEESADESHDO SMTIPIL—TFT1>T
NDUAZ7O7 7 A4)IER
BESHIO7 7 4 IAERK
AEESADEODODXYE— T4 ) Z—1BE
NIAZ7O7 7 AI)ERK
BESHTO7 7 14 )LIEK

By
NSNS a—TFT42T
1B hn1E R
B E 3R

BE

COEBRICAYE—2 JA4INER—TAREBESANT 714V 0BZHTANDEHICAR—2 Cisco E
X=)ILEF21VFT4 FTS5AT A (ESA) ZRETDHEZRREIhTVET,

BIRRA
4

CORFIXVNIBELTRERNDEHEHY XE A,

FERTIIR—ZFT B

CORFIXNE, BEDYTIRNITITRN—RIITON—IAVIIREENDEDOTRSD
VEB A

AEORHIE. BEODTRREICHDTFNAAZEIVTERENLENDOTT, CORFIXY



NTHEATZIZINTOFNA AR, FIH (F74IN ) REVRELSEFHLTVET, HRO
XY RND—ONEBEAPTHIBEEICIE. EOXDIBELICODVTE, TOEENEZECOV
THRECEREL THLKBENFHYET,

R=BFTZAFT 2 ARAERELTTFZV
R—BRESADHD) AF—&E

BAID) AT —RERFR—RESATRETITEINETT,

.GUIAS, BYND—=T > DVAF—\DOFET—h,

. TAdda Z2VY O LTTFEWVWURFT—%...

BHBRT TCPAR—N 25 THET B LRI RAFT—RBEET IS,
AHVAF—ADEEZRETSEHIC TSUBMITs 2021V 0 LTTEL,
BAUARATY 7 %#BYVRL, 22 UARAFT—ZEMLTTEL,

BB RY TCPR—K 26 THETHIRAVAFT—FR/EETND, (OURAFT—REE X
—IDEHICERAEINET, ) REOLODICRATRE &, REEhDEMA>E2—T7I4
ANBHBDBER—N255 BERAITBDIENTEEXERT, CESICE2THRARNETNBIR—R R
BREREOLEHICA—NSE87 Z2FHLEL I,

7. VAT —\OEEZRETIEEFETS.

8. REANNDINTNEEZRBETIEHIZEELTTEL,

R—BZ ESA D= DEERA JIN—7

PHTIESNERT 714V IREEXAYE—JCEALTR, EHANDLEHICR—FESADLZD
DEYEZIP 7 RLABLOEEESA N SOHRRBEXTEMLTTE L,

o b WN -

1.GUI A5, RUY—> RIFBIEEBEITDEHICTES—KN LTTEL,

2. BYICR—ALAR UL—EZEER JIL—T2BRLTTEV, (h@EFBEEJL—, »
RELAYLIST £ BENET, )

. TAdda #2UY 9 LTTEVEEHAE...

EERCEL TR, XBEESADIP 7 RLAZFEALTTZW,
AHEICBSUTEBELOOXNE, ABDLTTEL,

ML= FER IN—TNOEEEZREFETDILEHICANRTTEL,
READIRNTOEEERFTDLEHICELTTEL,

~N o ok~ W

R—A ESA O 7= % ® Simple Mail Transfer Protocol ( SMTP ) L—F 1>
NR—2AB ESA TITHMHEN $BD SMTP L—REEZXRDEY TY:

1.GUI A5, BY ND—D >SMTP IL—F 120 DOFES—K,

2 BIEDSMTP IIL—TFT A TN HBDEE. HiTIRHICTNSBRTHIBRERIRT DI HEN
HEIZHEEHYVET, (R—FTFROEYRNT YT HA RZRFITDLEHICHERELTTE
Ve )

3. PAdds Z0UY U LTTFEWI—ME...

4.cisco.com ELTEFERAALAB KRV USEDNS & LTHEZRE LTTEL,

5. [Submif]l VY I LET,

6. BUATY 7 %##&VIEL, SMTPIIL—KhZF<IZEBMLTTEL,



7. ironport.com DO D RX A B XVFEED USEDNS E LTEEEZRE LTTEL,
8. [Submit) 22Uy U LET,
9. BREMIZIE, RXADZEEHSOMORAL%E TAIls ZFEIR LTTEL,
10./dev/inull ELTHEZERE LTTFEV, (ChREFRBREEThBLVHSWPIERXASMDEHD
R=BTITSAT VAN SA=NEN—FT 12T FTR2E=ZHEET, )
11. [Submit] 22U Y VL £,
12. REANDIXRNTNEEEZRFITDLHICEELTTEW,
BREAT, R=BZTFTTSATAD SMTIPIIL—TFT AT RBFAX=DICRTEDICHYYET:

Add Route... Import Routes... |
all
Receiving Domain Destination Hosts Delete
Jronport.com usedns
cisco.com usedns
All Other Domains Sdew/null
Export Routes... |

AN EZBEBECIWUTRXSMOEDICI RI—YZTANTBILEHICETLISICE
I —KRZEMLTTE L,

R—RESADEHOEF JL—

BE VL —REFAR—2HZEEESA O SBRS A7 beyone ZEIET B LSICLET,
FEAENDOAD74F1L -3 1KY TEHELET,

1.GUl, Y ND—U BB JL—NOFET—K,

2. Th%EHZ—THWET Click "Enable",

3.UL—% FAddy ZOUY Y LTTEL,

4. "EEy FEEZBRLET,

5 R—Z ESAICETAEESAD "IPT7RLAL B, BAWERARNBRIYILFTILERARS
NFEITEEZHEAUETT,

6. "TIRY 711

7. EEERELTHEELET,

You do not need this feature unless you have local MX or MTA relaying qall to your IronPort appliance.

Status: D—.ﬁ.!:llcdl Enable '

Add Relay... |

AfE VL —: EATREE,

Status: | Enabled [RElalc)
BE VUL — FERAAERE, AZUTEhizA,



Add Relay

I'I'IZIL: r_Production

I...-.-.. -

©  Parse the "Received” header

.. YR Production ESA TP
ADDRESS

picily & custom header

B Begin parsing after: (7) I:. —
Ihis will retricve the shrs score, one HOP beyvond the cannecting ip address

T—Croics)

BEUL— YT TTL—K

You do not need this feature unless you have local MX g ing mail to your IronPort appliance.
Status @ Disable final preview
| add Relay... |

Mame IP Address Header Parse After Hops Delete
Your_Production replace with you prod ip| 192.1.1.1 Recelved from 1 ﬂ

BEUL— REEITHI0EOBMEL 1—,
BT X=)LLog TV NU:

ABER 4 A 8 B 12:48:28 2019 &E153%: MID 2422822 IncomingRelay(PROD_hc2881-52): , fi i
Eh3IP54.240.3522 EDF5 N3 (FW> =AY A SBRS 3.5 7 BXKE

X=) OJADANLTEREXFYTF¥Y T2 (Z—7ILOTAYH

- Webui> > > > > XIronPort
Log Subscriptions Global Settings

System metrics frequency: | [60 seconds
Logghag Optians: | B Message-ID headers in Mall Logs
B Original subject header of each message

Bl remate FEEOaMDE TRl i MBI LogL

Headers [Optonal) List any headers you want i récn the log fies:
H=IrenPort-Anti-Spam-Result

BETA IS E D END,
RELXBETITZA4AFRA

FE: ABESANDEEZTRESCLEZNHYET, BEOVIV74F¥21L—3a%E
NYITYTTBREDIIZLTTEL,



1.GUIAS, SATAEE>OA74F¥1L—>32 77A4LICFET—K LTTEL,

2BENOAV74F1L—>3> 92 3ohs, 774N ELTHREOA 74F1L—
2AVENYIOTYTERATa> 01 2ZBRLUTTEV: RRTDH, FLEERET
BPEHICO—ANIAVEI—BRIZT7ALZEAIO—RLTTREV, 77M4ILZICETF
X =)L T2 TR & LV < your_email_address@domain.com >

3. [Submit] 20 )Y O LET,

EEESADESHDO SMTPIIL—F 124

SMTPI)L—F 1 TR EKBESANSOR—FZESAICTRNTDEZEBLRVEE X-IILDLEHOD
BCC ZFFA T2 LHICEBMTIHBENf HVFET, ZOHIICEL TR, inbound.beta.com & KT
outbound.beta.com kFERAENE T,

1.GUI A5, XY RD—D>SMTP V=T 12T \DFET—hK,
2. TAdds Z22UY O LTTFEWIL—bM%Z...

3. RAXAE2BICIR—BIMIRESTIATVDE, RICERESNBIR—BZ T TSAT AR
AT—DIP 7 RLAEL T ED inbound.beta.com EL TZITED C & &EERE 'CT
=L,

4. ZOFHLWSMTP L—RMADZEEEREFTHLEHIC FSUBMITa 29UV T LTTEL,
5 BUATY 7 ##EVELTTEL, BMLTTFEWIL—HE..
6.26 I, BRFR—RMZXILERENDIR— 9)7747)1%%UZT NIPF7RLA
& L T outbound.beta.com EL TEERXAS 2, BBEFRAN FRE LTTEL,
r:w%bvsmvn RADEEXRETHDLEDICANTTEL,
8. REANDINTNEEZRETILEHICELTT=L,
HEAT, I X—JICRTKSICKEESA D SMTP IL—FT 12T

SMTP Routes List Items per page [T
Add Route... [T GTTLEES | Import Routes...

All
Receiving Domain Drestination Hosts Delete
CiSCO.Ccom
esatest.onmicrosoft.com smip.office385.com: 587
inbound.beta.com 172.18.250.222
ironport.com

outbound. beta.com *— 172.18.250.222:26

All Other Domains Sdev/null

Export Routes... Delete

NOVA 707 714K

HAEGEBNDAZTO77ALELVIEELE DA O—IL 7O7 7 4 I)LIGEEA KB & BEA T
bhf‘_@%‘ﬁmklﬂ,b‘bzliﬁx LN 70—ZR—FZ RANIXYE—CZREITZIRBELET,
DRERR—F XY =T CETERAENET,

1.GUIAS, XY RND—=IU>NDVAZA77A4II>AddNIOATA77PA4ILAOFES
_I\o

2. BRITORKRE: 15

3. F1—DHFARE™B: 130

4. XY= EIZEF OBYIORE: 60



5 XvE—ZEICEHFO>RAER: 60

6. ZEE/N—REBENDA XY E—:NO

7. EZEEZEEBEXYE—T:NO

8. Domain BEZ Z M LNV DEHIZEAL, XvE—2%ZES5HEET:NO
0. ZOHLWNI VA ZTOAT77ANANDEEEZRETDEETS,

10. Committo RIFIE INTEEREICEEL F T,

Profle Narms: ([l6ETA_BOUNCE

Marimom Number of Retries: l1s
Mawirmure Time in Quese: [y -
s el Queee: 1y 35 SECDNGS
Ingtal Time to wae per Message:  |[en sernads

Mawimiuem Time to Wak par Message A

Hand Bounoe and Deisy Warning Messages: | Send Mard Bounce Messages:
Use Dofaedt (Yes) Tes u Me *
Use DSN format for bownce mMessages
Use Defauk (Yes) = Tes M0

Hesaape Composition

cadage Subjors

Parse DSN "S@ous" Neld Usa Dafault (Na) Yoz * Mo
from bounce nesponses
wauification Termplate Bounce Notificat:on Template can be defined st Mail Policies > Tent Resources
MEESICE LANGUAoE emplatg Prevign | Delete
= | @

Sond Delay Waming Mottapas:

Use Dipfmdt (No) Wes a‘;: *

Message Compesition

Message Subjedt |

Minimuamn Interval Betwoen Mesasges | SEConds
Mgernurn Mumber of Mestaget to Send I

Eeoplert for Bounce and 'Warning Messa0et

=l o
NOYA7TA77 4 IERK

X EROBSERTSNIZERR—F RANCEREEIVAKOFZECREF1I— NV D
Tyv7em<rolH#RECEEBRNICREENET, EF7TVIT77LVACBEENDLE
LhEtA, BARERENDI—YBHTEBCC 7M1IINERNSEEND 2SI
FTENICICVVRITDhERR A

REEHBIERET7OT7FAILLET

1.GUI A5, RUS—>BEEBETZDFES—NE>Add BEZFHIBELET,
2. Destination : inbound.beta.com



O© o ~NO O b~ w

NI AER:>FTRLAZRIFFEGT>TFE V> FLEGETF72IL5 (VWVZR)
N2V A 707 74 ): BETA_LBOUNCE

MEDERFEEEO VI ZFLOAICETVTEREE D AELNEEA.
LCOFLVWELZE O MO-L 7O7 74 INAOEEZREFETIEEFETS.
BEEEFEALTATY 7 2-6 Z#VYIEL TTF& L outbound.beta.com
LCOFLVWIEE ONO—II A7 7AIIANDEEEZRETDLEHICANTTE,
REANDIRNTCOEEERETDLEHICFELTTFEL,

Destination —_—
[ Address Preference: Defaut [(1PvE Preferred) E
Limits: Concurrent Connections: Use Default (S00)
0 sarum of [500 {between 1 and 1,000
Moy m Motzages Par Use Defeult (5]
Conmsction 'n Maarmym of |50 (oxtween | andg 1,000)
Recpients: o Use Default (No Limiz)
Mancirmum n.-fl [
Swmiber of recipéents between 0 and 1,000, 000,000
her of minutes betw 1 and &0
Appiy limits Per ESA hostname
o‘u. Wige
Ea sl Gatevwsy
= - ended if Virtual Gatew
TLS Support: | | Defaul [Preferred i
A security certificate/Key has not yet been configurned. Enabling TLS will automatically enable the “Cisco ESA O 3
certificate/key. (To configure & diferent cevnificate ey, St the CLI and wse the cartoconf g command.)
DANE Support: (7) | Default (Nore) B
Bounee Verification: Perform addrese tagging Default [Ha)
-
=1 I
g T L% Mai Pobcwrs > Bounoe Venfication
Bounce Profile: | | peta sounce [ '@
Aounce Profile can be configused 8t Network = Bounce Prafiles
Destination Control Table Items per page ([EEHIN ©
Agd Destination... | Impart Tabk
A
Dormain A [P Address Preference Destinaton Limits TLS Support DANE Suppart Bounoe Verification ® Bounce Profike Dol
S04 concurrent connedions,
nound. Bt .com [eefaul 50 MEsSsAQES DEr coRNECTON, Defaur Default O BETA_BOUN
Dot it recipient it
500 concurrent conneciiona,
outbound. beta. com Dl ol 50 MessageEs per oon “’("_li.". Defaut Default O BETA_BDUNCE
Delault recipent

wLWeEE O hO—JL 7077 'f)lzo)ﬁgt_l—

FEESADEDOXY E—D 714 )L2—B%E

ZEESADOCLI NS, R—ZESADBEYBZIVAFT—ICBCC X—ITERIXAYE—I T1I)IE

—ZHEAITTTEL,

1. 7ANENOFET—K>HFHLL,
220XV =2 74 E—pleIE—
T L

TR R—

bcc-EFT: if sendergroup == "RELAY" {

bcc ("$envel opereci pi ents", "$Subject", "$Envel opeFroni,
| og-ent ry(" <=====BCC COPY TO BETA ESA:::::> );

} else {

bcc ("$envel opereci pi ents", "$Subject", "$Envel opeFroni,
| og-ent ry(" <=====BCC COPY TO BETA ESA:::::> );

}

ABRLU,

"i nbound. beta. cont');

BEZECICTEEYTELT

"out bound. beta. cont);



3. ¥BRCL 7OV T NCE>THBETELTTRE W,
4 BEADTNTOLEEERETBEOIELTTE W,

3¥: sendergroup |2, recv ) AF—, mail-from, FEEMORATEE BIL—ILBXTEX
HOVTAXYE—2 74N EZ—TOAE—ChB RS 74 Vv 0ZHBLTTEV, I X
VE—T2E TAIILRBAUAS R AIILRBAUOLHD ESA 1I—FHA RZSBLTTE
L,

Z7O77 AV EREHRTTEL
EEHBIERE7OT7FAILET

CcOtU2a>TR, BRENERBICHEL TVWAEZRIALET,

BEAT,. R—BTTSATVARKETTZAT VAN SOX=I) NS T4V I EZITANE
To R=BRTTSAT2ADCLI A SHRITHHIC, KE mail_logs ZE/TL TTE L

Wed Mar 23 17:28:43 2016 Info: New SMIP ICID 2 interface Managerment (172.18.250.222) address
172. 18. 250. 224 reverse dns host dhcp-172-18-250-224. ci sco.comverified yes

Wed Mar 23 17:28:43 2016 Info: 1CID 2 RELAY SG RELAY nmatch 172.18. 250. 1/ 24 SBRS not enabl ed
Wed Mar 23 17:28:43 2016 Info: Start MD 2 ICID 2

Ved Mar 23 17:28:43 2016 Info: MD 2 ICID 2 From <test@est.conp

Wed Mar 23 17:28:43 2016 Info: MD 2 ICID 2 RID 0 To: <robsherw@ ronport.conr

Wed Mar 23 17:28:43 2016 Info: MD 2 Message-1D ' <a033ed$2@®. 9. 5-038. | ocal >'

Wed Mar 23 17:28:43 2016 Info: MD 2 Subject 'TEST 2

Wed Mar 23 17:28:43 2016 Info: MD 2 ready 320 bytes from <test @est. conp

Wed Mar 23 17:28:43 2016 Info: MD 2 matched all recipients for per-recipient policy DEFAULT in
t he outbound table

Wed Mar 23 17:28:43 2016 Info: MD 2 queued for delivery

Wed Mar 23 17:28:43 2016 Info: New SMIP DCID 3 interface 172.18.250. 222 address 173.37.93. 161
port 25

Wed Mar 23 17:28:43 2016 Info: Delivery start DCID 3 MD 2 to RID [0]

Wed Mar 23 17:28:44 2016 Info: Message done DCID 3 MD 2 to RID [0]

Wed Mar 23 17:28:44 2016 Info: MD 2 RID[0] Response '2.0.0 u2NHSi p018673 Message accepted for
del i very'

Wed Mar 23 17:28:44 2016 Info: Message finished MD 2 done

Wed Mar 23 17:28:48 2016 Info: I1CID 2 close

Wed Mar 23 17:28:49 2016 Info: DCID 3 close

SMTP BfE & 172.18.250.222 (R—BR F7TSAT VA ) TRIULET, RNSZT14VINEEE
hd T7RLARDNSTY 172.18.250.224 (KBTI SATVA)HYET,

FEERM IN—T R BEEES(TWMA UL —., 172.18.250.1/24 XY R —OASOHMHTES N
NZ74YITY,

bl TEST2 XY -2 DBEFETT,

RETTSAT AT, KB mail_logs 2L, RITLTTFEV, AXETLEEAhL MD &
RLET:

Wed Mar 23 14:50:10 2016 Info: MD 242 was generated based on M D 241 by bcc filter 'bcc-EFT



Chid BCCAdZEDLEOICEREATVRLSIIR—F TTTATVABLVPTAN IV RO
—HILZTMOSND LS ICBEFA—IN XYV E—D0BBRIRTHY),

RSTNS1—F42Y
BENDECD, COREICEIZBEORNS TN 1—FT10 BRI ELA,

B hntE R

AT 714N REERBORTAN IV RI—YHOR—F X—=)L NZT7 1Y JXBIZB)T
BIHICERBENDHPELNEEA,

1.R—=ZESADGUIAS, RUI—>EEIATOYV 71IIE2BETDH, £ERY
—EBREITRITES—N>RBREITVY 71IILE,
2.add DBREZTSEHICERNAIDAD T 74N EHAITTTFEWVWAY S EREL

TTEL,
BHAITESNZD ATV TAINENODEEZREFETSI-HIC TSUBMIT. 22UV U L
TTE L,

4. RV —>BEX—IL RV —EBELDL, FLBRVS—% > R(E Mail RUS—BEL
CRUS—ZIHLVIAYFOY 742 EEDIC L, BMLTTEL,
5. 2DRUS—ICOVTFUY 74 LRERET BB TSUBMITs 22U Y7 LTFEL

6. RENDIXNTOEEZRFIDLOICERLEFTIVYILTTEWL,
BERAT, R—XESAQOAVTUY 7ANRBAX—=JICRTLIICHYET:

Content Filter Settings

Name: IB&IIagio_Subject_Tagging

Currently Used by Policies: | Default Policy

Description: | |prepend BETA PROCESSED tag to subject line for all emails processed thraugh this ESA

Conditions

Add Condition...

There are no conditions, so actions will always apply.

H k

Add Action...
Order Action Rule Delete
1 Add/Edit Header edit-header-text("Subject”, "{.=}", "[BETA PROCESSED]Y\1") i
[ Submit |

BEF AN XYV E—DHFR—BESATEITMSOSNDEEZNFE., " EAX—JICRTELSIC
WMBENDX—LOHEBETINZERDRISICRIRTERT:



[BETA PROCESSEDIT
test@test.com < test.com>

Wednesday, March 23, 2016 at 3:01 PM
To:

hello

BOE1E ]

ATV ITEFHD =8 D ESAISMA DERES E
- TO_HAILHYR—BE RFI XD B - Cisco Systems



https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/200393-How-to-configure-an-ESA-SMA-for-staging.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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