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The Warni ng nessage is:
The File Reputation service is not reachable.
Last nessage occurred 2 tinmes between Tue Jul 26 10:17:15 2015 and Tue Jul 26 10:18:16 2016.

Version: 12.5.0-066
Serial Nunber: 123A82F6780XXX9E1E10- XXX5DBEFCXXX
Ti mestanp: 07 Cct 2019 14:25:13 -0400

AMPH—EARBMICHE>TVTE, 774IMLEIT—2320OR—-BI321372HLTERY b
D—JLTBELAEVAREMENIHYYET,

CDFHE. ESABBERF 7 7A4IILE1IT—>3 202 R—NAEHTERITDLSICERTE
x9,

_hZ{T5ICIE, CLID Sampceonfig > advanced% 1T L . [Do you want to enable SSL
communication (port 443) for file reputation?] IZ[Y] MBIRENTWBH & ZBERLE T, N>

(Cluster exanple.con > ampconfig

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set val ues for AMP paranmeters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTI NGS - Configure the cache settings for AW.



- CLUSTERSET - Set how advanced malware protection is configured in a cluster.
- CLUSTERSHOW - Di splay how advanced mal ware protection is configured in a cluster.
[]> advanced

Enter cloud query timeout?
[15] >

Choose a file reputation server:

1. AMERI CAS (cl oud-sa. anp. ci sco. com

2. AMERI CAS(Legacy) (cloud-sa.anp.sourcefire.com
3. EURCPE (cl oud-sa. eu. anp. ci sco. com

4. APJC (cl oud-sa. apj c. anp. ci sco. com

5. Private reputation cloud

[1] >
Do you want use the recomended anal ysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15] >

Do you want to enable SSL comunication (port 443) for file reputation? [N> ¥

Proxy server detail:
Server

Por t

User

Do you want to change proxy detail [N >

Do you want to suppress the verdict update alerts for all messages that are not delivered to the
recipient? [N >

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com

2. EURCPE (https://panacea.threatgrid. eu)

3. Private anal ysis cloud

[1]>

GUIZEA 9 5154k, [Security Services] > [File Reputation and Analysis] > [Edit Global
Settings] > [Advanced] ( ROY 7’Z 0> ) OIEICEIRL., [Use SSL] F IV IRY JANRD K
SIEAVIEBODTVR L ZHIELET,

S5L Communication for File Reputation: Use SSL (Port 443)

Tunnel Proxy (Optional):

Server: l Port: I_

Username: [

Password: l @

Retype Password: [ (]

| Relax Certificate Validation for Tunnel Proxy -.’E‘ff'

REICKHTEIINTOEEZIZIY MLET,

REZIC, BEOAMPOJ ZzHRL T, Y —EAELEFORDIEFLF AR ZERELETT, <hik,
tailampZ A L TCLIN 5ERTTEE T,

ampconfig > advanced|ICZEZ A % HIlE. AMPOJIZRDLS ICRRBEENhTVWEL =,



Mon Jan 26 10: 11:16 2015 Warning: anp The File Reputation service in the cloud
i s unreachabl e.
Mon Jan 26 10: 12: 15 2015 Warning: anp The File Reputation service in the cloud
i s unreachabl e.
Mon Jan 26 10: 13: 15 2015 Warning: anp The File Reputation service in the cloud
i s unreachabl e.

ampconfig > advancedcZEZMA 5 &, AMPOJICRO KD ICRRENE T,

Mon Jan 26 10:19:19 2015 Info: anp stunnel process started pid [3725]

Mon Jan 26 10:19:22 2015 Info: anp The File Reputation service in the cloud

i s reachabl e.

Mon Jan 26 10:19:22 2015 Info: anp File reputation service initialized
successful |y

Mon Jan 26 10:19:22 2015 Info: anp File Analysis service initialized

successful |y

Mon Jan 26 10:19:23 2015 Info: anp The File Analysis server is reachable

Mon Jan 26 10:20:24 2015 Info: anp File reputation query initiating. File Nane =
"anp_wat chdog.txt', MD =0, File Size = 12 bytes, File Type = text/plain

Mon Jan 26 10: 20:24 2015 Info: anp Response received for file reputation query
fromCoud. File Name = 'anp_watchdog.txt', MD = 0, Disposition = file unknown,
Mal ware = None, Reputation Score = 0, sha256 = abf28f 1f ed7c2f e88bcdf 403710098977
fal2c32d13bf bd78bbe27e95b245f 82, upl oad_action = 1

A DO HIZ R U fzamp_watchdog.txt7 7 4 LIE 100 Z L ICERTEh, AMPOJ TCEHEIhET, <
D774, AMPOF—TFZA470—ETT,

J77AMNLEAT—232ETPANGHOTTANRATHAREENLEXY E—DICRTSB
AMPOJOBED VL) —F, ROKXSICBVWET,

Wed Jan 14 15:33:01 2015 Info: File reputation query initiating. File Name =

' securedoc_20150112T114401. htmi', MD = 703, File Size = 108769 bytes, File

Type = text/htm

Wed Jan 14 15:33:02 2015 Info: Response received for file reputation query from
Cloud. File Name = 'securedoc_20150112T114401. htm', M D = 703, Disposition = file
unknown, Malware = None, Reputation Score = 0, sha256 = claf d8ef edeeb4e04551a8a0f5
533d80d4bec0205553465e997f 9c672983346f, upl oad_action = 1

CoOOJE®REEAL T, EEERX-IIOJOXY -2 IDMID)EBEEN TR EANTEERT

NZ7L>1—b

T77ATOA=NERY RT—UVDREZREL T, ROSSLBEARVTVS L ZHEL X
ED

1>
R—p ;ﬁ k /7 [hostname] L

N

e [F 217 14 H—ERX(Security Services)] > [77AILLE TF7AILDHDI=H
443 TCP K2 T—3 a2 &9 #i(File Reputation and Analysis)|D[Fffl T RH—EAAD T

(Advanced)| 207> 3 TERELE T, N

e [Security Services] > [File Reputation and Analysis], 774l LE1IT—3

32137 TCP [Advanced]|tz2 > 32, [Advanced]tz2 > 3>, [Cloud ZERBITRLHDYS

~ Server Pool]/N\ZX—ZTERELET, HF—EANDOT It



TTSATAFAMPY—E A, 774I)ILE1ITF—>3>, 8LV T77AINDHICEREICHE
TEBERERTBDEHIZ, TelnetZ N L T443%Z N U TESAL S U T RF—EZAANDEKR
BERETANTEET,

. T774MLEIT—232ET77ALDMOT RL AWK, CLITampconfig >
advancedZ £ L TERET S H. GUIN 5 Security Services > File Reputation and Analysis
> Edit Global Settings > Advanced ( ROAY 7A V> ) #ERAL TERELE T,

FE ESALT77ALMLELIT—23 - NOBTr XL T7OF > 2FATEIHE. b
FL7OFDOARAERIAZ VS Y VRATRIATIVEENCTILBEN BB 50 HY)
£, COATIVE, MRILTOFIHY—NDOAABNESAICL > TEEE LD )L —
REBICE > TEECATVWEVWERIC, BEDIABRIAZATY T IBLOICRMAE L
T, L&A, EETEIABIN O XIILTOF Y —/NTHCERLPBEEZHATIES
. COFT7avzBRLET,

77A4)LELIT—>320F :

10. 0. 0-125.1 ocal > tel net cloud-sa. anp. sourcefire.com 443

Trying 23.21.199.158. ..
Connected to ec2-23-21-199-158. conput e- 1. anazonaws. com
Escape character is '""]"'.

g

tel net> quit
Connection cl osed.

77ANBHOH :

10.0.0-125.1 ocal > tel net panacea.threatgrid.com 443

Trying 69.55.5.244. ..
Connected to 69.55. 5. 244,
Escape character is '""]"'.

"]

tel net> quit
Connecti on cl osed.

ESAN 7 7A4NLEIT—>32H—/NlTelnetiEfi TE, ERZESIKLITDTYTANI—L
Z7OF A BVEERE. TTTAFT > A%&Threat GridiCBERIT I HLEN BV EFT, ESACLIIC
FRLIN RFHYET,

10. 0. 0- 125. I ocal > di agnosti c

Choose the operation you want to perform
- RAID - Disk Verify Uility.

- DI SK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Wilities.

- RELOAD - Reset configuration to the initial

- SERVICES - Service Uilities.
[1> anpregister

AMVP registration initiated.

manuf act urer val ues.
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https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118552-qa-esa-00.html
https://www.cisco.com/c/ja_jp/support/index.html
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