FRTEDEFEERVAMNIVANIEMTS
FER?

5

>

JIES

Io]
I3

CUl 2R T384
CLIZERA T35S
B8 E 15 R

L

FEETEDEFEERTANIARNIEMT G ER?

CIE=S

CiscOEX—=) vF*a1VF74 77S5AF7 A (ESA) LT, EETDEEE%Z WHITELIST DX
FBEIIL—TICEMLET, COEREK, COEEFEEITI—7"TIE $TRUSTED X—)L 70— R
) —%ERTHEHTT, WHITELIST DIEFEEIN—TOXN—RGL—NFIRZZ(TT,
ChSMEEHEN SO T Y I Cisco lIronPort AntiSpam TPV IC&k 2 TAF ¥ e hEt
A D", Sophos Anti-Virus Y7 R DI FIZE 2 TRBIEHRZAF Y ENET,

F: 77 AN BMERETEE., Anti-Virus AF ¥ I EEMICEY FEIH, Anti-Spam FF 7 (2%
WET,

EEBEERDARNIANIEMTSIZEK, RAN 7OE2A 7—7 )L (HAT ) RO WHITELIST i
EEIIN—TICTOEEELZEBMLET, HAT I, GUIEEIE CLI AL TRETEXT,

GUI 2 ERT2845

1. [Mail Policies] 7 &2 Y L %9,

2. [Host Access Table] £22 3> ®T T, [HAT Overview] Z&#IRL £7,

3. GI®D [InboundMail] 'V AF—HFBREBRENTWVWAD L ZRHABLET,

4. T ® [Sender Group] ¥ T, [WHITELIST] Z2 UYL %T,

5. R—UNDEFREL O TAICH S [Add Sender] REZIUYILET,

6. RVARNVANIEMTS IPELEFRANBEZRID T A —I)LRICADLET,
IRUDEMEZRTLES, [Submit)| REEZIJUY OLET, 47 [Commit Changes] R 3R
VY IULTEEZRTFLTLSEZL,



CLI ZEHY 2845

example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 172.19.1.80) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 172.19.2.80) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (172.19.1.80/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[]> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.



- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[1]1> 1

Currently configured HAT sender groups:

1. WHITELIST (My trusted senders have no Brightmail or rate limiting)
2. BLACKLIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)

4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)
5. (no name, first host = ALL) (Everyone else)

Enter the sender group number or name you wish to edit.

[1> 1

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- POLICY - Change the policy settings and options.

- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> new

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed. IP
address ranges such as 10.1.1.10-20 are allowed. IP subnets such as 10.2.3. are
allowed. Hostnames such as crm.example.com are allowed. Partial hostnames such
as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are allowed.
SenderBase Network Owner IDs such as SB0O:12345 are allowed.

Remote blacklist queries such as dnslist[query.blacklist.example] are allowed.
Separate multiple hosts with commas

[1>
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