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Connecting to myldapserver.example.com at port 3268
Bound successfullywithDNCN=ESA,CN=Users, DC=example, DC=com
Result: succeeded

BAUEEZEALTLDAP ZRHFANI IV —ZERLEXT. ROHITE, &) —KRESE

MTHS "mails £ild "proxyAddresses) EBSLEDETEEZETRLAZFIVIL
£ T, [Name] : PublicLDAP.acceptQueryString : ((/((mail={a})(proxyAddresses=smtp:
{{a}))[Test Query] REZ>ZFERL T, BRIVIU—NDNBHMOTHINERT EZKRIL
£F9, Y—ERXAT7HI2MDOT RL A Tesa.admin@example.com; DBREDIEFEXHD
FIRDEXSICHEY)ET,

Query results for host:myldapserver.example.com

Query (mail=esa.admin@example.com) >to server PublicLDAP (myldapserver.example.com:3268)
Query (mail=esa.admin@example.com) lookup success, (myldapserver.example.com:3268) returned
1 results

Success: Action: Pass
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mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
[1> new


mailto:ironport.admin@example.com

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]l> n

Please enter the port number:

[389]> 389

Please enter the base:

[dc=example,dc= com] >dc=example,dc=com

Select the authentication method to use for this server configuration:
1. Anonymous

2. Password based

[1]> 2

Please enter the bind username:
[ecn=Anonymous] >cn=ESA, cn=Users, dc=example, dc=com

Please enter the bind password:

[1> password

Name: PublicLDAP

Hostname: myldapserver.example.com Port 389

Authentication Type: password

Base:dc=example,dc=com

RIZ, REUEZLDAP H—NICXHUTETIZ VIV —ZERTIHZENHYNET,
Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing. - MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> ldapaccept

Please create a name for this query:

[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:

[ (mailLocalAddress= {a})]>(|(mail:{a})(proxyAddresses:smtp:{a}))
Please enter the cache TTL in seconds:

[900]>

Please enter the maximum number of cache entries to retain:

[10000]>

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 389

Authentication Type: password

Base:dc=example, dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAP VTV —%&FZELES, 12INTJ2 R JAF—IZ LDAPaccept RUZ—ZHERAT S
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example.com> listenerconfig

Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)



Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS >- Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should be
accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.
[1> ldapaccept Available Recipient Acceptance Queries

1. None
2. PublicLDAP.ldapaccept
[1]1> 2

Should the recipient acceptance query drop recipients or bounce them?
NOTE: Directory Harvest Attack Prevention may cause recipients to be
dropped regardless of this setting.

1. bounce

2. drop

[2]> 2

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes

Footer: None

LDAP: ldapaccept (PublicLDAP.ldapaccept)
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