ESA —AbtARV > —, DL LNABRTEFTINT
L4 VEt (PVO ) ZHBRICTESL
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FAITRIVR—F b
BER#H
E7E
BRR R
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>F)A3
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>FIAS
>+ A6
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B=

CORFIXNTIE, CiscoEX—=I EF¥21UFT1 FTT7Z5A4TFT>A(ESA) T, [Enable] 7R
UNITL—RREND LD, —TbEnERID— DAILABLOCTINT LA OEE
(PVO) A"EMLTELBVEEICOVWTHBAL, COBMEOHERRZTLET,

= 353

EH

ROEHICETSHMEBNERENET,
- EFIVFTABEBTSSAT A (SMA) TPVO 2B%LT 3 H%,
- REEHAESAIC PVOHY—ERZEBMT % 5%
. PVO OBITORERES E-

RIS R—FX N

CORFIXVNOERE. ROVTIRIITEN—RIITON-2IVICEIKEDTT,



- SMA/N—> 32 8.1 LA

- ESA/N—232 8.0 LA
TEOERE. BEOFRRRICHEDTFNAALCETVTERENLEENOTT, CORFIXY
RTEATZINTOTNA AR, B (F7AILD ) REOREHASEBLTVWERT., HEF
DERYRND—UTHEZTSHE., AN ROFECODVTHHICERLESATHEELTLE
=L

HERIH

ESATEDRBENDT AIILE, RIZ—, BLRTCAF VY UBRECLLEBENRLEXY D, R
DEZICHBAT—BNICREITDIEHICEHANICES ZENTEET, SMATIELLEKREL,
BITOAHF—REFEALEICENMADST, ESATPVO Z2BIMLTERVEENF HVYET,

ESA lZ7R— K 7025 O SMA ICEGTERVLES, ESAOCOMEZEMICTZIARE I, BE
TEJL—RRENATVET,

f |

ESAT [Enable] RV HFTL—&KRENET,

Policy, Virus and Qutbreak Quarantines

Policy; Virus and Outbreak Quarantines Setting

The Padicy, Virus and Ouibreak (PYO) QGuarantines senvioe is nof enabied,

There are moitiple $eps to centralizing Policy, VWus and Owibreak (PV0) Quarantings, before you can enable Sservice on this ESA...
= To configure migration of PYO Quarantines, go bo SMA > Management Appliance > Centralized Services = Policy, Wirus and Outbresk
Quarantines),
» After you enable service and configune migration on the SMA, refurn here bo enable Centralired Policy, Virus and Ouwtbreak (PYO) Quarantines
for this ES4.

Enable...

SMA LIk, HY—ERNTITATTHL, TUVYIAVHIBERERTENET

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email
appliances,

Service Migration Steps and Status

Migration Steps Status
Step 1. On this SMA, select ESA appliances o use the cantralizped 1 Email Appliances {ESAs) have the Centralized Quarantines service selected
Palicy, Virus, and Outbreak Quarantines on the SMA,

Te select additional ESA appflances, go to Management Appiiance =
Centralized Services » Securily Applignces,

Step 2. Configure migration of any messages curmently quarantined Migration is configured for all appliances.
on the ESAs
Use the Migration Wizard to configine how quarantined messages will be
mgrabed.
Launch Migration Wizard... |
Step 3, Log into cach ESA to start migration and begin using Ay Service s not active on 1 out of 1 selected ESAs,

centralized quarantines.
Log into cach ESA as roguired to enable the service (soo status below),

Emall Appliance Status

Selected Email Appliances (ESAL) Statug

| Salbek Al Action Required: Log into ESA to enable Centralized Quarantine.




BRRE

CCTRRWS 22D FIAFICOVWTHBELET,

>FVAA
SMAT, P7ZAT VAN AVTAVIRETHD L 2BRTH I8, CLI O status X K%

EITLET, SMANATSANDHBE. BEN KK TDHEH, ESATPVO ZEBMICTBH L
FETEFXFEA,

sma.example.com> status

Enter "status detail" for more information.

Status as of: Mon Jul 21 11:57:38 2014 GMT

Up since: Mon Jul 21 11:07:04 2014 GMT (50m 34s)
Last counter reset: Never

System status: Offline

Oldest Message: No Messages

SMAKXNAZATSADBE, ChEA>TAVIZEL., cpq_listener Z#2E) T2 =%, resume ]
NRZEITLETD,

sma.example.com> resume

Receiving resumed for euq listener, cpg_listener.
iy
>F)7A2

SMADBITVAY—REFERALER, EEEZRMEIDENEETYT, EEEZRELEVES
. [Enable..] REZVEITL—KRRODEEXETT,

1SMA&&UE&H:Qmmm(i#m%WMWTﬁTDF947)TMR<\EE%Tﬁ
DORTOJALET, TOTHEVEE, Y RNTYTRETTERITAHN, ESAAID
[Enable..] RV IFTL—RRENET,

2. SMA T, [Management Appliance] > [Centralized Services] > [Policy, Virus, and Outbreak
Quarantines] Zi#RL £,

3. [Launch Migration Wizard] 202 Y O L. BITHZEZERLE T,

4 BEZEEFEL. BELEY,

>FIF3

ESA (C deliveryconfig N> RZBUTTF7 AL NOEEBAVR—T I A AZFREL. ThHH
0)'5‘77/|\L_ZF)%>7§‘ IL—=RABEWVWESD, TEOFT7AFILNOAZ—T7 T4 AIC SMA ND#E
mABWEBE, PVO Ik ESA TEMILTE EtH A,



AV2=—T7ILAAINCRETNTVWEITF I AINDOEFAZ—T7 T4 AN HS ESA ZRICTR
LEY,

mx.example.com> deliveryconfig

Default interface to deliver mail: In

AR —TILAINNHS SMAR—KN 7025 AD ESA OEHTARNERICRLET,

mx.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. In (192.168.1.1/24: mx.example.com)

3. Management (10.172.12.18/24: mgmt.example.com)

[1]1> 2

Enter the remote hostname or IP address.
[]> 10.172.12.17

Enter the remote port.
[25]> 7025

Trying 10.172.12.17...
telnet: connect to address 10.172.12.17: Operation timed out
telnet: Unable to connect to remote host

CORBEBEEBRTDICEK. T7AILMNDAUZ—TIAAIC Auto ZRELET, chnl-&kl),
ESA FBYIBAEA—T7 I A A%ZBBNICERALET,

mx.example.com> deliveryconfig
Default interface to deliver mail: In

Choose the operation you want to perform:
- SETUP - Configure mail delivery.
[1> setup

Choose the default interface to deliver mail.

1. Auto

2. In (192.168.1.1/24: mx.example.com)

3. Management (10.172.12.18/24: mgmt.example.com)
[1]1> 1

Sz e

—itE hizREADELE., 77 7 )L NTIEE Transport Layer Security ( TLS ) BE&{tE LTV
9, ESAOX—)L OY 77 AL ERREL. SMA D R—h 7025 \DE{EHEEH ID (DCID ) %
BRETDE, RKDESBTLS KRRIT—AHARRENDENFHYET,

Mon Apr 7 15:48:42 2014 Info: New SMTP DCID 3385734 interface 172.16.0.179

address 172.16.0.94 port 7025

Mon Apr 7 15:48:42 2014 Info: DCID 3385734 TLS failed: verify error: no certificate
from server

Mon Apr 7 15:48:42 2014 Info: DCID 3385734 TLS was required but could not be
successfully negotiated

ESA CLI T tisverify 221795 &, RURRICARYET,



mx.example.com> tlsverify

Enter the TLS domain to verify against:
[1> the.cpqg.host

Enter the destination host to connect to. Append the port (example.com:26) if you are not
connecting on port 25:
[the.cpg.host]> 10.172.12.18:7025

Connecting to 10.172.12.18 on port 7025.

Connected to 10.172.12.18 from interface 10.172.12.17.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher ADH-CAMELLIA256-SHA.
Verifying peer certificate.

Certificate verification failed: no certificate from server.

TLS connection to 10.172.12.18 failed: verify error.

TLS was required but could not be successfully negotiated.

Failed to connect to [10.172.12.18].
TLS verification completed.

ChiZEDJZ, SMAEXROSI—KT210ICFEHTS ADH-CAMELLIA256-SHA BE 5 (C &k V),
SMA RETIRAENRRICABMLET, TSICHAETDE, IXTHO ADHESIFERRILEME
AL, ET7IAHRBERB/LBEVCEFDAYES, CCTHOIBER, EROEEENKRTSS
LT, ChET5E. HHESY AKN% HIGH:MEDIUM:ALL:-aNULL:-SSLV2 ICZEL £ 7

o

mx.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> OUTBOUND

Enter the outbound SMTP ssl method you want to use.
SSL v2.

SSL v3

TLS vl

SSL v2 and Vv3

SSL v3 and TLS vl

SSL v2, v3 and TLS vl

51>

— O U W N

Enter the outbound SMTP ssl cipher you want to use.
[RC4-SHA:RC4-MD5:ALL]> HIGH:MEDIUM:ALL:-aNULL:-SSLv2

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL



Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers: HIGH:MEDIUM:ALL:-aNULL:-SSLv2

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1>

mx.example.com> commit

Eb: Rz, SSL2 EEMLET, BRHEICNSERETRVESTHRLHTT,

e

PVO REMLTET, RODESBIT— XV E—IHNRRENET,

mx.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.
OUTBOUND - Edit Outbound SMTP ssl settings.
VERIFY - Verify and show ssl cipher list.
[1> OUTBOUND

Enter the outbound SMTP ssl method you want to use.
SSL v2.

SSL v3

TLS vl

SSL v2 and v3

SSL v3 and TLS vl

SSL v2, v3 and TLS vl

51>

— O U1 x> W N

Enter the outbound SMTP ssl cipher you want to use.
[RC4-SHA:RC4-MD5:ALL]> HIGH:MEDIUM:ALL:-aNULL:-SSLv2

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL

Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: HIGH:MEDIUM:ALL:-aNULL:-SSLv2

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.



- VERIFY - Verify and show ssl cipher list.
[1>

mx.example.com> commit

COIZ— XYy E—2R, WFhHAOKRANI, BAETHhS DLP #eE+—A"75 <, DLP A"#3)
CB2/2EZRLET, YV1—232@F, FRELTVS#EEF—ZEML., #ET—HER
ENEARANERUDLP REZHEATAETT, COBEF—OF—BN, 7ONTLAY
7 14 )LZX Sophos VAL ARE, SLCBOBET—CRUEEESADTEMEIHY)ET,

ZEL

DFAREE, ATV, XvtE—2 74)LX, DLP, DMARC BREHADON IV EIZEETIIL
— 7 LRILOBEAN HDBE. PVO D [Enable] KAV ik, FL—KREhEd. COREER
REBICEFE, IRXNTOXY =BTV TAIINREIDVLRILEERTIL—T LA
IWDSOTAZR LRIIZEBEL, DLP & DMARC FREEREKICLET, Fhik, X2 LRI
NRENHBINI VBRI TAZNSTELICHIBRLE T, CLIOY > R [clusterconfig] >
[removemachine] Z AL, VS ASRRBREZMETEIEH., VTFARICRLET,

BEE T ]

-SMACH 32 PVO BB DEEICEIB NS TN 1 —F1>2T
CESAKOISAERN I TEATVWREED PVO BTV A Y—ROEH
TOZAHIL HR—BbE RF I XM - Cisco Systems
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