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EX=)LEFIVT4N—=232910DEHD AsyncOS ZFEEF L) HWVWEITTS ESA
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COERICRIDEGREDONDXII T -3 % <1®HIZ CiscoE X—)L EF 1T 4
F7Z5AT A (ESA) &V Ciscor¥1UT 1 BB T7SATVA(SMA) EEEREELEX
BHEERBENTVET., COEREN—RVITEIVESKEN—F v LICL>TEIL
T7SATAERALES,

Bl SRAF
B

ROEBICEIZHANI DN HREEIET,

. Cisco ESA
. Cisco SMA

AT R—F>2 b

CHONEIIERRERENTVSIEHIE Cisco ESA B KU CiscoSMA DITXNTH/N—a v ICEIW
TVWET,

CORFIXVNOERE. REDFARELCLHZTNARACETVWTERENEZEDTT,
DRFIXRNTHEAIZINTOTFNA AR, JUTR(T7#)LDN ) RETERZHRHL T
WET, XY RND—IOF&EBPOBEEE. OV RIRBIBENCEZEZ T2 ICEBHEL THL
BEANBHVNET,
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CcOEIIIAVREX=ILEF1UT14 N—=23291B&LV Th LIEDOLEH D AsyncOS %
ETTBDEEE CiscoSMADXIIHAEBEEO LN I -3 #8R L E T Cisco ESA
< HEZ,

EX=IEF1UFT4 =232 95 FE Th LED LD AsyncOS & R1T
9% ESA

EX=ILEF2)F14 N—=23295DEHD AsyncOS OBEICK 2T, TLSv1.2 FBEHR
—REhET, BFIOEIZIAVICELEFAN B2 AV REEBELET; L. HAOKLEEN
TOVETLSVI2 ICDVWTREFHNFRRENET,

CLIASOEABIECCICHY FT:

> sslconfig

sslconfig settings:

QU HTTPS nethod: tlsvl/tlsvl.2
GUl HTTPS ci phers:

MEDI UM

H GH

- SSLv2

- aNULL

@BPTRENGTH

I nbound SMIP net hod: tlsvl/tlsvl.2
I nbound SMTP ci phers:

MEDI UM

H GH

- SSLv2

- aNULL

@BPTRENGTH

Qut bound SMIP nmet hod: tlsvl/tlsvl.2
Qut bound SMTP ci phers:

MEDI UM

H GH

- SSLv2

- aNULL

@BPTRENGTH

Choose the operation you want to perform

- QU - Edit GU HITPS ssl settings.

- INBOUND - Edit I|nbound SMIP ssl settings.

- OUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher |ist.
[1> inbound

Enter the inbound SMIP ssl nethod you want to use.

SSL v2

SSL v3

TLS v1/TLS v1.2

SSL v2 and v3

SSL v3 and TLS v1/TLS v1.2

. SSL v2, v3 and TLS v1/TLS v1.2

[3]>

GUIASZhSDOREIL, TETS—NDATA EE >SSLEE>Edt MEICET S8

oA 0N R



Edit SSL Configuration

GUL HTTPS! Memnods: | @ TLS w1/TLS v1,2
S5L w3
S5L w2

5L Cipher(s) to use: | [MELIUM:HIGH:-55Lv2 -aNULL: @5TRE

Inbound SMTP: Methods: TLE wi/TLS w12
S55L w3
S5L w2

5L Cipher(s) to use: | [MEGIUM:HIGH:-55Lv2 -aNULL: BSTRE

Outbound SMTF: Methods: | @ TLS wi/TLS w1.2
S5L w3
S5L w2

S5L Cipher{s) to use: |h'|!':h:1.H:HrGr-:-SELvi:-aN.JLL:ﬁETHF

-

Note: S5Lv? and TLSw] cannol be enabied simedteancowsly, but both can be enabled for use with S5Lv3.

EVN Z2BEHRICBLTE. N—>3>295FHE Th UEO-SHOEYZ ESA T
RI—H HA RZSBLTTEL,

EX=)tEF1UF4 /X—232910HD AsyncOS ZF &) HWVWRTT
% ESA

sslconfig IN¥ > RTCESA THEATIHSEMBETEETET, XIIHIEBESOLHO® ESA XIS
I—>3>aB<EHIC, sslconfig IV R%Z ESACLIICAHAL, ChSOREZMATTE L

. 31 Simple Mail Transfer Protocol ( SMTP ) A =: ssiv3tisv1
. %45 SMTP k&5 : MEDIUM:HIGH:-SSLv2:-aNULL: @STRENGTH
. 351§ SMTP 75 =X: ssiv3tisv1

. A8 SMTP B&5: MEDIUM:HIGH:-SSLv2:-aNULL:@STRENGTH
ZEESOLEOOREMNFCICHY FT:

CLI: > sslconfig

sslconfig settings:
QU HTTPS net hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP met hod: sslv3tlsvl
Qut bound SMIP ci phers: RC4- SHA: RCA- MD5: ALL

Choose the operation you want to perform

- QU - Edit GJ HITPS ssl settings.

- INBOUND - Edit inbound SMIP ssl settings.

- QUTBOUND - Edit outbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound

Enter the inbound SMIP ssl nethod you want to use.
1. SSL v2.
2. SSL v3


http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html

3. TLS vl

4, SSL v2 and v3

5. SSL v3 and TLS vi1

6. SSL v2, v3 and TLS v1
[5]> 3

Enter the inbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > MEDI UM HI GH: - SSLv2: - aNULL: @STRENGTH

HE:GUL BRUREBEZEBSOLHICHEBICRUTEF/RE LTTEL,

EX=IEF2)F14 /N—232 85 DHD AsyncOS BRET, sslconfig I > Rik GUI (C
EO2TCELEFIATEE T, GUIASChSOREIC, TEY—RNATAEE>SSLOV T 4
Fi1L—>3Y>EdtRBBICETDO:

S5L Configuration

GUI HTTPS: Methods: TLS vl

S5L Cipher{s) to use: MEDIUM:HIGH:-55Lv2:-
aNULL: @STRENGTH; |EXPORT

Inbound SMTE: Methods: TLS vl

551 Cipher{s) to use: MEDIUM:HIGH:-55Lv2:-
AMLULL: @STRENGTH: |EXPORT

Outbound SMTP: Methods: TLS vl

551 Cipher{s) to use: MEDIUM:HIGH:-55Lv2:-
aMLULL: STRENGTH: |EXPORT

Edit Sett THS. ..

EYN: YTy NERELTTE Laver (SSL) /S—3> 3.0 ( RFC-6101 ) A BELES
LKUCFRZERBRZORIILTH S, Cisco /N7 IDCSCur27131 Ic&k 2 TRy F > TJ&Ehd

Downgraded L /> — &St ( 7’— KL ) KE®D Oracle ®/VY 714> LTHShTV
% SSLv3 CVE-2014-3566 |CHEFsEA"H V) £F ., Cisco FHESZ. AL Transport Layer

Security (TLS 7 ) Z, TOptions Z#EIR 2 3 D2ZLETHME, SSLv3 271 —7
LETDoEHHRBLET (TLSVI ) » =24&54HIC DL Tl Cisco /N4 ID CSCur27131
ZZRBRLTTEL,

a7V EF1UTA4 IRXIAN96 DIEHD AsycnOS ZER R K HFHL LW
R17¥% SMA

ESA ICEELIL =, CLI @ ssleonfig AN > REETLTTE L,

A7V EF21 VT4 IRIADN 95 TR TNLED =8 D AsyncOS %
79% SMA

sslconfig Y > RiE SMA OFVWN—2a v ICRIATEERE A

H:SMA DH® AsyncOS DRV EHEWN—23 2 TLS v RS R—NLUEL
96 ICEREIEERFH SSLEEBOLESHD SMATRYFHLWVWFZYTIL—RLULTTEL,

SSLEESZEETRLEHICSMACLIASDINSDATYTZET LTTRE L

1.0—A)N AVEI—-RIZSMAODY 7 4F1L—>32 774 )LEZREFLTTEL,


https://tools.ietf.org/html/rfc6101
https://tools.cisco.com/bugsearch/bug/CSCur27131
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2014-3566
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2 XML 774 )N Z2BVWTTEWV,

3.XML D <ssl>t90>a> B LTTEL:

CLI: > sslconfig

sslconfig settings:
GU HTTPS met hod: sslv3tlsvl
GUl HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP net hod: sslv3tlsvl
I nbound SMIP ci phers: RCA4- SHA: RC4- MD5: ALL
Qut bound SMIP met hod: sslv3tlsvl
Qut bound SMIP ci phers: RC4- SHA: RC4- MD5: ALL

Choose the operation you want to perform

- QU - Edit QU HTTPS ssl settings.

- INBOUND - Edit inbound SMIP ssl settings.

- QUTBOUND - Edit outbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound

Enter the inbound SMIP ssl nethod you want to use.
1. SSL v2.

2. SSL v3

3. TLS v1

4. SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS v1
[5]> 3

Enter the inbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > MEDI UM HI GH: - SSLv2: - aNULL: @STRENGTH

4 BEEEEEFNDRSICEEL, XML ZRELTTE L

CLI: > sslconfig

sslconfig settings:
QU HTTPS net hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP et hod: sslv3tlsvl
Qut bound SMIP ci phers: RC4- SHA: RCA- MD5: ALL

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit inbound SMIP ssl settings.

- OUTBOUND - Edit outbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound

Enter the inbound SMIP ssl nethod you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4. SSL v2 and v3
5. SSL v3 and TLS vi1

6. SSL v2, v3 and TLS v1
[5]> 3

Enter the inbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > MEDI UM HI GH: - SSLv2: - aNULL: @STRENGTH
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