DI RF—=bITA40-) REEEDRE
&

BE

[FIE % San

i

FRIZIR—F B

RS —PRBEtEE

DZIRF—RNIDITA0—) REETE

EAREETE

t*a1)F4 H—ER

SATLER

BMEE (A7232)

CLILRXRIDEE

RARNTOHRAT =T II([X=ILR > —(Mail Policies)] > [(RA N 7 Ut AF—7 JL(HAT)(Host
Access Table (HAT))])

X=)L 7Z0—RV— (F7A2IBN RII— NFX—2%)
BEX=IN RIS —

EEX—=I RIS —

TOHDERTE

FHE(X—=J)LAR " —(Mail Policies)] > [ Z (Dictionaries)])
e S HI ([ X —)L7R U = —(Mail Policies)] > [38 5& i (Destination Controls)])
ATV 7140 &

BFEIACTUOVTAIILE

REIA TV TAIAR

Cisco Live

IB pntE ¥Rk

Cisco Secure Email Gateway® RF 1 X

Secure Email Cloud Gateway RF 1 X2/

Cisco Secure Email and Web Manager® RF¥ a1 X2 b~
Cisco Secure®BHm RF I X b

B E B R

B=

CMORFIXNTIE, Cisco Secure Email Cloud GatewaylZ 2#t& 112 J— )L RERE DA%
DI DOVTHBELET, Cisco Secure EmailZ 27 ROBEZEFOId—IL REBRK, 757
K4*— K™ I 4 &Cisco Secure Email and Web Manager®@E ICFTBIRARNT S VT4 ATH
V), YOFAM 8K TT, Cisco Secure Email CloudDEA Tk, 75T RS —RIIT A ED5EL
EE1DDEX—)ILBLTWeb ManagerO @B ZFEALET, BRESRIRARNTZIT 1 AD—
BTk, BEHERFEX—IB LU Web Managerich 2B EEZFEAL T—TEBEZTVET,



IR &4

2

ROBEHIZODVWTERLTHBLK L ZEHHLET,
. Cisco Secure Email Gateway® 7= (& Cloud Gateway ( U'EEB ECLIEEOMY )
. Cisco Secure Email Email and Web Manager, UIL XL EE

. Cisco Secure Email Cloud® 8 EHRKIECLIZ V7 EAZ ) VI ARNTEET, XESHBLTLKE
eV, OV RGAAEZ—T ITAACLYFI7EA

EATRIR—F>2 b

CORFIXMNDIERIFE. Cisco Secure Email CloudD B EREBEEICRNTZI—)L REBE
ERANT ST A AOHEREHFIZEOVTVET,

CORFIXNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR
FIAXRNTEATEIZINTOTNA AR, A (F7FIIN ) REOREASBELTVERT
o BEEHPORY ND—OTR., FEOANVRIEL>TRID AN H2EFEZ +OEIEL T
2ZE W,

BEHNm
CORFIXVRNG, ROBBCELHERATERT,

. Cisco Secure Email GatewayZ > 7L T AON—RIITFE LR RETISAT A
. Cisco Secure Email and Web Manager > 7L 2 AN—ROVITEITMRET 74T A

RS —RRsRE

P@&ld. Cisco Secure Email Cloud® & &£k [T MOEmail and Web Manager CERESH L U flFE
NEFT, EX—ILBLRTWebYNFZ—2 ¥ IZOTA1 LT, BEZRRLTLSEZL,

. ACCOUNT_TAKEOVER
. ANTI_SPOOF

. BLOCK_ATTACHMENTS
. 70O0vIUARN

. DKIM_FAIL

. DMARC_QUARANTINE
. DMARC_REJECT

. FORGED_EMAIL
AEYEITOY


https://docs.ces.cisco.com/docs/ces-customer-cli-access

- X270

- OPEN_RELAY

- SDR_DATA

- SPF_HARDFAIL

- SPF_SOFTFAIL

- TG_OUTBOUND_MALWARE
- URL_MALICIOUS

970 RF—NIT A4 REE

BE CORFAAVRNTRMENTVBRAN T ZI9TARAICETVWIREZZEETSE
B, EFARETRENEELZIIVYRNTDHIC, EEEZHIBELTERIDIVLEN HYF
T, REZLETSEIC, CiscoCXIZ 7T, Designated Service Manager(DSM), & /=
ET7HO RN TF—ALILBBALVEDELSEETL,

EARRE

[Mail Policies] > [Recipient Access Table (RAT)]

BEETIVEARAT—TILRE. NTVYIVRFT—HNEFANDZEEEZERLET. 2B<<ED
T=T7ILRETRLAE, TNEZHTANDHNIERTBINEEBELET. BEICWUTRASY
ZEMBLVOEETDICE. RATZHEFEL T<EE L,

[Network] > [SMTP Routes]

SMTPJL— N @ %8 & A" Microsoft 365M3F & k. 4.7.500 Server busy."Please try again later™."

EFI1UT 1 H—ER

EHEHENTWAH—EAF. Cisco Secure Email Cloud® X T OB ERICHL T, ROIETER
EEnhTLVWET,

IronPort Anti-Spam ( IPAS )

. [Always scan 1M]#& &k U [Never scan 2M]ZBMICL TRREL £ T,
B XY E—DORAFYUDRALT IS 608
URLZ 1RV T

URLDES LVLEIT—232T7 1 )L2OBHIL
. (AF7232 ) Tbypass_ urls; EVSEFOURLFFATJ AN ZERL TERELET,
-WebA>RZ0232 NSZYFVTEZBMCILET,


https://www.cisco.com/c/ja_jp/support/docs/security/cloud-email-security/213342-office365-throttling-ces-new-instance-wi.html
https://www.cisco.com/c/ja_jp/support/docs/security/cloud-email-security/213342-office365-throttling-ces-new-instance-wi.html

CEFMERE  URLIWY OTFTYTDRALTIN : 15seconds AN ERN T 7AITAF Y&
NDURLOBZAE : 400X Y £E—JHOURLTFFANEHREFZEEH# X % : NoURL OF >
JBM

. (#7232 ) AsyncOS 14.2 for Cloud GatewayTlk, URLL ROAARTF 1 THEL
URLIEENFRATEET T, VJ—RA/—KRBKRY TEFITFEX—IINT—RNIVIAEDVTTR
T—BbIDIADURLZ ANEZEV T DERE Z#SRL T EE LN,

TJL A4 X=)&d

- [Always scan 1M]& & O [Never scan 2M]Z B#ICLU TEREL £ T,
B XY E—DDARFYDEALT IS 60
FoONTLAY 71405

TERTT14TIIN—=ILOEML

ARV UTRRAXYE—DH A X 2007

-Web 42220232 NSZYFT2BMILET,
[Advanced Malware Protection] > [File Reputation and Analysis]

CJT7AIILEIT—3aoBME
T TANDHOBME 77 ANDHOT7AINEATZHETHICE. TO-—NILEREZS
BLTLSEZL,
XvtE—I NZYF2YT

ERENEEREOOX YT EEMICLET (HEXES ).

SATLER
1 —4([System Administration] > [Users])
CA—ANI—Y—=THhIONENATL—AXOBREICEENFHTSNENATL—ARI S —
EZRBLTRET Lz BZVWTLEEW
. JRERIB A K. FRREA D Lightweight Directory Access Protocol(LDAP)Z 5 EL TEMICL &

T ([System Administration] > [LDAP] ).
AJYTRAOVTS 3>y ([PATLBE]>[ATHYTRAIVTaY])
CRETATVEVESR., REZERLTEMILEY., REBEOJURLLEIT—23 Y
9Z24F7>8AY
- [Log Subscriptions Global Settings] T, REZMmEL. NY X —To. From, Reply-To,
Senderz EL &7,

BMRE (47Y3>)
BRET2EMNT—ER:

[System Administration] > [LDAP]

. LDAPZERETRBESIE. SSLEBRIZL -LDAPEHRELET


https://www.cisco.com/c/dam/global/ja_jp/td/docs/security/ces/release_notes/Cloud-Hybrid-Email-Security_Release_Notes.pdf
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118775-technote-esa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118775-technote-esa-00.html

URLPB5 4

- URLFEHOZEFOBRERARNTZ 9T 41 ALLD2VTR, "EFITEX—INT—RIVIAE L
VI9ZIRT—RIIAQURLZ ANZ VT DRE ZZRLTSEZT W,
 DAORBURLEICOVTERSTEY THFTVERT, TURLBAEAA Ry Z2SRL T EE
W
- URLBAE A A RICEENZBEO—FE, CORFIXDMIEARFEFATVET,
SPF

. Sender Policy Framework(SPF)DNSL 11— R, 95T RS —KNIJ I/ OABTHEREhE
T, LEA2T, PAOR, IXTOHBEKNSPF, DKIM, & RODMARCORAKNTZ Y
TAARZEEFIVTARAF Y ICHAAD L ZB<HERLET, SPFORIEDFFMIC DL
Tk, "SPFOREERARNTSIOTARA, ZSRBLTLKEEL,

. Cisco Secure Email CloudZ ZFIAO S EHKIEFE. BV HTERARNBIEILIRNTODITIRY
—RIJIAORIVOZNHATEDET, IXNTORANZFEICEMTEET,

. BEDODNS TXT(SPF)L I— RK T ~allE =i - allDBICBE T (BETBHE ),

exists:%i}.spf.<allocation>. iphnx.com

AESPFLO—RA ~alFzF -allTED>TVWR L ZHALET, ZEORIERICRX A
YOSPFLO—RZBKRIL £,

- SPFOFFMICEE TR HBEHREY —I :
SPFLO—RFIvH— -8B NDOSPFILY U7 ¥ 7 (dmarcian.com)SPFL Jd— R&EXT—7
)L — X T DSPF - dmarcian.com
T D tOSPFO I

- SPFOBNIEBIE, VFZTRT—RIIAHDSBEFXA-INEZEFEL, HOX—ILY—NH5
EEITDHEETY, Tas XAZXLZFEALT, X—ILFKRARNEEETERT,

v=spfl nx a: nmail 01l. yourdomai n.com a: mai | 99. your domai n. com ~all

COTIRT—RNIVIABATEBRA—ILNDOKEEEITZHER. ROBFEEZFEATEEXT,

v=spfl nx exists:%i}.spf.<allocation>. iphnk.com~all

- COBITIEE, Tipds Flelk Tipeis XAZXALICEK2T, IPPRLAFLERKIPT RL A€H
FEEEIhET,

v=spfl exists: %i}.spf.<allocation> iphnx.comip4:192.168.0.1/16 ~all


https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118775-technote-esa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118775-technote-esa-00.html
https://docs.ces.cisco.com/docs/url-defense
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/117973-faq-esa-00.html
https://dmarcian.com/spf-survey/
https://dmarcian.com/spf-syntax-table/
https://dmarcian.com/spf-syntax-table/

CLI LXRILOEE

TR [CRBBE N TWAKSIZ, Cisco Secure Email CloudD B EHKIFCLIZ VA%
BERTEEXT, "INV RFAAVEZ—TIAACLNTI9tA) #SBLTLSEEL,
FoOFRT=T74209 7142

MG FTPOFRAT =T AVITDORARNT ST A AHA Ry Z2SBLTLEEL,
CCDHARTRE, EFXA—NOART =T AT 2BLETDEODOFMBEHEREDRARNT
SOTFARACDODVTHALET

AYHA—=T 4 )LZDOEM

. CLIM &, addHeaders XY t—> 7 4 )2 %ZTRL TEMICLTLSEZL,

addHeaders: if (sendergroup != "RELAYLIST")

{
i nsert-header ("
i nsert-header ("
i nsert-header ("
i nsert-header ("
i nsert-header ("
i nsert-header ("

-lronPort-Renpotel P', "$Renotel P');
-lronPort-M D', "$MD");
-lronPort-Reputation", "$Reputation");
-lronPort-Listener", "$RecvListener");
-1 ronPort - Sender Group", "$G oup");
-lronPort-Mil Fl owPol i cy", "$Policy");

X X X X X X

RKARF OEAT—7TIU(IX—=IR > —(Mail Policies)] > [RANF VY AT—7
JL(HAT)(Host Access Table (HAT))])

HAT Overview > Additional Sender Groups

CESAD—HHA R XvE—2hBRAOKEEET I —TOEK BYPASS_SBRS- LE 1T —
2AVEAF YT IRREERICEEVEZREMY_TRUSTED_SPOOF_HOSTS - A7/ —7
1297 14 )2 DO—ETLS_REQUIRED: TLS#E#I#ZHE D HE

EZEF A D SUSPECTLISTREE T IL—TI2HEWVWT

-.ESA 11— A4 R : EEZEREE . /"A N [SBRS Scores on None]2 B#ICLET, (F7>
32 ) [Connecting host PTR record lookup fails due to temporary DNS failure] 2 BMICL £ 9

[o]

TILY<7 HAT OFl

. BLOCKLIST_REFUSE [-10.0 to -9.0]8 ) 3’ — : BLOCKED_REFUSE

. BLOCKLIST REJECT [-9.04' 5-2.0]78'J > — : BLOCKED REJECT

. SUSPECTLIST [-2.0 ~ 0.08 & T¥SBRSAITH L1 OBEARY > — : THROTTLED
. ACCEPTLIST [0.0 /S 10.0] POLICY:ACCEPTED

E:HATOBIR, BNTREENEX—)IL7O0—KUS—MFP)ERLTWET., MFPO
FMICOWTIE, AL =Cisco Secure Email Gateway®AsyncOSDE ] /N—> a3 > (C
2V\WT, TI1—H%74 Ry @ "Understanding the Email Pipeline > Incoming/Receiving, &
ZRLTLEEV,


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/214844-best-practices-guide-for-anti-spoofing.html
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_01000.html
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#task_1098198
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#con_1096318
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#con_1096318
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html

HATDO B

Sender Groups (Listener: PEISIGIGFIGETRS )

| Add Sender Group... | Import HAT...
| SenderBase™ Reputation Score (7] External Threat Feed .

Order | Sender Group o -8 6 4 o5 ] 7 4 [ 3 +i0 | Sources Applied Mail Flow Policy Delete
i . SMA . Mone applied RELAYED . ﬁ
2 CISCO_MONITORING MNone applied ACCEPTED i}
3 | RELAYLIST ' I i applied | RELAYED Im|
4 l TLS_REQUIRED l l Mone applied l TLS_REQUIRED o}
s | MY _TRUSTED SPOOF_HOSTS ' None applied ACCEPTED imj
1 BYPASS_SBRS_SPAM MNone applied ACCEPTED_NOSPAM i
7 . BYPASS_SBRS . . Mone applied . ACCEPTED . (@]
8 l BLOCKLIST_REFUSE = l Mone applied l BLOCKED_REFUSE i
9 . BLOCKLIST_REIECT || —— MNone applied BLOCKED_REJECT r
10 SUSPECTLIST — MNone applied THROTTLED i
11 l FREEMAIL l l Mone applied l THROTTLED (@]
12 . ACCEPTLIST . . Mone applied . ACCEPTED i}

. ALL . Mone applied ACCEPTED
| Edit Order.., | Export HAT...

A=V 7ZA—=RID—=(FT72Ib RIZ—NFA=-4&)
F7ALRRIS—NFX—5
XIVTFARE

. Transport Layer Security ( TLS ) ZEB%ICRELF T,

- Sender Policy Framework ( SPF ) Z8%1lCLE 9,

- DomainKeys Identified Mail ( DKIM ) ZB%ICL £,

- Domain-based Message Authentication, Reporting, and Conformance(DMARC)#&EE D & X1t
EENT A —RNYILR—NDEE

X :DMARC Tk, BMOREEZRETIXLENHVET, DMARCOFMICOVTIK, 8
A U 7=Cisco Secure Email Gateway®AsyncOSOEHI & /N—> 3 Ilo2WT, T1—H%H
1 Ra @ "Email Authentication > DMARC Verificationy ZZ8BL T &L,

BEX-IL RIS —
F7ALRRUS—BROLS CREENET,

ANLXE


/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1148397
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1225789
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html

B T7AFLMDOLEWVMEDORIRICBRWRT, (RRZEEIIE, RBRHEANEMITST
RRMEABHYET ),
A INARE

XYV E=DZAF VY i IJALNADHEDAF Y XAV A —FEHR]FIVIRY DANEWN
ICBE2TVBEZRRELET
. [Unscannable Messages] & [Virus Infected Messages] W 3#%& &, [Archive Original Message]
Z[No] ICREELET
AMP

XYV E—DTT—ICHTRAFYFET V32DV TIEF. [Advanced] &[Add Custom
Header to Message] M[X-TG-MSGERROR|{EZFERAL £, True ICERELE T,
- [Unscannable Actions on Rate Limit] Tl&, [Advanced] &[Add Custom Header to Message]
DIX-TG-RATELIMITIOEZBEAL ET. True ICRELET,
T TFAINDHHFREBPOX Y 2—T (2, [Action Applied to Message: "Quarantine" % {# /A L
=9,
TJLAX=)

- AF v (B ¥E(Marketing, Social, Bulk)ICX L THERICA2TH Y, [Add Text to
Subject] D[Prepend] &7 V< 3 2 A [Deliver] IZ&2>TVWERT,
- [Action on Bulk Mail] Tl&, [Advanced] &[Add Custom Header] ( # 7> 3> ) #EHALET
o X-Bulk, f& : True ICERELE T,
A7V 71)L3

- Enabled® & O'URL_QUARANTINE_MALICIOUS, URL_REWRITE_SUSPICIOUS,
URL_INAPPROPRIATE, DKIM_FAILURE, SPF_HARDFAIL, EXECUTIVE_SPOOF,
DOMAIN_SPOOF. SDR, TG_RATE_LIMITA"BIREhTWET
NSOV TIUVYTALNRIIOVWTER, COHA ROBETHALET

FORNTLAY 71405

cTFT7AILNOEBHELARILEITT, EF1UT A1 BHRICEDETHABLTIKLEEZY, XvE
—TJDERLARILAZOLEVMEEZELVA, LEVEZBADE, XVE—SRETIURNT
LA URBICBBHLES, (1=RPDER. 5=RKDER )

XYV E—DOEEZEWMICTS

. TEnable for all messages1 MURLE & A HRE,

AFMENZHBZEUTICEELET ;. [Possible $threat_category Fraud)]

Add Palicy...

Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymall Content Filbers Qutbreak Filters | Advanced Phishing Protection | Delete
1 BLOCKLIST Disabled Disabled (use default) Disabled BLOCKLIST_QUARANTIME Disabled {use default) -
2 ALLOWLIST Disabled {use default) (use default) Disabled {use default) Disabled {use default) ]
3 ALLOW_SPOOF | (use default) {use default) (use default) (use default) URL_QUARANTINE_MALICIOUS | (use default) (use default) 1~}

URL_REWRITE_SUSPICIOUS
URL_INAPPROPRIATE
SOR
Default Policy Iroi P’u £ An Spam Sophos URL_QUARANTINE_MALICIOUS = Retention Time: | Mot Available
Positive: Dro Mchfee e: Disabled | URL_REWRITE SUSPICIOUS Virus: 1 day
Suspected: q : | Encrypted: Deliver ver URL_INAPPROPRIATE Other: 4 hours
Unscann: + Dieliv DKIM _FAILURE
Wirus Py + Doy SPF_| i.llRDFHlL

EXECUTIVE_SPOOF




RUS—% (B)

. BLOCKLISTX—=J)LR) > —
BLOCKLISTX—JL7R1J < —IF. Advanced Malware ProtectionZ k< X TOH—E A% &
ML TERES N, QUARANTINEQ 7 2> a>TcAT oV 714N RICUDOEhET,

- ALLOWLISTX —JLR1) S —
ALLOWLISTX—=JLR < —IZIE, URL_QUARANTINE_MALICIOUS,
URL_REWRITE_SUSPICIOUS, URL_INAPPROPRIATE, DKIM_FAILURE,
SPF_HARDFAIL, EXECUTIVE SPOOF, DOMAIN_SPOOF, SDR, TG_RATE_LIMIT, &1
FBREERODTOVTANRICHLT, ANLRK, JLAX—)LEH, OF7T2Y
TANZNBHYNET,

- ALLOW_SPOOFX—)LR > —
ALLOW_SPOOFX—JLARVZ =Tk, INTOTF7 AN Y —ERAFBBICE2>THY,
URL_QUARANTINE_MALICIOUS, URL_REWRITE_SUSPICIOUS,
URL_INAPPROPRIATE, SDR, F¥EREENERSLVOBRENI TV 7 1IILRICHL
TAVTIOVT7ANEBFBEHCE2>TVET,

BEX—ILRUD—
FT7ANRRIS—BRO&S CREENET,
YAV

. Disabled
DA ILAEK

XYV E=DDAF Y VLIV ARFEY DI XAV A —ZEEDDROFIVIRY VAREF
ZICLET,

(AT IAV)IRTOXYE—DIZOVT, XOFIEZRITLET, [Advanced] > [Other
Notification] ® JEIZi#IR L, [Others]ZBMICL T, BEEZE/SOCHEKENEFX—ILT RL
ARZAHNLET

MEZIILV T THHE

LJT7AILEAT—23a 0xEEMICTS
- L—PMEIREHTDAF v FBEF VS 32 : [Advanced] &[Add Custom Header to
Message] Zf#H L £, X-TG-RATELIMIT, {&: TZFO&EY)
- RIUVITITTHFBRMAE XY —:[Advanced] &[Add Custom Header to Message] % £
LEF, X-TG-OUTBOUND, fE: "YIVIT7HFreEEhE L, 4
TLAX=)N

- Disabled
ATV 7143

- Enabled® & T'TG_OUTBOUND_MALICIOUS, Strip_Secret_Header,
EXTERNAL_SENDER_REMOVE, ACCOUNT_TAKEOVER, &H&E@FERL LTV 74



WEABRENEKT,
FORTLAY 71408

. Disabled
DLP

-DLPZ A2 AEDLPREICETVTHEMIILET,

T ORDORE
HE/(A—I)LR) > —(Mail Policies)] > [5¥# (Dictionaries)])
- Profanityd & U*Sexual_Content7 1 7> 3 F U 0EMtE L E1—
CIRNTOREBHROEMZEAL LBEEF X — )Lkt A OExecutive_FEDF & D ERL
CARUD— B, EF 1V T A HBHCXERFIRF—DV—RELFZOMBOF—T—RAD
BmMoFEEEERLET,

S EHIME([ X —ILR Y S —(Mail Policies)] > [38 5t %l 48 (Destination Controls)])

CFT7ALRNRALTT, TLSHR— N2 BEL LTRELET

. WebX—JL KX DREEZEML, EVLEVEERETEET

CEHEICOLWTR, TRAHBEEBTIRNTY RX—LOL—hIBROBRE, S/ kES
BLTEE W,

Destination Control Table Items per page

| Add Destination... | Import Table

All
]

Domain a IP Address Preference | Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

500 concurrent connections,
.protection.ocutlook.com | Default 50 messages per connection, | Required Default Default Default ]
Default recipient limit

20 concurrent connections,
gmail.com Drefault 5 messages per connection, Default Default Default Default ]
20 recipients in 1 minutes

20 concurrent connections,
hotmail.com Drefault 5 messages per connection, Default Default Default Default [
20 recipients in 1 minutes

20 concurrent connections,
yvahoo.com Default 5 messages per connection, Default Default Default Default ]
20 recipients in 1 minutes

500 concurrent connections,
Default IPv4 Preferred 50 messages per connection, Preferred None Off Default
No recipient limit

| Expor‘t"TaEIe

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
~ DANE will not be enforced for domains that have SMTP Routes configured.

ATV 7404


https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118573-technote-esa-00.html

X :OAVTOVT AL ZOFMIC OV TR, AL fCisco Secure Email Gateway ®
AsyncOSOEYIBN—23 20 TI—HHA Ry O "AVFTOVT1)INE, 28BLTL
ZEW,

FEAVTIOVT1ILE
URL_QUARANTINE_MALICIOUS
[Condition] : URLL E 25 —=2/3 2 : url-reputation(-10.00, -6.00 , "bypass_urls", 1, 1)

Action:#&¥& : quarantine("URL_MALICIOUS")

URL_REWRITE_SUSPICIOUS
[Condition] : URLL E 25 —=/3 2 : url-reputation(-5.90, -5.60 , "bypass_urls", 0, 1)

ActionnURLLE1F7—>3> ;url-LE21T7—>3> -7OF2UF AL DU M-5.90, -5.60,",0)

URL_INAPPROPRIATE

[Condition] : URLAF ') ; url-category ([Adult’, 'Child Abuse Content', 'Extreme’, 'Hate
Speech', 'lllegal Activities', 'lllegal Downloads', 'lllegal Drugs', 'Pornography', 'Filter Avoidance'],
"bypass_urls", 1, 1)

Action:#&¥& ; duplicate-quarantine("INAPPROPRIATE_CONTENT")

DKIM_FAILURE
[Condition] : DKIMEREE. dkim-authentication == hardfail

Action:#&¥& ; duplicate-quarantine("DKIM_FAIL")
SPF_HARDFAIL
[Condition] : SPFDIRFE, spf-status == fail

Action:#&¥& ; duplicate-quarantine("SPF_HARDFAIL")

EXECUTIVE_SPOOF


http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html

[Condition] : Forged Email Detection, forged-email-detection("Executive_FED", 90, ")
[Condition] : Other Header; header("X-lronPort-SenderGroup") != "(?i)allowspoof"

* set Apply rule: I X T OFRBNF —BRTHBED*

Action: A\ Y & —DIE /4w EE ; edit-header-text("Subject", "(.*)", "[EXTERNAL]\1")

Action:¥&¥%% ; duplicate-quarantine("FORGED_EMAIL")

DOMAIN_SPOOF
[Condition] : Z D ftD A ¥ & —header("X-Spoof")

Action:#¥& ; duplicate-quarantine("ANTI_SPOOF")

SDR

[Condition] : RXA > LE31F7T—>32 ; sdrreputation (['awful], ™)
[Condition] : RXA L EIFT—>32, sdr-age("days", <, 5, ™)

* set Apply rule:1 DA ED&HHF —B T 28BS

Action:¥&%% ; duplicate-quarantine("SDR_DATA")

TG_RATE_LIMIT
[Condition] : Other Header;header("X-TG-RATELIMIT")

ActionOJ I > MU ZEML EFT, log-entry("X-TG-RATELIMIT:$filenames")

BLOCKLIST_QUARANTINE
[Condition] : (None)

Action: 12 %% ; & ("BLOCKLIST")



Add Fiter...
Order | Filter Name Descrigtion | Rules | Palicies Duglicate  Delete
1 URL QUARANTINE MALICIOUS URL_QUARANTINE MALICIOUS: if (url-reputation(-10.00, -6.00 , "bypass_uris®, 1, 1}) { quarantine("URL_MALICIOUS"); } h =
2 URL_REWRITE_SUSPICIOUS URL_REWRITE_SUSPICIOUS: if (url-régutativn]-5.90, -5.60 , "bypbss_urli®, 0, 1)) { url-reputstion-pesy -radwatt(-5.90, -5.60,",0); } By 1}
N LRL_INAPPROPRIATE :E:I :‘mﬁ:ﬂ:ﬁu“': [uwﬁc;::ﬁzt[cgm”éwﬁr;lﬂum Content’, 'Extreme’, ‘Hate Speech’, ‘Illegal Activities”, ‘lllegal Downdoads', “Megal Drugs', ‘Pornograghy’, 'Filter Avoidance'], “bypass_uris”, 1, 1)) ¢ B o
4 DRIM_FAILURE: if [diim-authentication = = *hardfail™) { duplicate-quarantine] “DKIM_FAIL*); } gy L
5 SPF_MARDFAIL: if {spf-status == “fail") { duplicate-guarantine( "SPF_MARDFAIL"); } By w
& ENECUTIVE SPOOF EXECUTIVE_SPOOF; | l[faaeu cr'wll detection(*Executive_FED", 90, ) AND (header{"X-IronPort-SenderGrouwp™) |= “(Tilallowspool™) { edit-hesder-text{"Subject”, *(.*)" “TEXTERMALIVL"); duplicate- iy o
guarantine] FORGED EMAILT),

DOMAIN_SPOOF DOMAIN_SPOOF: f (header("X-5poof™}) { duplicste-quarantine] "ANTI_SPOOF™); } Y 1}
8 SDR SOR: o [sdr-reputation ([amful’l, <)) OR (sdr-age (“days”, <, 5, )] { dupSicate-guarantine(“5DR_DATA™); } & ]
L] TG _RATE_LIMIT TE_RATE_LIMIT: if {header] "X-TG-RATELIMIT 1} { log-entry("X-TG-RATILIMIT: $ftenames®); } gy w
10 | BLOCKLIST QUARANTINE BLOCKLIST_QUARANTINE: i {true) { quarsntine("BLOCKLIST™); } iy o

-s»\l-lDLE _ATTACHMENT_BLOCK: i rtmauum:n: filtypa == "Ex nmatﬂo ) DR toua:hmun' l'lenm - \\
11 SAMPLE_ATTACHMENT_DLOCK (206 |ad [ade]adp]asp|bas|bat | er |mesc| |zer| b |whe]ubs|ves|vst] 157} { duplicate- i w
quarantine{*BLOCK_ATTACHMENTS™); drop(); }

12 SAMPLE_SPF_SOFTFAIL SAHPLE_SPF_SOFTFAIL: if (spf-status == "softfed) { duplicate-quarantine("SPF_SOFTFAIL™); + L) |
13 SAMPLE_MACRO SAMSLE_MACRO: if {macro-detection-rule (['Adobe Portable Document Farmat, Hicrosoft Office Files’, “OLE File types']}} { quarantine{"MACRD®); } By '
14 | SAMPLE_ATTACHMENT PROTECTED | SAMPLE ATTACMMENT PROTECTED: if (sttachment-protected) { log-entry("Encrypted: $MID®); 3 By "
15 | SAMPLE_LANGUAGE UNKNOWN SAMPLE_LANGUAGE_UNKNOWR: if gelanguage == “unknown®) { teact{*Subject”, (=), "[SUSPICIOUS W17 ) L] w
16 | SAMPLE_INAFPROPRIATE CONTENT | SAMPLE_INAPPROPRIATE_CONTENT: if (dictionssy-match{"Prafanity”, 3)) OR (dictignary -match("Sexual_Content™, 3)) { quarantine{"INAPPROPRIATE_CONTENT™); } 1) o
i SAMPLE_REPLY-TO_MISMATOH SAMPLE_REPLY-TO_MISMATCH: if (hoader{"rephy-ta”)) AND (header(“reply-ta”) | = "~ fenvelopefroms®) { add-heading["SAMPLE_REPLY-TO_WARN"Y; log-entry("REPLY-TO MISMATCH'Y; } -] ]
18 SAMPLE_EXTERNAL_SERDER SAMPLE_EXTERNAL_SENDER: if [subject |= “[EXTERNALY") { edit-header-text("Subject®, *(.*)", "[EXTEANALPWI®); } 1) "]
1% SAMPLE_COUNTRY_FILTER SAMPLE COUNTRY_FILTER: if (geclscation-rule (['Canada']}} { log-entry(*From Canads®); } iy a
Edat Filter Orcer... |

REITOVT1ILE

TG_OUTBOUND_MALICIOUS
[Condition] : ZDMDAY X —, A Y —( TX-TG-OUTBOUND, )==X LI TT

Action: % ; B ("TG_OUTBOUND_MALWARE")

Strip_Secret_Header
[Condition] : Other Header; header("PLACEHOLDER") == PLACEHOLDER

Actionn AN U Y TAYH— ; AR Y TAY R —("X-IronPort-Tenant")

EXTERNAL_SENDER_REMOVE
[Condition] : (None)

Action:AY & —DBI/HRE ; edit-header-text("Subject”, "\[EXTERNAL\\s?", ")

ACCOUNT_TAKEOVER
[Condition] : Other Header; header("X-AMP-Result") == (?i)malicious

[Condition] : URLL E 215 —=,3 2 ; url-reputation(-10.00, -6.00 , "", 1, 1)



ERAL—ILOBRE : 12U EOFKEF —HTS8E

Action:Notify;notify ( "<EEBEEELEFTF1ANIEI—2320OX—)L7 RLAZEA>",
"POSSIBLE ACCOUNT TAKEOVER", ", "ACCOUNT_TAKEOVER_WARNING" )

Action:duplicate-quarantine("ACCOUNT_TAKEOVER")

i
g
3

FE F FEEEFE
{ BN RN O RN DN R -

Cisco Secure Email CloudZ ZRANHERKICIEE., d—IILRBRERARNTZI9T 1 AOHES
WCOAVT VT ANZOENEENTVWET, £, BRICKRIODFHET VI OFFMIC
DV\WTIE, TSAMPLE 4 7142 &2SRBLTLSEETL,

Cisco Live

Cisco Liveldtt RFTEZL DY 3> ZFKRARNLTHY) ., Cisco Secure EmMailDRANT T o F
A AZAN—FTBZREREY I XTFIZANLTL—0F7ORZREHELTVET, BEOEY
2AVBRUETIVEAICDVWTIE, Cisco Live (CCOOTA U HAMBE ) ZSBLTLIEEV,

cCiscOEX—)I EF1VT 1 . RANT TV T 1 AEMFAE - BRKSEC-2131

- DMARCEF X —LIEFR DO - BRKSEC-2131

cEX—)LOBE-CiscoEX—)LEF1UTF1DEERNZT IS 1—F 1% - BRKSEC-
3265

. Cisco EX—)LEF 17T 1 DAPIHE - DEVNET-2326

- Securing SaaS Mailbox Services with Cloud Email Security from Cisco - BRKSEC-1025

CEX=I)EFIVT A  RANTTIT 14 AEHFTAE - TECSEC-2345

- 250 not OK - Going on the Defensive with Cisco Email Security - TECSEC-2345

. Cisco Domain Protectiond & U Cisco Advanced Phishing Protection.EX—)LtF+ 1) 71 ®
RDL A Y ZHRARIZER- BRKSEC-1243

- SPFld "Spoofy MBEXFTRHBHYWEEA |EX—=ILEFIVFTF1OROL AV ERKRICE
H- DGTL-BRKSEC-2327

B bntE R


https://ciscolive.com

Cisco Secure Email Gateway® RF¥ 1 Xk

V=R /—b

cA—YHAR

.CLIVZ7ZL>AHAR

. Cisco Secure Email Gateway®APIZ?OF S5 2> 9 HA R

. Cisco Secure Email GatewayTERE 2 A —7T>V—A

. Ciscod TV EFAVTABFBTTSAT VAL ARN=I)T41 R (VESAZED )

Secure Email Cloud Gateway RF 1 X2/

WDES WA
L A=YAAK

Cisco Secure Email and Web Manager® RF¥ 1 X2/~

) =RA/—MNEBBRBUEINDORA

CA—YHAR

. Cisco Secure Email and Web Manager@APIZ7O9 53X 9 H4A R

. Ciscodo T oV EF A VTARBTITS5AT VAL VARN=ILTA R (VSMAZED )

Cisco Secure®f RF 1 X b

. Cisco Secure’ R— R 7 A VAT RT —FTIF ¥

BYE 1§

. Cisco Secure Email Security A 7’54 TF A
AT T7—QE  BEBREFX—)
SRAAN—HBIL IFIR F—A
LAY R—BERX D O—R

. [7h&F] OpenSPF:SPF M E A & FE A5 3R



https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-list.html
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
/content/r/ctp/trust-portal.html?docclassification=bundle#/trustpackage/0423367948164624
/content/dam/en_us/about/doing_business/legal/OfferDescriptions/secure-email.pdf
/content/dam/en_us/about/doing_business/legal/docs/universal-cloud-terms.pdf
https://www.cisco.com/c/ja_jp/support/index.html
http://www.open-spf.org/Project_Overview/
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