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AT Y 7 2 : firepower Management Center(FMC) & User AgentD &

AT v 7 3 : Firepower& Active DirectoryD &
FlE3.1 LI LDHER
FIE32F4LOKNY H—/NDEM
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ATYT 4 FPAFYTATARIY—ORE
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FIE42S 2 ONBA A (NYSTERE)
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FIE7  J—HARPEERAR NDOER
BRBENTG TN A—TF42Y
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RUS—FBEER)S —REAOHESE
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ROERICETDHBAN BB ENFHRENET,

 Sourcefire Firepower /N1 A

s N—=F¥I FNAAXEFTIN

+ Light Weight Directory Service ( LDAP )
» Firepower 1—H% IT—2 12 b

FERATHIK—% N
CORFIXNDOEBHIE, ROVYTRIVITEN—RIITON—2AVIZETVTVET,

« Firepower Management Center(FMC)/N—= 3 >/6.0.0 54 [&
« Firepowertz>#—/N\—2 3 2/6.0.0LAB&

CORFIXNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR
FAXKTEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRBKLTLE
T ZEEBPORY ND—OTR, FEOXNVRIEL>TRDAEMNI H2FEZ THOEIELT
<EZW,

CEL:

FYTTAT R=—RLRBAXRLERETIOTA7RIATRK, OT1 2 R=IHFKRREN, KRARA
JE=RYBNCTIRATZEDIZA—F VLTI VYINFVELCEYYXT,
SUINBA A VEREENY TR, XY RND—O DY —-ABLTA U ER—XYNTIL
ACBELT, YO IOLFUoIOFIINEBHRERETD AL, P—LLABFEHMZI—FI(C

BEHELET, TN Y A AR, Firepower 1—H IT—2 T NELEE NTLM 750
REEOVTNAICK>TRETEET,

% FEFYTTATR-BIIBADBE, TTZATARIN—TY RE—RTHIBENBUET,

N

AX AE
ATYT1: 220N A 20 F > ADOFirepower 1—H T —J I KDRRE

RDFEETIFE Windows Y>> T Firepower 1—H IT—J I RZRET B HEICOVTEHBAL
TWET,

Sourcefire I— Y T— I RDAZAN—=—INET AV ABR=I

AT Y 7 2: firepower Management Center(FMC) & User Agent® i &

Firepower Management Center (0% 14 > L, [System] > [Integration] > [Identity Sources] D JE(C
BEBLET, [NewAgent] #7723 >z OUYIOLES, I—HFI—SIONTATLADIPT
RLAZBRELUT[AA REXZ0 VY ILET,
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[Save] R Z VY UV LTERERNBRZRELET,

User Agent

Host Name/IP Address L 152.168.10.11

AT Y 7 3 : Firepower & Active Directory D&
FIE 3.1 LILLDER

FMC (CO% 4 > L T [System] > [Integration] > [Realm] DJEICEE L £F, [Add New Realm] 7
7arEOUYIOLET,

BHEBA  LLLZ-BICHB TR OB EHBEEELE T,

247 : AD

AD7'Z 4 X 1) RXA > : Active Directory® RX A > &

T4 LI KNJI1—%H : <username>

F4L O BRMJNAD—R : <password>

R—ADN:Y AT LN LDAPT—ZNR—ATORRZFRIET D RX A EZFHEFEDOU DN,
J ) —7DN:Y)L—7DN

TIN—TEMH : X2 N\N—

Add New Realm
Name *
Description
Type *

AD Primary Damain * servertest.com ex; domain.com

Drectory Username * .sg'\rmﬁl\admin | & user@domain

Directory Password *

Base DN * demservertest, demeom 2 su=user,dc=cisco,dc=com

Group DN * En=TAC, cusSecurity-Team,dcmser|  ex: su=group,de=cisco,do=com

Group Attribute Member s

* Required Field

RDEEFE, R—ADNBLVOTI—7"DN DEZRODDIDICKRILEET,

Active Directory LDAP A7 T 9 NOBHOEE
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FIE32F4L UMY H—/NDIEM

ROFIEIED=SHIC [AdD] REX>&E 21U Y UL, [Adddirectory] 723> &0 YOLET

o

Hostname/IP Address:ADH—/NXDIP7 RL A/RARNBZRELE T,
R— N : 389 ( Active Directory LDAPR— N &EF )
EE1L/SSLEIRRE : (A 7> 3> )FMCEADY—/NEDEHRZREESLTDICIK

50 : FireSIGHT AT LA TOSSL/TLS%Z A L i=Microsoft ADSREID S DRAA T T O RO
5

Edit directary

Hostname [ 1P 192.168.10.11
Address

Port 389
Encryption STARTTLS () LDAPS @ None
S5L Certificate - @

FMC A" AD H—NICERETED A ESH ZHEIBICKE., [Test] REVZEIIUYILET,
FIE33LILLRENEE

AD H—NNDHEEREEER LY AD DREZZEL 1=V 35 (2. [Realm Configuration] (Z%
BLEI,

FIE3.41—Y F—ERXR—AOFD>O—R

AD H—N\HAS81—H F—ER—AZWMEBTBHIZ, [User Download] 7> 3aICBEL
ED

[Download users and groups] F I Y VRY VAZFICLTEOO—REZEMCL, 1—% F
—ZAR—RAEAITVO—RTZLEHIZFMC A AD ICERTIHEELZREBRTERLET,

PRI ZERRET DT I —T7 %8R, [include] 77> a v ICEBMLET,
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Orectory _Ream configuration_[[TEEgmree]

4| Download users and groups
Begin sutomatic download at |12 v | |aM | ¥ | America/New York Repest Every 24 | | Hours

vy Download Now

Avallable Groups & Groups to Include (1 Groups to Excude (0

RICRTELSIC, AD DREZEMCLET,

[thrwew Analysis Policies Devices Objects

Dashboards » Reporting Summary »
Cisco €SI - Identity Sources  aStreamer  Host Input Client  Smart Software Satellite

Mame Description Domain Type Base DN Group DN Group Attribute State

[

ATYT 4

TATTATA R)—RIA-—YREAZRITLET, I—IHARBREEThBEVE, XY RND—7D
VY—=ZANDT I EANEBTENET. RUDP—ZREITSDE, O—IR—AF7I7tA > kO
—JL (RBAC ) @O RY hDO—D DY —-AICERENET,

FIE4A F¥TT14T R=ZI (TOT17IE)

TOTATRIEAR., 75V TI—HFEENAT—ROADZRD, I—HIDZEHEL TELEZ
AALET., 7I5U9FE, BAR—DEFALTI—HYERELTH L. NTLMBEEZFEAL T
ALYRNE—RTHRIELET. NTLM F, Web 75U H=2FERAL T, RAFEREEZIELET
o PUOT ARG, cFTFEFREFALTCA—HOTAFUTAT12HALET, RE
DHERFRDEHTT,

1.HTTP Basic:C DT, 729 REI—HILTF oY ILOANEROET,

2. NTLM:NTLMEWindows 7 —2 A5 —> 3> I LF o v L2 EHAL, Web7 ZIHZENL
TActive Directorye R T—KNLET, 75V TNILM R ZBMCTIHEN HY)
£9, I—YREEF. 7LF>o>v)ILo7O 7N L TEBWICTORET, I—HIC>
DIONYA A VRERRBHLE T,

B.HTTPROSI—>3Y : ZORAT TR, DATARNTILMICKRZ R EHITLET. %
BUEHE, B2 —EF74—I)LNY OBFRE L THTTP BasiciRil R4 7 & FEHL, 1—
HOLFUIYIINDANERODAATOTRY VRERRLET,

4. HTTPRER—T : CHhIFHTTPEAZA T ICETVWETH ., COR—TJTlE, DAZIA



AABERBHTMLT7 # —AIICREEZ AN TEDELDICKROSNET,
B7ZOHWICENTLMERZEMICT2EEOHEN 2, NTLMEBEZEMIZTRIZEE TS
DHOHA RZAICRVET,

W=—FYREIH—EILFUVIVIZER2IIHBETRICE,. BECERBY—/N\AHAEFTLELH
BEY-—NARBETATUTATA RII—CA2VARN—IILTRIRENBHYET,

Generate a simple self-signed certificate using openSSL -

Step 1. Generate the Private key
openss1 genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openss1 req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openss1 x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt

[Policies] > [Access Control] > [Identity] DIEICEBE L EJ, [Add Policyl 20Uy oL, RU>—
ICBAZFHTRELED,

New Identity policy

Name Identity_Policy
Description

Active Authentication® 7 IZ# &)L, Server Certificate# 7’ 3> TF7A A () &IV IL,
openSSLTHINDFIBETER L LAEAEEMEF—ET Y 7O—RLET,

Overview Analysis ISR Devices Objects AMP . System Help admin v

Access Control » Identity Network Discovery Application Detectors Correlation Actions »

Ideﬂtlt\j_PDl ICY You have unsaved changes | [ Save J l 3 cancel J

Enter a description

GG Active Authentication

Server Certificate * Self_Sign_Cert | O
Port = 885 (885 or 1025 - 65535)
Maximum login attempts * |5 (0 or greater. Use O to indicate unlimited login attempts)

Active Authentication Response Page
This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication
Type.

System-provided » 4

* Required when using Active Authentication

[Addrule] RE>Z VUYL TIL—=IOBrEIEEL., 72> 3> &L T [Active
Authentication] ZBIRL E£7F, 1I—JRAZEMC TR EBR/BEYV —2 EEBR/BERY D



—7EE§L§3’0
[Realm] THIDOFIETHREL LN LAZBIRL, REBEICHEU LRIAZA7Z2RBRLET,

Add Rule

Hame | Captive_Portal (o] Enabled Insert | into Category ¥ | | Standard Rules
~ |  Realm: Servertest (D)  Authentication Type: HTTP Negotiate Exelude HTTP User-Agents: fene

Zones  MNetworks WVLAN Tags  Ports Realm & Settings

Realm * Servertest (AD)

L 1dentify as Special Identities/Guest if suthentication cannot identify user

Zuthentication Type HTTP Negotiste |

Application Filters & Available Applcations (83) & Exclude HTTP User-Agents (0)
3, Search by name %, Search by name | y

4 gl Fisks (any Selected) = (™) AsC =
14 15 B |0 adcbear 0 [ sadrorue |
40 [ Advanced Fackaging Tocl
] tirkay
w [ Amazon Instant Video

FY 7747 R—ZIAD ASA D&

ASA Firepower E2 1 —JLICOWT, F+¥ 7T 47 R—RIILEZRETHLHIZ ASA TROIAX
VRERELET,

ASA(config)# captive-portal global port 1055

7’1’7'/7'47'4']“)/ DT IT 4 TRIART OportA 7> 3> T, #—/N7R—KTCP 10554
BREEThTVB L ZRELET,

TOTATRBIL-ILNEEFOEY ROV NEZEBITBICEF, ROOYY RERITLET,

ASA# show asp table classify domain captive-portal

%4 E FYTTFATR=FIOAI RiE, ASAN—2 395 THERATE LT,

FIg422 TN AF> (INY S TRREE)

NY D TRBELTE, RXA> A—HHFOJ42 LT, AD ORILZTS N TEDHE,
Firepower 1—H IT— IV NEADOEF1UT 4 OJASI—HEIPOIYED T DM
BH®RZER—J T L., ZOIEH%E Firepower Management Center (FMC ) £ B L F 9, FMC
B7 VARG ZRETDEHIC, TOFMABEREEY—ICEGLET,



[Addrule] RE>Z 21V O LTI—=IDOEBZIBEL. [Action] T [Passive Authentication] % &
RUET, I—HRAZEMCTREBR/BAEV -V EREBR/IBERY ND—VZERLET,

RORIZRTELSIC, [Reaim] THIOFIETHREL LI LZBIRL, REFECHL LRAERAT
ZEBRLET,

7#—=)LINY U 7HEE LT, [Active authentication if passive authentication cannot identify the
user identity] ZEIRTE X,

Editing Rule - Captive_Portal

Name  Single_Sign_On Enabled

Action | Passive Authentication ¥ | Realm: Servertest Authentication Type:

i ents:
Zones  Networks  WLAN Tags  Ports Realm & Settings

Realm * Servertest

Use active authentication if passive authentication cann e

* Required Field

o e

ATV 5
[Policies] > [Access Control] > [Create/Edit a Policy] D JEICEE L £ 9,

[Identity Policy] (LB ) Z2UY UL T, BIOFIETHRELETATFUOTAT4 R —%3&
RU, [OK]ZOUYOLET (RORZESR ),

Identity Policy

Identity_Palicy

Revert to Defaults

AddrulelRZ>Z#2Uv oL T, FILWIL =)L ZEBMLET, XRORICRITELDIZ, UsersiCBH
L. 72X O=-)I—INEBRAEhZI—HEZEIRLET, OKEIUYOIL, KIZ
Savez 7Y O LTEEZREFELET,



Editing Rule - Allow_LAN_User
Mame  Allow_LAN_User @ Enabled Move
Action |+ Allow v | IPS: nopolicies  Variables: n/a Filas: no inspection Logging: connections: Event Viewer

Zones  Networks  VLAN Tags m Applications  Ports URLs .o ISE Attributes Inspection  Logging
Available Realms & Available Users & Selected Users (2)

[ <4 Search by name or value | | 4 Search by name or value & servertest/sunil

@ special 1dentities B8 Servertest/admin
@ servertest

FIE6 :

[Deploy] #7°>a > ICBE L., [Device] ZiZIRL T [Deploy] 7> a0 v OLFET, Ch
K2 TREVDEEN LY —ICTYy 2 2ENhET, [Message Center] 7 A4 1> ( [Deploy] F7
>avE [System] A7 AVOBOTAAY ) ICK2TRIS—OREBEEZEEZZL, RUI—4H
FRICEHAZAECEZBRALET (XORZZR ),



System Help v admin v

¢ Deploy Policies Version:2015-12-10 09:29 PM ? X |
] Device Group Current Version
| @ NGFwW 2015-12-10 09:14 PM

© NGFW Settings: NGFW

D Access Control Policy: NGFW_Policy

@ é---Intrusion Policy: Balanced Security and Connectivity
\_x) é---IntrusiDn Policy: No Rules Active

©@ é---ldentity Policy: Identity_Policy

@ '-DNs Policy: Default DNS Policy

\3) Network Discovery

&) Device Configuration(Details)

Selected devices: 0 Deploy Cancel

FIg 7 :

RETIVTA7I1—4% wy>aviE,

o

- EZEITRARNEEGEDAXR B

A—HYTFIOFAETAOEFEZ R TR, I—HICEEFFSNTVS IP 7 RL AQOFEREX
TOTATRBIAENYTRIAOVTNICK>TI— "1'75‘VXTAL_ﬁHjéhLb‘O)EEWL&_L

5%&7,

[Analysis] > [Users] > [User Activity]

User Activity

Table View of Events > Uszers

Mo Search Constraints (Edit Search)

[Analysis] > [Users] > [Users] 29> 3 THRRETEET

» Time Event Realm * Username Type Authentication 4 1P Address »
Type
3 2015-12-10 11:15:34 User Login  Servertest 4 sunil [C] LDAP  Active Authentication 192.168.20.20
3 2015-12-10 10:47:31 User Login  Servertest I + admin LDAP  Passive Authenticationl 192.168.0.6

Analysis > Connections > EventsD JEIZBEL, I—YHAEATEIRNT 71V IO ATZ2ER

LEY,



Analysis Wall= el AMP Deploy &, System Helpv admins
Context Explorer Connections » Events Intrusions » Files v Hosts » Users v Vulnerabilities v Correlation v Custom Search
Bockmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events "
Il 2015-12-05 00:17:00 - 2015-12-12 01:22:07 "2

Conrections with Application Details » Table View ur Connection Events
Expanding
» Scarch Constraints (Edit Scarch Save Scarch) Disabied Columns

Jump ts... ¥

~ First Packet % Last Packet Actlon ¥ Initlator IP 3 Initiator Usgr Respander IP Access Control Rulg Ingress Intgrface Egress Interfacg * Count
' 2015-12-11 10:31:55  2015-12-11 10:34:19  Allgw 192,168, 20.20 4 sunil {Servertestisunil, LDAP) 74.201,154.158 Allgw LAN User Insige-2 Dutside 1
'y 2015-12-11 10:31:59 Allgrey 192,168, 20.20 4 sunil (Servertestisynil, LDAP) 74.201.15%.156 Allow LAN Liser Insige-2 Quisige 1
' 8 2018-12-11 09:46:38  2015-12-11 09:46:20  Allow 192,168 2020 4 sunil (Servertestisunil, LDAR) 171194207113 Allow LAN Usar Insige-2 Dutside 1
1 2015-12-11 09:46:28 Allgrey 192.168.20.20 | sunll (Servortestisunil, LDAP) 173,194.207.113  Allow LAN User Inside-2 Quiskle 1
' 2015-12-11 09:46:07  2015-12-11 09:46:58  Allow 192, 168.30.20 4 Eunil (Servertestiaunil, LDAP] 173194207 113  Allowy LAN Lsar Insige-2 Qutside 1
' Allgw 192.168.20.20 4 sunil (Servartestisunil, LDAP] 173.194.207.11 Allow LAN User Insige-2 Dutside 1
I D15-12-11 09:45:46 015-13-11 09:46:36  Allgw 192.168.30.20 4 2unil iServeriestisynil, LDAP] 173,194.307.11 Allgw LAN User Insige-2 Dytsige 1

Last login on Thursday, 2015-12-10 at 11:17:25 AM from 10.65.59. 1698 By T

HEERE NS IV a—TFTa 0T
[Analysis] > [Users] ICBEBIL, RS 714 v JO—ICEERTSNhTVWS I—YRRE. RIAOER, 1—HIPIvEYY, TIOEA
L= ZHERLET,

FMCA—HY I—> I MNOBOESGORER (/NY 2 7583E)

19IPT O0T4ET1 O F—RZZEFEITHLHIC. Firepower
Management Center ( FMC ) & TCP 7R— Ik 3306 AL £7,

FMC O —ERA AT—XAZHEITSICIE, FMC TRXROOX > RZ2FEALET,

admin@firepower:~$ netstat -tan | grep 3306

A I—JIVNEDERZEHRIEITSDICE. FMCTNTY N FYTFYZRITLET,

admin@firepower:~$ sudo tcpdump -i ethO -n port 3306

FMCA1—HI—2 I MASI—HYOJA 2 OHMBEZETINESH ZERTDICE.
Analysis > Users > User Activity® JEIZBEEI L £

FMC & Active Directory 0 S () 3E&t D FESR

FMCIETCPR— K389 AL T, 1—HF—XX—RA% Active Directory.

Active Directory & DIEHERRITDICIE. FMCTNTY N FY¥ S F v ERTLET,

admin@firepower:~$ sudo tcpdump -i eth0 -n port 389



FMCLILLADRETEREATWAI—HILFUIvIIIC, ADA—H¥TF—EIR—AZHWETS
EODTHBIERNI HBD L ZHRBLET,

FMC LILADOREREZRANT, I—HEEGIIN—THFEo>O0—-REhd e, LTI
Y2 aVORALT IR ELKBEENTWVWARCEZRALET,

[Message Center] > [Tasks] e BEL T, XRORICRT LS, I—HELEEITIL—7T0X o0
—ROZFAIONFEEBICETLTVWAD CEZHERELET,

Deploy &) System Help admin

0 Tasks & 7

Deployments Health

(20+ total ) 0 waiting 0 running 0O retrying 20+ success 1 failure

" LDAP Download - Global 25 M

Download users/groups from servertest-1. LDAP download
- successful: 1 groups, 0 users downloaded

' LDAP Download - Global 4m 53s M

I Download users/groups from servertest-1. LDAP download
successful: 1 groups, 5 users downloaded

Firepower B9 —&ETI VR DATLAOEOELEORER (T O T 1 TREE)

TOT47RANDEHE, AAZFER—MFMCTAF T AT ARV —TELLSREENT
WBZEZMRBELET, 74 NTIE, Firepowertt > B —IETCPR—K885TTF VT 1 7525
2V AULET,

R —REERI—RBEOHT

[Identity Policy] T [Realm], [Authentication type]. [User agent], [Action] D& 7 1 —J)L RA"IEL
<EREENTWVWABRELZHRALET,

TATOTATA R)—=FFIOLA I MO-I RUZ—EELLBEMISATVWEZ L
ZHELET,

[Message Center] > [Tasks] ICcBBL T, RUS—OEBAFAEEICET LECEZRRELET,
AR N AT ODH

BRARNEDYTITAETAAR NG, A—FOTAVHFRBLIEAESH Z2MT
PEHIEATERT, ChSDARY K,

TOEAAMNO=LIIL=IA70—-ICBRAEHATVILERIETEET,
[Analysis] > [User] ICBBIL T, 1—H /X NOJEZFIVILET,



[Analysis] > [Connection Events] ICBEIL T, AR MEFIVILET,

BE TR

s TUVZAIWHR—PFEFF2 A2 | - Cisco Systems
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



