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[Name] : Syslogh—/\%ZE RTBEIZEELET,
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File View Tools Wizards Window Help |T\,'pet0pictosearch |G0

@ Home (9 Configuration Monitoring Q Deploy - GReﬁesh o Back @ Forward ? Help CISCO

| Device List 5 8 x|

gB Add ﬁ Delete ﬁConnect

| ASA FirePOWER Configur... 1§

=5 Policies i Edit Syslog Alert Configuration
3 Access Control Policy
@ Intrusion Palicy Name Syslog_Server
.~ Intrusion Policy A
- [ Rule Editor 3 1192.168.20.3
| " | Files
o ssL Port [514
Actions Alerts -
‘... X Tdentity Policy Facility | ALERT
) DN Policy Severity | aLERT
=- % Device Management
. Device il Tag
I e
&9 Device Setup
ﬁl Firewall [ Store ASA FirePOWER Changes ] [
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[Name]: SNMPRZ Y 7 H—NZRTHBZEELE T,
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Edit SNMP Alert Configuration SNMP Version V1/v2

[
Name | SNMP_SERVER_1

Trap Server | 192.168.20.4

Version

Community Ecr
String e

Edit SNMP Alert Configuration SMNMP Version V3

[
Mame | SNMP_SERVER_1

Trap Server | 192.168.20.4

[ Store ASA FirePOWER Changes | [ |
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2 JARNDS SNMP 75— NiS&ZBIRLET, A7>3a>T, Em742&22)vy oL
TSNMP 75— RSB ZEBMTBDEETEET,



Configuration = ASA FirePOWER Configuration = Policies > Access Control Policy

ASA

Editing Rule - WebsiteBlock

Mame | WebsiteBlock ¥} Enabled Hic
Action | 3§ Block with reset v | IPS: no policies Variables: n/a Files: no inspection Logging: connections: Event Wiewer, syslog, ¢
[ Zones I Metworks I . Users I Applications I Ports l URLs I ISE Attributes Inspection I Logging I

® Log at Beginning and End of Connection

Mo Logging at Connection
File Events:
Send Connection Events to:
¥| Event Viewer

#| Syslog (Connection Event only) | Syslog_Server Vi

#| SNMP Trap | SNMP_SERVER_1 ¥ @8

AR NEAROFT

SOZF% (Snort)b—J) ) IFEBEDOHBDRNT T4V IE—HTDE, BAAMRINEREIE
T BAMRYNOAZOF T 2EMICT SIZ1E. [ASDM Configuration] > [ASA Firepower
Configuration] > [Policies] > [Intrusion Policy] > [Intrusion Policy]lc ic it BEIL £3 ., FHL WVEAR
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BEVATAICEP>TINET_IPVA 7 RLA ZBATHFEEICL A )V TEniBEE&l. [Binary]
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SNMP V2 #7723 >

Trap Server : CHOA X—TIZRTEDIZ, SNMP RSy 7 H—NDIP 7 RLAIKRANBEEE
LET,

Community String : A1 -7 1 FZEELET,
SNMP V3 #7723~
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LET,
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seRlLlc /\Y > 1B EFERLET,
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Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Palicy Information /2y SNMP Alerting < Back

Rules e
Settings
= Advanced Settings

Trap Type ® as Binary as String
Global Rule Thresholding
_ SMMP Version (® Version2 Version3
SHMP Alerting
Folicy Layers SNMP v2
Trap Server 192.168.20.3

Community String [Secret
___________________________________________________________________________________________________|
Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information /2 SNMP Alerting < Back
Rules ,
Settings
= Advanced Settings
Trap Type ® az Binary as String
Global Rule Thresholding
_ SMNMP Version Version2 ® Version3
SHMP Alerting
Folicy Layers SMMP w3
Trap Server 192.168.20.3

Authentication Password |ssssssss
Private Password sresenes (SMMP w3 passwords must be 8 or more characters)

Username user3

Revert to Defaults
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Logging Host : Syslog H—/XD IP 7 RL A/FRARNBEIBELE T,
Facility : FEDO 7 7> )7 1 Z&IR syslogh—/NICEREEIET,

Severity : syslogth—/NTRHREETNILEAXEZEBRLE T,



Configuration > ASA FirePOWER Configuration > Policies = Intrusion Policy > Intrusion Policy O
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B Advanced Settings
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Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy =}

ASA
Default Allow All Traffic (A show Warnings
B ] Status: Access Control policy out-of-date on device
Identity Policy: None SSL Policy: Mone
Rules | Security Intelligence l HTTP Responses l Advanced l Enable logging for DNS blacklisting Evensts
Available Objects ¢ & Available Zones & DNS Policy§ Default DNS Policy [ | Enable logging for IP S Events
, Search for a URL @& Any Whitelist (2) Blacklist (2)

Metwarks [ URLs I Netwarks Netwarks [ f

& Global-Blacklist-for-URL

| Global-Whitelist-for-URL URLs URLs L]

3| URL Attackers .~ Global-whitelist-for-URL (AnT & Globddlacklist-for-URL (ARg 27
@ URL Bogon Enable logging for URL Sl Events
3 URL Bots

4 URL CnC

& URL Malware
4| URL Open_proxy

SSLO AR NEABOFX T
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B L. [log at End of Connection]# 7> 3> &i&RL £ 9,
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Configuration > ASA FirePOWER Configuration > Policies > SSL [

Default SSL Policy

ssL policy
Editing Rule - SSL_Re_Sign

Name |SSL_Re Sign #| Enabled Move | into Category v | | Stand

Action |55 Decrypt - Resign ¥ | with | Servertest v | ¢ ¢ Replace Key

[ Zones ] Metworks l Users I Applications ] Ports I Category l Certificate l DM l Cert Status ] Cipher Suite ] Version l

#| Log at End of Connection

Send Connection Events to:
#| Event Viewer

#| Syslog | Syslog_Server
#| SNMP Trap | SNMP_SERVER_1 MILT
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-}
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Community string : SNMP/X—2 3> A7 a>oviNvEERLU S, JX1 2574 ANUY
9 74— ROSNMPOZ 157 1REZAALET,

:L Y&: A72a>oN—2a 3F7oavezBRUET, I—H0BMARE 20V Y D
L, [1—YRB]I7/1—IRCI—YREEELET,

] <_0)7J'7/3/(ISNMPV3 SED—ZPTT, MD5 £/ E SHA 7OV AL ZFERTS
NY21 XvE—RB0—RICESLKRBIEZRHFLET, /\v2a PIIVXA07TORN]
)LJ&:.E%R?%&:/\Z’? REAHDLET
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Configuration > ASA FirePOWER Configuration > Local = System Policy

Policy Mame Default

Policy Description Default System Policy

Status: System policy out-of-date on device

SNMP Version V1/Vv2

Access List .
) o SMMP Version Version 2 ¥
Email Motification
> SNMP Commurnity String  [Secret

STIG Compliance

Time Synchronization

| Sawve Policy and Exit || Cancel

Configuration > ASA FirePOWER Configuration > Local > System Policy

Policy Name Default

Policy Description Default System Policy
Status: System policy out-of-date on device

SNMP Version V3

Access List
. A Usernarme cer
Ermail Motification user2
» SNMP Authentication Protocol SHA Y
STIG Compliance -
: : s g Authentication Password tasansan
Time Synchronization Verify Password v
| Save Policy and Exit || Cancel J Privacy Protocol DES ¥
Privacy Password LY LT

Verify Password P

Add

=

(MIB)FirepowerMIB(DCEALERT.MIB)(/etc/sf/DCEALERT.MIB)
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