PIX/ASA 7.X:BEF® L2L VPN ANOHFHL W b > X
LWREGVE—NTFOEADEM

&

BE

[0k Saa

=4

FHTRAR—F b

FRELE

XY RNDI—UK

B
BREADFHLW L2L b RILOEM
FIEC & D5FHAA

2% & 45l
BEADQDVE—HN 7Ot A VPN QIE
FIEZ & DEHAA

2% E Bl

R
hZ7N>a—hb
BS:E B,

B=

CORFIXVNTRE, HILW VPN RORILKEFVE—N TIEA VPN ZBEfFD L2L VPN
REICEMNTDLEDICHEZFIEZHAL XTI, #0H IPSec VPN R RILDERFEE T DD
REFICOVWTIE, TCisco ASA5500 2 Y —ABEELFI YT A FTTSAT A -FBEHIE
TO_AN/—bi ZZRLUTLEEL,

Bl R4
EH

COREERTIBHMIC, BEBHELTUS L2L IPSEC VPN R RAFELKBREENTWS
CEERBLTIEE W,

FATAIR—F>b

CORFIXVNOERE. ROVIRIITEN—RIITON-23VICETVTVET,

c7XO—REXRTID2EOASAEF1IVTA FTSATURA
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CIXA—REZRTID1EBEOPXEF1UTA TTZATUA
CORFIXVNOERE. REDFARELCHAZITNARACETVWTERENELEZ, DR
FAXVRNTEATEZINTOTNARR, B (F7FIIN ) REOREASBELTVET
o WRORY RD—UNRBEHRTHIBEICE., EOLXSIBIOARVRICDOVTE, TOEEN
FECODVTHRIEBLTEKBENHYUET,

RCE

RFIXDRNREOFMIE., "TROATIZHANTAYVTAORREE 2ZRBLTLEE,

XY hDI—UK

CORFIXVRNTR, RORY RND—U Y NTYTEZFERALET,

Cutside Interface [P Inside Interface [P
192 168.11.2 AT2.16.1.2 124
- NY -
(HOFirewsll e

Cutside Interface T
192, 168,10, 10024 T

Insida Interface IF
1010102 /24
ll\'.

Inside network
172.16.1.0624

Inside network
10010.110.0v24

L2L turnel batwean MY

and TH

COHEAE. NY(HUB) EFI1UTA FTSATVATRITFORETT . CORETR.
NY (HQ) & TNRBICRREENTWVS IPSec L2L R RILA BV ET,

BEDONY (HQ) 774 7O #—I)LERE

ASA- NY- HQ¥ show running-config
. Saved
ASA Version 7.2(2)

!
host nanme ASA- NY- HQ
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domai n- name cor p2. com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|
interface Ethernet0/0

namei f outsi de

security-level O

ip address 192.168.11. 2 255. 255. 255.0

nterface Ethernet0/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donmai n- nane cor p2. com
access-list inside_nat0O_outbound extended permit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0
access-list outside_20_cryptomap extended pernmit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0

!--- Output is suppressed. hat-control gl obal (outside)
1 interface nat (inside) 0 access-list

i nsi de_nat 0_out bound nat (inside) 1 172.16.1.0
255.255.255.0 route outside 0.0.0.0 0.0.0.0
192.168.11.100 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05:00 absolute no snnp-server |ocation
no snnp-server contact snnp-server enable traps snnp
aut hentication |inkup |inkdown coldstart crypto ipsec
transform set ESP-3DES- SHA esp-3des esp-sha-hmac crypto
map outsi de_map 20 natch address outside_20_cryptonap
crypto map outside_nmap 20 set peer 192.168.10.10 crypto
map outside_map 20 set transform set ESP-3DES-SHA crypto
map outside_map interface outside crypto i saknp enabl e
outside crypto isaknp policy 10 authentication pre-share
encryption 3des hash sha group 2 lifetinme 86400 crypto
i saknp nat-traversal 20 tunnel-group 192.168. 10.10 type
i psec-121 tunnel-group 192.168.10.10 ipsec-attributes




pre-shared-key * telnet timeout 1440 ssh tinmeout 5
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength nmaxi num 512
policy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global pronpt hostnane context

Crypt ochecksum a3aa2af b37dcad447031b7b0c8ea65d3 : end
ASA- NY- HQ#

HRELHA

BE. NY(HQ) A7 A AREINAT 1 ABICREEFD L2L R RIILARESNTVERT, R
TXICSHEDHFHLVWAT 1 ANRIUEhEIR L. COFLVFTAATRE. NYETNDOAT7 1A
CHB2O0—HDN VY —ANOERIVETT, TS50, REXBENFEBENSTL2ICAIBRY KD —
JIEHBBDVI—AICVE—RNTTILATERDRSICTRIHEEHYET, cOBITE. HLL
VPN R RILENY FT7 1A AZHBDVE—K FOEAVPN Y —NZEREL T T,

cOPITRE, 200X RZEFEALT, VPN XY RD—VRBTOBEEHFTL. NOXRILEE
FRESILTIUEN HDINT T4V I ZRBEILET, ChllkY, NFT1Y D% VPN M X
NMNIEBULBLSTEA UV EZ—RYNITIOEATEDRLDSICBYET, chs220F72 3>
ZERET B ICE. split-tunnel Y > R & same-security-traffic ¥ RZRKITLE T,

ATUYN NIRRT ERETDE, NTYRNEBEVUE—NTIEAIPSec 75AT KA 5

ESLENLEERXTREFICIEUTIPSec NRIBHRTEELEY, XY RND—D 4252 —TX
AACOVT TFARNERTEBLEYTEET, ATUYN MRV TEAZ=TIICTS
E. IPSec hRILDES—FOBEICEFTENTVWEWNT Y NEESILLT, NXRILZESN

LTHEFL, ESLT, BROBRECIN—FTA T ITBRENf HBYEBA, COON RIF

CDATIY N MRV RIS —%, BELERY ND—VICHEHALET, F74ILKT
&, IXTORS 71V 0ZRRILLET, RATUYN RRVT RID—ZRETSICE
. split-tunnel-policy AN > RZJIIN—7" RI>— A0 74F1L—>3> E—RTRITLET

o split-tunneling-policy Z:&XEN SHIBRT S IZIE, COOAN RO no EXERITLET,

EFXI1VT4 TTSAT ALK, IPSec TREENENTG 71V IZRLAE—TIAAT
EEETEDELSICLT, TENSORTTAYIRVPNIZA T MY SO VPN 1—H(ZiE
ETEHRHENEENTVET, T, ATEZV T ERENZ#MEEF, VPN NT (EF21UF
A TTIATVAR)ZNULTERTD VPN AR—D (94T 8) ELTEHEMBETEET,
BOT7I)r—>a>clnleeEATdE. BEVPN RS 714v U z2BES{kEhTLAVD
NZ74v0&LT, AULAVE—TITAADS VR AL IRNLTRICENTERT, COMB
geld, AZ7VY RN RIRUITREBREENTVLEVAHD, VPNADTIEAE Web DT T IOAN
BEBZVPN VZATURBEICEBRNTY, COBEZRETDICIE. JO0-N) I 714%2
L —3 3> F— R T same-security-traffic intra-interface AV RERITLET,

BREADFHLWV L2L bR OB

R, COREDRY NID—URZRLET,




Ouiside Interdace IP Irsache Irterface 1P
L AT216.1.2 124

192 168.11.2

. NY
Ooutsicha Intarface M (HQ)Firewrall P
192 16810106524

Insade Intedace IP
10,1 IZI\1II:' 2 f2d Insiche nebwork

1721610024

Owiside intertace [P
S92 188 12 /24

.-"1.. I
u i -II.'.
,/ £ Inside Imedace IP

i

S - /42020201024

Inside retwork
10.10.10.0¢24 ‘

——————— Previous L2L tunnel \ I.::._.'- ;I-.‘_.'-. / |

batwesn MY and TH )
/_/ Inside natwork
20020200724

Maw tunnel o atded
betaeen NY an Tx

TX
Firewall

FRZ L DOBHA

Zotva>Tk,. NT(NYT77AF7I04=0L)EF1UTFA FTSATATERITT DL
BEOHDFIEZFHBALET. AAR—DV IFAT RN (TXTF7ATO#F—)) Z_EITHDHED
M. TPIX/ASA 7.x : 8 4 PIX-to-PIXVPN R ZIEEDHL ZSBL TS EE L,

RDATY TE#RITLET,

1. XNRRNTTAVIRERTDEDIC, JUTRNIVITTHERAEADI AN 2 DOFHLWF D
A VANEERLET,

ASA- NY- HQ confi g) #access- | i st outside_30_cryptonmap
extended permt ip 172.16.1.0 255.255.255.0
20. 20. 20. 0 255.255.255.0

ASA- NY- HQ confi g) #access- | i st outsi de_30_cryptonap
extended permt ip 10.10.10.0 255.255.255.0
20. 20. 20. 0 255. 255.255.0

BE BEEASCE. FURILORFAIIC, TORBENZRY RT—JICRLTIOT It
A2 AO=ILIYANACLIY M) ORMAN BETT,

2. RDZFY NT—DRBTNAT ZRERISICIE. nonat AT—KM XU RIZhESDIV KU %
EmMLET,

ASA- NY- HQ( confi g) #access-1i st insi de_nat 0_out bound
extended permt ip 172.16.1.0 255.255.255.0
20.20.20.0 255.255.255.0

ASA- NY- HQ confi g) #access- 1 i st inside_nat0_out bound
extended permit ip 10.10.10.0 255.255.255.0
20. 20. 20. 0 255.255.255.0
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ASA- NY- HQ confi g) #access- 1l i st inside_nat0_out bound
extended permt ip 20.20.20.0 255.255.255.0
10. 10. 10. 0 255. 255.255.0

BE EBEITSICE., PRILORFAIC, TOEENDZY NDO—2ICF LTI OACLT
MNUDORSEINBETT,

.TXVPN XY RD—OTHRARZAZ—TIICLT, TINVPN RZRIWICTOERATBICE

RDIOXY RZERITLET,
ASA- NY- HQ(confi g) #same-security-traffic pernit
intra-interface

ChlZ&LY, VPNETETBETESDLSICBEEXT,

HULWVPN RRILODVIVTRNIYTHREZERLET, IXNTOTI—X2HREFEL

THA1H, BRIIOVPNREEBUNS A7+ —AL Y NEFERALET,
ASA- NY- HQ confi g) #crypt o map outside_map 30 match
addr ess outsi de_30_cryptonap

ASA- NY- HQ confi g) #crypt o nmap outsi de_map 30 set
peer 192.168.12.2

ASA- NY- HQ(confi g) #crypto map outsi de_nmap 30 set
transformset

ESP- 3DES- SHA
CORVRIICEELEN R TIL—T2ERL T, VE—DN RANCERTZZHIC
PVERZBEMEEERELEXRT,
ASA- NY- HQ confi g) #t unnel - group 192. 168. 12. 2 type
i psec-1 2l

ASA- NY- HQ( confi g) #t unnel - group 192. 168. 12. 2
i psec-attributes

ASA- NY- HQ confi g-tunnel -i psec) #pr e- shar ed- key
ci scol23

FHEAHEF -G, PORILOBERATERIC—BLTVIBENHYVET,

LCATHLWR Y RLOBRENETLELD, RYRLENLTRRRNS 74 v 9 8REL

T, MORILEEBHIDHVENHYET, ChETSICIE, source ping N RERTL
T, UE—K RRILOAFRY ND—DICHBDHRANIC ping ZBEBELET, COHITIEE
 PORILODES—FIZHBD, 20.20.2016 DT RLANBEENTWEDRI—TOAT—>3
I ping MEEENET, chiCkY, NY E TXEOMN R EBEBLET, UET2D
DRVFRILHFHQAT7 1 AILEHRENhELE, FORILOBRIZHD D ATLICTIEAT
EBVEES., T—BHB 2L BLPVE—N PIEAIPSecVPN D R Z TN a1 —FT 14>
JBECDWT s T, management-access ZFEATHEINOV ) 1—>3 0 ZZRBLUTLKE
=L\,

Bi

Rz 1

ASA- NY- HQ¥show running-config
. Saved
ASA Version 7.2(2)

host nane ASA- NY- HQ
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domai n- name cor p2. com

enabl e password WnXYvt Krnj XqGoul encrypted

nanes
!
interface Ethernet0/0

narei f outside

security-level O

ip address 192.168.11.1 255.255. 255.0

nterface Ethernet0/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive

dns server-group Defaul t DNS
donai n- name cor p2. com

same-security-traffic permit intra-interface

access-1list inside_nat0_outbound extended
172.16. 1.0 255.255.255.0 10.10.10.0

255. 255.255.0

access-list inside_natO_outbound extended
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0

access-list inside_natO_outbound extended
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0

access-list inside_natO_outbound extended
20.20.20.0 255.255.255.0 10.10.10.0
255.255.255.0

access-list outside_20 cryptonmap extended
172.16. 1.0 255.255.255.0 10.10.10.0

255. 255.255.0

access-list outside_20 cryptonmap extended
20. 20. 20. 0 255. 255. 255.0 10.10.10.0

255. 255.255.0

access-list outside_30_cryptomap extended
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0

access-list outside_30_cryptomap extended
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0

| oggi ng enabl e

| oggi ng asdm i nf ormati ona

ntu outside 1500

permt

permit

permit

permit

permt

permt

permit

permit

ip

ip

ip




nmu inside 1500
ntu man 1500
no fail over
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
nat -contro
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
usernane sidney password 3xsopMX9gN5sSWhf 1W encrypt ed
privilege 15
aaa aut hentication telnet consol e LOCAL
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transformset ESP-3DES- SHA esp-3des esp-
sha- hnac
crypto map outside_nmap 20 natch address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10.10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_map 30 match address
outside_30_cryptomap
crypto map outside_map 30 set peer 192.168.12.2
crypto map outside_map 30 set transform-set ESP-3DES-SHA
crypto map outside_nap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetine 86400
crypto isaknmp nat-traversal 20
tunnel - group 192. 168. 10. 10 type i psec-| 2|
tunnel -group 192. 168. 10. 10 i psec-attri butes
pre-shared-key *
tunnel-group 192.168.12.2 type ipsec-121
tunnel-group 192.168.12.2 ipsec-attributes
pre-shared-key *
tel net tinmeout 1440
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default




nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

|

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum 5al184c8e5e6aa30d4108a55ac0ead3ae
: end

ASA- NY- HQ#

BREADQUE—b PO+ A VPN QBN

R, COREDRY NID—URZRLET,

Cwisidae Interiaca IP Insice Imedace [P
192 168 ]__1 F 1721612 /24
MY T
Outside Interdace S (HQ)Firewal g
192 168,10 10724 o,

Inside Interace IP
10.10.10.2 /24 Irsida natwork

172.16.1.0024

™

Fireswall Cuitside imerface IP

F192.188.12.2124

o

/
/ Inside Interiace IP
30 20201024
/
.'ll.

Insdde mework

10.10.10.0/24 /

Irsside nabwork
20.20.20.0/24

T
Fireewsall

e | TEVIOUS LZL tunnel
betweasn MY and TH
Remae —— e tnne o added
Empioyie bty MY an TX
After IPSEC Ramate access VPN

VPN twnnel s USBTS

established (P
adiress



FEZ & DA

coto>arTR, VE—MT7OEA#EZEMNLT, VE—HF I—HYHFIXNTOHANCT
TEATERLDICTRLEDICHKERFIRZHAL KT, PIXASA7x VPN I—HHLS5DT Y
tAZ7OY VTR FIAOFEMIOVTIE, TFPIXIASA7XASDM : UE—K 72U+ A VPN
A—YDRY D=0 PO LADHIRL 2ZRLTEEL,

RDATY TERITLET,

1.VPN R RILENLTEEITDIVTAT RN EATD IPTRLA 7L ZERKLET,

e, REOTETRICVPN ICT IV EATRLONOEAI—HZERLET,
ASA- NY- HQ(config)#i p | ocal pool Hill-V-1P
10. 10. 120. 10- 10. 10. 120. 100 mask 255. 255. 255.0

ASA- NY- HQ confi g) #user nanme ci sco password
ciscolll

2HBEDRNZ 714V 0% NAT A SRERLET,
ASA- NY- HQ( confi g) #access- | i st
i nsi de_nat 0_out bound extended permt ip 172.16.1.0
255. 255. 255. 0 10. 10. 120. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended pernit ip 10.10.120.0
255. 255. 255. 0 10.10. 10. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended pernit ip 10.10.120.0
255. 255. 255. 0 20. 20. 20. 0 255. 255. 255.0

COBITE. VPN R RILEO NAT BEFRBREATVWBR EIZEBLTLSEZL,
. I TILERENTVS L2L M RIILBEOBEZFILET,
ASA- NY- HQ confi g) #access- | i st

out si de_20_cryptomap extended permt ip 10.10.120.0
255. 255. 255. 0 10. 10. 10. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
out si de_30_cryptomap extended permit ip 10.10.120.0
255. 255. 255. 0 20. 20. 20. 0 255. 255. 255.0

SR, UE—RNTIOERAI—HREELEN RIILOBERICHDRYND—J LB
ETEDRSICHRYET, MEF  BEZITIICE. FoRILORFAIC., TZOHREORY
DT—IICRUTZOACLTI M) ORMBINFRETT,

4. BSIULTVPN RO RILENLTEFBENDI RN TV I ZRELET,
ASA- NY- HQ( confi g) #access- | i st

Hillvall ey_splitunnel standard permt 172.16.1.0
255. 255.255. 0

ASA- NY- HQ confi g) #access- | i st
Hil'lval |l ey_splitunnel standard permt 10.10.10.0
255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
Hllvalley_splitunnel standard permit 20.20.20.0
255. 255.255.0

5. VPN 224 F> h® WINS, DNS. IPSec ZORIN B EQOO—AIRBILE R S —15#H
ZRELET,
ASA- NY- HQ( confi g) #group-policy Hillvalley
i nt ernal
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ASA- NY- HQ( confi g) #group-policy Hillvalley
attributes

ASA- NY- HQ( confi g- gr oup- pol i cy) #wi ns- server
val ue 10.10. 10. 20

ASA- NY- HQ confi g- gr oup- pol i cy) #dns- server val ue
10. 10. 10. 20

ASA- NY- HQ( conf i g- gr oup- pol i cy) #vpn- t unnel - pr ot ocol
| PSec

6. BHIREF—EIPTRLAT—ILBED IPSec E —MREMERELET, chsik,
Hillvalley VPN K> XL THEAEhET,

ASA- NY- HQ confi g) #t unnel -group Hillval | ey
i psec-attributes

ASA- NY- HQ(confi g-tunnel -i psec) #pr e- shar ed- key
ci scol234

ASA- NY- HQ(confi g) #t unnel -group Hillvall ey
general -attributes

ASA- NY- HQ confi g- t unnel - gener al ) #addr ess- pool
HIll-V-1P

ASA- NY- HQ(confi g-t unnel - gener al ) #def aul t - gr oup- pol i cy
Hillvalley

7.ATYT A THERESNIZACL ZBERAIDATUY N hURIIL RV —ZERL T, |
TADRNTZTAVIER RN ZBBIBDRNT 71V IV REELET,
ASA- NY- HQ confi g) #split-tunnel -policy
tunnel specifi ed

ASA- NY- HQ(confi g) #split-tunnel -network-1ist val ue
HiI'lval | ey_splitunnel
8. VPN RV R DERICHBEZIIVT NIV TERERELE T,
ASA- NY- HQ(confi g) #crypto i psec transform set
H ll-trans esp-3des esp-sha-hnac

ASA- NY- HQ confi g) #crypt o dynam c- nap
out si de_dyn_map 20 set transformset
Hill-trans

ASA- NY- HQ( confi g) #crypt o dynami c- map dyn_map 20
set reverse-route

ASA- NY- HQ confi g) #crypt o nap outsi de_map 65535
i psec-i saknp dynanic
out si de_dyn_map

REH
REH 2

ASA- NY- HQshow running-config

s

1t



Saved

host name ASA- NY- HQ
ASA Version 7.2(2)

enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|
interface Ethernet0/0

narei f outside

security-level O

i p address 192.168.11.2 255.255.255.0

nterface Ethernet0/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encr ypt ed

ftp node passive

dns server-group Defaul t DNS
donai n- name cor p2. com
same-security-traffic permit intra-interface

!--- This is required for communication between VPN
peers. access-list inside_nat0_outbound extended permt
ip 172.16.1. 0 255.255.255.0 10.10.10.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 20.20.20.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
10. 10. 10. 0 255. 255.255. 0 20. 20. 20. 0 255. 255. 255. 0
access-list inside_nat0O_outbound extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0 255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.120.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list outside_20_cryptomap extended permit ip
172.16. 1.0 255.255.255.0 10.10.10.0

255. 255. 255. 0

access-list outside_20_cryptomap extended permit ip




20.20. 20. 0 255. 255.255. 0 10.10.10.0

255. 255. 255. 0

access-list outside_20_cryptomap extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list Hillvalley splitunnel standard permit
172.16.1.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
10.10.10.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
20.20.20.0 255.255.255.0

access-list outside_30_cryptomap extended permit ip
172.16. 1.0 255.255.255.0 20.20.20.0

255. 255. 255. 0

access-list outside_30_cryptomap extended permit ip
10. 10. 10. 0 255. 255.255. 0 20.20.20.0

255. 255. 255. 0

access-list outside_30_cryptomap extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0

255.255.255.0

| oggi ng enabl e

| oggi ng asdm i nformati ona

nmtu outside 1500

nmu inside 1500

nmu man 1500

ip local pool Hill-V-IP 10.10.120.10-10.10.120.100 mask
255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1

no asdm hi story enabl e

arp timeout 14400

nat -contro

gl obal (outside) 1 interface

nat (inside) O access-list inside_natO_outbound

nat (inside) 1 172.16.1.0 255.255.255.0

route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute

group-policy Hillvalley internal

group-policy Hillvalley attributes

wins-server value 10.10.10.20

dns-server value 10.10.10.20

vpn-tunnel-protocol IPSec

split-tunnel-policy tunnelspecified
split-tunnel-network-list value Hillvalley splitunnel
def aul t - domai n val ue corp. com
username cisco password dZBmhhbNIN5g6rGK encrypted
aaa aut hentication telnet consol e LOCAL

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

crypto ipsec transformset ESP-3DES-SHA esp-3des esp-
sha- hnac

crypto ipsec transform-set Hill-trans esp-3des esp-sha-
hmac

crypto dynamic-map outside_dyn map 20 set transform-set
Hill-trans




crypto dynamic-map dyn map 20 set reverse-route

crypto map outside_nmap 20 nmatch address

out si de_20_crypt omap

crypto map outside_nap 20 set peer 192.168.10. 10

crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_nmap 30 nmatch address

out si de_30_crypt omap

crypto map outside_nmap 30 set peer 192.168.12.1

crypto map outside_map 30 set transform set ESP-3DES- SHA

crypto map outside_map 65535 ipsec-isakmp dynamic
outside_dyn map
crypto map outside_nmap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10
aut henti cation pre-share
encrypti on 3des
hash sha
group 2
lifetinme 86400
crypto isaknmp nat-traversal 20
tunnel -group 192. 168. 10. 10 type i psec-1 2|
tunnel -group 192. 168. 10. 10 i psec-attri butes
pre-shared-key *
tunnel -group 192.168.12.2 type ipsec-12
tunnel -group 192.168.12.2 ipsec-attributes
pre-shared-key *
tunnel-group Hillvalley type ipsec-ra
tunnel-group Hillvalley general-attributes
address-pool Hill-V-IP
default-group-policy Hillvalley
tunnel-group Hillvalley ipsec-attributes
pre-shared-key *
tel net tineout 1440
ssh timeout 5
consol e tineout O
!
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
paraneters
nmessage- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!
servi ce-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum 62dc631d157f b7€91217cb82dc161a48
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