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fRRE

ATY71: AI—HYDIPF7RLADERH

ATV7 2 BEORERZ 2 ZELHS

ATYVZ 3. FFZVT5—23>2 hS714VIVOHBLEER

RDATYT

BRE : Terminating TCP-Proxy Connectiony T — XY t&—>

BRE

BRE - "% "%ASA-6-110003: Routing failed to locate next-hop for protocol from src interfaces T
Z=XvtE—

fRRE

B8 . "%ASA-5-305013: Asymmetric NAT rules matched for forward and reverse flows s &W5

I5— XV tE—IHFRREh, ASAICK > TEENTOVIEND

fRRE

B8 - "%ASA-5-321001: Resource 'conns' limit of 10000 reached for systemy €W S5 T 5 — X
YE—INFRTEND

fRRE

BRE . "%PIX-1-106021: Deny TCP/UDP reverse path check from src_addr to dest_addr on
interface int name; EWS TS5 — XY t—IFRREND

fRRE

B EROBEBICEDAX—FY NEHO PR

fRRE

B E SR

Bz

O RF 21X NTIE, Cisco ASA 5500 = ') —X Adaptive Security Appliance ( ASA; BEHE
F1)FTA TTFAFT2AR)ECiscoPIX500 =X EF1UFTa FTIATAEERT
éi%Ath57')L/1 TAVTZTSEHOE NEHRBEBEICODVTHBALTVWET, %<
NBE. T7VT—23 XY RIT—VOY—ATEENFRELEYFERTELRLSE2£YT




2L, T7AT7I7#F=) (PIXEEFASA) FETEDLN, FILEOFRERRE L THEE B EDH
HWET, ASAERLERFPIXTTAREVLKOATSZET, BEEF ASA T PIX AMEED
RRATHIHIPESHZHHTEET,

Cisco ASA Z#/N\—2 3> 82 LHIERALUBKICTBFEE. TPIX/ASA: CiscotF¥Fa1 T4 7
TS5AT O ARHOELEOEALERNS TN a1 —FT 1420500 #8BLTLEEL,

ECORFIXINTEASAEPX ZERMNICEY EFTVET, ASARLERFPIXTORS
IN21—TFT42TFTTLERIC, HOTFNA A (IL—F, R4 YF, =/ &) TOEM
MBERNTSTIND1—TFT AV IHFBBEICBRDEENHYET,

BIRSR M
B4

CORFIAIXVNCHEIZDEROERHGEHYFEA,

FRTAIR—F> b

CORFIXAYNOERIE, 0S7.21 BRV 8.3 N B TS Cisco ASA5510 ICETKENTT

o

CORFIXVNOERE. REDFARELCLHZITNARACETVWTERENEZEDNDTT,
DRFAIXKNTHEAIZINTOTFNA AR, JUTR(T74ILDN ) RETERZHRHBEL T
WET, RYRID—IFMBBEFOFZEE. ANV RAIREIBENSREZ T ICERL THL
BEANBHVNET,

B E S M

CORFIAIXNE, RON—232ON—RIDIFEVINIDITICEFERATEET,
.ASABLTPIXOS 7.0, 7.1, 8.3 L&
- Firewall Services Module ( FWSM; 77470 #—)L Y—EA E>1—-)L )22, 23, &

T 3.1
A BEANSIONY REBXEVYIZRIITON-23VICL2TEREYET,

A&
KEIXAY NRROFME, TYRITI-NL T4 v 7AOKRSE 2SBLTILE L,
BRELHA
CCTOHITIEE. ASAXR PIX AEFBREICHDCEZBELTVET, ASAX PIX DEFRER
. hEms B (REAN 50 RE ) nBAtHNE., Bl (RETFRELSET ) 5HELS

WET, A= (94T ) RN, EF1T78XYNT—7 (Inside ) THDHEE
b, EF1T7TREEVRY NTJ—2 (DMZ *® Outside ) THABEEHY) ET,

ASA FRDRETHAETNET, CORENBEWR., ZRICHLTSBAERBETZETT,
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ASA OIHAERE

ciscoasa#show running-config : Saved : ASA Version

7.2(1) ! hostname ciscoasa enable password
8Ry2YjIyt7RRXU24 encrypted names ! interface Ethernet0/0
nameif outside security-level 0 ip address 172.22.1.160
255.255.255.0 ! interface Ethernet0/1 nameif inside
security-level 100 ip address 192.168.1.1 255.255.255.0

! interface Ethernet0/2 nameif dmz security-level 50 ip
address 10.1.1.1 255.255.255.0 ! interface Management0/0
shutdown no nameif no security-level no ip address !
passwd 2KFQnbNIdI.2KYOU encrypted ftp mode passive
access-1ist outside_acl extended permit tcp any host
172.22.1.254 eq www access-1list inside_acl extended
permit icmp 192.168.1.0 255.255.255.0 any access-1list
inside_acl extended permit tcp 192.168.1.0 255.255.255.0
any eq www access-1list inside_acl extended permit tcp
192.168.1.0 255.255.255.0 any eq telnet pager lines 24
mtu outside 1500 mtu inside 1500 mtu dmz 1500 no asdm
history enable arp timeout 14400 global (outside) 1
172.22.1.253 nat (inside) 1 192.168.1.0 255.255.255.0 !-
-—- The above NAT statements are replaced by the
following statements !--- for ASA 8.3 and later. object
network o0bj-192.168.1.0 subnet 192.168.1.0 255.255.255.0
nat (inside,outside) dynamic 172.22.1.253 static
(inside,outside) 192.168.1.100 172.22.1.254 netmask
255.255.255.255 !--- The above Static NAT statement is
replaced by the following statements !--- for ASA 8.3
and later. object network obj-172.22.1.254 host
172.22.1.254 nat (inside,outside) static 192.168.1.100
access-group outside_acl in interface outside access-
group inside_acl in interface inside timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00
h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip
0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute no
snmp-server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown
coldstart telnet timeout 5 ssh timeout 5 console timeout
0 ! class-map inspection_default match default-
inspection-traffic ! ! policy-map type inspect dns
preset_dns_map parameters message-length maximum 512
policy-map global_policy class inspection_default
inspect dns preset_dns_map inspect ftp inspect h323 h225
inspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sglnet inspect
sunrpc inspect tftp inspect sip inspect xdmcp ! service-
policy global_policy global prompt hostname context
Cryptochecksum:d41d8cd98f00b204e9800998ecf8427e : end

EE

A—HYHL S ITEHFEICEENHY), F7VT5—23 0 XHABELBLS B> ECEfRETNET
o COREEIE, ASAXPIX DEEBEICHREEhET, BEEICERF. COBEOTIVI—>3
VICBETRHABNEEAEH ) EFEA, EEBERFASARXPIX ZFERAL T, EDR—bhE7OMN
N T7Ur5—2a>r X TEAEN, AFBEEORRBZOAN EREILEHET,

BBRE



ASAXR® PIX NERBEIE, TEBDLEHZL<DEBEHREI—TFHSPRETEIHLEN HVYET, RICI
DERICE. KOIXDIBEOHNFHYET,

CEERIPTRLA CBE, ChEI—F0OD—VARAT—232%»J0E1—-2TY,
CHEEIPTRLA: A—HRTTVT—23 VIR 2 TEENATEND T —/NIPTRLA
T9Y,
CTF7VT=23avik>TEAEThBAR—NEZTORINL
Z<DHE, BEELCLESDTR, ChoORBOVThANNETENFHFETT., OBITR
 EBEEVIThOBRMERETEEEA., ASAXPIXD syslog XY —I DL EI1I—RFER
MNTIH, EBENFTORENRELEL TVWEWES, BEZ2ELHDIERIRETT,

ATY71: 1D IPPRLAOEKH

A—HYDIPTRLAZRETDLEHICE, SXETXBFEN BN ET, CORFIXIKRTE
ASA EPIXZRRELTWVWA LS, COFTREIPTRLAZIEBETSI-HIC ASA & PIX A'E
RAENhTVET,

JA—HH ASAR® PX\NDBEFEZHITLET, COBEFE. ICMP, Telnet, SSH, &7=l& HTTP

DVWFTFNTELEVEEBA, BREINEZTORILNGEASARPIXTOTITAETAHFIRE
NTLVET, CORBEDHTIRE, I—FF ASA D Inside 1 > —T7 I A4 ANPING ZR{TL T
WX,

EEEQE, TROI2OAT72a>0n55, 1 DULERELTH S, ASA®D Inside 1 8 —T L
AACXNTSD PING Z1—HICKREEEIXBEN BT,

. SyslogAF > I HFBMIB2>TWVWBREZHRBLET, OJLARIL%Z debug ICERETHDHE
AHYVET, OF TR ERETRBBMIEFETEERT. ZOFTE, ASSAOT NV T 7
EEALTVET, REEARETRE. ABOOTRES—NFBEZEZEENHYI KT,
ciscoasa(config) #logging enable ciscoasa(config)#logging buffered debugging j._"j'w: ASA
? Inside 1 X —7 T4 AN PING ZH{TL X T (ping 192.168.1.1) o RDHINKRRE

hij—o ciscoasa#fshow logging /--- Output 1is suppressed. %$ASA-6-302020: Built ICMP
connection for faddr 192.168.1.50/512 gaddr 192.168.1.1/0 laddr 192.168.1.1/0 %ASA-6-302021:
Teardown ICMP connection for faddr 192.168.1.50/512 gaddr 192.168.1.1/0 laddr 192.168.1.1/0
!--- The user IP address is 192.168.1.50.

CASAF ¥ TSFYHBEEEER, ASAICK 2 TEDRS TV IEFYTFYIRRENHS
DA EERTDTIEA VAN EZERTILBENHYNET, TI/EA VAN EZERLIZE
. capture ANV RIZK2TT7 VA VARNFEKIAE N, 4/’5‘ J7IAAICHEAETNE
3-0 ciscoasa(config) #access-list inside_test permit icmp any host 192.168.1.1
ciscoasa(config) #capture inside_interface access-list inside_test interface inside l_ﬂ"i
ASA @ Inside 12 —7 T4 AN PING #RITLET ( ping 192.168.1.1) . ROHHA K

ZI__\é ﬂi'd‘o ciscoasa#tshow capture inside_interface 1: 13:04:06.284897 192.168.1.50 >

192.168.1.1: icmp: echo request !--- The user IP address is 192.168.1.50. ;I Ethereal Kt
AFATREDICOATAILZOT7 7ML EX D O—RTBICEK, UTEREL TS EE
Lo

!--- Open an Internet Explorer and browse with this https link format:
https://[<pix_ip>/<asa_ip>]/capture/<capture name>/pcap IFASA/PD(Z CLI 333'\0‘ ASDM Eﬁ
BAULENTY ROXFYT7F Y OEREH 25RBLTEE,

. 7IXY Jdebugicmptrace AN RiE., 1—FDICMP RS 74V O ERFYTF v T2
L:{Eﬁﬁ‘c’_‘#’lﬁ?o ciscoasa#debug icmp trace J—% ASA @ Inside 1 2 Z—T7 T4 AN
PING ZH{TLET ( plng 192.168.1.1 ) o :I‘/‘J—)MZ))’W)tHjJ/J‘ET_\é NET, ciscoasa#
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!-—- Output is suppressed. ICMP echo request from 192.168.1.50 to 192.168.1.1 ID=512
seg=5120 len=32 ICMP echo reply from 192.168.1.1 to 192.168.1.50 ID=512 seg=5120 len=32 ![---

The user TP address is 192.168.1.50. debugicmp trace Z#EMIZTHICE, ROANX ROV
InLZzEALET. nodebugicmp traceundebug icmp traceundebug all. Undebug all. &
72 un all
EEENEEBRIPTRLAZHM TR EOICE, ChS320FT723VR@FERENARICALS
£9, cOBITR, 1—FDEFTIP 7 RLAK 192.168.1.50 TY, BEBEWEFE. 77UITr—>
I XOFMEBEHRZREL. BEOREEZHRET D EMNIBVEL I,

ATVv7 2  BEOFRAZDEELHS

CORFIXVND "ATY T 1) BV aVICRBEhERESRBL T, EBERT7UT
—23ar Xtv2arvony—REeBATERLSICBYELEE, EBER, 77UTr—>3> X
DFMEHRZIREL, BETHIARMOSEVEHTOREZRB IS ERIBVEL L,

ASAXX PIXNEREBEEF., RICBHULHREEOALBLSEE 1 D2ZRRICLT, ASA 2%FHT
DUENHYNET, EBEOEBNE LS, I—HRET77V5—>3a> X Z@EBLETH. B
MBI —Y FOTAETANREADERERRER SV ASATERFPIX DEBEICEEEEZS
BENHdE0, OIXTOTITAETAZHBLET,

.syslog XV E—JBBERLES, ATV 71 TRELEI—YHORETIP7RLAE®R
RULET, A—YHFT77VT—>30 X ZHBRLET. ASA EEEE show logging AN >

FE%?TL/\ Hjj]&ﬁﬁ?ﬁﬂl/i?o ciscoasa#tshow logging /--- Output is suppressed. %ASA-T7-

609001: Built local-host inside:192.168.1.50 $ASA-6-305011: Built dynamic TCP translation
from inside:192.168.1.50/1107 to outside:172.22.1.254/1025 $ASA-6-302013: Built outbound TCP
connection 90 for outside:172.22.1.1/80 (172.22.1.1/80) to inside:192.168.1.50/1107

(172.22.1.254/1025) AT IC&K 2T, 3BEIP 7 RLAA 172.22.1.1, Z7AKNILA TCP, 3k
R— KA HTTP/IB0, BRTRT T 4 Y U4 Outside 1 X —7 T4 AILIEFEEhB LN
SHICRYET,

XY TFY TAINREBELET, —DHIDAT Y 7T access-list inside_test IV > R4 fE
Fﬁéﬂ'( L‘i'd'?b‘“\ ::T%ﬁﬁﬁéﬂi?o ciscoasa(config) #access-list inside_ test permit

ip host 192.168.1.50 any !--- This ACL line captures all traffic from 192.168.1.50 !--- that
goes to or through the ASA. ciscoasa(config)#access-1list inside_test permit ip any host
192.168.1.50 any /--- This ACL line captures all traffic that leaves !--- the ASA and goes
to 192.168.1.50. ciscoasa(config)#no access-list inside_test permit icmp any host
192.168.1.1 ciscoasa(config)#clear capture inside_interface !--- Clears the previously

logged data. !--- The no capture inside_ interface removes/deletes the capture. l_ﬂﬁ\77o
D7—23a> XZHRBLET, RIC. ASA EFEE(F show capture inside_interface JY > R

E%’Ifi—b\ H::'b’:iﬁﬁ%ﬁbﬁ@'o ciscoasa(config) #show capture inside_interface 1:
15:59:42.749152 192.168.1.50.1107 > 172.22.1.1.80: S 3820777746:3820777746(0) win 65535 <mss

1460,nop, nop, sackOK> 2: 15:59:45.659145 192.168.1.50.1107 > 172.22.1.1.80: S
3820777746:3820777746(0) win 65535 <mss 1460,nop,nop,sackOK> 3: 15:59:51.668742
192.168.1.50.1107 > 172.22.1.1.80: 8 3820777746:3820777746(0) win 65535 <mss

1460, nop, nop, sackOK> :F By 707_’\" é 1’17': |\37 1Y 7(::;\ 2 -(\ "é‘ﬂ%ﬁﬁik'fﬁiﬁﬁ‘b‘< )
AREENET, BEFRLA 172221 1R— &S : 80/http7ORIJL : TCP( TS, &
EEsyn 73UIER ) &, EBERT TV T—232 XOTF—R K714V 08 ASA
ICEELTVR CEEREBULET, —H. €L 2 show capture inside_interface 1Y > R
DHEANUTOETH 2 I2F5aE. P7UT—>32 714V IN ASA ICEEL AL O
D, FEEFYTFY T4 T4V 0BT YT FYIBREIDICREENTLVED
2 TCC.(‘: t’g” *?o ciscoasa#fshow capture inside_interface 0 packet captured 0 packet
shown c DIFH, BEBEERFI—HY0IOE1I—F®, I-YOOE1—%2& ASADEON
ACHZEBEDIN—BZFRLBMEORY ND—U FNA ADBEEZRNITILEN BV ET,



FERTTAVINAAUR—TIAAIZEET S E, capture IV RIZK ), A5 HD ASA
X1V FTA RII—TRI T4V INFBMENBDRVERICT—XNEBRENET, &
AZAE, TOEBAVARNIKR 2 TAVER—TIAARALDIRNTOBENT 71V VNFEREHh
PB/BETE, capture INV RTR. RZT714YIDORERFNIBELET. TOERT, ASAL
FAVTA RII—=ICR2TRT T AV I DHENETT,

CTFENRYITBERBERT TV T3 X EFHULKEBERBLTVWEWLES, 77UT—>3> XK
BEDEDICEDTFNY YT H—EREBNCTEIUREN HDOL DA EEA, CORFAT
. FNVIHFBREORNS TN 1—FT 40T 7230 eB5BRVAREN HYET,

ATY T2 TPREThE-BEREFAL T, ASAEEBEFIEESBHREVS OMEBLET, &
BETE,. ASAD Inside 1 Y RA—TIAANDKRNT T4V UDRE, #ETIP 7 RLA, Bk
P7RLA, BLVT7UT—2a> X IC&2>THEAENDH—E R (TCP/B0 ) ABIBENT
WET, T, syslogs 'S, HHURFEBEBEFFATENTVEZELEERBENTVET,

ATYT 3. F7VTr—23>2 3714V 0 ORBLER

ASAEBER, T7VT—>3> XDRZT74YIHN ASADSERFENATWVWD L ZHEETS
BEANBY), TT7IVT—232 XH—=—NP5OVE—2 RZT 1V O ZERIIVEEHET

o

.syslog XY tE—IZBERULET, AETIP 7PRLRA(192.168.1.50 ) £EWEEELEIP 7 RL
A (1722211 ) ZRRIZ, syslog XY E—TZT74NBVTLET, ANV R AU
5, syslog XvE—207 1)L T &, show logging | 192.168.1.50 & 7= (& show
logging | include 172.22.1.1 DK SIZHBVET, ROBITE, 712V TE2TDTIC
show logging N> RAEAENE T, COHNE, RAXR T TR LEHICEBEENTVE

?To ciscoasa#tshow logging /--- Output is suppressed. $ASA-7-609001: Built local-host
inside:192.168.1.50 $ASA-7-609001: Built local-host outside:172.22.1.1 %$ASA-6-305011: Built
dynamic TCP translation from inside:192.168.1.50/1107 to outside:172.22.1.254/1025 $ASA-6-
302013: Built outbound TCP connection 90 for outside:172.22.1.1/80 (172.22.1.1/80) to
inside:192.168.1.50/1107 (172.22.1.254/1025) %ASA-6-302014: Teardown TCP connection 90 for
outside:172.22.1.1/80 to inside:192.168.1.50/1107 duration 0:00:30 bytes 0 SYN Timeout %ASA-
7-609002: Teardown local-host outside:172.22.1.1 duration 0:00:30 %ASA-6-305012: Teardown
dynamic TCP translation from inside:192.168.1.50/1107 to outside:172.22.1.254/1025 duration

0:01:00 %ASA-7-609002: Teardown local-host inside:192.168.1.50 duration 0:01:00 < @) syslog
XV E—ITR, SINRSALTIRNODEDIZEGHABAUSKTVRENRENTVET,
CNIZKR2T, BEEE, ASATRTZZTVT—>23a> XH—NDAS5ORBENE2<ZEFE
NBEA 2 ENDHYET, Syslog XV E—ORTEAHBREEETETT, AU—"UIA
NRITIATODET IO WRICHKETIEHEHNSEGEKR T ZERIC, SINRSALT IR
OJch&Ed, BE. COMBRERERICNTZT—NOBENr KBITDERETRED
T, FREAEDHEE, PIXIASA LTOREICEHETZENOTRERHYELA, COBBEEHER
TR, ROFIVIVARZZRLUTLKEEV, AZTF14v 0 OX 2 RFERICADE
NTVWT, EEARF, OAZTA4Y O O REEBELTVWAWVWC L ZBFTET D, static

(inside,outside) x.x.x.X Vy.y.y.y netmask 255.255.255.255

ASA 8.3 LXB%@XQ?"' v 7 NAT H?ﬂ®$5€C§QET§ 353-0 object network obj-y.y.y.y

host v.v.v.vy

nat (inside,outside) static x.x.x.xOUtSide 75‘5@7['_/\)1/ IP 7 I\ |/7\’\0)77t7\7'é§¢
ATRLEHIC, TOEBAVAMBTFEL, 1 V3—T I/ ACNA 2 RENTVR L &EHE
B R

access-list OUTSIDE_IN extended permit tcp any host x.x.xX.X eqg www

access-group OUTSIDE_IN in interface outside

HB—NEOEEBEHKICE, T—NEOFT7FILN F—KRITIAIZK2T, PIXIASAD
DMZ AR =T IAANRA 2 RENTVWBIRENH S, syslog XY E—T 2DV TOFEM



F. TASASRATLXYE—T, #BRLTLKEEL,

-FROFYTFY J4LBEERLET, LEIICF Y TFrEahni > 714 Y T L syslog X
vE—IAS, BEEZEIZK, TT7UT—23XDODRNT 74V I8 Outside 1 > R2—7 T4
AEBHLTASANSEHENB R I THRIEADA>TVET,

ciscoasa(config) #access-list outside_test permit tcp any host 172.22.1.1 eq 80 !--- When you

leave the source as 'any', 1t allows !--- the administrator to monitor any network address
translation (NAT). ciscoasa(config)#access-list outside_test permit tcp host 172.22.1.1 eq
80 any /--- When you reverse the source and destination information, !--- it allows return
traffic to be captured. ciscoasa(config)#capture outside_interface access-list outside_test

iMummeMel—ﬁ@\77U7—93>XEﬁﬁbfﬁbUtVDEDEﬁ%?%%
ENfHYVET, I—PHIFHLVWTFTVI—>3> Xty araiBl iR, ASAEEE
& ASA T show capture outside_interface 1N > RZRITIBIHLENf HV)FT,

ciscoasa(config) #show capture outside_ interface 3 packets captured 1: 16:15:34.278870
172.22.1.254.1026 > 172.22.1.1.80: S 1676965539:1676965539(0) win 65535 <mss

1380, nop, nop, sackOK> 2: 16:15:44.969630 172.22.1.254.1027 > 172.22.1.1.80: S
990150551:990150551(0) win 65535 <mss 1380,nop,nop, sackOK> 3: 16:15:47.898619
172.22.1.254.1027 > 172.22.1.1.80: S 990150551:990150551(0) win 65535 <mss

1380, nop, nop, sackOK> 3 packets shown :.0)#'\"703:'\"—6'(;\ Outside 4>9_7I4Z7b‘5j£
HENTWBRT 74 Y IHFRENTVERT AN, 1722211 Y—NNHASORERZ T 1YY
BAERENTVERA, COFFYTFVICR., T—EHNASAPSEHENDECHHR
ThTVET,

packet-tracer A7’ a &AL ET, CNhETOEII 3T, ASAEEZEEASAT
packet-tracer 77> 3V ZFERATHADOIC T+ BBEHRENREL TVERT, F:/N—2a> 728
Fﬁ\ ASA Tl packet-tracer x> I\h‘ﬂ'/ﬁ,_ |\é hi?o ciscoasa#packet-tracer input

inside tcp 192.168.1.50 1025 172.22.1.1 http /--- This line indicates a source port of 1025.
If the source !--- port is not known, any number can be used. !--- More common Source ports
typically range !--- between 1025 and 65535. Phase: 1 Type: CAPTURE Subtype: Result: ALLOW

Config: Additional Information: MAC Access list Phase: 2 Type: ACCESS-LIST Subtype: Result:
ALLOW Config: Implicit Rule Additional Information: MAC Access list Phase: 3 Type: FLOW-
LOOKUP Subtype: Result: ALLOW Config: Additional Information: Found no matching flow,
creating a new flow Phase: 4 Type: ROUTE-LOOKUP Subtype: input Result: ALLOW Config:
Additional Information: in 172.22.1.0 255.255.255.0 outside Phase: 5 Type: ACCESS-LIST
Subtype: log Result: ALLOW Config: access-group inside_acl in interface inside access-list
inside_acl extended permit tcp 192.168.1.0 255.255.255.0 any eq www Additional Information:
Phase: 6 Type: IP-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Phase: 7
Type: CAPTURE Subtype: Result: ALLOW Config: Additional Information: Phase: 8 Type: NAT
Subtype: Result: ALLOW Config: nat (inside) 1 192.168.1.0 255.255.255.0 match ip inside
192.168.1.0 255.255.255.0 outside any dynamic translation to pool 1 (172.22.1.254)
translate_hits = 6, untranslate_hits = 0 Additional Information: Dynamic translate
192.168.1.50/1025 to 172.22.1.254/1028 using netmask 255.255.255.255 Phase: 9 Type: NAT
Subtype: host-limits Result: ALLOW Config: nat (inside) 1 192.168.1.0 255.255.255.0 match ip
inside 192.168.1.0 255.255.255.0 outside any dynamic translation to pool 1 (172.22.1.254)
translate_hits = 6, untranslate_hits = 0 Additional Information: Phase: 10 Type: CAPTURE
Subtype: Result: ALLOW Config: Additional Information: Phase: 11 Type: CAPTURE Subtype:
Result: ALLOW Config: Additional Information: Phase: 12 Type: IP-OPTIONS Subtype: Result:
ALLOW Config: Additional Information: Phase: 13 Type: CAPTURE Subtype: Result: ALLOW Config:
Additional Information: Phase: 14 Type: FLOW-CREATION Subtype: Result: ALLOW Config:
Additional Information: New flow created with id 94, packet dispatched to next module Phase:
15 Type: ROUTE-LOOKUP Subtype: output and adjacency Result: ALLOW Config: Additional
Information: found next-hop 172.22.1.1 using egress ifc outside adjacency Active next-hop
mac address 0030.a377.£f854 hits 11 !--- The MAC address 1is at Layer 2 of the 0OSI model. !---
This tells the administrator the next host !--- that should receive the data packet. Result:
input-interface: inside input-status: up input-line-status: up output-interface: outside

output-status: up output-line-status: up Action: allow packet-tracer N> I\ODEEE:EJEEKH:I
B, BT Action: allow TF,
ATYVTBDIDDEATIVICR2T, EBERASAHN TV Tr—>3> X OBEDRE
TREVCEFDAVET, FTVT—232XORT T4V IR ASADRSRKREENTVERT
A ASATRTZVT—23ar XH—N\NSORBEBEEZEFEEATLVEEA,
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RORT YT

T7OTr—2a> XHAFEEBBEEZRRIDLEHICE<OOAVR—XNIHYET, e
CA=¥odArE1—&%, FT7VT—3VXI9ZA4AToN W—TFT42J, TOEA RV —
BRETTVT—=23 XY= N\BETT, BHEOHTE, F7UT—232XDODRZT 4
YUk ASA TREEN, BXEThDENMRAETNELE, COBRBT, Y—NETTUT—
SAaVXNERENBEIILENBYERT., BEERE, 77UT5r—>32 Y—EZANEEL
TWa ezl Y—NtoOJzLE1—L, A—HYORZ 74V IS —NETTIT
—2 VXL ITEBFENTVB L Z2BFIIBEN BV ET,

BIf® : Terminating TCP-Proxy Connectiony T5— X¥Y t—
>

RDLIZ— XY =D RRENET,

%PIX|ASA—5—507001: Terminating TCP-Proxy connection from
interface_inside:source_address/source_port to interface_outside:dest_address/dest_port -
reassembly limit of limit bytes exceeded

FRRE

BB CoXvE—2EF, TCPEIXNOBRFPICEER/NY 77HRZEADERREIE
9,

. source_address/source_port : #EREZBBLTWBANTY NOEFET IP 7 RLAEEERR
-k
. dest_address/dest _port : #E#REBRBRL TVWBINTY ROBEIP 7 RLAEFEER—
- interface_inside : #EfZRBLENTY RFEETD A X—T T4 ADEH
- interface_outside : #E#ZBBR L IENT Y RFREEND A Z—T T4 ADEH
cAimit: N2 T7 4V D U5 ADERER A ¥ HA G HIR
COBBEOBREEE., RICRTRSICEF1VT A FTTTATATRISP REZEMICTS
c&TT,

policy-map global_policy
class inspection_default
inspect dns migrated_dns_map_1
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
no inspect rtsp

SHAIC DV TIE. Cisco bug ID CSCsl15229 ( BEI1—HHA ) 23BL T F&E L,

B : "% "%ASA-6-110003: Routing failed to locate next-hop
for protocol from src interface; T — Xy £—2

ASA w:‘ rerror:%ASA-G-’I']OOOS: Routing failed to locate next-hop for protocol from src
interface: src IP/src port to dest interface: dest|P/dest port. EVSIT— XvtE—27RTR
LTS 74y 0%ZROYTLET,

BRE


https://tools.cisco.com/bugsearch/bug/CSCsl15229
//tools.cisco.com/RPF/register/register.do

CDTIS—lE. ASAFAVR—TILRAN—F AT F—TILTZIAN KY TEREDOTFES
ETBEEICRELET, BE. COXVE—TE. $BAVE—T I AEBHIAENTVEDE
# (xlate) EBDAVR—TIAAERTIL—RMHF ASA CHBEEICRTRENET, NAT AT
— AV ROBEIREFIVILET, IS—EMRTDBEICEY), BESREMRTES
3-0

B . "%ASA-5-305013: Asymmetric NAT rules matched for
forward and reverse flowsy] EWS TS5 — XY E—IHFRTREHh
, ASA L& 2 TERHNFTOYIEHhS

BHEN ASA ICL2TT/OY V&N, ROIZ— XY E—IHFRREhET,

$ASA-5-305013: Asymmetric NAT rules matched for forward
and reverse flows; Connection protocol src
interface_name:source_address/source_port dest
interface_name:dest_address/dest_port denied due to NAT reverse path
failure.

FRRE

NAT 'RITEhTVRIHEE, ASARNT Y NOREZEHA, FEOEREZEY NIBLESHZ
FIVILEY, EEOEBMELEHO NATE#RZEY NLEBEVEE, F—BHNHYUET. F

UREBRABLVBENSOREBITBER/NT 71V IICEBLD NAT L—IILABEENTVSIE
B, COIZ— AV E—JRREEZ<RTENET, BLOHDIRNT T 1Y TI0NAT AT—hH

Xh2FITVvILET,

B : "%ASA-5-321001: Resource 'conns' limit of 10000
reached for systemy EWS TS5 — XY E—IFRFEHhD

BRRE

CODIT—IE, ASALKICHREENTWARH—NOERIRAREICEELEZEERLET,
chik, FYRD—TVHAOH—/NXNDoS HEZRL TVWHAEMN B FT, ASA LD MPF
ZEAL T, YHEROHEZNE<KULET, Ff. Dead Connection Detection ( DCD ) & A
F—7LICLET, ROBEVHRBESRLTSEEZ L,

class-map limit
match access-list limit
!
policy-map global_policy
class limit
set connection embryonic-conn-max 50
set connection timeout embryonic 0:00:10 dcd
1

access-list limit line 1 extended permit tcp any host x.x.x.x

B : "%PIX-1-106021: Deny TCP/UDP reverse path check
from src_addr to dest_addr on interface int namey EWS5 T 35—

XY E—INFRTEND
R




OO Xvt—2&, UN—ANAODFIYINMZ—TIOEEILRTENET, RO
N RERITLT, BEZBRL., UN—ANREF1E—TILICLET,

no ip verify reverse-path interface <interface name>

Bl : FROBRHICLDA 22— Y MEGO T

ASAT, RDIZ7— XY E—IHNRRENEXT,

$ASA-4-733100: [Miralix Licen 3000] drop rate-1 exceeded. Current burst
rate is 100 per second, max configured rate is 10; Current average rate is 4
per second, max configured rate is 5; Cumulative total count is 2526

BRE

COXYE—2, F7FIRREILLDEBEROBREICKY), EEBRNT 714V V0OEBENBE
ThiEEEILERENET, COXYE—2 K, TCP/UDP R— K T#%H % Miralix Licen 3000 % A
CMCERBBLET, R—bM 3000 2FEALTVBITFNARAERBELET, ASDM DT T T RRDHR
HEHRTEBRORBEEFIVIL, EUNOBEEFANTAR—KN 3000 EEETIP 7 RLAKFRTR
TNTVWBEEERLET, EYHBTNAMANDEFE., ASA DEXRERBRHEZEBEMLTZINOT
T— XYV tE—D%BERTEET,

BOE 1T ¥R

- CiscoASANRUVUZZZ7ZL2A

- CiscoPIXANZR DZ7F7L A

.CiscoASA IS —ESARTALA XY E—D

. CiscoPX IZ—¢,SATALA XY=

. Cisco ASA 5500 2 ) —XEEtEF1 )T 1 FPTFSAFT A YR—b

. CiscoPIX500 V=X 2F1UTA PTFAFTACBHTRIHR—N R—=
cTOZHALYR—bE RFI XD - Cisco Systems
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