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VEDEEMERBELET,
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3E: Cisco Adaptive Security Device ManagerASDM; Cisco Adaptive Security /X1 A X x—2 ¥
) DREN—232 IxEFICEHATEERY,

BOXE
KF1XY NEROBME. TYRIFINL T4 Y TAOREE ESRLT L,
BRBLHA

—#H97%x DNS RIUCHE VT, 9TFA T2 MH DNS H—/N—IC URL £IBERARNBZXEFEL
EDRANDIPTRLAZFANET, DNSH—NBFERZZEL. TOKRAMDOEFE IP
TRLAODIYYEZ T ZZBL T, IPTRLAZBCALI—REZISATUNIRELET,
COFERFREALEDRRICEVWTHABRZRSRTEAETIN, BRICI > TRHEABEIRLETSC
EEHYVET, VAT RE, TOIVTZATURFTIEALRSELTWVWARRANDHEE D
NAT DERIZHDE-—DTFAR—K XY KNIT—=TVLICFEL, 9FA4TF7RICL>THEAET A
BDNS H—NHFHONT VYO XY RD—VELIZFEETRHER. TOLSBEENINRELE
3-0

SFVF2OONAT A2 2—7 T4 A (inside, outside )

bAROS

COFIVATR, 94T e, OTATRTIOEALLSELTVD WWW H—/NiE
EBES5EASADinside 1 =T IAALIZFELTVET, AT A2 3—FY
NETOEATERLSICEAFTIVIPAT FREENTVERT, Y—NHF12EZ—FY NI
TFOEBATEDXRIIC (EBIC, AFZ—FKYNRAM WWW H—=NICTFIEATED LD
). TORBAVARZBCAZT A YU NAT FREENTVET,

172.20.1.0 /24 172.22.1.0 /124

Client

192.168.100.0 /24

DNS
Server

WWw
server.example.com
Mapped: 172.20.1.10

CORE, CORRDBITT, ZDHFE. 192.168.100.2 DT 5 4 7> N server.example.com
WS URL Z#AL T 192.168.100.10 ® WWW H—NICT7I9EALKSELTVET, 95
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AT > RO DNS H—ERAF, 172.22.1.161 DAZE DNS H—/NICK > TRHEEhEFT, <D
DNS H—NRbDNT VYO XY RD—VLIZHFETD D, WVW H—NXDT A RX—KIP
7 RLAZRELTVERA, EEL, WW H—=NNDOX YT 7 RLRA (172.20.1.10 ) IEE2H
LTWET, TNDi®H, 0O DNS H—/VIZ & server.example.com & 172.20.1.10 IZZ#: 9% IP
PRLAEBHOIYVYEIHFEENTVET,

Bl : 9FAF b WWW H—NETF I EATERWY

Z MOIRR T DNS Doctoring R FDMDYV ) 21— I3 MBI HE >TVWEWEE, 951476
A5 server.example.com @ IP 7 RL AICBET S DNS ERAEEFEENTE, V9F/4T7 M
WWW H—NICT IV EATEERRA. ChEITATURNIIVE T Ehic NTUYOTFR
LAAEENRTVWALI—REZHTRD EVSEHIZK Y ET: WWVW 4 —/YD 172.20.1.10, ¥
FAT RN COIPTRLALTIEALESETRE, UMV EZ—TIAATONTY b
DEALOavAFTEhEVES, X1 UT14 7 7347‘/7\[&0‘6/\”‘7“9 NAREE
NET, DNS Doctoring A4 Z—TIIZHE 2 TWEWEE, RED NAT HoRADXSICHEY)
£9,

ciscoasa(config) #show running-config
: Saved

ASA Version 7.2(1)
|

hostname ciscoasa

I-—— Output suppressed. access-list OUTSIDE extended permit tcp any host 172.20.1.10 eq www /---
Output suppressed. global (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100.10 netmask 255.255.255.255 access-group OUTSIDE
in interface outside !--- Output suppressed.

DNS Doctoring A4 Z—7 JLIZ%E 2 TVWEWEE, ASDM ORERFRADISICHEYET,



Fia Opfane Took ‘zsrds Hap P Pid =
) ! [J Q [ | | ""::! | o lsd P Cisto Sreteus

Hora Croafagiaration oo Rard: Forwiard | Packel Tracer Ralrpz Shva Heip

Conligaralice = MAT

O, [eww@ @oo]r ¢ 3w [ardEcsa s s s
veerteces Mg [ sewct- = | P (o] rueguery..|| ® A - @F0 Wk qF
ﬁ;ﬂ - e s Travetaead Tuva [@ I
Seauriy Poicy S [ restintion iertas | it RS Rt | Wi pra |
ﬁ:’: El rpsicks SR e ——
1 % St B 13246810010 P e ik B rren @ Uit [
MAT ] ‘Iﬁ Cynamc A e etk & o s &l oside Ha Lindi ' -l HIIMW1Q.-_
gﬁ o ol ricke nsterorki
s - Rer ARl
- R R
Lo T2 A5
. Trend Micro == naerelorkizd
B e Al EZER100.00
ﬁ ‘- B 1azieg 10z
=D Marimger
Aoiding
Global Chicts
[:_:l i I i
Frigeriies Fuds Flosy Dimgram -
s +——@r— ¢
Sourncs Aadress Al mm e o] o MAT Topee A = m mm Destinaion Addrass
I~ Erebietraifz taough the Arewal without eddness fansislion
LEpk Rezet I
| [ 3 W | | & 11iz0e 2eacepm Ut

DNS Doctoring A" 4 Z—7JLICBE 2 TVWEWEES, AIXRVKNONTY RN FYT7FrREROKSIC
BTYERT,

1. 94T >N DNS VT —%ZEELET,
No. Time Source Destination Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6:1f
(00:0a:b8:9¢c:c6:1f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)
Domain Name System (query)
[Response In: 2]
Transaction ID: 0x0004
Flags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

2.DNS JTU—IZT D PAT A ASA ICK 2 TRITEh, VIV —HNEREEhET, NTY
NOEFTTT RLAY ASA @ outside 1 2 —T I A AICEEENTVAREIZEELT
<EZW,

No. Time Source Destination Protocol Info



1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query
A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1le (00:0a:b8:9c:c6:1e), Dst: Cisco_01:£1:22
(00:30:94:01:£1:22)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domain Name System (query)
[Response In: 2]
Transaction ID: 0x0004
Flags: 0x0100 (Standard dquery)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

3.DNS H—/\A"WWW H—N"NXDIX Y7 FRLAZFERALTHELET,
No. Time Source Destination Protocol Info
2 0.005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Cisco_01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:1le
(00:0a:b8:9c:c6:1e)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domain Name System (response)
[Request In: 1]
[Time: 0.005005000 seconds]
Transaction ID: 0x0004
Flags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

4. ASA 7 DNS bBEDRAET RLADERZRTIZRL, NTYRNEITAT U MIEELET
o DNS Doctoring A"/ Z—7 LI 2 TWAWEE, BEICEENS Addr & Www H—
NOIYT FTRLADEETT,

No. Time Source Destination Protocol Info

2 0.005264 172.22.1.161 192.168.100.2 DNS Standard query response
A 172.20.1.10



Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00:04:c0:c8:e4:00)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domain Name System (response)
[Request In: 1]
[Time: 0.005264000 seconds]
Transaction ID: 0x0004
Flags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

5. COBRT, 9547 MN&E 17220110 O WWW H—=NIZT7I9E2ALKSELET,
ASAN COBEOEGI N ZERLET, L. inside &S outside ZHEHL T
inside CRT 74V UZRTIERFHFATABEVED, BRI XALATIRLULET, ASA
AJICERDESICRTRENET,

%ASA-6-302013: Built outbound TCP connection 54175 for

outside:172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20.1.2/1024)

$ASA-6-302014: Teardown TCP connection 54175 for outside:172.20.1.10/80 to
inside:192.168.100.2/11001 duration 0:00:30 bytes 0 SYN Timeout

vyya—<32: "Tdnsy ¥F—7—R

Fdnsy ¥—7— R%Z{# AL = DNS Doctoring

dns ¥—"7J— RZ#>5 DNS Doctoring Tl&k, ¥ 1VFT 1 FT7SAT AN DNS H—\Hn5D
FAT M OISEERTZELT, AREZEEMASNDELSICBEYET, ELLKEREShE
EE, EX1VTA TITIATARBEICERENTVERRSICIZAT U RNETORS S
BICETREICTRDEHICL I—REZBRDCENTEET . VATV NEEFKETILEHIC
WWW 4 — /\‘taaa VT OBEATEEBA., ZOWRMRT DNS Doctoring A1 Z—7)LIC7%&
?_CU% e, ¥ 1UTA TTS5AT Ak, 172.20.1.10 TlE7< 192.168.100.10 IcV 5 A

VRZEFEIBEISICALI—RZFEMAET, DNS Doctoring &, AXT 1Y NAT &%
EL‘. dns=\= D—REEBMTDEAZR—TIICHEVY)ET, DNS Doctoring A1 Z—7IIZ&>T
WBIBE., BRED NAT B REROKLSIZHEYWET,




ciscoasa(config) #show run
Saved

ASA Version 7.2 (1)
1

hostname ciscoasa

!I-—-- OQutput suppressed. access-list OUTSIDE extended permit tcp any host 172.20.1.10 eqg www !---
Output suppressed. global (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100.10 netmask 255.255.255.255 dns

!--- The "dns" keyword is added to instruct the security appliance to modify !--- DNS records
related to this entry. access-group OUTSIDE in interface outside !--- Output suppressed.

ASDM T DNS Doctoring &
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A% Edit Static NAT Rule

—Real Address

Interface:; inside

[t s =it 1 92 1 65.100.10

Metmask: l255.255.255.255

—Static Translation

Interface: Iu:uutside

P Address: |1?2.2|:|.1 10

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T

Drigitrsl Port: LI Translsted Port:

MAT Options... Cg

ih,

Cancel |

Help

3. Translate DNS replies that match therule 7T Y VRY JAICF IV ON—DVZRTET,




x|

DME Revvrite

IV Tranzlate the DS replies that match the translation rule

Maxirmum Connections

Zet the maximum number of connections permitted through this static at the same time. 0 means unlimited.

Maximum TCP Connections: II:I

Maximum LUDP Connections: |0

Maxitmum Embryonic Connections

Zet the embryonic connection limit. &n embryonic connection iz one that has started but not vet established, like a TCP
connection in 3-way handshake state. & positive number will enakble the TCP Intercept feature. O means unlimited.

Maxitmum Embryanic Connections: IIII

Rahdomize Sequence Mummber

Randomize the zequence number of TCRAP packetz. Dizable this festure only if ancther inline 454 iz also
v randamizing sequence numbers and the result iz scrambling the data, Disakling this festure opens a security
hole in ASA4

8.4 Cancel Help

4.0KZ221)v LT, NAT Options V14> RUZBHALUET., OKZU )Y UL T, Edi Static
NATRule V14> RUZBUET, Apply 20U Y OLT, EF21VF1 TT7ZATVAIC
REZREEBELET,
DNS Doctoring A4 Z—7 LI 2 TVBHBE., IRVRNONTYRN FYTFrYR>RROKLS Ik
WET,

1. 94T 2D DNS VT —%ZEELE T,
No. Time Source Destination Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6:1f
(00:0a:b8:9c:c6:11f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Domain Name System (query)
[Response In: 2]
Transaction ID: 0x000c
Flags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)



2.DNS VI V—ICxT2D PAT A" ASAICK 2 THEITEh, VIV —NEiErEehEs, N7V
NRDOEETT RLAA ASA @ outside 1 VX —T IA RAICEEENTVWBHEITEFELT

<&V,
No. Time Source Destination Protocol Info
1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query

A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1le (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94:01:£1:22)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 1035 (1035), Dst Port: domain (53)
Domain Name System (query)
[Response In: 2]
Transaction ID: 0x000c
Flags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

3.DNS H—/\HF WWW H—/XOIX Y 7 FRLAZFEAL TIHELE T,
No. Time Source Destination Protocol Info
2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Cisco_01:£f1:22 (00:30:94:01:£f1:22), Dst: Cisco_9c:c6:1le
(00:0a:b8:9c:chb:1le)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)
Domain Name System (response)
[Request In: 1]
[Time: 0.000992000 seconds]
Transaction ID: 0x000c
Flags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10



4. ASA A" DNS B DRET RLAOE#RZTICRL, NTYRNZDZAT U MNIEELET
o DNS Doctoring A4 Z—7 I 2> TWBHEE. BEICEENS Addr IE WwwW H—/\
DUTILTRLAICEZEB®ZISNET,

No. Time Source Destination Protocol Info

2 0.001251 172.22.1.161 192.168.100.2 DNS Standard query response
A 192.168.100.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00:04:c0:c8:e4:00)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 52985 (52985)
Domain Name System (response)
[Request In: 1]
[Time: 0.001251000 seconds]
Transaction ID: 0x000c
Flags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Answers
server.example.com: type A, class IN, addr 192.168.100.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 192.168.100.10
l---172.20.1.10 has been rewritten to be 192.168.100.10.

5 COBAT, 954F > MNE 192.168.100.10 ® WWW H—/NICF7I9EAL LS ELET,
BEHRERBILET, 94T EEY—NNFELYTRY NEICHB D, ASATIRRINS
TAVIRAEF Y TFrEahEL A

Fdns, ¥—7— RZFEAL - REBBETE

chlEk, dns F—D—RE2DONATA 2 Z—T7 T4 A%ZEAL /= DNS Doctoring Z%£179 %
2D ASA DEREMBFRETT,

BN ASA 7.2(1) DERTE

ciscoasa(config) #show running-config
: Saved

ASA Version 7.2(1)
!
hostname ciscoasa
enable password 9jNfzuG3TC5tCVHO encrypted
names
dns-guard
!
interface Ethernet0/0
nameif outside




security-level 0

ip address 172.20.1.2 255.255.255.0
!

interface Ethernet(0/1

nameif inside

security-level 100

ip address 192.168.100.1 255.255.255.0
!

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

management-only

1
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

access-list OUTSIDE extended permit tcp any host
172.20.1.10 eq www

!--- Simple access-1ist that permits HTTP access to the
mapped !--- address of the WWW server. pager lines 24
logging enable logging buffered debugging mtu outside
1500 mtu inside 1500 asdm image disk0:/asdm512-k8.bin no
asdm history enable arp timeout 14400 global (outside) 1
interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,outside) 172.20.1.10 192.168.100.10
netmask 255.255.255.255 dns

!--- PAT and static NAT configuration. The DNS keyword
instructs !--- the security appliance to rewrite DNS
records related to this entry. access-group OUTSIDE in
interface outside

!--- The Access Control List (ACL) that permits HTTP
access !--- to the WWww server is applied to the outside
interface. route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
timeout xlate 3:00:00 timeout conn 1:00:00 half-closed
0:10:00 udp 0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00
h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00 timeout uauth 0:05:00 absolute
username cisco password ffIRPGpDSOJh9YLg encrypted http
server enable no snmp-server location no snmp-server
contact snmp-server enable traps snmp authentication
linkup linkdown coldstart telnet timeout 5 ssh timeout 5

console timeout 0 ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns MY_DNS_INSPECT_ MAP

parameters

message-length maximum 512
!--- DNS inspection map. policy-map global_policy class
inspection_default inspect ftp inspect h323 h225 inspect
h323 ras inspect rsh inspect rtsp inspect esmtp inspect
sglnet inspect skinny inspect sunrpc inspect xdmcp
inspect sip inspect netbios inspect tftp inspect dns
MY DNS_INSPECT MAP
!--—- DNS inspection is enabled using the configured map.
inspect icmp policy-map type inspect dns




migrated_dns_map_1 parameters message-length maximum 512
! service-policy global_policy global prompt hostname
context Cryptochecksum:a4a38088109887c3cebd8lefab3dcf32
: end

Aovyi—<3r . ATEZ2T

ABZTFAY Y NAT ICKRBDATFTE=Y

EE: RZTAYINAT OATEZVTJREF1UTA TTZATVAZBLTIZA4T72 N
EWWWH—NBDOIXNTORZTAVIEERFEITIEZBHRET, cOYVi1—>3V%
REITDHIC. NZTAVIOFREBEEFIVUT A TTZATADENEZEEICERL TS
2EW,

ANTEZVTER. NS 74V 0ZFELEQOERUAVR—T7IAACRIZ7OLATY, <
DHEERE., EF1VT A FTSATAVTIRIIT N=232 70 TEAETATVET,
721) LYERON—232 TR, ATEZVITENB RN 71490008<EE1 20T —4A
(AN RELEFTIRMNDUR) ZESILIZDBENHYERT. 72(1) UETE., CD%
HRIAETY, 7.21) 2FERAITIRICE. 1INV RKNZTAYDETINNIR NZT
1Y IODHBEE/EILENTVWRIHLERGHY)EEA,

ANTEZDVTZAZTAY T NAT REXEHBHAEDE S &, DNS Doctoring EFUHMRA B S 1
FY. COBEETIR. DNSH—/\AS59S5 AT MNIBEND DNSALI-ROKNBREES
NELA, TORDY, CORFIXYRTHELTWDESBIFUATATEZ VY 2ER
$3E, V94T NEDNS H— NN S5BREND T RL R 17220110 ZFEAL TERKTEXT

o

NFPEZVJEARRT 4 Y7 NAT ZfEA L T DNS Doctoring ERIUXR 282 B5ED, BHETY

PHDDRERFPRDRSICHEYN)ET, KFTRIIANRICODVTR, COHDOEBTHMICH
BALET,

ciscoasa(config) #show run
: Saved

ASA Version 7.2(1)

!

hostname ciscoasa

I -—— Output suppressed. same-security-traffic permit intra-interface

! -—— Enable hairpinning. global (outside) 1 interface !--- Global statement for client access to
the Internet. global (inside) 1 interface

!--- Global statment for hairpinned client access through !--- the security appliance. nat
(inside) 1 192.168.100.0 255.255.255.0 !/--- The NAT statement defines which traffic should be
natted. !--- The whole inside subnet in this case. static (inside,outside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255 !/--- Static NAT statement mapping the WWW server's real
address to a !--- public address on the outside interface. static (inside,inside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255

!-—— Static NAT statment mapping requests for the public IP address of !--- the WWW server that
appear on the inside interface to the WWW server's !--- real address of 192.168.100.10.

-AUCEFIVFTA NZT74Y 90X REEFIVFTA TTSAT O RAEBBTSC
EzZzRLEFIVTALRILONT 7 4Y O AIBEICLET, permitintra-interface +—7
— RI&. same-security-traffic ARV A X —T7 I A ATEREFETEDLDICTHREDTHY)
L ChICK2TATEZIN A Z—TIIICHY) £F, F: same-security-traffic same-
security-traffic

0= % (#F) 1interface —IXTDORZ 74V I kEX1VTA TTSAT A%
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REEESD NAT ZRBVENHYVET, <cOIN REFEF ¥ E)LT S hairpinned BEBA
VBR—TIAARERARBICNT 74V IORBMC T2L0ICPAT 2 &2 -HICHZA > 2 —
TIAAICADEF1)TA TTSAT O AODRBA 2 Z—T IA AT RLAZFERALET

. 172.20.1.10 8% (R, H) 192.168.100.10 XY kTR % 255.255.255.255 — D& HY

NATI> KUl WAWW H—/XONT VY ZIPFRLADESDE 2 IVEV T EERLET
o LAL, 1BEOARTAYINATIVRUERRY, 22TREFRLRAR172.20.1.10 &
tFIVFA FTSATF VAN inside IV B—TILALIYTENET, ChiZk>T
L EFLIUFA TTSATURY, inside {1V R—TIAATRELEZOF RLAICDL
TOERICKISTERXDILBYET, DR, ChSDERET IS4 T ABH®%ZREH
LT WWW H—NDEFRLALCUASLYINLET,

ASDM TART 4 Y4 NAT ZRETSICE. ROFIEEETLET.

1. Configuration > Interfaces NN+ E7 — K,
2. 714> RODOTERIZ & S Enable traffic between two or more hosts connected to the same
interface 7 I Y U RY DAILFIVI N—DZANET,
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A& Add Static NAT Rule x|

—Real Address

Interface: Iinside ll
IP Address: [192.165.100.10 R4 J
Netmask:  [255.255.255.255 ~|

—Static Translation
Interface: Iinside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T
Drigitrsl Port: LI Translsted Port: LI
MAT Options...

2k kl Cancel | Help |

6.0KZ72')v LT, Add Static NATRule 7 1> RUZBHUE T,

7. BEOAAFIVIOPAT NI VAL—23 % BRLT, Edit2 VUV I LET,
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8. Interface ')A RY U AH S inside ZiEIRL £,
A= Edit Dynamic NAT Rule

~Real Address

Interface:

inzicle

[P Address: |1 92.163.100.0

Mettnask: lEES.ESS.ESS.D

~Dwvnamic Translation

Interface: Iu:uutside

MAT Options

Ik

Cancel

Help

9.[Add] O U YO LET,




g% Edit Dynamic NAT Rule

—Real Address

Interface:; inside

IP Address: |1 92.165.100.0

Metmask:  [255.255.255.0

—Dynamic Translation

Interface: [g=kE

W Add| @ Edit T Delete

Sele Poal IT Addresses Pool

MAT Options... |

(] 4 I Cancel |

Help

10. Port Address Translation (PAT) using IP address of the interface 7> 3> RZ > % &R

LEXT, [Add] 20 UYILET,

g% Add Global Address Pool x|

Irterface: Iinside LI

Pool ID; i

P Addresses to Add
" Range

Starting [P Address: I

Ending I[P Address: I

Mettmask (optionsl): I

" Port Address Translation [FAT)

P Address: I

Metrmask (optionsl): I

5 Port Address Translation (PAT) using IP
Addrezs of the interface

Q.

== Delete

Cancel

‘ Addrezzes Pool |

Helg




11.0K &2 )Y 2L T, Add Global Address Pool V1> RUZBLET, OKZoUv oL
T, Edit Dynamic NATRule 74> ROUZFALUE T, Appy 2o vy OLT, EF21UT
1A TTSATARICRERREELET,
ANTEZVINFBREENTVEIHBEICRETDI—EDARNERICRLET, 9547 KN
9 TIC DNS H—NABLWEEZTLV, WWW H—/NXDOTF7 RL Al 172.20.1.10 THBD VWS>
ZxZELEERELET,

1. 9Z4ATF> A 172.20.1.10 O WWW H—NICEHEL RS EHAET,

ciscoasa(config) #show run
Saved

ASA Version 7.2(1)

!

hostname ciscoasa

I -—— Output suppressed. same-security-traffic permit intra-interface

!--- Enable hairpinning. global (outside) 1 interface !--- Global statement for client
access to the Internet. global (inside) 1 interface

!-—— Global statment for hairpinned client access through !--- the security appliance. nat
(inside) 1 192.168.100.0 255.255.255.0 !--- The NAT statement defines which traffic should
be natted. !--- The whole inside subnet in this case. static (inside,outside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255 !/--- Static NAT statement mapping the WWW server's
real address to a !--- public address on the outside interface. static (inside,inside)
172.20.1.10 192.168.100.10 netmask 255.255.255.255

I -—— Static NAT statment mapping requests for the public IP address of !--- the WWW server
that appear on the inside interface to the WWW server's !--- real address of

192.168.100.10.
2.8F21VFT A TTSAT AN BEREHERL., WWW H—/VH" 192.168.100.10 THD &
ZRHELET,

ciscoasa(config) #show run
Saved

ASA Version 7.2(1)

!

hostname ciscoasa

!-—- Output suppressed. same-security-traffic permit intra-interface

!-—- Enable hairpinning. global (outside) 1 interface !--- Global statement for client
access to the Internet. global (inside) 1 interface

!-—-- Global statment for hairpinned client access through !--- the security appliance. nat
(inside) 1 192.168.100.0 255.255.255.0 !--- The NAT statement defines which traffic should
be natted. !--- The whole inside subnet in this case. static (inside,outside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255 /--- Static NAT statement mapping the WWW server's
real address to a !--- public address on the outside interface. static (inside,inside)
172.20.1.10 192.168.100.10 netmask 255.255.255.255

!-—-- Static NAT statment mapping requests for the public IP address of !--- the WWW server
that appear on the inside interface to the WWW server's !--- real address of

192.168.100.10.

3. &FIVTA TTZATUVANVZAT Y NADAAFTZY U PAT RZVAL—2 32 %
ERLET, COEEITZATUNRNZTAYIDOHBREEFIVT A FTIATAD
REBA 22 —7 T4 X TF:192.168.100.1,

$ASA-6-305011: Built dynamic TCP translation from inside:192.168.100.2/11012 to
inside:192.168.100.1/1026

4. FAVTA TTSAT VAN OZATRE WWW H—NNOBOBEEREHTS TCP ##
MEBYLET, AYITHEFALEERANOYY T PRLAICERLTLSEZ L,

$ASA-6-302013: Built inbound TCP connection 67399 for inside:192.168.100.2/11012
(192.168.100.1/1026) to inside:192.168.100.10/80 (172.20.1.10/80)

5 tF1VF 4 F7S5A4F > ATshowxlate X REE[TTHE, 954TF7>RNORNS7



AVINEFIUTA TTIATVARENLTEBRENTVD ZEANBEETIET,
ciscoasa (config) #show xlate

3 in use, 9 most used

Global 172.20.1.10 Local 192.168.100.10

Global 172.20.1.10 Local 192.168.100.10

PAT Global 192.168.100.1(1027) Local 192.168.100.2(11013)

EF1IVFA TTSAFT > ATshoweonn AN REEFTTDE, 94T MNMKbo

T, EF2VTA4 TTS5ATAE WWW H—=/NOBEOEZENELLIThhTWB L%
BRETEET, AYIATHENEISATORO WWW H—=NXOEF RLAIZEEL TL
EEV,

ciscoasa#show conn
TCP out 192.168.100.1(192.168.100.2):11019 in 192.168.100.10:80
idle 0:00:03 bytes 1120 flags UIOB

ATFEZTERRT14Y Y9 NAT 2L EBRNERE

chiF, ATEZVTEARRTAY I NAT ZERALT2 OO NAT AR —7 T4 ATDNS

Doctoring D% R %Z258%. ASA DR BEHRETT,

BRI ASA 7.2(1) ORRE

ciscoasa(config-if) #show running-config
Saved

ASA Version 7.2(1)
!
hostname ciscoasa
enable password 9jNfzuG3TC5tCVHO encrypted
names
dns-guard
!
interface Ethernet0/0
nameif outside
security-level 0
ip address 172.20.1.2 255.255.255.0
!
interface Ethernet0/1
nameif inside
security-level 100
ip address 192.168.100.1 255.255.255.0
!
interface Ethernet0/2
shutdown
no nameif
no security-level
no ip address
!
interface Management0/0
shutdown
no nameif
no security-level
no ip address
management-only
!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
same-security-traffic permit intra-interface
access-list OUTSIDE extended permit tcp any host




172.20.1.10 eqg www

!--- Simple access-1ist that permits HTTP access to the
mapped !--- address of the WWW server. pager lines 24
logging enable logging buffered debugging mtu outside
1500 mtu inside 1500 asdm image disk0:/asdm512-k8.bin no
asdm history enable arp timeout 14400 global (outside) 1

interface !--- Global statement for client access to the
Internet. global (inside) 1 interface !--- Global
statment for hairpinned client access through !--- the
security appliance. nat (inside) 1 192.168.100.0
255.255.255.0 !--- The NAT statement defines which
traffic should be natted. !--- The whole inside subnet

in this case. static (inside,outside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255 !--- Static NAT
statement mapping the WWW server's real address to a
public !--- address on the outside interface. static
(inside, inside) 172.20.1.10 192.168.100.10 netmask
255.255.255.255 !--- Static NAT statement mapping
requests for the public IP address of the !--- WWW
server that appear on the inside interface to the WWW
server's real address !--- of 192.168.100.10. access-
group OUTSIDE in interface outside !--- The ACL that
permits HTTP access to the WWwW server is applied !--- to
the outside interface. route outside 0.0.0.0 0.0.0.0
172.20.1.1 1 timeout xlate 3:00:00 timeout conn 1:00:00
half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 timeout
sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00 timeout sip 0:30:00 sip_media 0:02:00
sip-invite 0:03:00 sip-disconnect 0:02:00 timeout uauth
0:05:00 absolute username cisco password
ffIRPGPDSOJhI9YLg encrypted http server enable no snmp-
server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown
coldstart telnet timeout 5 ssh timeout 5 console timeout
0 ! class-map inspection_default match default-
inspection-traffic ! ! policy-map type inspect dns
MY_DNS_INSPECT MAP parameters message-length maximum 512
policy-map global_policy class inspection_default
inspect ftp inspect h323 h225 inspect h323 ras inspect
rsh inspect rtsp inspect esmtp inspect sglnet inspect
skinny inspect sunrpc inspect xdmcp inspect sip inspect
netbios inspect tftp inspect dns MY_DNS_INSPECT MAP
inspect icmp policy-map type inspect dns
migrated_dns_map_1 parameters message-length maximum 512
! service-policy global_policy global prompt hostname
context Cryptochecksum:7c9b4e3aff085bad90eel94e079111leld
end

X COETFAER, ATEZVINER TEDRLD DT IFICHTRFHMICOVWTRATES
VU ASA (BEBEI—H®Ddk ). onCisco ZRLTTE L\,

DNS 41 2 ARD> 3 DERFE

(DNS A AR AV EMUBICTFAE—7IICLTWVWABE )DNS A AR AV EA X

—TINICTBICE, KOFIEEERTLES, ZOHITE, DNS AV ARIZIAVEFT ALK

OTJO—NILA2VARDIS IV RIS —ICEMLTVWET, cORIVZ—F, ASAOTFT7 =)L
NERTEN SEE BB L LBHS L EHRIC, service-policy AN RIC&>»TH/O-NIILICERAE L
£F9, Y—ERARVI—BRTFAARIZIAVICOVTOFMGE, " E21F5 RV —TL
—LD)—VQFEHA) 2ZRBLTLKEEV,
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1.DNS ADA 2V ARY> 3> R)I—I v T ZERLET,

ciscoasa(config) #policy-map type inspect dns MY DNS_INSPECT_MAP

2. policy-map BREF—RAS, 1 VARIZ IV IV VDONTXA—REEETDEHICN
FA—BEZEET—RICAYET,

ciscoasa(config-pmap) #parameters

3. policy-map N X—ZREREET—RT, DNS XY E—NDHBRARE 512 ICERELET,

ciscoasa(config-pmap-p) #fmessage-length maximum 512

4. policy-map /NT X —RERETE— R & policy-map BREE—REZKTLET,
ciscoasa(config-pmap-p) #exit
ciscoasa (config-pmap) #exit

5AARYD AV RV THFELLKERENECEZBRBLET,
ciscoasa(config) #show run policy-map type inspect dns
!
policy-map type inspect dns MY_DNS_INSPECT_MAP
parameters

message-length maximum 512
1

6. global_policy ® policy-map 82EE— RICAVWE T,
ciscoasa(config) #policy-map global_policy
ciscoasa (config-pmap) #

7. policy-map BREE—RT, F7FIBNDOL AV 3/4 VS5 A XV 7 inspection_default % 15E
LEI,

ciscoasa(config-pmap) #class inspection_default
ciscoasa (config-pmap-c) #

8. policy-map Y ZAREE—RT, FIE1 ~ 3 TERLESAARYZ AV RII—IVT
ZEALTDNS ZRETHEISICEELE T,

ciscoasa(config-pmap-c) #inspect dns MY DNS_INSPECT MAP

9. policy-map 9 5 ARKETE— R & policy-map BREE—REKTLET,
ciscoasa (config-pmap-c) #exit
ciscoasa (config-pmap) #exit

10. global_policy R 2 —X Y A ELLKBREETh I Z2BRBLET,
ciscoasa(config) #show run policy-map
1
!--- The configured DNS inspection policy map. policy-map type inspect dns
MY_DNS_INSPECT_MAP parameters message-length maximum 512 policy-map global_policy class
inspection_default inspect ftp inspect h323 h225 inspect h323 ras inspect rsh inspect rtsp
inspect esmtp inspect sglnet inspect skinny inspect sunrpc inspect xdmcp inspect sip
inspect netbios inspect tftp inspect dns MY DNS_ INSPECT_MAP
I-—— DNS application inspection enabled. !

11. global_policy A" service-policy IC &k 2 THO—NILICHEHAEhD 2R LET,
ciscoasa(config) #show run service-policy
service-policy global _policy global

AZ7UY N DNS ORE

split-dns AN RESI—T RIS — A0 T74F1L—>32 F—RTRITLT., RXSA2D
JARNZADL, AZVY N MR ZBAHLTHBRENDESICLET, VANEZHIBRTSI(C
. COONROno DEREZFEALET,




AZVYRN KRRV TDORXA DA BVWESRE, I—Y@EF72ILNDTIL—7 KR
—ICHBREDEPELET, RATUYN K RUITIORXA VDANERELBZEVKRDIC
9521, split-dnsnone IN > RZERITLET,

RXLS VDARNADOEI NI ZDTDICE., AR—AZ12FEALET, TN OEKICH
RiZHVWERBAN, 2BOXFIIE 255 XFZBABDERFTERREA, FATEDIXFR., &
BE.NAT72(-). EUFR(.)ETTY, nosplit-dns IN> RZ5| L THEATR L,
BEOENF IXNTHIBRENET, ChiZlE, split-dnsnone AN RERTLUEBRICERE -
XLDEEEENET,

COHITEE. Domain1, Domain2, Domain3, & U Domaind EWS RX A #REL T,

FirstGroup EVWSBRIDT I —T RV —ICRIBDRATVY N RUFRIICE>THRREND RS
CLTVET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) #split-dns value Domainl Domain2 Domain3 Domain4

CCTR, RENERCBELTVDS L ZRRBLET,

Output Interpreter Tool ( OIT ) ( BEHEI—HYER ) TRk, BHEOD show X RAHR—KEh
TVWET, OITZEAL T, show X REIOBEMERRTEET,

DNS RT 74V IODF+YTF ¥

X1 )FTA4 TITSATANDNS LO—REELLKEZRITVRAHESH ZHERETZDHE
D12k, EOBITHBALELSIC, ZYTEINTYRNEFYTFYITBETT, ASATH
STAVIRXFNYTFvITBICIF. AOFIEZEFTLET,

1. ERTBDFYTFVYVAAZRVAZEILLTI9EA VAN ZERLET, FYT7Fv¥I3 N
Z74Y IO ACL THETNTVRIHRENHVYET, COBITE, 2 DACL ZERLET
coutside 1 VRA—T7IAADNT 74 YOI TS ACL :

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) #split-dns value Domainl Domain2 Domain3 Domain4

inside 1 2 —T7IAADKT 714 Y IICXTS ACL :
hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) #split-dns value Domainl Domain2 Domain3 Domain4

2.FYTTFY AVARAZERLET,

ciscoasaf#fcapture DNSOUTSIDE access-list DNSOUTCAP interface outside

!--- This capture collects traffic on the outside interface that matches !--- the ACL
DNSOUTCAP. ciscoasa#capture DNSINSIDE access-list DNSINCAP interface inside
!--- This capture collects traffic on the inside interface that matches !--- the ACL
DNSINCAP.

B FYTFVYZRRLET. DNS RS 71V INBBLER, COBOFYTFyFRDK
SIEBYEXRT,

ciscoasatfishow capture DNSOUTSIDE

2 packets captured
1: 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36
2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: udp 93


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

2 packets shown
ciscoasa#show capture DNSINSIDE
2 packets captured
1: 14:07:21.346951 192.168.100.2.57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168.100.2.57225: udp 93
2 packets shown

4. (A7 a2 )YOT7TVT—>3 > TOMTEDRSIC pcap KR THF ¥ 7F v & TFTP
H—NICOE—ULET, pcap EREBETTEZD TV —23 2 Tlk, DNSALIO—RIC
EFENDBEXRIPT7RLABEDHMABRERTTEE,

ciscoasa#copy /pcap capture:DNSINSIDE tftp

ciscoasa#copy /pcap capture:DNSOUTSIDE tftp

ST aA-F42T

TR, REDRS TN 1—F 4T ICRAIDBERICOVWTHBHALE T,

DNS BEB|MAFEThAEL

tFXF1VTA TTSATVATDONS A VARV AVHBREET A TVR L EZHRIBL T EE
Wo TDNSAUVARISIVOFEE, 7232 2ZRLTLEEW,

TROERICEETS

V24T e WWW B —/NOBTEEZWILTERZVEEE. NAT OREZANRETHS
AREMAFBYVET., EF1UTA TT7SA4F7A0O07Z2BVWT, Z7ORLFEF21UT 1
TT7ZAT AN U TEREZERTDCEILRMUECEZRIAY E—IHFBVWHESHZE
BELTLKEZVY, ZTORSIBXYE—IJHFHBH5ER., BUIARNT 7 1Y JICHL T NAT
REENTVWT, PRLAICRY BV EZRERBLTEE WL,

ciscoasa#fcopy /pcap capture:DNSINSIDE tftp

ciscoasaf#fcopy /pcap capture:DNSOUTSIDE tftp

R xlate TNV ZHIBRL, COIS—ZERTHLEHIC NAT XZHBRE, BEALTTEW

o

UDP DNS & ZBERLTTFZ L

DNS N7 Y RERICKDCNDIT— XAV E—P BB ERTREEOHZTT

ciscoasa#fcopy /pcap capture:DNSINSIDE tftp

éiécoasa#copy /pcap capture:DNSOUTSIDE tftp
COBBEZBRT DI 512-65535 D DNS N7y N REE ML TTE W,

Bl -



ciscoasa(config) #policy-map type inspect dns MY DNS_INSPECT_ MAP
ciscoasa (config-pmap) #parameters
ciscoasa (config-pmap-p) #fmessage-length maximum <512-65535>

B 18 #§

. Cisco PIX Firewall YV 7 RO I TF

. CiscoSecure PIX 7Z7ZAFIJ#—=)) AR R U7PL>A
cEFIVTFARRT =)L REA

- Request for Comments ( RFC )

- AFE_Z>% on Cisco ASA

. Cisco ASA 5500 2 ) —RXEEtE*¥1 )T 1 PFSAFA



//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
https://supportforums.cisco.com/videos/2506
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
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