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- AIP-SSM ( Advanced Inspection and Prevention-Security Services Module ) IPS ( Intrusion
Prevention System ) : COEZ I =AMV ARN=ILENTVTHEEAL TVREEICDHk,
COEDI—INIZODVTOHBAIBEER)ET,

< IPSYTZ7 2T T7 1)) —A5xAIP-SSMAMERE A TVWEWEE, IPSYTZRNTITICETS
HEGHEHEEA,
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FAXRNTERAIZINTOTNA AR, I (FT7 2N ) REORELSEEBLTVET
o WROZY ND—IFEBBTTHIBEICR., EOLSBITVRICOVTE, TOEEY
BEEIIODVTHEICERAL TEKBEN HYFET,

BEEH M

COBRER. N—T3> 7.2(1) UEAFBE TS Cisco500 > J—AXPIX ICHBATEET,
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The figure shows the data from host to 172.16.10.1 i5 blocked since the "Intra-interface” keyword of the
"same-security-traffic permit” configuration mode command is disabled.

172.16,10.0/24

Router

ASA 8510
with AlP-
SSM

IP address 172.22.1.6
Default Gateway 172 .22.1.160

F:COREBETHEAETCNBIPPRLYDVIFREGE, A VFX—FXYMNETERICIL—TFT1>2T77
EBEENDTRHYYERLA., CNSIERFC1918 THEAHAEZNTWVWAR T RLATHY ., SREBIETHE
AEhkEEtEDTY,

COFRIEF., ASA DRBREZRLTVET,

ASA

ciscoasaf#fshow running-config
Saved

ASA Version 7.2(1)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted

names

!

!--- The IP addressing assigned to interfaces. interface
Ethernet0/0 nameif inside security-level 100 ip address
10.1.1.2 255.255.255.0 ! interface Ethernet0/1 nameif
outside security-level 0 ip address 172.22.1.160
255.255.255.0 ! interface Ethernet0/2 shutdown no nameif
no security-level no ip address ! interface
Management0/0 shutdown no nameif no security-level no ip
address ! passwd 2KFQnbNIdI.2KYOU encrypted ftp mode
passive !--- Notice that there are no access-1ists.
pager lines 24 logging enable logging buffered debugging
mtu inside 1500 mtu outside 1500 no asdm history enable
arp timeout 14400 !--- There are no network address
translation (NAT) rules. !--- The static routes are
added for test purposes. route inside 10.2.2.0
255.255.255.0 10.1.1.100 1 route outside 172.16.10.0
255.255.255.0 172.22.1.29 1 timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00 h225
1:00:00 mgep 0:05:00 mgcp-pat 0:05:00 timeout sip
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0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute no
snmp-server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown
coldstart telnet timeout 5 ssh timeout 5 console timeout
0 ! class-map inspection_default match default-
inspection-traffic ! ! policy-map type inspect dns
preset_dns_map parameters message-length maximum 512
policy-map global_policy class inspection_default
inspect dns preset_dns_map inspect ftp inspect h323 h225
inspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sglnet inspect
sunrpc inspect tftp inspect sip inspect xdmcp ! service-
policy global_policy global prompt hostname context

Cryptochecksum:

ST aA—F142T

‘#5®t793>Tu AVB—TIAARBECEETS. W< O2HOBRESF UL, B

Esyslog XV tE—2, BLONTYRMNL—HOHEIZHBELTVET,
AVB—T7IAARBEEF A Z—7ILICBE>TLEV

ASASEE T, RABN172.22.1.6[FRAKN172.16.10.1\DpingZFH A EXT., KA N172.22.1.6(F
ICMPIO—ERNTYRZEFT7AILRNT—RIIA(ASAIZEFELET, ASATRRAR—7

IAARBEIFrMFZ—7TNIB2>TVERRA, ASATRIO-—ERNTY M ROYTENET

o TANpPing ' RBLET, ASAZFEAHALT, AEORNS TN 1—FT12TTVET,
ROBIZE, syslog XY E—JENTY RML—HFOHEIF REATVET,

NV T TICEIRD syslog XY £—I A RBBEEIATVET,

ciscoasa(config) #show logging

!--- Output is suppressed. %ASA-3-106014: Deny inbound icmp src outside:172.22.1.6 dst

outside:172.16.10.1 (type 8, code 0)
NTYRML—HOHEAFRDOLSICHE>TVET,

ciscoasa(config) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside
Phase: 3

Type: ACCESS-LIST

Subtype:

Result: DROP

Config:



Implicit Rule

!-—- Implicit rule refers to configuration rules not configured !--- by the user. By
default, intra-interface communication 1s not permitted. !--- In this example, the user has
not enabled intra-interface communications !--- and therefore the traffic is implicitly

denied. Additional Information: Forward Flow based lookup yields rule: in id=0x3bd8480,
priority=111, domain=permit, deny=true hits=0, user_data=0x0, cs_1id=0x0, flags=0x4000,
protocol=0 src ip=0.0.0.0, mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0, port=0 Result:
input-interface: outside input-status: up input-line-status: up output-interface: outside
output-status: up output-line-status: up Action: drop Drop-reason: (acl-drop) Flow is denied
by configured rule

RORIZE, ASDM TO CLI ON Y REBFDREANREATVXRT,

ATYT1:
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g% Cisco ASDM Packet Tracer - 10.77.241.143 et 18] x|

Salect the padet bvpe and supply the packst paramaters. Click Start ko trace the padket.
Irkerface: Euulﬂde - I Packet Typa ¢ TCP  UDP & ICHMP {7 IP

b e e s o g o0 0 i s o Do s it e
| Source IP Address: {10.1.1.3 Destination IP Address: [10.1.2.4

|

i Type: Il:l:h-:l j Code: I[I D: |3 iy Clear

|

[+ Show animation

: 1L+ e R
St A b

@cose | Zhep |

same-security-traffic permit intra-interface X > R F 1 £—7I)LICHE>TWBNTY RML—
YO,

#% Cisco ASDM Packet Tracer - 10.77.241.143

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: Euul:r:le - I Packet Typa  TCP  UDP & ICHMP (T IP

(| Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: { echo v Code: 0 mi s iy Cer
[v Show animation
| Phase i Bekion
[+] FLOW Lo LR o
[+ ROUTE-LOOKLUP v
[l ACCESSLIST o
[=IRESLLT = The padket is dropped. o
= Input Interface:  oubside Line Link 1@
Output Inberface:  oukside Line Link 3
Irfo: {ack-drop) Flow is denied by configured rule

&3 Closs ‘}‘ Help




NTYRRL—HOHL.E, F7AIILNOBREENFNZ 74y 027TOYILTVWBZEZETR
LTVWET, EEER. BETOREEZANT, 1V F—T A ANBEIfr 1 Z—7ILICBE2T

WBZLEMBIIBENHBNET, COFE. ASABRETAVE—TJ I ANBREZEEMICT
BHLEN H V) FT ( same-security-traffic permit intra-interface <> K ) ,

ciscoasa#show running-config
I-—— Output is suppressed. interface Ethernet5 shutdown no nameif no security-level no ip

address ! passwd 2KFQnbNIdI.2KYOU encrypted ftp mode passive same-security-traffic permit intra-
interface

! -—— When intra-interface communications are enabled, the line !--- highlighted in bold font
appears in the configuration. The configuration line !--- appears after the interface
configuration and before !--- any access-1ist configurations. access-1list... access-list...

AVB—TIAARBEFAZ—TILEB>TWVS

BE, AVE—T7IAARNBENFr1Z—7IIICBE2>TVET, LLEIOREIC same-security-traffic
permit intra-interface X > RZEML TT. RAN172.22.1.6lFKAKN172.16.10.1\ DpingZ &
HET. RANT22216ICMPTI—ER/NNT Y NEF 7 4L NS — NI I A (ASA)ICEREL
£9, FARN72.221.6F, 172.16. 101D SO EEBREZLRFRLET. ASAKICMPRZ 7 «
YVOZREEICELET,

The figure shows the data from host to 172.16.10.1 is allowed since the "intra-interface™ keyword of the
"same-security-traffic permit” configuration mode command is enabled.

172.16.10.0724

IP addness 172.22.16
Defaull Gateway 172 221,160

ROBIZIE, ASA D syslog XY E—JENTY RNL—HHANFRERTVET,

NNV T TICEIRD syslog XY = A RBBEENATVWET,
ciscoasaf#fshow logging
!I--- Output is suppressed. %$PIX-7-609001: Built local-host outside:172.22.1.6 $PIX-7-609001:
Built local-host outside:172.16.10.1 $PIX-6-302020: Built ICMP connection for faddr
172.22.1.6/64560 gaddr 172.16.10.1/0 laddr 172.16.10.1/0 $PIX-6-302021: Teardown ICMP
connection for faddr 172.22.1.6/64560 gaddr 172.16.10.1/0 laddr 172.16.10.1/0 $PIX-7-609002:
Teardown local-host outside:172.22.1.6 duration 0:00:04 $PIX-7-609002: Teardown local-host
outside:172.16.10.1 duration 0:00:04

NTYRRL—HOHEIRFRDOEISICBE2TVET,

ciscoasa(config) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1



Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 4 (

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 23, packet dispatched to next module

Phase: 7

Type: ROUTE-LOOKUP

Subtype: output and adjacency

Result: ALLOW

Config:

Additional Information:

found next-hop 172.22.1.29 using egress ifc outside
adjacency Active

next-hop mac address 0030.a377.£854 hits 0

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up



Action: allow

RORIZIFE, ASDM TO CLIOX Y REBZEOREN REhTVET, ATV
E% Cisco ASDM 6.0 for PIX - 10.77.241.143

File  Wiew | Tools | Wizards  Window  Help

Command Line Interface. .. ik | o
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s
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H
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@ File Managemenk, ..
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L Upgrade Software from Cisco,com...
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1: AFYT
g% Cisco ASDM Packet Tracer - 10.77.241.143 st |2 x|

Salect the padiet bype and supply the packet paramaeters. Click Start to brace the padkst.

Irkerface: Euulﬂde 'I Packet Typa ( TR  UDP & ICMP (T IP

s O R U S e S e e B T S P S S S H P P H S T S VT

| | Start

| Source IP Address: (10.1.1.3 Destination 1P Address: [10.1.2.4

|

{ : ; , CTear

| Type: | echo | code: o mis it

|

[v Show animation

Do | b |
same-security-traffic permit intra-interface N> R4 Z—7IIICHB>TVWBANTY ML

__"j'G)H:IIon
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@ Cisco ASDM Packet Tracer - 10.77.241.143 i T 8]

Select the packet bype and supoly the packet parameters. Chck Start to trace the padket,

Interface: ||‘|s||:le 'i Packet Type ¢ TCP  UDPF & ICMP (I
"L start
Source IP Address: [L0.1.1.3 Destination IP Address: [10.1.2.4 g
Tepe: |i:-:|'||:| :j Code: E I |I3 i

I
w0
inide  cans i |Fluv-l.wtup Fouha

akup Lookup

IF Cpiions Tregpsat | ErEBLI':i-ICI\i Flow { Fouts | outzide
Loakup craation

Fhase j Ackion |

5 HACCESSLIST

| S FLOW-LOOKLP

: HROUTE-LOCKLE

| 41 1P-CRTIONS

4] INsPECT

| 5] DERUG-ICMP

| 5] FLOW-CREATION

| SIROUTE-LOOKLP

“IRESLILT - The packet is afowed

LELAR LYY YR

Inpk Interface:  inside Line € Link i
Qukput Irkerface:  outsids Line Link &

Info:

t:it'hiel 2 Help |

F ABAER—TIA AT IVEAVANIERAEhEE A, FHEH T, Outside 1
R—=TIAAZREREFIVT A LRILOANE)HTSNTVET, F7FI)ILMNTR, KE
FLVTAAVE—TIAALSHEEFIVFTAAE—TIAANDRNTT1Y &, 7
FTATIOA=)ITRFITEhELA, COLHLEEERF. AB(EEFIIVFTI1D)AR
—TJIAATRTIVEAVANIKRBZHFANBVE, /1 VF—TIAARADODRNT 71V Il
FAEhBWEBWVAATLUES IJEMNF BV E T, £CBN, 1VF—TIAAICEASE
NBTOERAVARMBVWEEGE, BUAVEZ—TIAA RN 71Y IONFFRESEEIE
9,

AVER—TIAARBEIAMZ—7ILEBE>TVWTNS 71V 91 AIP-SSM -8
cehTiREZNS

AVB—TIAARARNTZ T4V I ZREBEDLEHICAIP-SSMICETCENTEEXRT, COEID
AT, ASAN RS T4V D% AIP-SSM ICEIXETR LS ICEBEICL > TREENTVS
cE, BEBELCIPSSX VY7 RIITOREFECOVTOHBAIHD L ZRRELTVERT

o

CORRTIE, ASARKREICEUBIOY > TIEREN E8FEIhTVT, 1 F—T I/ ARNBEREA
Z—TINCHELSTEY, IRXNTORST T 1Y IH AIP-SSM ICEEZEENET, IPSVTZF+



2004 &, TO—ERKRS 74 VY02 ROVTITRRIICEEENTVET, RAN72.22.1.61F
RARN172.16.10.1\DpingZH A £ T, RAN172.22.1.6ICMPTI—ERNT Y NEFT7 2L
R7P—RDIAASAIEELET, ASAICK2TII—ER/NT Y RH" AIP-SSM IZERiEE h
TREEHNET, AIP-SSM TR IPSREICK2>TF—2 N7y hE2 ROYFLET,

ROBUZIE, ASAD syslog XY E—JENTY MNL—HHANFNRENRTVET,

NNV T TICEIRD syslog XY = A RBBEENATVWET,
ciscoasa(config) #show logging
!--- Output is suppressed. %$ASA-4-420002: IPS requested to drop ICMP packet from
outside:172.22.1.6/2048 to outside:172.16.10.1/0 !--- ASA syslog message records the IPS
request !--- to drop the ICMP traffic.
NTYRML—HOHEHBFRRDOLSICHE>TVET,

ciscoasat#packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 4

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 6
Type: IDS
Subtype:
Result: ALLOW

Config:
class-map traffic_ for_ ips match any policy-map global policy class traffic for_ ips ips
inline fail-open service-policy global_policy global



! --- The packet-tracer recognizes that traffic is to be sent to the AIP-SSM. !--- The
packet-tracer does not have knowledge of how the !--- IPS software handles the traffic.
Additional Information: Phase: 7 Type: FLOW-CREATION Subtype: Result: ALLOW Config:
Additional Information: New flow created with id 15, packet dispatched to next module
Result: input-interface: outside input-status: up input-line-status: up output-interface:
outside output-status: up output-line-status: up Action: allow

!--- From the packet-tracer perspective the traffic is permitted. !--- The packet-tracer
does not interact with the IPS configuration. !--- The packet-tracer indicates traffic is
allowed even though the IPS !--- might prevent inspected traffic from passing.

BEZAEITIRICE. EEENTERILEFZORNS TN 2—FT12 T Y- 2RISR
ENBEETY., COBITR, 2BEORBD RS TIN1—TFT 1200 V- 2EALLBEDE
WERLTVET, E550Y—ILTE, BHEENINRELE<BEEATVET, ASARERDZ
—TRINZ 74V IHFHFAEATVRTA, IPSRETRIFASCNTVEEA,

ABR—T7IAARBEIFIAMFZ—TILEBE> TVWTAE—TIAARCFIEA
DANKNFERAZEZIS

COEITIVTR, CORFIXNHABBOH D TILREZHEALTVET, 12—7I
AARBEEAR—TIILICBE2TEY, TARBROAVEZ—TIA ATV EA) ANNFEH
TRTVRT, RIERITHARECEMENTT, PTUVERAVARNE, EBBFOT 74T I+
—/LTREENTVRAEMEDHZIENERICKRAITDLSICH>TVET,

ciscoasa(config) #access-list outside_acl permit tcp any host 172.22.1.147 eqg 80
ciscoasa(config) #access-group outside_acl in interface outside

! -—— Production firewalls also have NAT rules configured. !--- This lab tests intra-interface
communications. !--- NAT rules are not required.

RAN72.221.6lFRARN172.16.10.1\DpingZ A X T, RAN172.22.1.6FICMPTO—ER
NTYREFTAILNRNT—RIDIA(ASACERFLET, ASATER., TORAVARN IL—ILIZ&
STIO-ERNTY R ROYTENRET, FADN 1722216 DT AN ping " KBLET,

ROBIZIE, ASA D syslog XY E—JENTY NRL—HHANREATVET,

INY T FIZERD syslog XY E—I A RBEENRTVET,
ciscoasa(config) #show logging
!--- Output is suppressed. %ASA-4-106023: Deny icmp src outside:172.22.1.6 dst
outside:172.16.10.1 (type 8, code 0) by access-group "outside_acl" [0xc36b9c78, 0x0]
NTYRRL—HOHEIRFROEISICHEDTVET,

ciscoasa(config) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 172.16.10.0 255.255.255.0 outside

Phase: 3



Type: ACCESS-LIST
Subtype:
Result: DROP

Config:
Implicit Rule

!--- The implicit deny all at the end of an access-1list prevents !--- intra-interface
traffic from passing. Additional Information: Forward Flow based lookup yields rule: in
1d=0x264f010, priority=11, domain=permit, deny=true hits=0, user_data=0x5, cs_1id=0x0,
flags=0x0, protocol=0 src ip=0.0.0.0, mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0,
port=0 Result: input-interface: outside input-status: up input-line-status: up output-
interface: outside output-status: up output-line-status: up Action: drop Drop-reason: (acl-
drop) Flow is denied by configured rule

NTY RRL—=BOONYY RIEOVTOFME. TNTYRRL—Y, ZZRLTSEZWL,

EAVER—TIAAZERAENDZT I EAVANIdenyXAEENTVREHEE, NTYRKL
—HOHANEEEINETT, AT, W<O2PDOHZRLET,

ciscoasa(config) #access-list outside_acl permit tcp any host 172.22.1.147 eqg 80
ciscoasa(config) #access-list outside_acl deny ip any any

ciscoasa(config) #access-group outside_acl in interface outside

ciscoasat#fpacket-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

!-—- Output is suppressed. Phase: 3 Type: ACCESS-LIST Subtype: log Result: DROP Config: access-
group outside_acl in interface outside access-list outside_acl extended deny ip any any

Additional Information:
Forward Flow based lookup yields rule:

RDOEIZE, ASDM TO LR CLIOXN Y RERFOREN REATVET,

ATYT1:
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@% Cisco ASDM 6.0 for PIX - 10.77.241.143

File Miew | Tools | Wizards indow  Help

% Command Line Interface. .. ik | 0
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ce Manag
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#% Cisco ASDM Packet Tracer - 10.77.241.143 el [

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
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Salect the padket bvpe and supply the packet paramaters. Click Start ko brace the packet.
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[ Start
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ciscoasa(config) #access-list outside_acl permit tcp any host 172.22.1.147 eq 80
ciscoasa(config) #access-list outside_acl permit ip 172.22.1.0 255.255.255.0 172.16.10.0
255.255.255.0

I-—-172.22.1.0 255.255.255.0 represents a locally !--- connected network on the ASA. !---
172.16.10.0 255.255.255.0 represents any network that !--- 172.22.1.0/24 needs to access.
ciscoasa(config) #access-list outside_acl deny ip any any

ciscoasa(config) #access-group outside_acl in interface outside
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same-security-traffic permit intra-interface

global (inside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,inside) 172.20.1.10 192.168.100.10 netmask 255.255.255.255
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access-list inside_acl permit ip

access-list inside_acl permit ip any any
access-group inside_acl in interface inside
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