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ciscoasa#show running-config
Saved

ASA Version 8.0(2)

!

hostname ciscoasa

enable password 2KFQnbNIdI.2KYOU encrypted

names

!

!--- IP addressing is added to the default
configuration. interface Ethernet0/0 nameif outside
security-level 0 ip address 172.16.1.254 255.255.255.0 !
interface Ethernet(0/1 nameif inside security-level 100
ip address 10.2.2.254 255.255.255.0 ! interface
Ethernet0/2 nameif dmz security-level 50 ip address
192.168.1.254 255.255.255.0 ! interface Management0/0
nameif management security-level 0 ip address
172.22.1.160 255.255.255.0 management-only ! passwd
9jNfZuG3TC5tCVHO encrypted ftp mode passive !--- Access
lists are added in order to allow test !--- traffic
(ICMP and Telnet). access-1list acl_outside_in extended
permit icmp any host 172.16.1.50 access-1list
acl_inside_in extended permit ip 10.2.2.0 255.255.255.0
any access-list acl_dmz_in extended permit icmp
192.168.1.0 255.255.255.0 any pager lines 24 !---
Logging is enabled. logging enable logging buffered
debugging mtu outside 1500 mtu inside 1500 mtu dmz 1500
mtu management 1500 asdm image disk0:/asdm-613.bin no
asdm history enable arp timeout 14400 !--- Translation
rules are added. global (outside) 1 172.16.1.100 global
(dmz) 1 192.168.1.100 nat (inside) 1 10.2.2.0
255.255.255.0 static (dmz,outside) 172.16.1.50
192.168.1.50 netmask 255.255.255.255 static (inside,dmz)
10.2.2.200 10.2.2.200 netmask 255.255.255.255 [---
Access lists are applied to the interfaces. access-group
acl_outside_in in interface outside access-group
acl_inside_in in interface inside access-group
acl_dmz_in in interface dmz timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00 h225
1:00:00 mgep 0:05:00 mgcp-pat 0:05:00 timeout sip
0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute http
server enable http 0.0.0.0 0.0.0.0 dmz no snmp-server
location no snmp-server contact snmp-server enable traps
snmp authentication linkup linkdown coldstart telnet
timeout 5 ssh timeout 5 console timeout 0 ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy !---
Out-of-the-box default configuration includes !---
policy-map global_policy. class inspection_default
inspect dns preset_dns_map inspect ftp inspect h323 h225
inspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sglnet inspect
sunrpc inspect tftp inspect sip inspect xdmcp ! service-
policy global_policy global !--- Out-of-the-box default
configuration includes !--- the service-policy
global_policy applied globally. prompt hostname context
. : end

AIP SSM ( IPS)




AIP-SSM#show configuration

! Version 6.1(2)
! Current configuration last modified Mon Mar 23
21:46:47 2009

service interface
exit

service analysis-engine
virtual-sensor vs0

physical-interface GigabitEthernet0/1
exit

exit

service authentication
exit

service event-action-rules rulesO

!--- The variables are defined. variables DMZ address
192.168.1.0-192.168.1.255 variables IN address 10.2.2.0-
10.2.2.255 exit ! - ——--——-- service
host network-settings !--- The management IP address 1is
set. host-ip 172.22.1.169/24,172.22.1.1 host-name AIP-
SSM telnet-option disabled access-list x.x.0.0/16 !---
The access list IP address is removed from the
configuration !--- because the specific IP address 1is
not relevant to this document. exit time-zone-settings
offset -360 standard-time-zone-name GMT-06:00 exit
summertime-option recurring offset 60 summertime-zone-
name UTC start-summertime month april week-of-month
first day-of-week sunday time-of-day 02:00:00 exit end-
summertime month october week-of-month last day-of-week
sunday time-of-day 02:00:00 exit exit exit ! --—-—-—--—----
——————————————————— service logger exit ! —-————-—-——--——--——-
———————————————— service network-access exit ! ---------
————————————————————— service notification exit ! ------
———————————————————————— service signature-definition
sig0 !/--- The signature is modified from the default
setting for testing purposes. signatures 2000 0 alert-
severity high engine atomic-ip event-action produce-
alert|produce-verbose-alert exit alert-frequency
summary-mode fire-all summary-key AxXBx exit exit status
enabled true exit exit !--- The signature 1is modified
from the default setting for testing purposes.
signatures 2004 0 alert-severity high engine atomic-ip
event-action produce-alert|produce-verbose-alert exit
alert-frequency summary-mode fire-all summary-key AxXBx
exit exit status enabled true exit exit !--- The custom
signature is added for testing purposes. sSignatures
60000 O alert-severity high sig-fidelity-rating 75 sig-
description sig-name Telnet Command Authorization
Failure sig-string-info Command authorization failed
sig-comment signature triggers string command
authorization failed exit engine atomic-ip specify-14-
protocol yes l4-protocol tcp no tcp-flags no tcp-mask
exit specify-payload-inspection yes regex-string Command
authorization failed exit exit exit exit exit ! --------
—————————————————————— service ssh-known-hosts exit ! --
———————————————————————————— service trusted-
certificates exit ! --——--------------—— - ——————
service web-server enable-tls true exit AIP-SSM#
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ciscoasa(config) #access-list traffic_for ips permit ip any any

ciscoasa(config) #class-map ips_class_map

ciscoasa(config-cmap) #match access-list traffic_for_ips

! --- The match any command can be used in place of !--- the match access-list [access-list name]
command. !--- In this example, access-list traffic_for_ips permits !--- all traffic. The match
any command also !--- permits all traffic. You can use either configuration. !--- When you
define an access-1list, it can ease troubleshooting.

ciscoasa (config) #policy-map global_policy
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!--- Note that policy-map global_policy is a part of the !--- default configuration. In
addition, policy-map global_policy !--- is applied globally with the service-policy command.

ciscoasa(config-pmap) #class ips_class_map
ciscoasa(config-pmap-c)#ips inline fail-open

!-—- Two decisions need to be made. !--- First, does the AIP-SSM function !--- in inline or
promiscuous mode? !--- Second, does the ASA fail-open or fail-closed? ciscoasa(config-pmap-

c) #ips promiscous fail-open

!-—- If AIP-SSM is in promiscous mode, issue !--- the no ips promiscous fail-open command !---
in order to negate the command and then use !--- the ips inline fail-open command.
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Configuration > IPS > Sensor S5etup > Startup Wizard

The Starkup wizard assists you in canfiquring your Cisco IPS
sensor, |se this wizard bo perform basic sensor configuration.

The Startup wizard can be run at any bime. If executed after
skartup, it is initialized with values from the current
configuration.

Cisco ASA 55xx

Blackplane Interface

ASn Management Port

SEM Management Port

[ Launch fikartup ‘izard ]

3. AZ—RKNTYT DA —REBBRBICRRENDIHLVIARIT, [Next] ZOUYOL
x99,




§% Startup Wizard

Introduction {Step 1 of ...}

How The Starbup \izard Works

Basic Sansor Sebup
In this step, youcan changs the basic network, settings, dlowed hosts/natworks entries,
Tirmezone, Summertime and NP server settings.

Traffic llecation
In this step, you czn sllacate traffic from the A58 to be inspected by the default virtual sensor.

4. FL WD 14> ROTIE, [Network Settings] 29> a3V ICRRE D EEH T, AIP-SSM £
2 1—)L @ [Host Name], [IP Address]. [Subnet Mask], # & T [Default Gateway address]
ZEANLET, AIPSSMZFERALTINTORNT 74V I0RFATDRSICTIEAVA
NZEMITSICE, [AddZOVUYILET,



§% Startup Wizard |E|

fSensor Setup (Step 2 of ...}
Tletwmork setongs

Host Mame: AIP-55M
IP Address: 172.22.1.169

Subnet Mask: 255,255.255.0 |w

Default Gateway: | 172.22.1.1
TCried NOSE [ MEChOrRs Tk Can aCosss e Sersor

Neswork Mask

Currerk Sersar Dake and Time

[izbe: | A Dake Time
Time Zare

Zone Mama: LITC w  Offsat: | 80 Mirutes
NTP Server

1P Address:

[ Awthenticabed NTF  Kay: | KEY ID: |

Summertime

[ 7] Enaile Summeartime e S Hir

5.[Add ACLEntry] V14> RUTR, RARNBRTERY NT—U 0 [IP Address] & & T
[Network Mask] ME¥#iz AHL T, £ H—ICTF IV EATED&LSICLET, [OK[ZT Y
YIOLET, FFRARNBELVPRYRNDT—UDIPT7RLARG, EBRXYNDID—UDODT7 RLA
NEENTHILENHVYET,
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ciscoasa#configure terminal

ciscoasa(config) #access-1list traffic_for ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ciscoasa(config) #access-1list traffic_for ips permit ip any 192.168.1.0 255.255.255.0
ciscoasa(config) #access-1list traffic_for ips deny ip 192.168.1.0 255.255.255.0 10.2.2.0
255.255.255.0

ciscoasa(config) #access-1list traffic_for_ ips permit ip 192.168.1.0 255.255.255.0 any
ciscoasa(config) #class-map ips_class_map

ciscoasa(config-cmap) #match access-list traffic_for_ips

ciscoasa(config) #policy-map interface_ policy
config-pmap) #class ips_class_map
ciscoasa(config-pmap-c)#ips inline fail-open

(
(
(
ciscoasa (
(
ciscoasa(config) #service-policy interface_policy interface dmz

!-—- The access-list denies traffic from the inside network to the DMZ network !--- and traffic
to the inside network from the DMZ network. !--- In addition, the service-policy command is



applied to the DMZ interface.
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ciscoasat#fconfigure terminal

ciscoasa(config) #access-list traffic_for ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0

255.255.255.0

ciscoasa(config) #access-list traffic_for ips permit ip 10.2.2.0 255.255.255.0 any

ciscoasa(config) #class-map ips_class_map

ciscoasa(config-cmap) #match access-list traffic_for_ips

ciscoasa(config) #policy-map interface_policy
(
(
(

ciscoasa(config-pmap) #class ips_class_map

ciscoasa(config-pmap-c) #ips inline fail-open
ciscoasa(config) #service-policy interface_policy interface inside
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Outside XY RD—2 (IL—5 ) LOF /N1 AND TCP ###: ( Telnet ) ZHBLET, 1—H&E
L= EAOEFEEOTAVICRILET, KIC, I—HRARTATVEWVWIL—2 O R%E
HITLUET, JL—ARIE Command authorizaton failed 238 L &9, Command authorization failed
EVWSXFEHNEETCT—2 NTY MZIE, Outside L—ZDRETH KV Inside I—HDIEEN
BFENTVET, RHfExT (Outside ) BRUFEE (Inside ) &, CORFIXNTITICERESE
NTVWBT7IOEAVANCIE—HBULEREA., ASATIE., AT—RN7IIBEENIEFEND D
. (Outside 7'S Inside N\ ) BRENDTF—Z NT Y NE, REDLZHIZ AIP-SSM ANEEFEEhE
T, AIP-SSM TRESNENDAZRAL T ZF ¥ 600000 A" 75 —LZRITLET,

¥:F7A)NBTIE, ASATIRICMP RS 714 Y VDRERRZFEhELA, EROREHTIE
. AEI—HAH Outside L—RIZKHLTPING (ICMP T—ER ) #£7LE T, IL—XiF
ICMP T1—RZ&%RLET, AIP-SSM Tk, TO—EXRNT Y NERBREEhFEITH, ITI1—K
BENTY NEBREEhFEEA. ASATICMP BRENEMICHK>TWVWSHEES, I1—ERE&I]
—EOEESO/NTY RE AIP-SSM IC& > TREENET,

AIP-SSM AF ¥ A SOREDZXY RT—9 RS 714 Y 00BN

BEO—MitEehi=flTlE, AIP-SSM TAF Y ITBDEBENDRNT T4V I ERBRITHIEOE 11—
NRENET, chEEFTITDICE. NFZT74v 0 JO—HFEFNATVWBEITIEAVANEER
TRIVENHYVET, COTO—F, FEFENDAT—IMX NTAIP-SSM AF ¥ A SKRAE
£, cOPITE, IPSE. AIP-SSM TARAF Y EhDdNTT74v 0 JO—%E&KXITHT7I¢
AUARNDEBITT, <source> H LY <destination> BD KT 71 v Uk, AF ¥ HSKRIE
NEJT, TOBOIXNTORT 71V IRFREESIET,

ciscoasa#configure terminal

ciscoasa(config) #access-1list traffic_for ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ciscoasa(config) #access-1list traffic_for ips permit ip 10.2.2.0 255.255.255.0 any



ciscoasa(config) #class-map ips_class_map
ciscoasa(config-cmap) #match access-list traffic_for_ ips
ciscoasa(config) #policy-map interface policy
ciscoasa(config-pmap) #class ips_class_map
ciscoasa(config-pmap-c)#ips inline fail-open

ciscoasa(config) #service-policy interface_policy interface inside

i 2

TZ—bh AXYRIA AIP-SSM ICREHEE N TWVBR 2L ET,

(
(
(
(
(
(

EWEI—YH TFTHOURNEFERALT, AIP-SSMIZOY 14> L%EF, showeventsalert 17> R
FonoBEHEERLET,

EHAE, DTXRFYRE, AIP-SSMICERFRENBRZ TV IDOER, 8LTRY RND—7
BRICEIVTELNET,

Output Interpreter Tool (OIT ) ( BBI—YEA ) Tk, FED show Y RAYR—KEh
TVWET, OIT Z2FEAL T, show AN RED OB ZRRTEET,

show events alert

evIdsAlert: eventId=1156198930427770356 severity=high vendor=Cisco

originator:
hostId: AIP-SSM
appName: sensorApp
appInstanceId: 345

time: 2009/03/23 22:52:57 2006/08/24 17:52:57 UTC

signature: description=Telnet Command Authorization Failure id=60000 version=custom
subsigId: 0
sigDetails: Command authorization failed

interfaceGroup:
vlan: 0
participants:
attacker:
addr: locality=0UT 172.16.1.200
port: 23
target:

addr: locality=IN 10.2.2.200
port: 33189

riskRatingValue: 75

interface: ge0_1

protocol: tcp

evIdsAlert: eventId=1156205750427770078 severity=high vendor=Cisco
originator:
hostId: AIP-SSM
appName: sensorApp
appInstanceId: 345
time: 2009/03/23 23:46:08 2009/03/23 18:46:08 UTC
signature: description=ICMP Echo Request id=2004 version=S1
subsigId: 0
interfaceGroup:
vlan: 0
participants:
attacker:
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addr: locality=0UT 172.16.1.200

target:
addr: locality=DMZ 192.168.1.50
triggerPacket:
000000 00 16 C7 9F 74 8C 00 15 2B 95 F9 5E 08 00 45 00 ....t...+.."..E.
000010 00 3C 2A 57 00 00 FF 01 21 B7 AC 10 01 C8 CO A8 .<*W....!.......
000020 01 32 08 00 F5 DA 11 24 00 00 00 01 02 03 04 05 .2..... Seviin.

000030 06 07 08 09 0A OB 0OC 0D OE OF 10 11 12 13 14 15 . ...... i,
000040 16 17 18 19 1a 1B 1C 1D 1E 1F e
riskRatingValue: 100
interface: ge0_1
protocol: icmp

evIdsAlert: eventId=1156205750427770079 severity=high vendor=Cisco
originator:
hostId: AIP-SSM
appName: sensorApp
appInstanceId: 345
time: 2009/03/23 23:46:08 2009/03/23 18:46:08 UTC
signature: description=ICMP Echo Reply id=2000 version=S1
subsigId: 0

interfaceGroup:
vlan: 0
participants:
attacker:
addr: locality=DMZ 192.168.1.50
target:
addr: locality=0UT 172.16.1.200
triggerPacket:
000000 00 16 C7 9F 74 8E 00 03 E3 02 6A 21 08 00 45 00 ....t..... j!..E.
000010 00 3C 2A 57 00 00 FF 01 36 4F AC 10 01 32 AC 10 .<*W....60...2..
000020 01 C8 00 00 FD DA 11 24 00 00 00 01 02 03 04 05 ....... Seviin.

000030 06 07 08 09 0A OB 0OC 0D OE OF 10 11 12 13 14 15 ... .. ..iiien.n.
000040 16 17 18 19 1a 1B 1C 1D 1E 1F e
riskRatingValue: 100
interface: ge0_1
protocol: icmp

COREFTE, BEBDIPSST_FYHFTAN KT 74V IICHULTTZ—LZRITIDELD
ICHABENATVWERT, ZTZF ¥ 2000 5KV 2004 FREZEENMTOIATVWET, DARL Y
JZF v 60000 MEMENTERT, FARREBRLFEEALEDT—EN ASAZBBLEVWRY
RO—=JLEBVTR., IRVRNERNIA—TFTBLEHICTZFrOREEENVEICKDFEN
HYET, ASABIVAIP-SSMAKEDORZ 74 Y VAN BRI ZRREICERAES hDHE, T7
IR TZFYREILR D TARY NFERENDAREMN BV ET,

hSTAS21—F4Y

COtEI>aAVTR, REORNZ TN 1—F 42T IRIDBERERBLET,

Output Interpreter Tool ( OIT ) (BB I—HEHR ) Tk, BED show Y RAFFHR—K&Eh
TVWET, OITZEAL T, show AN RHI OB ZRTRTEET,

ASA 15 show IV RERITLET,

. showmodule : AT ALAEBH R ASA L SSM ICET2EHRERTLET,

ciscoasaf#fshow module
Mod Card Type Model Serial No.

0 ASA 5510 Adaptive Security Appliance ASA5510 JMX0935K040


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 JAB09440271

Mod MAC Address Range Hw Version Fw Version Sw Version
0 0012.d948.e912 to 0012.d948.e916 1.0 1.0(10)0 8.0(2)
1 0013.c480.ccl8 to 0013.c480.ccl8 1.0 1.0(10)0 6.1(2)E3
Mod SSM Application Name Status SSM Application Version
1 IPS Up 6.1(2)E3
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up
!--- Each of the areas highlighted indicate that !--- the ASA recognizes the AIP-SSM and the
AIP-SSM status 1is up.
- show run
ciscoasa#show run
!--- Output is suppressed. access-list traffic_for_ips extended permit ip any any ... class-
map ips_class_map match access-list traffic_for_ ips ... policy-map global_policy ... class
ips_class_map ips inline fail-open ... service-policy global_policy global !--- Each of
these lines are needed !--- in order to send data to the AIP-SSM.

. show access-list : 7O A VANDAI U RERRLET,

ciscoasa#show access-list traffic_for_ ips

access-1list traffic_for_ips; 1 elements

access-list traffic_for_ips line 1 extended permit ip any any (hitent=2) 0x9bea7286
!-—— Confirms the access-1ist displays a hit count greater than zero.

AIP-SSM Z5REB L THERATIUFIIC, ZYRND—T RST74 Vv IREEICASAZEBL TVWE
TH, ERICEBLAEWVES. RYRNIT—IOBKRVTASATIEARIS—)IL—=IICRTTILS
A—FT AT BT ENVERBEENHVET,

= Sl | 7% Rl A el ) 1

T I=NA-N—DREENTVR 28D ASAN DY), ThEIAD AIP-SSM ZHZTWVD
BE., AIP-SSM NREZFEHTERITZIMBENFfHYVET, 7I—IIA—-N— AHZXA
L2 TEREINDIDE, ASADKRELEITTT, AIP-SSMIE 7 I—ILFA—N—IC8FEIF
Ao 7I—INFA—N—OREOFMZDODVWTIEE., "PIXIASATXTITATIAZINA 7
I—I)FA—N—0OFEH ; ZSRBLTLEEV,

CASA T I=)NFA—=—N=—"RTTAT—RN7I 7I=)FA=—N—DREENhTVWBESE, AIP-
SSMIFAT—RZIL 7T=)F=N—ICSMLEEA,

I5— Xvt—Y

RIZRTERSIZ, IPSEZ 21— (AIP-SSM) ICKR2TIT— XvE—IHFEFREh, /1R B
FERITEhTFLEA

ciscoasat#tshow access-list traffic_for ips

access-1list traffic_for_ips; 1 elements

access-1list traffic_for_ips line 1 extended permit ip any any (hitent=2) 0x9bea7286
!-—— Confirms the access-1ist displays a hit count greater than zero.

IPS N\—F ¥ )L £ H—DNASAODNYIOTL—2 AV R—TIAAICE)HTshTWEVWD
ENCDIT— AV E—COFERETT, SSMEDI—=INARNT T4V IRKETDEHIC ASA
FBYBRAFETREENETHN, SSMICK2TRTTAYINAF Yy oEand-HICE, ASA
CEK2PTERENENY I TL =2 AVEZ—TIARICN=FYI £ —%Z)) YTHDHEN
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HWFERT,

ciscoasa#show access-list traffic_for_ips

access-1list traffic_for_ips; 1 elements

access-1list traffic_for_ips line 1 extended permit ip any any (hitcnt=2) 0x9bea7286
I-—— Confirms the access-1ist displays a hit count greater than zero.

chesOXytE—2F, IXTOIATA VY —AZR2Z2ICHEETS IPLOGGING AERICHE
2TWVWBZEERLTVET, NSNS 21—F 140X FABEEBNETIESICETIP
LOGGING 2R T2 HENH B =%, Cisco Tl IPLOGGING ZEMICTHDEZ2BHHLF
9,

FE:errfWarning 1 54> F—2ONANANHABEN, T5— XvE—IHFRRENDEDN
FHEhET, TXRFYOEFHRICEO Y —ICE>TOWNIVD NN EESICBREBS D -
HT, ChRFZITXRFYOEHFTOLAOMSERH DT,

Syslog D HR— b

AIP-SSM (& syslog 27 7 — M ERELTHR—RNLTLVEER A,

AIP-SSM A5 F7 5 — NEBEZITES 77 # )L MO FEICIE, Security Device Event

Exchange (SDEE ) ZN 92 AR BV ET, lllF. B0 IXFyANIH—chileE
ICEBF790>32&lLT, SNMP RSV T ZERTRDEHICENSZRETSASavFdny)
9,

AIP-SSM O B2 ®

AIP-SSM EZ 1 —J)LAEBICISELEE A,

AIP-SSM E2 21— J)LAELLKIBELAHZVESIE. ASA ZBREBEIIC AIP-SSMED1—)L%2H
BELET, AIP-SSMED 21— )L 2BiREL., ASAZBEBHLEVEHIZE. hw-module
module 1 reload IAY¥ > REFEALE T,

AIP-SSM OB FX—=)I FZ5—b

AIP-SSM FA—HICEFX—I TZ—RNEREEFETEXRTH,

WOZ, ChiIFYR—REhTLWEEA,

BAE1E R

.CiscotF*aAVFA PTFSAFPOARIARVRVIFPLOAR,. =232 7.2
.CiscotF*1VT A PTFSATF A ATLOT XY=, N=232 7.2
CDRAOABABHS ATALAQOESOOI R U777 LA 5.1

TOZ_A)L HR—pbE RFI X2 B - Cisco Systems
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