Hpistg@ =AU = Windows 2000/ XP PC &
PIX/ASA 7.2 O ® L2TP Over IPSec S EHl

A&

BE

[0k Saa

=

FHTRAR—F b

B ERE

&EE

BERHH

EE

XY RI—=UK

EE

Windows L2TP/IPSec 954 7 > hE&RTE

PIX T® L2TP H—/\D & E

ASDM ZFER L = L2TP OFRE

IAS A"4 > A N — )L & v /= Microsoft Windows 2003 % —/\D&E

Active Directory%Z £ L #=L2TP over IPSec® #:5R535
=)

N 2 Rl

NS —TFT4200EHOII R

FINY T nHHHI

ASDM Z2FALENZ TN a—F14>2 T

B8 : SHE A Y HT

Windows Vista D RS 7)1 —F 424

B E SR

Bz

CORFIXNTIE, EEERZFEAL T, UE— MO Microsoft Windows 2000/2003 & &
OCXPDUVZATURDSPIXEF1IVTA TTSAT U ADLESTT 4 AN, Layer 2
Tunneling Protocol ( L2TP; LA ¥ 2 R XU Y 7O K3JL ) over IPSec ZFRET D FHFEIC D
WTEHBLTVWET, £, I—HYFEEIC & Microsoft Windows 2003 Internet Authentication
Service ( IAS ) RADIUS Server ZfEH L TWE T, Microsoft - Checklist XA YL F Y 7 EVPNT
DEADEOHDIASDERTE 0 Z2SBLTLSEETL,

VDE—NTIOERADIFIATIPEFIVTAICLD L2TP ZREIT D ELBRRKE. VE—b
A—HHFTF— NI TAREAREERCTICNT VY I IPRYRNT—IUHS VPNATIEAT
EBDETT, chiCkl), POTS (—MREFEH—ERX ) AbhlE, RENICEDZHASE
ETE—NTOERANFARIEBZN KT, €51 20FKIE. VPNTIEATOIZAT MIOE


http://technet.microsoft.com/en-us/library/cc739539%28WS.10%29.aspx
http://technet.microsoft.com/en-us/library/cc739539%28WS.10%29.aspx
http://technet.microsoft.com/en-us/library/cc739539%28WS.10%29.aspx
http://technet.microsoft.com/en-us/library/cc739539%28WS.10%29.aspx

#A". Windows 2000 & Microsoft Dial-Up Networking (DUN; A4 YIL 7Y ZY ND—2 ) &
FERATZIREHTTHDZETT, CiscoVPNClient V7 RITITRHRED, BMOISATNY
TRIVITRBEHYEEA,

—® R¥ 1 X NTIE, Cisco Adaptive Security Device Manager ( ASDM ) ZfEA L T, L2TP
over IPSec ICXIET 2 PIX500 ) —X wF1UT 1 FTSAT U AZRETAFHEICOVWT
EHALTVET,

3 : Layer 2 Tunneling Protocol (L2TP) over IPsec I&. Cisco Secure PIX Firewall Y 7 NI 7T
JI)—RA6x ABTHR—RENTVWET,

L2TP Over IPSec % PIX 6.x & Windows 2000 & DB TERET S IZIE. TConfiquring L2TP Over
IPsec Between PIX Firewall and Windows 2000 PC Using Certificatess Z#ZBL T EE V.,

St AR EFEAL T, JE— KO Microsoft Windows 2000 8KV XP DU TA T > " 61
B4 RA®D L2TP over IPSec Z5&E T CIE. TWindows 2000 £ BEXP DIZA T RA S
Cisco VPN 3000 =Xt KL —ZAD L2TP over IPSec DERIHERZFEH L L8R E
g BSBLTLSEZL,

BIRSR M
B4

X217 PRIV EZBITDHEIC, ETEN IPEEENATVIRENF HYET,

BHENALOEDOBHRTE, UDPAR—RK 1701 A7 OY 9 hTVWAVWC EEZBREL TS EE W

o

Cisco PIXIASA TR T 7 ZIN RO KRV ZRIL TJIN—=TEFT AN RNOTIN—-T RI>—DkhZEA
LTLKEZV, - FERORVZ—ETII—-TRBEATEEE A,

3 : Cisco VPN Client 3.x¥ 7= (& Cisco VPN 3000 Client 2504 > A=)l nTWVW3HEE, &F
AUFATTS54TF > AEWindows 2000& DL2TP/IPsech > XL I L £ A, Windows
2000 @ Services /NZJL T, Cisco VPN Client 3.x ® Cisco VPN H—E X £ #= (& Cisco VPN 3000
DFA4AT > RN250 ANetlIKE H—ERZF 12— IICLTLKEE VY, ChETSICE, Start>
Programs > Administrative Tools > Services® JEIZi#IRL ., Services/\=x /LA SIPsec Policy
Agent ServiceZ Bi2BIL T, Y0 &2UT—KLET,

FATRIIR—F>b

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-TI3IVICETVTVET,

VT RIDITN=232 7200 UBEZEBELEPX X2 UTa 7754 T2 A515E
. Adaptive Security Device Manager 5.2(1) LAB&
- Microsoft Windows 2000 t—/\
- Microsoft Windows XP Professional SP2
- IAS A1 > A M —)J)L& iz Windows 2003 H—/\

X PIX63EN—TIVTXCTYTYIL—RITBESE. Windows XP(L2TP Client)l- SP24" 1
VAR=ILENTVWBR CEZBRELTLSEETL,


//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a00800942ad.shtml
http://technet2.microsoft.com/windowsserver/en/library/c25dccdf-b91e-4fb1-8846-cd5bcc9bcf0e1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/c25dccdf-b91e-4fb1-8846-cd5bcc9bcf0e1033.mspx?mfr=true
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a0080094aca.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a0080094aca.shtml

FE:CORFIXYMNOBHE, ASAEFIVUTATTSATVAICEHEATEERT,
CORFIXVNOERE. FEOZRARELHZTNAARACETVWTEREhELEZ, DR
FAXVRNTEATEZINTOTNARR, B (F7F)N ) REOREASEBELTVET

o WRODRY RD—IUNRBBHTHIBEICE. EOLRSBARVRICDOVTE, ZTOEEN
BEEBIODVTHREIEBRL THEBENHUET,

BYE & i

CDFRE, CiscoASAB500 =X EF1)T A4 FTSATOAT2N) BRICEFEATESE
9,

i

RFIXDNREOFME, RO TIANTAVTADORERE) ZZRLTLLEE L,

HRELA

L2TP over IPSec Z#ZETAICE. XOFIEEETLET,

1L.I2TP TIPEF 1T A ZEBMIITS®H, IPsec RTUVAR—K E—RZRELET,
Windows 2000 L2TP/IPsec7 A 7> N&IPsech T AR—RNE—REZEFEALE T, IPXR
AO0—REFHFESILEN, TOIPAYA—EZTOEXICBYET, COT—ROFRIE,
ENTY NZEINARNLAEBMNMERBEVWSEE, NTVY DO XY RD—0LEOF/INAAD
NTY NORBHBRETERVELEERTEDETT, LA 2T, Windows 2000
L2TP/IPSec 95 A T "X 21 VT 4 FT7IAT 2 AICERTDICE, RS AT 4 —
LIZIPSec RS VAR—KN E—RZRETIHLENHYET ( TASDM ZFRAL 1= L2TP
NEEE DATY T 22SBLTILKEEVN ), COMEE (RS AR—N)ICKY, IPA
YEA—NEREEEICUEFRBRY RD—U TORKEMNIE (ZEAF QoS kL ) A AlEE
WY ET, EEL, LAVAAYE—NBEELEND D, NTY NOBRENFIREhE
T BEBHNS, JUTFTFANILD IPAYE—EEBZNDT, NTAR—N E—RT
&, REENfBASHONTTAYIDMEITATT,
2. Virtual Private Dial-up Network ( VPDN; N\—F ¥ )L 7S AR—KN XA VLT YT XY D
— I YIIN—=TTL2TP 2R ELF T,
PEF1)T4IC&D L2TP OFRETK., BEBIREF P RSAEZEBZBFREFEAL LFIE L.
(ARTAYVIOTREBELNAAMFTIVIRBRBEIYTOERANINrYR—hEnET, EaHEREEG
L2TP over IPSec R X ZTEL THIBORLEICEAETNET,

AE

CNEOVIAVTER, CORFIXNTHPTIOHEEZRTETDEOICHERBTRERMHELT
WET,

F: CORFIAIXANTHEASATVS IOV ROEMZEFANSIZIE. Command Lookup
Tool (BEI—HEHRH ) ZFEALTEEL,

X CORBTHEAETNBIPTRLYSVIFRR, AVEF—FXYRMETERCIL—FT 12 TH
BEENTROYREBA, S, FRARETHEAETNERFC1918 D7 RLATT,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

XY RDO—OR

CORFIAIXRNTR, ROZXYRND—0 Y NTY T2 FERALET,

T T 1 | v
Internet cloud

& - ]
- L,
1 .
) - - e
2 gz 1680024 i J 172161 024
L e 11 I:I

L2TF Servar
T4 4. 24
Windows M'kP Witiows 2003
IPSec/L2TP RADILUS Server
VP Clisnt

CORFIXNTE, ROBRZFEALET,

.- Windows L2TP/IPSec 9 547 > RNE&E

- PIXTO L2TP Y —/NDE&E

. ASDM Z A L = L2TP OEEFE

- 1AS K4 >~ A N —JL& 1 /= Microsoft Windows 2003 H—/\DERE

Windows L2TP/IPSec 2 54 7> hE’E

Windows 2000 = L2TP over IPSec R ET 3 ICIE. XOFIEZEITLET, Windows XP N5
Bk, ATVT1E2%ZRIELT, ATV 3IASHOTLIEEL,

1. Windows 2000 X2 /I, ROLZARNVEZEML ET,
HKEY_LOCAL_MACHI NE\ Syst eml Curr ent Cont r ol Set\ Servi ces\ Rasman\ Par anet er s

2. 2OF—ICROLZANVEZEMLET,
Val ue Nane: ProhibitlpSec
Data Type: REG_DWORD
Val ue: 1

X BEICK 2 TE(Windows XP Sp2), COF—DENTE : 1)ik. XPRY U AN IPsect
BEFEDOL2TPTRALKL2ZTPO A2 XTI —RNT20DT, EHRZTIHMTZ2ELSICRTREN
£F9, COLZARN) F—EEETIPSec R —ZEBMT B ENREAICKEYNET, &
REMIT IS —800fRELEBEEF., F—(E: ) EREMETEILEHICHKHETT, X
 BEZEMICTBIZIE., Windows 2000/2003F = EXPY S U 2 BEETHIMEN HVY) E
9. F7 I NTIE., Windows 75 4 72 M& Certificate Authority ( CA; F25E/R ) Z@U
TIPEFIVTA2EATEIEIOIEAET, COLZARN) F—OREICKY), ThHT
bn<BVYERT, T, PIXASAIZFEATS/NZX—RICEE T, Windows A7—
AVICIPEFIVTA RV —ZRETEET, Windows IPseciR ) S — D ERFER 755X E
C2WTE, TEHEF—FFE(Q240262)Z FA L 1-L2TP/IPSecEHDERELE 1 £S5
BLTLSEEV, §##E. TConfigure a Preshared Key for Use with Layer 2 Tunneling
Protocol Connections in Windows XP (Q281555)\u 2B L T< &\,

. ERZEERLET,

4. [RY ND—=DERAYIT Y TEFZE T, BRI ZHE2UYOL, [Z7AONTA] Z&RLE



http://support.microsoft.com/default.aspx?scid=kb;EN-US;q240262
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q281555
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q281555

¥, Security X 7T, Advanced 7)Y VL ET, XOROKSIC, 7O EERL
Advanced Security Settings

Drata encryption:

Require encryption [dizconnect if zerver declinesz)

Logon security
() Usge Extensible Authentication Protocaol [EAF)

(2} Allow theze protocols
[ ] Unencrypted password [FAF]
[ ] Shiva Pazzword Authentication Pratocal [SPAP]
[ ] Challenge Handshake Authentication Protocol [CHAP)
Microzoft CHAP [MS-CHAF)
[ ] Allow older MS-CHAP version for Windows 95 servers
[ ] Microsoft CHAP Yersion 2 [M5-CHAP 2]

[ ] For MS-CHAP based protocols, automatically use my
Windows logon name and pazaward [and dormain if arg)

| (] % || Cancel |

9,

53 : XOFIEE, Windows XP ICOAKBEATEE T, BRILBEF—ZRETSHICIE. [IPSec
Settings] Z72 1) ¥ 7 L., [Use pre-shared key for authentication] (CF I Y O —0ZANT
. BRIRHAF—ZADLET, XOHITR, BRIHAEF—(Ctest ZFEAL F T,



) search | Foiders | [131]+

“  LAN or High-Speed Internet

Wireless Metwork Connection
Mok connected
[I:T:II Cisco Sironek 302.11a/b/g Wil

Local Areas Conneckon
Connecked

A Broadoom Metitrens Gigabt §

Local frea Conmachon 10
Disabled

|__,3 Cisoo Swsbems WPN Adapter #
Yirtual Private Mebtwork

LETR
Connechad

. 'WAN Miniport (L2TP)
[
IPSec Settings

Usze pre-shared key for authertication

& | 21P Properties

General | Options | Secusity | Networking  Advanced

Securily opliors
() Typical frecommended settings)

validate myp pdenbky as holowves

Automaticalk we my Windows looan name and
pazzword [and domain if any]

Hequire data encription [dsconnect if aoms
(%) Advanced |custom settings)
Jzireg these seltings requires a knowledos N
of zecurily protocols.

| IPSec Seftings... |

| ok || Cancel

Ky |tesi /
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PIX 7.2

pi xfirewal | #show run

PI X Version 7.2(1)
!
host nane pi xfirewal |

domai n- name defaul t. domain.invalid

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

names
|

nanei f inside security-level 100 ip address

nat (inside) 0 access-list nonat

pager lines 24

!--- Configures the outside and inside interfaces.
interface Ethernet0 nameif outside security-level O ip
address 172.16.1.1 255.255.255.0 ! interface Ethernetl

255.255.255.0 ! passwd 2KFQhbNI dI . 2KYQU encrypted ftp
node passive dns server-group Defaul t DNS donmai n- nane

def aul t.domai n.inval i d access-1list nonat extended permit
ip 10.4.4.0 255.255.255.0 10.4.5.0 255.255.255.0

10.4. 4.1




| oggi ng consol e debuggi ng
nmtu outside 1500
nmu inside 1500

!--- Creates a pool of addresses from which IP addresses
are assigned !--- dynamically to the remote VPN Clients.
ip local pool clientVPNpool 10.4.5.10-10.4.5.20 mask
255.255.255.0

no fail over

asdm image flash:/asdm-521.bin
no asdm hi story enabl e

arp timeout 14400

!--- The global and nat command enable !--- the Port
Address Transl ation (PAT) using an outside interface |IP
l--- address for all outgoing traffic.

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absolute

!--- Create the AAA server group "vpn" and specify its
protocol as RADIUS. !--- Specify the IAS server as a
member of the "vpn" group and provide its !--- location
and key. aaa-server vpn protocol radius

aaa-server vpn host 10.4.4.2

key radiuskey

!--- Identifies the group policy as internal. group-
policy DefaultRAGroup internal

!--- Instructs the security appliance to send DNS and !-
-- WINS server IP addresses to the client. group-policy
DefaultRAGroup attributes

wins-server value 10.4.4.99

dns-server value 10.4.4.99

!--- Configures L2TP over IPsec as a valid VPN tunneling
protocol for a group. vpn-tunnel-protocol IPSec 1l2tp-
ipsec

default-domain value cisco.com

!--- Configure usernames and passwords on the device !--
- in addition to using AAA. !--- If the user is an L2TP
client that uses Microsoft CHAP version 1 or !---
version 2, and the security appliance is configured !---

to authenticate against the local !--- database, you
must include the mschap keyword. !--- For example,
username

username test password DLaUiAX3178gqgoB5c7iVNw== nt-




encrypted

vpn-tunnel - protocol |2tp-ipsec

http server enable

http 0.0.0.0 0.0.0.0 inside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

!--- Identifies the IPsec encryption and hash algorithms
!--- to be used by the transform set. crypto ipsec
transform-set TRANS_ESP_3DES_MD5 esp-3des esp-md5-hmac

!--- Since the Windows 2000 L2TP/IPsec client uses IPsec
transport mode, !--- set the mode to transport. !--- The
default is tunnel mode. crypto ipsec transform-set
TRANS_ESP_3DES_MD5 mode transport

!--- Specifies the transform sets to use in a dynamic
crypto map entry. crypto dynamic-map outside_dyn_map 20
set transform-set TRANS_ESP_3DES_MD5

!--- Requires a given crypto map entry to refer to a
pre-existing !--- dynamic crypto map. crypto map
outside_map 20 ipsec-isakmp dynamic outside_dyn_map

!--- Applies a previously defined crypto map set to an
outside interface. crypto map outside_map interface
outside

crypto isakmp enable outside
crypto isakmp nat-traversal 20

!--- Specifies the IKE Phase I policy parameters. crypto
isakmp policy 10

authentication pre-share

encryption 3des

hash md5

group 2

lifetime 86400

!--- Creates a tunnel group with the tunnel-group
conmand, and specifies the local !--- address pool nane
used to allocate the IP address to the client. !---
Associ ate the AAA server group (VPN) with the tunne

group

tunnel-group DefaultRAGroup general-attributes
address-pool clientVPNpool
authentication-server-group vpn

!--- Link the name of the group policy to the default
tunnel !--- group from tunnel group general-attributes
mode. default-group-policy DefaultRAGroup

!--- Use the tunnel-group ipsec-attributes command !---
in order to enter the ipsec-attribute configuration




mode. !--- Set the pre-shared key. !--- This key should
be the sane as the key configured on the W ndows
machi ne.

tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *

!--- Configures the PPP authentication protocol with the
authentication type !--- conmand from tunnel group ppp-
attri butes node.

tunnel-group DefaultRAGroup ppp-attributes
no authentication chap
authentication ms-chap-v2

telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map

par anet er s

message- | ength maxi num 512

pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum e1e0730f a260244caa2e2784f 632accd
end
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RYDRAZT RLA T—IHFRRENET,

Parne: |DsfnulﬁtAG-rut.|:l Type: |'|:lsul:'.-m
General | ipsec | pep |
Configure general sccezs attributes from the following sub-takes.
Basic | Authertication | Authorization | Accounting  Cliert Address Assigrment | Advanced

To specity whether to use DHCP or address poots for address sssignment, go to Condl
= |P Address Marsgement = Assignment,

DHCP Servers
IP Adcress: Add ==
Delste
~iddress Pools

To configure inerface-specific address pools, go to the Advanced tab .

Available Pools

= 1]
L MEMUYE |

Azzigned poolz

8. BRIRBEF—ERETH 1D, [IPSec] 7 ABEL., BHOBH{EF—2 A DL T[OK]
ZUVYILET,



I= Edit Tunnel Group

Mme: I:efadﬁAGru.p Type: |Ip:s:ec—r‘a

General PSec | e

-— Mone -- _ﬂ

Authentication Mocds: IKE Peer ID “abcstion:

™ Enable sending certificate chain

Required

CISAKMP Heepaive
" Disable keepalives

™+ Monitor keepalives

7 Head end wil never intiste keepalive monitoring

Confidence terval; |3Dﬂ (=econds) Retry Irterval: E (seconds)

~Interface-Specific Authantication Mode
Interface Authertication Mode
Inter face:
|'nsiu-: E‘ Ak =
Avtrertication Mocs: = REmaveE
frone =

9.L2TP over IPSec l& PPP BSE7’ORN I ZFEALET, MR JIL—T 0 PPP 27 T,
PPP & Z2FAI 92 70NN EEEL X9, FBEEIC MS-CHAP-V1 Z’OKRJJL &38R £

ER



5 can Tumeloronp

Name: befaurtﬁﬁ.l:}mm Type: |Ipsecvra

General | PSec PFP I

Specily the authentication protocols permitted for & PPP connection.

™ cHap

V¥ ms.cHAP-V1

™ Pap

™ EAP-PROXY

10. L2TP over IPSec #Z#i 2R &2 1—H ORI A EZEELEF T, R —NFLEFEEHD
O—HI F—ER—AZFEATEIELSIC, EF1VTA FTSAT O ARAERETEET,
chzISICE. MR JIL—7 0 Authentication NBEBILET., 74 MEL T,
vFI1VT4 TTIAT7AEO—HI F—ER—RAEFEA L E T, Authentication
Server Group RO Y 7’AJ>2 JARNIZ LOCAL EXRRENET, RIAET—NEFEHTSIC
F. VANAS 1 2BRULET, F: EF1VUFATFTF/SAT72 AR, O—HILTF—EX
— A TPPPEREEPAP & Microsoft CHAP/N—> 3 18 L U200 & EZHR—NLET., EAP &
CHAP (&, 7OFFEAHY—NTETENET, LEAN ST, UE—KNI—H¥HFEAP =
2l CHAP ORREESNTVAB RN RIL JIL—TICELTWVWT, X2 VFT4 77547
DANO—HAIL F—ER—AZFEATIEDICREETNTVD L, TOI1—HYFEHRTE
Tt A,



11.

g% Edit Tunnel Group

Marme: IDefaurtH.ﬂ-.GrDup Type:  |ipsec-ra
General | psec | prp|

Configure general access attributes from the fallowing sub-tabs.

To =et authentication =erver group per interface, go to the Advanced tab.

Athentication Server Graug: ILGC.&.L )

[T Use LOCAL if Server Group fails

RAC Authentication Server Groug: I-- Mone -- ;I

¥ MRIVTIL—TREICESICIE, [Configuration] > [VPN] > [General] > [Tunnel
Group]ZEIRL, JIN—T RV —Z R NRXILTIN—=TIZV2OLT, NFRILITN—T
AAYVFOTRBBMILET (A7>32 ), [Tunnel Group] R4 U HFERRENES, ~
RV IN—T=ERL, Edtf)| ZOVYIOLET, E: NRIWITN—TAA4YF> T
ZERATRE, EFX1VFTFATTZA4T AR, L2TP over IPseciERi 2RI THEFTETE
BI1—HYZRBBNFRLITN—TICHERITRZENTEXRT, ErhORIL TIL-TK
ThENOAAAY—NTIN—TEIPTRLA 7= Z2HE 2, I—HFREEFONXI
TIN—TBEOHFETRIAZZTSONET, COMETR, 1—FEI1I—¥EBETZEE
TH52OTREL, I—HYRFETI—TH % username@group_name DR THEBFELET,
COBE., "@i FEREWRELATUIZATHY), goupname EtEF21VFT4 FTS547
VALBEENTVWAR RN RN TIL—TORETE, F: SORILWITIL—TFTARLYF>J
&, ANVYTIN—TRBIZE>TEMCBEYET, ChiZkY, EF21VF4T7>
AT > Ak, VPNClienth SRRENEI—HEASTIIL—TEBZREL T, I—FEHK
AORZRILNITN—TZBRTEXRT, TOR, ©F21UT4 TTZATARI—YH
O1—HYWHEFERATERIAICERALET. TOITHEVHE (TFT1E2—TIehTV?
BE). EFXF1VTA TTIATAREFHZECI—FELBKZEEFELET, Tunnel
Group Switching Z 4 &—7)LIZF % 2%, Strip the realm from username before passing
it on to the AAA server & Strip the group from username before passing it on to the AAA
server iCF IV I XN—DZANET, RIZOK&22VYILET,

ROFIEEZEFTLT, O—HIL F—ER—AILI1—YZEKRL F£T, [Configuration] >
[Properties] > [Device Administration] > [User Accounts]DJEIC#IRL FF., [Add] 20 ) v
ILFET, I—HH Microsoft CHAP N—2 3> 1 £ 22 FERITB L2TP 9S4 T
RT, EF21UT A TTSATANRIARKICO—HIL F—EIR—AZBETHIELDICEE
EENTVBHEEE., MSCHAP ZBMIC 9% =% [User Authenticated using MSCHAP] (C



FIYVIN—DVEANDZENHYET, [OK| 20UV ILFET,

= Add User Account

idertity | en Policy |

=ernatme:; test

Pas=ward: AR

Canfirm Pazsward: AR

< W Lser authenticated using MSCHAD

Privilege level iz uzed with command authorization.

Privilege Level: l2 ;I

12. Configuration > VPN > IKE > Policies® JE(Ci&IRL TAddZ I U Y UL, 7 T —XIDIKER
) —%ERLET, HITTDICEFOKEVIVYILET,
E= Add IKE Policy |

Priarity: 10 Authentication: Ipre-share 7
Encryption: 2des - D-H Graoug: IE hd
Hash: s - Lifetitme: " Unlimited
f+  |55400 seconds ¥
]38 Cancel | Helgp

13. (A7232 )NAT FNA ADBEICHZDERD L2TP V54T MY, %2 UF4 T
TS5AT AN L2TP over IPSec #E i 2l Ah D CENEZSNBESRIE. ESPINT Y RN
1 2BLED NAT FINAARAZNAARAINL—TEBDERSIC. NAT N S/N—HIILZ2EMICTHDHE



FHYWVET, chzT5CE. ROFIEZETLET, Configuration > VPN > IKE >
Global Parameters® JEIZIZIRL £ T, ISAKMP "4 > 2 7 I —ATEMICBE>TWB &
#HEL £, [Enable IPSecover NAT-T] ICF I Y OX—U & ANE T, [OK|ZI VYD
LET,

IAS 5 1€ > A h—J)L& hJ= Microsoft Windows 2003 H— /YD E&TE

IAS "1 > A M— )L & 1z Microsoft Windows 2003 H—/NZ R ETAICIE. ROFIEZERITLE
9,

E:ChSOFIETR, IASHAITICA—AIAXID VAV AR =ILEnTWA ZEZRIREL
TVET, FEA AN —LEhTVWEWVWIEEWE., Control Panel > Add/Remove Programs @ J[E
ICBIRL T, IASZEML TS EEL,

1. [Administrative Tools] > [Internet Authentication Service]’Z®#iR L T. [RADIUS Client]2 5~
Dy LT, HLVRADIUSY AT hNZEBMLET, V74T NEsHRzeA LS,
OKZOUYYULET, ROFIE. IP7RLAN104.410 "Pixa EVWSERIDIZAT >
hZRLTLFET, Client-VendorldRADIUS StandardiCBXEE 1, A% d radiuskey T

...................... 2k
Bl Action e -
-5 (BE [P Propesties 1%
| ) P —
H_‘.l el dadFeris l | Peprarad
&y BREELS ChenEy | e T RALALG
5 | Beewde Sfcenn E
= -'_'I._"":--"\-'l'r-.'-::r.-. ]
5] Cahreeten B Agidbecy 19 o DN
o =
10441

M paims B0 orr) el BOsedd Sobiat baisd oo the dlerr wbrakers
bt mtty P varadol of B FADIIS chanl

Dl Ve [ FLADHLIS Stadard "

T Eoues! muiil conbae e M- age S S st

| Ml | I LI

-g-o R EEEERERERERNRhENhW}R}REhRh}h}EREhEhE}h}hhE R R —————

2. Remote Access Policies ZiZIR L T. Connections to Other Access Servers 2571 Y U L
. Properties Z3&IRL £ 9,

3. [Grant Remote Access Permissions] D F7'2 3 U AMBIRE N TWB L ZHBRBLET,

4. EditProfile 2201y O LT, XOFREZEZEL EFT, Authentication 27 T, Unencrypted
authentication (PAP, SPAP) ICF I Y VX —U & ANET, Encryption 27T, No
Encryption DA 72 3a U BIRE N TVWBR L Z2BRBLET. TTLES, [OK| 2TV Y
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5. [Administrative Tools] > [Computer Management] > [System Tools] > [Local Users and

Groups] M JEICER L .

BTHONII—YZEMLET,

6. Cisco /YA — K% password1 IZ5%E

[Users]Z2 £ 1) Y 2L T[New Users]Zi2RL, O—AHJ)IE1—

Lid—%ZEML T, XAOZ7O7 7 1IIgHREHT

L &9, General 27T, User Must Change Password ® 747> 3> Tld#4 <, Password

Never Expired D # 7> a U FBIRENTVWD ZEZBBLET, [Dial-inl 27 T

. [Allow

access] DA 72 3 ZEIRL £9 ( £/zI& [Control access through Remote Access Policy]

ZT7 AN BRENDTRRICLET
lmcarrmenses B
L Compu ex Maned

Gowwnad | Merbw(¥ | Pofle | Ervormen | Sesons |
Diiadan

o I LES

Pecote cortiel | Termrinat Sanvices Prolis
Flemobe iccess Permpon [lhstn o YFN)
rlﬂ:#ﬂ:

1 Dieny scceny

% Eiorbal soces through Flemscle Actess Py

. [OK|ZD )Y U LET,

2=

I~ sty Cales i |
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™ Borngm s Sashe IF Sdidein |'
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Active Directory% {8 L 7=L2TP over IPSec® i iEEREE

L2tp3E#t D FRELE Z Active Directory SEITTED K SICTBICIE. ASATRDERE
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ci scoasa(config-tunnel -general )# tunnel-group DefaultRAGroup
ppp-attributes
ci scoasa(confi g- ppp)# authentication pap

F=. L2tp” 54 7> h TAdvanced Security Settings (Custom)(c#E L . Unencrypted
password (PAP)DFA 7> a>DO#kEBIRLET,

i

CCTR, RENELKHEELTVA L ZHRIABID-OICEAITZIEHRERLET,

—8 D show ANV RETFZIRTY RN AV E=T VR Y—)ICII2THR—RENTVWET (&

BI1-—HEM ), COY—LEFEMIBoELE>T, show I RENDSHERERST

XY,

. show cryptoipsecsa : E7ICHEFTADREDIKEEF IV T A T7YI I -3 (SA)ZTANT

RRLET,
pi xfirewal | #show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seq num 20, local addr: 172.16.1.1

access-list 105 permt ip host 172.16.1.1 host 192.168.0.2

| ocal ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/17/0)
renote ident (addr/mask/prot/port): (192.168.0.2/255.255.255.255/17/1701)
current _peer: 192.168.0.2, usernane: test

dynami c allocated peer ip: 10.4.5.15

#ipkts encaps: 23, #pkts encrypt: 23, #pkts digest: 23
#pkts decaps: 93, #pkts decrypt: 93, #pkts verify: 93
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 23, #pkts conp failed: 0, #pkts deconp failed: O
#post -frag successes: 0, #post-frag failures: 0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 192.168.0.2

path nmtu 1500, ipsec overhead 58, nedia ntu 1500
current outbound spi: CL6F05B8

i nbound esp sas:
spi: O0xEC06344D (3959829581)

transform esp-3des esp-nd5- hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_nap
sa tinmng: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

out bound esp sas:
spi: O0xCl6F05B8 (3245278648)
transform esp-3des esp-nd5- hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_nap
sa tinmng: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

- show cryptoisakmpsa : EF ICHDBRENDIXTNH IKESAZRRLET,
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

pi xfirewal | #show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
1 | KE Peer: 192.168.0.2

Type user Rol e r esponder

Rekey no State MM_ACTI VE

. show vpn-sessiondb:L2TP over IPseciZ#t D FHMBERER TR I A LHICEATED 7O
W7ANENEENET, JO-NIN A T74F2L—>3> FT—RASO7IL OIXUR
l&. show vpn-sessoindb detailed remote filter protocol 12tpOverlpsec T3, XD HllE, H—
@ L2TP over IPSec ##DFMZ L TVET,

pi xfirewal | #show vpn-sessiondb detail remote filter protocol L2TPOverIPSec

Sessi on Type:

User nane

I ndex
Assigned | P

Pr ot ocol

Hashi ng

Bytes Tx
Cient Type
Group Policy :
Tunnel G oup :
Login Time
Duration
Filter Nane
NAC Resul t
Post ure Token:

| KE Sessi ons:

| PSec Sessi ons:

Renote Detail ed

t est

1

10.4.5.15
L2TPOver | PSec
VD5

1336

Def aul t RAG oup
Def aul t RAG oup

18: 06: 08 UTC Fri

Oh: 04m 25s

N A

1

L2TPOver | PSec Sessions: 1

| KE:
Session I D
UDP Src Port

| KE Neg Mode :

Encryption

Rekey Int (T):

D/'H G oup

| PSec:
Session ID
Local Addr
Renot e Addr
Encryption

1
500
Mai n
3DES

2

2

28800 Seconds

Jan 1

Public IP
Encryption

Byt es Rx

Cient Ver

1993

UDP Dst Port
Aut h Mode
Hashi ng

Rekey Left(T):

172.16. 1. 1/ 255. 255. 255. 255/ 17/ 1701
192. 168. 0. 2/ 255. 255. 255. 255/ 17/ 1701

3DES

Encapsul ati on:
Rekey Int (T):
Idle Tine Qut:

Transport
3600 Seconds
30 M nutes

Bytes Tx
Pkts Tx

L2TPOver | PSec:
Session I D
User nane
Assigned | P
Encryption

1336
25

3

t est
10.4.5.15
none

Hashi ng

Rekey Left(T):

ldle TO Left

Byt es Rx
Pkts Rx

Aut h Mode

192.168.0.2
3DES

14605

500
pr eShar edKeys
MD5
28536 Seconds

MD5

3333 Seconds
30 M nutes
14922

156

nms CHAPV1



Idle Tine Qut: 30 M nutes Idle TO Left : 30 Mnutes
Bytes Tx . 378 Bytes Rx © 13431
Pkts Tx . 16 Pkts Rx . 146

N | 1 Rl

COtEY2aATVTR, REORNZ TN A—FT AT TS HOBERICOVTHALE T, 7
INY THABEENLTVRT,

RSV 2A—F4290EHOIIVR

BENINYRE, ZPORTY AV BT VR (BRI—YER ) THR—KREIATLET,
COYV—)ZERTBE, show INY ROHAZZHTEXRT, v—HY—LIEO2VTE, A
RBEROBERICET IV EATEBRVEENBYEILZ, STHESEZV, v

X :debugdX > REBATSHEIIC, TdebugdN 2V ROBERER. &KX TIP Security® b Z

ZW>21—=FT 4> —debugdX >V ROEBFREFEMRL ZSRLUTLSEE L,

. debug cryptoipsec7 : 7I—X2 M IPsec x> I —3a &RRLET,
- debug cryptoisakmp 7 : 7T —X 1 M ISAKMP 2> I—> 3> &RRLET,

TINY T 0t H Bl

PXZ7FPATFO#2=)

Pl X##debug crypto isakmp 7

pixfirewal | # Jan 02 18:26:44 [IKEv1]: |IP = 192.168.0.2, | KE_DECODE RECEI VED Mess
age (nsgid=0) with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 256

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, Qakley proposal is acceptable
Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, Received Fragnentation VID

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, Received NAT-Traversal ver 02 V
I D

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, processing | KE SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, IKE SA Proposal # 1, Transform
# 2 acceptable Matches global IKE entry # 2

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing | SAKMP SA payl oad
Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing Fragnentation VID
+ extended capabilities payl oad

Jan 02 18:26:44 [IKEvl]: |P = 192.168.0.2, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 104

Jan 02 18:26:44 [IKEv1l]: IP = 192.168.0.2, | KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + NONE (0) total length : 184

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing ke payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, processing | SA KE payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing ke payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing G sco Unity VID pa

yl oad
Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing xauth V6 VID payl o


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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Jan 02 18:26:44 [IKEvl DEBUG: |P = 192.168.0.2, Send ICS VID

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, Constructing ASA spoofing ICS V
endor 1D payload (version: 1.0.0, capabilities: 20000001)

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, Send Altiga/C sco VPN3000/Ci sco
ASA GW VI D

Jan 02 18:26:44 [IKEvl]: |P = 192.168.0.2, Connection |anded on tunnel _group Def
aul t RAG oup

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG-oup, | P = 192.168.0.2, Generat
ing keys for Responder...

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE _DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (
13) + VENDOR (13) + NONE (0) total length : 256

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE DECODE RECEl VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + NONE (0) total length : 60

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, process
ing I D payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
i ng hash payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul tRAG oup, |P = 192.168.0.2, Conputi
ng hash for | SAKMP

Jan 02 18:26:44 [IKEvl]: |P = 192.168.0.2, Connection |anded on tunnel _group Def
aul t RAG oup

Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAGroup, |IP = 192.168.0.2, Freeing previ
ously allocated nenory for authorization-dn-attributes

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, constru
cting |1 D payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
cting hash payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
ng hash for | SAKMP

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, constru
cting dpd vid payl oad

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE _DECODE SENDI NG Message (mnsgi d=0)

with payloads : HDR + ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length :
80

Def aul t RAGroup, | P = 192.168.0.2, process

Def aul t RAGroup, | P = 192.168.0.2, constru

Def aul t RAGroup, | P = 192.168.0.2, Conputi

!--- Phase 1 completed succesfully. Jan 02 18:26:44 [IKEvl]: G oup = DefaultRAG oup, IP =
192.168. 0.2, PHASE 1 COMPL

ETED

Jan 02 18:26:44 [IKEv1l]: IP = 192.168.0.2, Keep-alive type for this connection:

None

Jan 02 18:26:44 [IKEv1l]: IP = 192.168.0.2, Keep-alives configured on but peer do

es not support keep-alives (type = None)

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, Startin

g P1 rekey tiner: 21600 seconds.

Jan 02 18:26:44 [IKEv1]: IP = 192.168.0.2, |KE_DECODE RECElI VED Message (mnsgi d=el

b84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +

NONE (0) total length : 164

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
i ng hash payl oad

Jan 02 18:26:44 [I KEvl DEBUG : G oup
ing SA payl oad

Jan 02 18:26:44 [I KEvl DEBUG : G oup
i ng nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
ing I D payl oad

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Received reno
te Proxy Host data in ID Payl oad: Address 192.168.0.2, Protocol 17, Port 1701
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul tRAG oup, | P = 192.168.0.2, process
ing I D payl oad

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Received |oca
| Proxy Host data in ID Payl oad: Address 172.16.1.1, Protocol 17, Port 1701

192. 168. 0. 2, process

Def aul t RAGroup, I P 192. 168. 0. 2, process

Def aul t RAGroup, I P 192. 168. 0. 2, process

192. 168. 0. 2, process



!--- PIX identifies the L2TP/IPsec session. Jan 02 18:26:44 [IKEvl]: G oup = Defaul t RAG oup,

= 192. 168.0. 2, L2TP/IPSec se

ssion detected.

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, QM IsRekeyed

old sa not found by addr

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, |IKE Renote Pe
er configured for crypto map: outside_dyn_map

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, process
ing | PSec SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = DefaultRAG oup, |IP = 192.168.0.2, |IPSec S
A Proposal # 1, Transform# 1 acceptable Matches global |PSec SA entry # 20

Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAGroup, IP = 192.168.0.2, |KE requesti
ng SPI!

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, |KE got
SPI from key engine: SPI = Oxce9f 6el9

!--- Constructs Quick mode in Phase 2. Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup,

= 192.168.0. 2, oakley
constucting quick mode
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting bl ank hash payl oad
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting | PSec SA payl oad
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting | PSec nonce payl oad
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting proxy ID
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
tting Proxy Id:
Renot e host: 192.168.0.2 Protocol 17 Port 1701
Local host: 172.16.1.1 Protocol 17 Port 1701
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting gm hash payl oad
Jan 02 18:26:44 [IKEv1]: IP = 192.168.0.2, | KE_DECODE SENDI NG Message (nsgi d=elb
84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5 + N
ONE (0) total length : 144
Jan 02 18:26:44 [IKEv1]: |IP = 192.168.0.2, |KE _DECODE RECEl VED Message (nsgi d=el
b84b0) with payloads : HDR + HASH (8) + NONE (0) total length : 48
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, process
i ng hash payl oad
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
all 1 PSEC SAs
Jan 02 18:26:44 [I KEvl DEBUG : G oup
ing Quick Mde Key!
Jan 02 18:26:44 [I KEvl DEBUG : G oup
ing Quick Mde Key!
Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Security nego
tiation conplete for User () Responder, Inbound SPI = Oxce9f6el9, Qutbound SPI
= 0xd08f 711b
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
a KEY_ADD msg for SA: SPI = 0xd08f711b
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
recei ved KEY_UPDATE, spi Oxce9f 6el19
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
g P2 rekey tiner: 3059 seconds.

192.168.0.2, constru

192.168.0.2, constru

192.168.0.2, constru

192.168.0.2, constru

192.168.0.2, Transm

192.168.0.2, constru

192. 168. 0. 2, | oading

Def aul t RAGroup, I P 192. 168. 0. 2, Gener at

Def aul t RAGroup, I P 192. 168. 0. 2, Gener at

192.168.0. 2, |KE got

192.168.0.2, Pitcher

192.168.0.2, Startin

!--- Phase 2 completes succesfully. Jan 02 18:26:44 [IKEvl]: G oup = Defaul t RAG oup,
192.168.0.2, PHASE 2 COWPL ETED (nsgi d=0e1b84b0) Jan 02 18:26:44 [IKEv1l]: | KEQM Active() Add
L2TP classification rules: ip <192.1 68.0.2> mask <OxFFFFFFFF> port <1701> Pl X#debug crypto

ipsec 7

pi xfirewal | # | PSEC. Del eted i nbound decrypt rule, SPI 0x71933D09
Rul e 1 D: 0x028D78D8

| PSEC. Del eted i nbound permit rule, SPI 0x71933D09

I P



Rul e I D: 0x02831838

| PSEC. Del et ed i nbound tunne

flowrule, SPI 0x71933D09

Rul e I D: 0x029134D8

| PSEC. Del et ed i nbound VPN cont ext,
VPN handl e:
| PSEC. Del et ed out bound

SPI 0x71933D09

0x0048B284

encrypt rule, SPI OxAF4DA5FA

Rul e I D: 0x028DAC90

| PSEC. Del et ed out bound

permt rule, SPlI OxAF4ADA5SFA

Rul e I D: 0x02912AF8

| PSEC. Del et ed out bound
VPN handl e:

VPN context, SPI OxAF4DASFA

0x0048468C

| PSEC. New enbryoni c SA created @ 0x01BFCF80,
SCB: 0x01C262D0,

Di rection:

SPI

i nbound
0x45C3306F

Session | D: 0x0000000C

VPI F num
Tunnel
Pr ot oco

Lifetinme

t ype:

0x00000001
ra

esp

240 seconds

| PSEC. New enbryoni c SA created @ 0x0283A3A8,
SCB: 0x028D1B38,

Di rection:

SPI

out bound
0x370E8DD1

Session | D: 0x0000000C

VPI F num
Tunnel
Pr ot oco

Lifetinme

| PSEC. Conpl et ed host
| PSEC. Creating outbound VPN context,
0x00000205

Fl ags:

t ype:

0x00000001

ra

esp

240 seconds
OBSA updat e,

SPI 0x370E8DD1

SPI 0x370E8DD1

SA

SPI
MIU
VCI D :
Peer

0x0283A3A8
0x370E8DD1
1500 bytes
0x00000000
0x00000000
SCB : 0x028D1B38
Channel : 0x01693F08
| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e: 0x0048Cl164
| PSEC. New out bound encrypt

SPI 0x370E8DD1

rule, SPI 0x370E8DD1L

Src addr:
Src nask:
Dst addr:
Dst nask:

172.16.1.1
255. 255. 255. 255
192.168.0.2
255. 255. 255. 255

Src ports
Upper :
Lower :

1701
1701

(o))
Dst

(o))

equal

ports
Upper :
Lower :

1701
1701
equal

Pr ot ocol

Use protocol
0x00000000

fal se

| PSEC. Conpl et ed out bound encrypt

SPI :
Use SPI

17
true

rule, SPI 0x370E8DD1

Rul e I D: 0x02826540

| PSEC. New out bound permit

Src addr:
Src mask:
Dst addr:

rule, SPI 0x370E8DD1
172.16.1.1
255. 255. 255. 255

192.168.0.2



Dst mask: 255.255. 255. 255
Src ports
Upper :
Lower :

(04] i gnore
Dst ports
Upper :
Lower :

(04] i gnore
Protocol : 50
Use protocol: true
SPI : 0x370ESDD1
Use SPI: true
| PSEC. Conpl et ed out bound permit
Rul e I D: 0x028D78D8

0
0

0
0

rule, SPI 0x370E8DD1

| PSEC. Conpl et ed host

| PSEC. Creating inbound VPN context,

Fl ags:
SA
SPI
MU
VCID :
Peer
SCB

Channel :

0x00000206
0x01BFCF80
0x45C3306F
0 bytes

0x00000000
0x0048Cl164
0x01C262D0

| BSA update, SP

0x01693F08

| PSEC. Conpl et ed i nbound VPN cont ext,

VPN handl e:

0x0049107C

SPI

0x45C3306F
0x45C3306F

SPI 0x45C3306F

| PSEC. Updating out bound VPN context 0x0048Cl64, SP

Fl ags:
SA
SPI
MU
VCID :
Peer
SCB

Channel :

0x00000205
0x0283A3A8
0x370E8DD1
1500 bytes
0x00000000
0x0049107C
0x028D1B38

0x01693F08

| PSEC. Conpl et ed out bound VPN cont ext,

VPN handl e:

0x0048C164

| PSEC. Conpl et ed out bound inner rule,

SPI 0x370E8DD1

SPI 0x370E8DD1

Rul e I D: 0x02826540
| PSEC. Conpl et ed out bound outer SPD rul e,
Rul e I D: 0x028D78D8
| PSEC. New i nbound tunne
Src addr: 192.168.0.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255. 255. 255
Src ports
Upper :
Lower :
(04] equa
Dst ports
Upper :
Lower :
(04] equa
Protocol : 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl et ed i nbound tunne
Rul e I D: 0x02831838
| PSEC. New i nbound decrypt
Src addr: 192.168.0.2
Src mask: 255. 255. 255. 255

SPI 0x370E8

flowrule, SPI 0x45C3306F

1701
1701

1701
1701

flowrule, SPI 0x45C3

rule, SPI 0x45C3306F

0x370E8DD1

DD1

306F



Dst addr: 172.16.1.1
Dst mask: 255.255. 255. 255

Src ports
Upper: O
Lower: O
(04] . ignore

Dst ports
Upper: O
Lower: O
(04] . ignore

Protocol: 50
Use protocol: true
SPI: 0x45C3306F
Use SPI: true
| PSEC. Conpl et ed i nbound decrypt rule, SPI 0x45C3306F
Rul e 1 D: 0x028DAC90
| PSEC. New i nbound permit rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255. 255. 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Prot ocol : 50
Use protocol: true
SPI : 0x45C3306F
Use SPI: true
| PSEC. Conpl eted inbound permt rule, SPI 0x45C3306F
Rul e I D: 0x02912E50

ASDM £#RALERS TN a—F 124

ASDM 2L T, OF J2BAMICLTOJ ZRRTEET,
1. [Configuration] > [Properties] > [Logging] > [Logging Setup]® JE(Ci&##R L . [Enable
Logging]Zi#IRL, [Applylz2 Uy oL TcOF > J&2EBMICLET,

2. [Monitoring] > [Logging] > [Log Buffer] > [On Logging Level]® MR (Ci#R L . [Logging
Buffer] 2R L., [View]Zo vy oL TOJ%ZRRLET,

REE . A UM

FARNLEY>AY BLALATFIH

TARILBZRALTIORN 30D (F72IK) ICREETATVRIFE, ChiF 30 7EICHES
TRIRILZBBITDRZTAY I BA2IEBECRN I RILFEBEEND CEZERLET,
VPN I2ZAT>2 M. TARIL BALATIRDREICH D ST 30 5 RICEGHERE I,
PEER_DELETE-IKE_DELETE_UNSPECIFIED T3 — XY —JF&RRENET,

RORIWHAEETY TIRETEEENDCEDRVKSIZTSICIE, idle timeout & session
timeout & none ICEXEL £,

A—HORALTIRNBEZRETDICE. ROKSIE, V-7 RIU>—A2T74F1L—>



AV EFE—RAPIHE|IA74F1L—>32 T— KT vpn-idle-timeout AX> RZEADLET

o

host nane(confi g) #group-policy DfltGrpPolicy attributes
host nane(confi g- gr oup- pol i cy) #vpn-idle-timeout none

ROESIZ, FIN—=TFRIV—A0T74F1L—>a>y F—RpI—H¥EIAT714F¥21L—>
3> F— RT vpn-session-timeout 1Y RiC&k V), VPN ERICHTI2BARBEERELETT

o

host nane(confi g) #group-policy DfltGrpPolicy attributes
host nane(confi g- gr oup- pol i cy) #vpn-session-timeout none

Windows Vista D NS 7MWV 1—F142 5

ERI1—Y

Windows Vista ® L2TP/IPSec Tld., BHOI1—HFERICAY RI> R PIX/ASA [CEHETERX
VWESIETBEVNS, P—FFoF ¢ LOBEAMAShEL . COBHER. Windows 2K/XP
CHEUEEA. Ciscold. COBBLHTHEBEE—2Z 7.23) LUETHALTWET,

Vista PC T TE &L

Windows Vista Z# 8L 201 —28 L2TP Y —NICEHKETE A WS K. DefaultRAGroup
@D PPP 7 RUE1—NRNIZ mschap-v2 Z A REENTVWAD CEZBRL TS EEL,

BYE 15§

=BT L2l BERTEVE—DN FIOERAIPSecVPN D RS TN1—=F 14T FEILDOVT
. Cisco PIX500 =X X1 UF4 FTIAFRA

. Cisco ASA 5500 > ) —RXEBtE*1 )T 1 FPFSAF A

. Cisco PIX Firewall Software (cB3g 28 EYR— K

. CiscoSecure PIX 7Z7ZAFJ#—=)) AXRUT7ZPLA

- RADIUS ICB8E 2 HHR—K R—=D

-IPSec XA IT—a2V/IKEZOMINLCBETEZHR—K R—=T

- Requests for Comments (RFCs)

. Layer Two Tunnel Protocol (L2TP; L4 ¥ 2 b %)L O8O )

- TOZHhIL HR—BE RFI XD - Cisco Systems
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