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LTLEEL,
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CBEOXRYRND—VEFHLLEMEND XY ND—DJEOEDOIN—FT 12T ZERTDED
I, LI—R@EPIXDERTHERAENDILENf HS,
CIRTORARNDTF 7 AN F—RIVIT A, ABIL—F2ZRA 2 NTEIRENFHSB,
PIXZERAVRNTBDRABIL—RICFT7 I8N L—RNEEBNT S,
- WEB)L— A2 M Address Resolution Protocol (ARP; 7 RLAFRZ ORI ) F vy 1%
D732,
ASDM TTFNA AZRETEDLDICTDHZEICOVWTIEE, TASDM A®O HTTPS 77t ADEF
Aa ZZRLTLEEV,

FRTRIR—F> b

CORFIXVNOERE. ROVIRIVITEN—RIITON—2IVICEIKEDTT,

VITIRNDITFTN=>2327A0BEBIDPXEX2UT14 7754 F > A515E

. ASDM 5.1

. Cisco IOS(R) Y7 R TT UY—R 12.3(7)T A BET B AR — X
FCORFIXNOABR, PIXIASAYT7RDIT7 N—232 8x & CiscolOSY 7RI
T V)—A124 TBRIEENTVET,

CORFIXVNOEHRE. REDFRARELCHZTNARACETVWTERENEZEDTT,
DRFIXRNTHEAIZINTOTFNA AR, JUTR(T7#ILDN ) RETERZHRHKEL T
WET, XY RT—IFBEEBHIOFERE. OV RIREITEENSEELZ 9 ICEHRL THS
BEANBHVNET,

BOERm

COFERER., CiscoASAEF1UT A TTSATAN—232 7xURICEBERATEEXT,
Kok

REIXDNREOFHMEE., RO TIZHDINTAYTADORREES ZSRL T EZ L,
AXE

COETE, CORFIXYNTHATIHENREICLEZRFRERHELET,
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¥ 20tV IAVTHEATATVS N ROFMEFANSIZIE. Command Lookup Tool ( &
FI1—HYER ) ZFEALTSEEL,

CORETEALTWVWAIPTRLAAF—LRK, 1 2FZ—FXY NETERICIL—FT 1> T8
BEDTRRHYXREBA, ChESRBRTRRETEAESNIEZRFC1918 TOT RLATY,
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cDFIATE, PXBHTAURA—XY DN (TR, ABFRYRD—2) ICEFEENS 3D
OREBEZRY NT—72 (10.1.1.0/24, 10.2.1.0/24, B KT 10.3.1.0/24 ) FEAEET, RNIPX
YRD—DE, PIX®D Inside 1 VZ—T I RICEHRENET, 12—V NI, PIX®D
Outside 1 X —7 I/ AICEHEchEIL—2Z8BAHAL TEHEEIAET, PXDIPFTRLARE,
172.16.1.1/24 T9,

RFBRY RD—IDESAVEZ—FY M, BLRTFZOEFRNONT Y NOIL—TFT 14 0TI,
ARTAYV I )—KHFERAENET, AXT1Y Y )l—BKTR%E<., Routing Information
Protocol ( RIP ) X Open Shortest Path First (OSPF ) BEDA A FIv U IL—FT 425 7’08
O ZERTBREETEERT,

REBRANTIE, T4 FZIYINAT7—)L (IP PRL A 172.16.1.5 ~ 172.16.1.10 ) ZEAL
T. PXEORAEBRY RD—DZEMRTDCEICEK 2T, /13— YNEQODBENM TThNET
o P7RLAODT—IHAFEVREEIAEBEICE. PXERFRANE (IPFRLA
1721614 ZFEALT)R—KN PRLAZHE (PAT) §52&IC&K2T, 12—V MNIEE
TEALSICLET,

NAT/PAT OEf#AIE. TPIX/ASA7ZX B LT FWSM : NAT & PAT O ER #BLTLSEFE W

o

SE: ARF 4 v 4 NAT TZHRIC Outside IP (global IP) P RLAZERATBE, Chnic&V) TR
MIThONB ANl HYET, TOED, AZTAVIEBRTEIPTFRLATEELSF—D—
R interface ZEAL £,

XY ND—UR

CORFIAIXVRNTE, ROZXY ND—OBHEEZFERALTVET,

10110 XY NT—DV LOFRANDT T AN F—RIIAIFE RouterA Z R4 NLTWVWET,
RouterB (Clk. RouterA Z-RA > N T2 F7F)I N IIL—KRHPFEMEATVWET, IL—FAIZE,
PXODRBOA 2 RZ—TIARERAVNTDTTHFIN IIL—RMHFEEETATVET,

CHORFIXVNTRE, ROFREZFEALET,

JL—2 A DERGE

. )—2 B QORE

PXEFXIVTA FTTS5AT AT DEREASDM ZFEAL = PIX DERECLI ZFEAL £
PXt*¥1UT4 PTS5ATADERE

IL—2 A DRRE

Rout er A#show runni ng-confi g Building configuration...
Current configuration : 1151 bytes ! version 12.4
service config service tinmestanps debug uptine service
timestanps | og uptine no service password-encryption !
host nane RouterA ! interface Ethernet2/0 ip address
10.2.1.1 255.255.255.0 half-duplex ! interface

Et hernet2/1 ip address 10.1.1.2 255.255.255.0 half-
duplex ! ip classless ip route 0.0.0.0 0.0.0.0 10.1.1.1
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ip route 10.3.1.0 255.255.255.0 10.1.1.3 ! ! line con O
line aux O line vty 0 4 ! end RouterA#

IL—52 B ORE

Rout er B#show runni ng- confi g Buil ding configuration...
Current configuration : 1132 bytes ! version 12.4
service config service tinmestanps debug datetinme nsec
service tinmestanps | og datetime nsec no service
password-encryption ! hostnanme RouterB ! interface

Fast Ethernet0/0 ip address 10.1.1.3 255.255.255. 0 speed
auto ! interface Ethernetl/0 ip address 10.3.1.1
255.255.255.0 half-duplex ! ip classless ip route
0.0.0.0 0.0.0.0 10.1.1.2 ! control-plane ! ! line con O
line aux O line vty 0 4 ! end RouterB#

PXtFx1UTFa4 FTSATADEEICASDM ZFAL EZVWEESIC. FNAADT—RAK
SYTHFBATVEVEEZEICEFK. "OFIEXEETLET,

1L.PIXIZOYY—LERLEXT,
2. F7ANNEROREDN S, (V85971 7BTOYT MEHEMAL T, Workstation
10.1.1.5 75 ASDM TPIX ZEETEDLSICLET,

PXEF*21UT4 FT5A4TFR7.1 DRRE

Pre-configure Firewall now through interactive pronpts
[yes] ? yes
Firewal | Mode [Routed]:
Enabl e password [<use current password>]: cisco
Al'l ow password recovery [yes]?
Cl ock (UTQ
Year [2005]:
Month [ Mar]:
Day [15]:
Time [05:40:35]: 14:45:00
Inside I P address: 10.1.1.1
I nsi de network mask: 255.255.255.0
Host nane: OZ-PI X
Domai n nanme: cisco.com
| P address of host running Device Manager: 10.1.1.5

The followi ng configuration will be used
Enabl e password: cisco
Al |l ow password recovery: yes
Cock (UTQ): 14:45:00 Mar 15 2005
Firewal | Mdde: Routed
Inside I P address: 10.1.1.1
I nsi de network nask: 255.255.255.0
Host nanme: OZ-PlI X
Domai n name: cisco.com
| P address of host running Devi ce Manager:
10.1.1.5

Use this configuration and wite to flash? yes

INFO Security level for "inside" set to 100 by
defaul t.

Crypt ochecksum aObff9bb aa3d815f c9f d269a
3f67fefb

965 bytes copied in 0.880 secs
INFO converting 'fixup protocol dns naxi num
| ength 512' to MPF conmands
INFO converting 'fixup protocol ftp 21' to MPF




commands

1720' to MPF conmands
1719' to MPF conmands
138" to MPF conmands
MPF commands

MPF commands

MPF commands

to MPF conmands

MPF commands

to MPF conmands

111" to MPF conmands
MPF commands

to MPF conmands

MPF commands

Type help or '?' for a list of avail able comands.

I NFO. converting 'fixup protocol h323_h225

I NFO converting 'fixup protocol h323_ras 1718-
I NFO. converting 'fixup protocol netbios 137-
I NFO converting 'fixup protocol rsh 514' to
INFO converting 'fixup protocol rtsp 554' to
INFO converting 'fixup protocol sip 5060' to
I NFO converting 'fixup protocol skinny 2000
INFO. converting 'fixup protocol sntp 25 to
I NFO converting 'fixup protocol sglnet 1521
I NFO. converting 'fixup protocol sunrpc_udp
INFO. converting 'fixup protocol tftp 69" to
INFO. converting 'fixup protocol sip udp 5060

I NFO converting 'fixup protocol xdnmcp 177" to

Qz- Pl X>
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ASDM O GUI A S5BEZITSICE. XDOFIEZERTLET,

1. Workstation 10.1.1.5 T, ADSM 2R T2 1O Web 75O HZHREEXT ( ZOHITIE,
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HSHAUBREEhEEBYIC, 1 XZ—7I NARD—RTAOJAVLET,

.PC ET#% T ASDM 2 E{T93F4E k. Java App &L T ASDM Launcher & /=& ASDM
EERATRRSICERENET, COFITIE., ASDM Launcher A" EiREh, 1 AKM—I
EThET,

. [ASDM Home] 7 1 > RJIZBE L T, [Configuration]| 22 Y ILFXT,

. [Interface] >[Edit] Z3&IRL T, Outside 1 X —T7 I/ AEZHRELE T,

AVE—TIAAOFHHZEANL, ETLES[OKZIOUYILET,

. Security Level Change 4 70T RY VATOKZIUY O LET,

[Apply] 20V Y OLT, AVE—TIAADREZRRBLET, REABIE PIXIZETY
T1EnET,

10. [Features] X 7 @ [Security Policy] Z3&RL T, EAT2 X1 UFT1 KU — )L—I%&

BEBLET, cOfiTRR, F72ILM0 AFBIL—IIIFERENET,

1. 2OHITIEE. NAT 2L £, [Enable traffic through the firewall without address
translation]| FIT YU RY JRAZFT7IZL, [Add| 20y OLT, NAT)IL—)IZE&ELE
9,

12. Source Network ZERELET. DT, IP 7 RLAIZ 10.0.0.0 FEAETHh, YAV
(2 255.0.0.0 A EAENhTVWET, [Manage Pools] 27 1JY LT, NAT 7—JL 7 RL A
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ZEELXT,

13. outside 1 B2 —7 T4 A%ZERL, [Add] ZOVUYILET,
14. ZOHITIE, Range & PAT 7 RL A 7—I)LHE&E

NEHZHREL. [OK| 27Uy ILET,

TNTVERT,

NAT 7—IJL 7 RL A

15. AT Y 713 THEEL Iz outside 1 X —T7 T4 A%&BIRL., PATZRLAZRELET,

[OK| 20Uy OL&ET, OK| 27V YILTHITLET,

16. [Edit Address Translation Rule] 74 > RJT, Y—A XY ND—U THEHATS Pool ID %

BIRLET, OK|Z20UYIOLET,

17. [Applyl 20U Y O LT, RELENATIL=ILZPIXICTYZILZET,
18. COHITE. ARXTAY T )—MIERENTVET, [RoutinglZ2o )Y UL, [Static

Route] ZiBRL T, [Add] 2O UYL ET,

19. 772N TF—RNIJ T4 ZREL, [OK|ZTPUYILET,
20.[Add] 22U Y 2 LT, inside XY ND—2IC)—hEBMUET,

21, ELVIIL—RABEEATVR CEZHIBL T, [Applyl 29V Y ILET,

CLI ##HL & PIX DERE

ASDM GUI IZ&BEERR., ChTRTLERLI,

COREZ CLI ZEML THEETEERY,

PXtEX1UF14 FTS5A4F>ADCLI

pi xfirewal | (config)#wite term nal Pl X Version 7.0(0)102
nanes ! interface Ethernet0 nanmeif outside security-
level O ip address 172.16.1.1 255.255.255.0 ! interface
Et hernet1l nameif inside security-level 100 ip address
10.1.1.1 255.255.255.0 !'--- Assign nane and | P address
to the interfaces enabl e password 2KFQhbNI dI . 2KYQU
encrypted passwd 2KFhbNI dI . 2KYQU encrypted asdm i mage
flash:/asdnfile. 50073 no asdm history enable arp tineout
14400 nat-control !--- Enforce a strict NAT for all the
traffic through the Security appliance global (outside)
1 172.16.1.5-172.16.1.10 netmask 255.255.255.0 !---
Define a pool of global addresses 172.16.1.5 to
172.16.1.10 with !'--- NAT ID 1 to be used for NAT gl oba
(outside) 1 172.16.1.4 netmask 255.255.255.0 !--- Define
a single IP address 172.16.1.4 with NAT ID 1 to be used
for PAT nat (inside) 1 10.0.0.0 255.0.0.0 !--- Define
the inside networks with same NAT ID 1 used in the

gl obal conmand for NAT route inside 10.3.1.0
255.255.255.0 10.1.1.3 1 route inside 10.2.1.0
255.255.255.0 10.1.1.2 1 !--- Configure static routes
for routing the packets towards the internal network
route outside 0.0.0.0 0.0.0.0 172.16.1.2 1 !---
Configure static route for routing the packets towards
the Internet (or External network) timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00:02 sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00
mgcp 0: 05: 00 ngcp-pat 0: 05: 00 sip 0:30:00 sip_nedia

0: 02: 00 timeout uauth 0:05:00 absolute http server
enable !--- Enable the HITP server on PIX for ASDM
access http 10.1.1.5 255.255. 255. 255 inside !--- Enable
HTTP access from host 10.1.1.5 to configure Pl X using
ASDM (GUJI') ! !--- CQutput suppressed ! !

Crypt ochecksum aObf f 9bbaa3d815f c9f d269a3f 67fef 5 : end




[File] > [Show Running Configuration in New Windows] Zi#iRL T, ASDM @ CLI &E%&Z&XRL
9,

i 2

BRE, COREICERATED>EREFIEFHYEFHEA,
hSTAYI—F 42

RSTILS1—F42F0EHOIAIVK

Output Interpreter Tool (OIT ) (BEI—HYEHRH ) TR, BE®D show IX > RAFFR—K & h
TVWET, OIT Z2FEAL T, show AN REI DB ZRRTEET,

:debug ANV REFEATSHEIIC, Tdebug AN ROEERZERHR. 25RBL KTV,

. debugicmp trace : KAKRHN S D ICMP ERA PIX ICEETRHAESIHERLET, DT
NYTRRITTEDRSICTBICIE., BRI access-list IX > RZEML T, ICMP Z5F
ATRDEDICTRIHENHYET,

- logging buffer debugging : PIX Z BB T2 RANIHL THRIE W EEREERS NCER
ZRLUET, BRI PXOT NY T 7ICHREE N, showlog AN RTHIZRRTEE
ER

NSNS A—F 12T FIR

ASDM 2R L TAOF > JZAMICL,. OJZRRTEXRT,

1. [Configuration] > [Properties] > [Logging] > [Logging Setup] Z1#iR L . [Enable Logging] & 7
JICULET, LT, [Applyl 20UV OLET,

2. [Monitoring] > [Logging] > [Log Buffer] > [Logging Level] Zi#RL., ROYZ7HAT> DA K
A5 [Logging Buffer] ZZIRL ET, [View] ZTJUYILET,

3. Log Buffer D& RICTRLET,

RXSABZFEAL T Web BA NEF O EATERL

SFVFICE 2T, Web 75IHT (IPFRLALEHTS ) BaiaFEAL EHEIC, AFHX
YRND—=IOHF A RZ—ZFY RO Web A NCT OV EATEBRVWEENHYVET, COBER.
BEEDNS H—N\HAEZREhhTLVEVEE, $FIZ PIXIASAN DHCP H—/NTHBDEVSISRRT
K<KHELET, i, PIXIASAHFDNS H—NICFT Y2 1 TERVEE., £ DNS H—N
ICEETEBVESICERETDUEMEI BV ET,

BYE1E ¥R

. CiscoPIX500 ) —A 2F¥1 VT4 PTSAFURA

. Cisco ASA 5500 > ) —XiBiBtEF*1VT1 PTFFATF A
. CiscoSecurePIX 7Z7AF A=) AXVRU7PLA
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