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ASDM ZRRETDICIE, ROFIEZRTLET :

1.2 AT LARITAR—AZMRE TS IC . Cisco ASA T [System] €YU Y I LETY,
B% Cisco ASDM 6.3 for ASA - 10.78.177.39 | System
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Interface
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LLTRIC, SBRAIC Cisco ASA DEHD CLIREZ RLET :

Cisco ASA

ci scoasa# show run
Saved

ASA Version 8.2(1) <systenmpr

!

termnal width 511

host nane ci scoasa

enabl e password 2KFQnbNI dI . 2KYOU encr ypt ed
no nmac-address auto

!

interface Ethernet0/0

!

interface Ethernet0/1

!

interface Ethernet0/2

!
interface Ethernet0/3
shut down

!
i nterface Managenent 0/ 0

shut down
!




cl ass default
limt-resource Al 0
limt-resource ASDM 5
limt-resource SSH 5
limt-resource Telnet 5

ftp node passive

clock tinmezone GMI O

pager lines 10

no fail over

asdm i mage di skO:/asdm 635. bin
asdm hi story enabl e

arp timeout 14400

consol e tinmeout O

admi n-cont ext adm n

context admn
al l ocate-interface Ethernet0/0
al l ocate-interface Ethernet0/1
al l ocate-interface Ethernet0/2
al l ocate-interface Ethernet0/3
config-url diskO:/admn.cfg

context Testl
al l ocate-interface Ethernet0/1
al l ocate-interface Ethernet0/3
config-url diskO:/Testl.cfg

!-—— This command is used to set a key to !---
authenticate with an NTP server. ntp authentication-key
10 md5 *

!-—— This command is used to configure the !--- NTP
server IP address and the interface associated. ntp
server 192.168.100.10 source inside

usernane Test password | 2xAvC8b372aLG P encrypt ed

privilege 15

usernane Ci sco password dDFl eex1lzkFMaVXs encrypt ed
privilege 15

!--- Output suppressed. ! pronpt hostname context

Crypt ochecksum ae65elf 96123ea351cal086c22f 3ebc7 : end
ci scoasa#

NTP 9FAFRELTOXILNF AVTHFAD E— RO FWSM

Cisco Firewall Service Module (FWSM ) & NTP O 74 ¥ 1L —>a > Z@EEICHR—KNLE
HA, FWSMO2OY JFk, BBLAEEZIC Catalyst A/ Y FOIVOY L EHENICERLET
o Catalyst A4 Y FEMEAN NTP H—/NEFHTHHES. FWSMAEFOO0OY VZHALET,

j 2

CCTR, RENERICHELTLINESHERRELET,

TORTYINAVER=TVR Y= (BRI—YERH) (OIT) F, HED show I RZEYH

R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

. show ntp status - & NTP 7Y I—>3a>OREEZRRLET,

ci scoasa# show ntp status


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s4.html#wp1491733

Clock is synchronized, stratum 10, reference is 192.168.100.10

nom nal freq is 99.9984 Hz, actual freq is 99.9984 Hz, precision is 2**6
reference time is d3a93668. 7b6b6155 (11:41:28.482 GVI' Thu Jul 12 2012)
clock offset is -2.0439 nmsec, root delay is 1.48 nsec

root dispersion is 3894.03 nsec, peer dispersion is 3891.95 nsec

. show ntp associations - NTP 7Y I —2 3> I ICET2EHERRLET,

ci scoasa# show ntp associations

addr ess ref clock st when poll reach delay offset di sp
*~192.168.100.10 127.127.7.1 9 7 64 7 1.5 -2.04 3892.0
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

ci scoasa# show ntp associations detail

192.168.100.10 configured, our master, sane, valid, stratum 9

ref 1D 127.127.7.1, tine d3aab5d7a.d8cf2704 (08:40:26.846 GVI Fri Jul 13 2012)
our node client, peer node server, our poll intvl 1024, peer poll intvl 1024
root delay 0.00 nsec, root disp 0.03, reach 377, sync dist 16.602

delay 1.71 nsec, offset 1.3664 nsec, dispersion 15.72

precision 2**16, version 3

org time d3aa5d8a. 68391ch8 (08:40:42. 407 GMI Fri Jul 13 2012)

rcv tinme d3aa5d8a. 6817b624 (08:40:42.406 GMI Fri Jul 13 2012)

xm time d3aabd8a. 67a3f2da (08:40:42.404 GMI Fri Jul 13 2012)

filtdelay = 1.71 1.60 1.57 1.68 1.59 1.66 1.65 1.65
filtoffset = 1.37 1.41 1.50 1.52 1.63 1.61 1.56 1.53
filterror = 15.63 31.25 46.88 62.50 78.13 93.75 109.38 125.00

Nl | 12 Rl

ZT, REORS TN 1 —F 14 I I ERATEDBEHRERLET,

IZ—BEEEATVEVETH—N20Y D

Cisco ASA E NTP H—NERBL TWAWLEY, COIT— XY E—IHFRRENET

NTP: packet from 192.168.1.1 failed validity tests 20
Peer/ Server C ock unsynchroni zed

vViyai—<3>:
NTP OFN\NY T A Z—T7IICLT, COHDEFMCERL TS EEV

ci scoasa(config)# NIP: xmt packet to 192.168.1.1:
|l eap 3, node 3, version 3, stratum 0, ppoll 64

NTPH—NGEARTZRLOTHBRENTVEIRSTY, AMNTZALOERF. REC1305IZH#>T Tk
BEL ELTEETATVET,

CHOIT—2HRTIBDICE. 6 PSS 10DBEATNIPH—NODARNSEZLESZERLET,

BE : NTP H—/Nen o0y VBEBERA

CiscoASARENTP DIZA T RNELTREENTVRTY, BN ZTLEN 2 LLDRD
HANFRRENETT :
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ci scoasa# show ntp status

Clock is unsynchronized, stratum 16, no reference cl ock

nom nal freq is 99.9984 Hz, actual freq is 99.9984 Hz, precision is 2**6
reference time is d3a93395. 388e423c (11:29:25.220 GMI Thu Jul 12 2012)
clock offset is -4050.4142 nsec, root delay is 1.21 nsec

root dispersion is 19941.07 nsec, peer dispersion is 16000.00 nmsec

vyiy)i—>3ar:

COEBZBRTDICIE., XROBEEHZHERLTSEESV
- NTP H—/\H" Cisco ASA D SEETRETH DN ESH EHERLET, ping TANEITV,
N—TFT 1T %ZHRELET,

. CiscoASARRELZZERTIC. NTPH—/NNONTA—RE—HITBZE2HAELET,
CESICARNDLEHIENTPFNY T AX 2 REZFWELET,

NSTIN21—F420DEHOIAIVR

TORTYINAVER=TVR Y= (BRI—YEAH) (OIT) F, HED show I RZEYH
R—bhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

X :debug ON REFEATSHIIC, Fdebug IV ROEEXER. 23RBL TV,

- debug ntp packet - NTP /N7 Y NICBET A XY E—DZRRLET,
. debug ntp event - NTP A/ R NZBETAX Y E—J#RRLET,

BYE 15 $§

. Cisco ASA 5500 2 ) —XiEtEX1 )T 1 PTXSA T ABBOYR—b
- High Availability Catalyst 6000 24 ¥ F D &% ® NTP 52EHl

. NTPv3 RFC 1305

- TOZAHI YR—=BE RF 21 X b - Cisco Systems
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