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NAT ZfEH L & inside 7RA R A' S outside XY RD—IADT I ADEFTA
PAT Z{ M L /= inside RA KA S outside XY RT—IADT It ADFA
inside IRA R A*'S outside TY RT—TANDT It ADFIRE
BULEXI1UTA LRILDAVE—TILAABTORS T 1Y I DFFH
EETEBVHRAM SERETEDIXRY N — T LORARMNDT IO ADFA
BEDODRARNBLVRY RDO—UTO NAT OEXIL

static 2FERALER—N VXA L O3> (72D —FT14>29)

static ZFA L = TCP/UDP v < 3> QO #lR

BREX—ADTItEA VAL
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cORFIXNTIE, ASDM ZfEMA L 1= Cisco Adaptive Security Appliance ( ASA ) TDR—
NURALOS A OHE&AZEFHBLET, ASATORNS74v 007 0A D NO-)LE
RZAL—232 L—IOSHEKEHBLET,
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BEf

ROERICETDHBAN BB ENHRENETT,
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CORFIXVNOERE. ROVITKRIITEN—RIITON—II3IVICEITIKEDNTT,

. Cisco 5500 <1V —X ASA/N\—> 3> 8.2

. Cisco ASDM /N\—> 32 6.3
E: COERIE CiscoASAYT7RNIDIF N—23280 ~82 TCOKMBEYIICHEELET, chiF
. NAT BEEDQ RIBBZEENfIThhTVEWESHTT,

CORFIXNOBERHRIF. BREOSARRILHZTNAARALCETVWTERENEZEDTT, <
DRFIXKNTEATEIIXNTOTNARAR, JUTB(FT7FILDN ) RETERZRBL T
WET, XRYRNIT—IFBBFOFEEE. ANV RIRETEBENECREZ T ICERL THL
BEFHYNET,

RECE

RFIXDRREOFHME, RO TIZANTAYTAOREE 2ZRLTEEL,

ZYBRI—OK

Application

Smrﬁr‘g

Intemal Cisge ASHE Outside
M etow ok 0 atwr ork
ﬁ Intermee
172.16.110/2¢ e £ S
172.16.10.024 | R 209,165 200 0 ..

Cratside Usear

172.18.10.0/24

CORETHEALTVD IPPRLA ZAF—LR, 1 VE—%Y NETERICL—FT 1 U THE
BEOTEBYELA. ChSBFRRETEAE N RFC 1918 TOT RLATT,

FORNNOY R TFOEADEFA

TONNDRTOEAR, £F21)T7414 LRILOEVWA I EZ—TIA( AN SEF21UFT1 L
RILDEBEVWA D BZ—T I/ ANDEHZZKLET, ZhiZlE. inside A5 outside N\ D Ef.
inside A" S IERZEMT (DMZ ) NDIELE, B KRV DMZ H' S outside \DEFEHEHNEENET, X
BRAVE—TIAAOEFI VT4 LRINFBEIIEVEVSEZHETTE, $5 DMZHS
B DMZADEHECNICEENDUEEN BV ET,

RSAL—232 L=INFBRESNTVEVEE, BN EF21 VT4 775347 A%ZEIB
TREERFTEREREA., COHEBE nat-control EFFIENE T, UTICTRIRIC, 7 RLAZH:
EIODTICELGN ASA ZRBHATEDELSIZTDEHIC ASDM TCOMEEEZEMICT D HEZE TR
LET, EEULRNSZVAL—=232 L—IABREESNTVEEES., COMEZEMICTEDHER
IRTORZ 74V TR/ LTEMTREWVESD, XY RNT—02T RLAZBRHRA SBHRH
CBRATDHENHYET,
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Configuration > Firewall = NAT Rules

o Add - @ Ede W Dol + & g;.EI;-.ﬂE- QFndEmag;am;L-..
e L R P i .._mmm{ Tran
# Type
SourcE Deskination Sarvice Inket
I
!
1
!
!
[

[-El Enable traffic throwgh the Firewall wakthout address translation ‘J

|] ﬂapq:-l'.l] ][ Reset ]

NAT ##RL & inside KA MDA S outside XY RD—IADF IV ADETA

inside RARN/ZY RD—00TI)—7IZxL T outside XY RD—IAOT O EAZHFATSIC
. FA4AFZVYIONATIL—ILERELET., COLEDICEK, FTORAZHFATEHHRANZY N
DT—ONETRLAZBIRL, BEMRIPTRLAODT=IICIY TITRIHRENFHYET,

NAT ZEA L T inside RA RN S outside Y NT—IOANDT OV AZHFATAICE. XOFIE
BEITLET,

1. [Configuration] > [Firewall] > [NAT Rules] ICEE L T[Add]| 2O VY OLET., RICEAF
~/ ’JNAT)L )L’E EET B I U)Add Dynamic NAT Rule] 77’33 £ @RLUE T,

.Fi|EE iews Tools ‘Wizards ‘Window  Help

tﬁl Home 9?% Corflguration D l'-"lnntnrlng| @Sme @- Rafr&sh a Back \__J

Device List. 8%

& add ] Delete & Connect ”'*Mdvm- E‘i 4 4, ; g
Furewall LI e Add Satic NAT Rule...

B4 Add MAT Exempt Rule..,
g% Reemmake docess VRN

| 42} steto-see e |

I
ﬂ) Device Management

Add Static Policy NAT Rule. .

| N | KT
% 7 | ([{5_add Dynamic NaT Rule...
|
| |7l
I
| |4 add Dynamic Policy NAT Rule. ..
1
s

yidress




2. RRANDEREA > Z—TIAADZBZERLET, [Source] 7 1 —J)L R® [Details]
REVEFERLUTRANFKY RND—UDOERIPTRLAZERLET,

8% Add Dynamic MAT Rule

Ej“g_rlal =t L et awarat et el e M TR T
[nterface: | - |
Source: | |3|
Translaked
Select a global pool For dymamic transtation,
Pool ID Inkerface Addresses Pood
) {ioutbound) Same as original address (identity)
-0 {irdbound) Samme as original address (identiky)

Connection Settings

3. COHITIF inside-network A BIRENTWVWET, [OK|ZV U Y IV LTERETTLE
¥,



% Browse Source

& add [ £dt [f Delete  CL Where Used

Fkets| |Fiktex
Mame w L Teaddress Metmask Dezcriptice Ohrject NAT add
- IPwet Mabweork Objects

L g any 0.0,00 0.0.0.0

-l manage. .. 10,77.241.64 255, 255,255, 192

- il outside-.., 209.165.200.0 255, 255,255,224

™ 20.1.1.10 20.1.1.10 265,755,255.255

ﬂ. L7216, 172.16.01.1 255,255.255.255

L. B 172,16..,, 172.16.11.10 255, 255,255,255

- 172,16, 172.16.12.2 255, 255,255,255

M 209.16.,, 209,165.200.10 255, 255,255.255

[ SOUCE -3 ]Erﬂlde-retl.-'.lnrkaﬂ

4. BRRYRD—0VBIVTIBIPTRLAT—I)I%2&RITBD%, [Manage]l 2O UY UL FE
E



@& Add Dynamic HAT Rule

Criginal
tnterface: T
! <
Soiroe! |In5|n:]E-netl.~.b:tic;.|'24 [3
Transiabed
Select a gobal pool For dvnamic branslation.,
| Pocl ID Interface Addresses Poal
o0 {outbound) Same &5 origing address (dentity)
L0 (inbound} Zame as origingl address (dentin) ® =
Manage, ..
i
Connection Settings L3
[ ok ][ coce ][ nHeo |

5.[Add] 22" v 7 L T [Add Global Address Pooll 71 > RO ZHREE T,
@& Manage Global Pool '

PocdID  Interface Addresses Fol
| e, S '] [ Cancel ] [ Help ]

6. [Range] #7233 > %8I L, [Starting IP Address] & [Ending IP Address], # & T egress
AVB—TIAARZEELET, T, PRLATZT=INICZhSOFT RLAZEMTS -
HIZ, BEO7—)LIDZEELT[AA] Z2JY I LET, [OK]Z2JY UL T [Manage
Global Pool]l 714 > RJIZEWE Y,



& Add Global Address Pool

Irkesface: | outside w |
PoclID: |10 |
IF &ddresses bo &dd Addresses Pool
(%) Range £ 209,165, 200,20 - 209.165.200,40

Starting IP Address: 20916520020 |
Ending IP Address: (202,165.20040 |
Netmask {optional): 5255;.255.'255.'192 |

{ ) Port Address Translation (PAT)

[P &ddrees |
L = -1 " nr T = | .
[Haimass daptianeai! | |

'® Port Address Transiation {(PAT) using IP
Address of the interface

&% Manage Global Pool X
& add @ =t @ oelete
Pocl ID Inkerface Addrasses Pool

cutside

A - 209165, 200,40

8.[OK| 2V Y U LTHAFIVINATIL—ILOBEERTLET,



&% Add Dynamic MAT Rule

Crignal —
[mEerface: |insi|:|e W
SOLrce: !mmg—nﬂmrm‘zq E]
Translakbed

Select a global pood far dynamic translation,

Pool ID Interface fddresses Fool

~+( {outbound) Same as original address (idantity)
{irbound} Same as arignal address (idenkitv)

1

Connection Settings

o
N

E s Tl so oo

9.[Applyl 20V Y O LTEEZBMICLET, &E: [Enable traffic through the firewall without
address translation] #7232 OF I Y UX— TG ALE T,

Configuration » Firewall > SAT Rules = |
odd- F e [Jocete 4+ & % O3B - Q Frd B3 osgram 7 Packet Trace
Crriginal Translabed
L Tvpe
Source Draskinakion Service Inberface Acdress Service

= insde

£ b ]
[] Erushde traffic thraisgh the Frawal vithout address translation

(T ) (o]

M ASDM EREICHIE TS CLIH D ZUTICRLET,

nat-control global (outside) 10 209. 165.200. 20- 209. 165. 200. 40 net mask 255. 255. 255. 192 nat
(inside) 10 172.16.11.0 255. 255. 255.0

COERETIE 17216110 FY NIT—IDRARNENAT 7—=ILDO IP 7RL A (209.165.200.20
~ 209.165.200.40 ) DVFhALERMENET, CCTENAT7—L DA FEIEETT,
BLU NAT 7—JLZBI® Internal/DMZ XY RO —DICEIV HTHEENTEEXRT, YvEVTE
NET—=INICHBDT RLANFRBOTIL—TRK)DBEVEE, FRULEICNZ 71y IFZVE
 PRLANTEITDAEMNI BN ET, TORR, PATZRETINELREBEENOT RLA
T ZmEL THRT D EICBEYET,

EBEORNSVAL—2320 - 2ZEITHHEICE. TEEEEFWMICT S -8IC clear xlate
AR REFERAIDIVEN HBDRICEFELTLKESTVY, COONREFERALEVE, ZALT
TNCBEZDETUTOBREOEGENERET—7IILICEY £, clearxlate IV > RIFEEFEDER
ZABFICKRT IS, COON REFERATZIHBAICEIELTSEETL,

PAT £/ L /& inside RABMAD S outside Y RD—I9ADTFT IV EADEA
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ZTAIZ inside RARNT 1 D2ONT VYO FRLAZHETSZHBEE PAT Z2FRALE T,
global A7—R XU NZ1DOF7 RLANEBEENTVEHEE, TOT7 RLARKKR—RIE#fEHh
£F. ASATRAVE—TIAAZEIC 1 DOR—NEBAARETHY) ., COLHBRTIF, B—
DIO—NIL T RLAANDTIOT 17 xlate 77 T U NFHEAT 65,535 A R—RhEhEd

o

PAT Z{EH L Tinside lRA KA S outside XY RD—IOADT I EAZEFATSICE. XOFE
®ETLET,

1. [Configuration] > [Firewall] > [NAT Rules] ICBE L T[Add]| 20DV Y O LET, RICXAF
ZY YU NATIL—I)L%#ERET S /=% [Add Dynamic NAT Rule] #7°> 3> #ZBIRL £ 7,

Configuration = Firewall = NAT Rules

% add (@ cdr @ oset= |+ 3 BB

i1 Add Static NAT Rule. ..

add Dynamic MAT Rule. ..
add MAT Exempt Rule. ..

m

Add Static Policy MAT Rule. ..

ol i

add Crynamic Policy NAT Rule.,..

*

o

ddress

2. RRANDEREA D Z—TIA ADZFZIRIRLET, [Source] 7 1 —J)L R®D [Details]
REDEFEALUTEHRANZY NDO—ODXIP 7 RLA%ZIEIRL . [inside-network] Zi#R L
£9, [Manage] 20 Y O LTEBRT RLABHREEEZLET,

8% Add Dynamic NAT Rule

Orignal
Interfare: | T |
Source! |h5ida-netwcwkj‘2¢ {Z]|
Translabed
Select & global pool For dynamic branslstion,
Pool ID Interface Addreszes Pool
| {outhaund) Same a5 original sddress (dentity)
-0 {inbound) Same as original address (dentity)
Mansge. ..
Connection Settings ¥

3.[Add] O U YO LET,



&% Manage Global Pool

| Pocl ID Interface fiddresses Pool

m[ Cancel ][ Help J

4. [Port Address Translation (PAT) using IP address of the interface] 77> 3 > #3&IR L |
[Add] 22U Y OULTT7RLAZ7—=ILIZEMLET. cONATZ7RLA7=IICEE®
ID ZAFEHTTEEL,

B Add Global Address Pool |

Inferface; outside »

PoolID: |20 |

{7 Range [ |iil ;H“i!i Ii;|i iii i

rarking IF Address: | |
Enyding 1p addressy | |
) Port Address Translation (PAT) - Tinlaibe
b | |
Matmask (eptional; | il

® Port Address Transiation (PAT) usng [P
Address of the interface

o (o ) [ ree

5.EENLETRLAT—ILEUTICRLET, cOF RLA 7—IL T outside 1 > X —
TIAANME—DOFERATEELRT RLATY, [OK] &)Y YL T[Add Dynamic NAT Rule]



B% Manage Global Pool

o Add [ C ﬁ Dielete

Pool IT Interface addresses Pool

“ oukside == | gutside

Ik Cancel | | Help

A4 RIVICERVET, S

6.[OK]Z0V)YILET,
& Add Dynamic NAT Rule

Ciriginal -
Inkerfare; | nside v|
Source!  |inside-networkf24 E]‘
Translabed
Select a global pool For dymamic bransiation,
| Pool I Interface Addresses Pool
| =0 {ioutbond}) Same as orlginal address (identity)
{ w0 {irbound) Same as original address (identity)

&

Conmection Settings

ok [J[ concel |[ teb |

7. REES XA FZ Y U NAT JL—IL A [Configuration] > [Firewall] > [NAT Rules] R4 >/ -
RRENET,



L ation = Firesal ules

[ e @k 4 6 % %@ | Qe Edougen &
Oraginal Translated
F Type
SOLRce Deskinakion Service Inkerface Address
= incide
1 -EEE Cry reamic iy irside-network/24 outside B2 outside

£
[[] Enable traffic throwgh the firewall without address translation

I

COPAT BREICHIET S CLIHADZUTICRLET,

gl obal (outside) 20 interface nat (inside) 20 172.16.11.0 255.255.255.0

inside "ANA S outside FY RT—I9ADTF IV EAQHIR

TOEANL=—IAEREATLWEWES, £EF1UT 1 LRILAFEVAE—TIA(AQI—Y
BEFIVT A LRIFBEVAZEZ—TILADINTOIY AT IVEATERT, BED
A—FICHULTRHED VY —ANDT IV EAZFRIZICE, ASDMTT7 VAR - ZERL
Y, cOPITE, BED 1 I—HFICHLTAEDY—A (FTP, SMTP, POP3, HTTPS,
WWW ) ADT7 I EAZFFAL, TOMHOINTOI—HFICHLTZIASOAREIY—AANDT
VEAZFIRIZDHEZHALET,

EIXTOTIOEAVARNDERDYICE TBEES, L-ILHFHYET,
RDOFIEZRITLET,

1. [Configuration] > [Firewall] > [Access Rules] ICBE L T[Add]| 2V Y I LET, ILLWT
DA VAN TIVRN)ZERT S [Add Access Rule] #7723 #&BIRLE T,

Configuration = Firewall = Access Rules
% add -\ o I + 4 | &
g Add Access Rule, ..

g Add IPvE Access Rule.., -

ain

4;’5'

=—E]

L]

@ any

[
—

2 T o REHTETBRET IP 7 KL A% [Source] 7 1 —JL KA SBRUET,
[Destination] T [any] ZiZR L ., [Interface] T [inside] Zi#IR L . [Action] T [Permit] Zi&R
LET., &EIC [Service] 71 —JL R®D [Details] RE>&2 VY IL, BERZEKR—KND TCP



B—ERXITN—TZERLET,

§% Add Access Rule

inside W

Interface:

Action: (=) Permit () Deny

Source: 172.16,10.100

Destination | any

Serdce: ip
Description:

[v] Enable Logaing
i v|

More Options

]
Ll
=)

T

][ Caniel ][:

3. ‘Add! Z#O)YOL, ‘TCP Service Groui)] A7 aEBRLET,

* Add s ﬁ = | ﬁ Erelahe=

Q

el al=T - H

_r,.i Service Group...

1[& TCP Service Group...

wr | UDP Service Group...
g;,i TCP-LIDP Sarvite Groug. ..
g ICMP Group. .

_r% Protocol Group. ..

FcE Fo

b eigrp elgrp

4. ZOIN—T 0B ZADLET, HERER—NE1D2FDBIRLULT[AAA| ZV Y IL
. 25 MR— K% [Members in Group] 7 1 — )L RICEBEILE T,



& Add TCP Service Group

(ar o Ma

 [Peemit-172.16.10.000 |
Dresoription: . .

(%) Existing Service/Service Grou;

Mame
| E1-TCP Service Groups

| =i-Predefined

Tk aal
Tor- bgp
-1 chargen
- cifs

- fék- cikrix-ica
1t chighe
L O
-meke discard

- Mgk domain
fie echa
e exec
ek Finger
ik Ftp-data
"Xk gopher

e T

[ Create new member:

FortRange: '

I Add >> L
T ———

Eamoye

| €

Members in Group:

Mame

Lok

| [ _camcet ]|

Hep |

5 BRUER—RFIXNTHEAOT7 1 —I)LRIERRENTVD L Z2HBELET, [OK =27

DY OILTH—ERAR-—NEREEZZTTLET,



@& Add TCP Service Group

Group Mame: Permit-172, 16,10, 100

Description:
Members in Group;
o,
i (BT
r | (- 10k ﬁ;lil
B - Nt frp-data
- ik ninkp |
i
- W pranywhere-data ool
18 https
- i pi-Aubo-rp :
|| - # pop3

i pop2 :
g rsh :

2

o sip
i
EE suUnifpc
- k- bacacs
o I talk
1k belnet

s uucp
wer whois )

{) Create new member:
Port/Range: I

.

RELETCP H—ER JIL—THFROLSICRTRENET, [OK|ZIUYILET,



§% Browse Service

|  #add - G Edi [ Delete @ Whers Used
Fl:sr:l |
Name Protocol | SowrcePorts  Destination Ports | ICMP Type | Description
' i kep default {1-65535) 21
e Frp-data bep default (1-65535) 20
gt hitp bep default {1-65535) 80
g hitps  kep default {1-65535) 443
mopopE  hep default (1-65535) 110
Cwpsmep kep default (1-65535) 25
- -EE R kep
(= Predefined
o acl tep default {1-55535) 5100
-2 bgp kcp default {1-65535) 179
1 chargen  RCp default (1-63535) 19
- B cifs kep default {1-65535) 3020
—H citrix-ca  bep default {1-65535) 1494
1 ctighe kcp default {1-65535) 2748
i@ daytime  kep default {1-65535) 13
g discard  kep default (1-65535) 2
- 1B domain kcp default (1-65535) 53
1@ echo kep default (1-65535) 7
LR BB Ecp default (1-65535) 512
Seleched Service
e
[Locc JN.
7. 0Kl 20Uy O LTHREZRTLET,



& Add Access Rule

'"_"l..-
Action: (%) Permt () Deny

Inkerface:

Source:  |172.16.10.100
Deshnation  any
Service:  |Permit-172.16.10.100

B
&

} Descrigtion:

Ereable Logaing

Logging Level: Default |

E More Options

Canicel

==,

e |

8. FREL 127 V1A JL—ILIF [Configuration] > [Firewall] > [Access Rules] R4 > @ [inside] A

R— 7I4Z®TL§méhi?o

-@‘Eﬂ*ﬁﬁwe + 4+ ¥ B3 M- G Find B Olagram [y Export + @ Clear Hits 5] Show Log &7 Pan

9. ?5&1’!50) LXIEnRD

# Enabled Source Drestination
= M inside (2 m:nmmg rulss}
ﬂ any & any
= _.F inside 1P (2 imphok incoring rules)
E 1 @@ any @@ Ay less secure ne.,.
P2 @@ any @ ary
'i ,F' ranage (2 imphat incoming rules)
il @@ any @ Arey less secure ne...

Service Atkion Hits Loaging Ti

I Parmit=-172:1..,

* Parmit

— = GI’DUDTF'EM‘It-I?E.lE-]U- Lag
TCP: fip (21)
ol | TPt ftp-data (20)
TCP: http (50}
o0 TOP: htbps (443)
TCP: pop3 (1100
s TCP: smtp I.'E%‘l

. BRIORA 2 D [Service] 7 T TCP Y —E RV I —T %2 EEiR

%?b;t%réim b‘ ERATIN—T % EERETDICEF [Edit] 2V Y ILET,

LiEicmall 2 Ascees Bules S, Ay Servees | Tie Ronges
Pea [ caete | + & | % G B - 0 Fnd B Ougran [lEsport - @ Cear Hes (3 Show Log &) Pkt Trace Servicas -
whied | Soorce Destnstion Sarvine Artin HES logang  Tme  Desopnon raa 'u o T
{2 imcawarig rubes] Fikei:
T Y . -
o ey o any o G Dy Irnplick rule | 5 TCP Sarvice Grouze |
WP {2 erglic st mcoming rules)
& & Ayl more L. D W Parri Innplicic ru: iPar -
& any & any N 0 Deny Lriplickt rods e Fpedats
1 (2 impllcit incoming robes) i hitn
0@ ary i Arrpless seeure ne_.. a8 ip o Perrci Emnplaci: ruls; Per e hitrs
& oy & oy . Q) Oory Irvglick: ruie - popd
1 1P (2 impllot incoming nules) B A [
o any A Areyless sscurE e, w B W Pari Il rube: Fer o TR BDP |
@ ey & ey e D Dery vl rie | = Predefined
52 reoing ruled) v ad
= B 20.0.1.10 8 209.185.500.10 e d o Parrit o 1 b
o ey o ey 1= i [= X Irnglict rule B2 chaigen

10. [Edit TCP Service Group] 71 > RN BUORRENET, BEHICETVTEEEZTV,
OK|ZO0UYOULTEEZRIFLET,



@& Edit TCP Service Group

iGroup Mame: Permit-172.16. 10,100

Description:

(=) Existing ServicefSetvice Group:

Hama
=-TCP Service Ghoups
. m EEERDP
=i Predefined
- 1k a0l
& bap
B4 chargen
mek- citroe-ica
e i Etﬂ;ﬁﬁ
- §i%- daytime
exe discard
- B domain
me echao
IEs aXaC
- mi#e finger
- 1 gopher
- N h323

N PRy e

() Create new member:

[

|

Members in Graup:

| - fep

| - mee fep-data
| & K- htp

| ¥ hitps

BeF smip

Add == | |

|.I|hl|l|

i e cisco
O | e e | Teetaees |
# s [ omorn g commact k- e o + & 48 red S cape et ¢ e Cear e (0] S Lag 47 ekl T DR e LB
faomall - T [T R —" Teatracan Sarvirn T Y P Y s——— A - e ol € i e
mm || |5 S irsade (7 wcareng rulee) W i ol Bl
pmwen Aot Wh | E: o oy rp i Dy ol r o B Sareew Graapa -
a0 U S S o s pm T — gy
ﬂ...i o iissiiond J e & brgie smapnre . moip w Pt Dwoket rubm:F o —wre
(s [ e i 2 . s
3 £ e
Lt s Bl o T B and P D POl (D1 P Ol =
muuu&-uﬂ.mwmml = .';
= [ tee [ heem | [ bvemd. | el
= o i b
regt " e (B vy o e
=n - =
x93 CLIREZUTICRLUET,

obj ect-group service Permt-172.16.10.100 TCP port-
obj ect eq ww port-object eq https port-object eq pop3 port-object eq sntp !

object eq ftp port-object eq ftp-data port-
access-|ist

i nsi de_access_in extended pernmt TCP host 172.16.10.100 any object-group Permt-172.16.10.100 !

access-group inside_access_in in interface inside !
TOEA AV NO-ILOEREOFRIZOVTIE,
MELZEE, 2ZRLTLEEL,

TASDM GUI Z#AL LTI RA VAN DIE
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EUEFIVUTA LRIDAVEZ—TIAAMTORS 71V
7 OFFA

COETER., BLEFIVTA LRILDAZVE—TIAABTORNZ 74V 0 ZBMICTEHE
ZHALET,

A= IAANBEZENCIZFIRZATTHALET,

chlE, BB2AVE—TILALAY, TORALUAVER—TIL AL SIN—TFT127EnB
VPN RS 74V ODBEICRIEET., CDFE. VPN RS 7 1Y JRESL@ERE ),
Bl VPN 50 -HICBERS{tENLY TBHEEN HY ETF, [Configuration] > [Device
Setup] > [Interfaces] [C# & L. [Enable traffic between two or more hosts connected to the same
interface option] 7> 3> ZEIRL £ 7,

Confi fi Deviceset Interf
Intetface Mame Enabled EEL:W;!W IP Address PS:";?; tﬁ;ﬁ Fiedunc
EthernetD.Fl msn:la 100 1??. ‘:E~ 11. ll:l' 255,285,255.0 ta
Ethernetyfz manage ‘fes a0 10.77.241,115 255,255.255.192 Mo
Ethernst0)s ] §la]
¢

[ ] Enable traffic babween bwo or more interfaces which are configured with same security levels

[ [¥] Enable Fraffic betwesn b of mare Nosts conpecked o the same rter ace j

| Apply ” Reset j

A28—T7 1A ABBEZEVNCIZFIRZUATTHALET,

BENEF1VT 1 LRINFBEENTVWEA U EX—T I/ ABOBEZHFAITIHEEICKRISE
£, [Configuration] > [Device Setup] > [Interfaces] IC#E L . [Enable traffic between two or
more interfaces which are configured with same security levels] 77> 3> &3&IRL £ 9,

Eunf'j'g_ uration > Device Sefup > Inl:erfﬂces_

Subret Mask,

Security

Interf ace Mame Enabled e TP address Pral Lemjh Redun
EI:hEFthtEIfl U'lsldEl fo0 172.16.11.10 255.255.255.0 Mo
El'hernet[lrz manage "r'es o0 10.77.241.115 £55.255.255.192 Mo
Ethernet0)3 ) Mo
<

[J v| Enable traffic between twa or mare mterf aces which are confiqured vath same security [evels )




LTICCOMADHREICXHTS CLI ZRLET,

sanme-security-traffic permt intra-interface
sanme-security-traffic permt inter-interface

EETERVARN SEETESZY NIV LOKRRAD
7O AOR

AZTAYVIONATEBRET VLA IIN—INZHERAL T, RANCHLTIVEAZHFTLET, 4
LI —HHFHERZY ND—TLOEEOH—NICT I EATEDELSICTBICE. COELDICE
ETHDIHENHYNET, RBRYKNDI—TOH—NILETZAR=NIPT7RLANEREEILE
FTo CcDTTZAR—RNIPZRLAGF, AVF—ZFXYNETIL—TFTA2IFRAETT, DD
AETAYIONAT L= ZFERALTTTZAR=KNIPF7RLAZNT VYO IP T RLAICEH
FTRIBENFHYVET, 1 DORZFY—/\ (17216115 ) FHDELET, CDLSICTIER
BHATBICEF, COTTAR—KNY=NIPENTVYIIPICERTEIHXENHYYET, <D
BTk, 172.16.11.5 & 209.165.200.5 ICERT D EHICNAEARXT A Y9 NAT 2RETZH
EERBBALET,

TOEANLN—INZRELTABI—HIERLTIO Web F—NNXNOT IV ERAZHFATEI LIS
IVIEOVWTRHBALELEA, DHAUPTIL< TR, BEZCLI AIRY NELTICRLET

o

access-list 101 permt TCP any host 209.165.200.5

FMICOVWTEE, TASDMGUI Z2FALET VLA VANDEMEEEEE, 22BL TEE
o

A F—T—R Tany, ZEETSE, INTOABI—HIEHLTZOH—NNOT I AN
AENET, o Y—EAR-PIRLTZOF—T—RIFEEENTVWEVEETE, BV
TWBH—ERAR—RZENLTH—NITIEATEET, COLOEROBRICETDITEEL
TLEEV, POEAOHAZEZOABILI—FEG—NOBEZR—NIHRIDEZHERE
LEY,

ABTAYINATOZAT R ERETDICK, ROFIEZRITLET,

1. [Configuration] > [Firewall] > [NAT Rules] IZ#& L. [Add] Z%2 )Y 7 L T [Add Static NAT
Configuration = Firewall = NAT Rules

o add | [ 7 + 4 SRR
i Add Static MAT Rule,

Wi Add Dynamic MAT Rule. .. De
B Add AT Exempt Rule.., o
dud  Add Static Policy NAT Rule. ., priiz4

.5'5__:5 fdd Dynamic Policy NAT Rule, ..

Rule] ZZRL £,
2.EBEDIP T RLAEEREDIP T RLA, BFLFTNTIOEESN > Z—T I (A%
EL, [OK|Z2T7UYILERY,


/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/112925-acl-asdm-00.html

&% Add Static NAT Rule

Inkerface: inside b
Source! 172.16.11.5 B
Tr‘arﬁlﬂtﬁd ........ —
Inkerface: outside b |
(@) Lse IP Address: |209.165.200.5 B|

{:} Use Interface IP Address

Port address Transhation (PAT)
[ Enable Port Address Translation (PAT)

Connection Settings e

e Tt

I | T |

L

3LBELERRTAYINAT IV RURADES ICRRENET, [Apply] £V Y HLTT
nE ASA CREELET,

Confiquration > Firewall > NAT Rules
gzu [l oolete + & X B3 @ Q, Find 5 Diagram 73 Packet Trace
* Type
Source [eestination Sarvice Intarface Address

= inside {1 Stakic nulas, 1 Dynamic rules)

2 41 Dyniamic il inside-networkf24 oukgde B outside

LLL]

<
|| Enable traffic through the firewall without address transiation

|[ Apply ﬂ[ Reset

O ASDM BBRENFEHEL CLI OB ZELUTICRLET,

! static (inside,outside) 209.165.200.5 172.16.11.5 netmask 255. 255. 255. 255 !

BEDKARNBRTRY NT—ITH NAT OERL

BEDKRANELERY ND—2% NAT A SBRAT B, NAT B —LEBMLTT KL
ATBEBMICUET, ChiCkY), TRAANE UE— K FANOBAF BREBBTEET




o

RDFIEZRTLET,

1. [Configuration] > [Firewall] > [NAT Rules] IZ#EL . [Add] Z2'J¥Y U L T [Add NAT
Configuration > Firewall = NAT Rules

% ndd «|[F Edt [ Delete + & %

i1 Add Static MAT Rule, .

Aadd Dynamic MAT Rule, ..
Add NAT Exempt Rule. ..

Add Stakic Policy MAT Rule. .. H
bl

FE

#dd Dynarnic Policy MAT Rule...

e

In=ert,.,

Insert After...

b ia

Exempt Rule] Zi#IRL £,
2. ZOBFITIE, inside XY RD—% 172.18.10.0 "7 RL AEBIRA SHBENE T,
[Exempt] A7’ a U FBIRENATVD & 2R LET, [NAT Exempt Direction] (Z l& 2
DOAT2AUNBYET, EFIVT A4 LRINBVA DV EZ—T IS ANORENT T
AV EF1)TA LRIDFBVWAE—T I ANODEBEERNS 71V IFT7HILN AT
JAVERENT T4V IOTY, [OK|ZVVYOLTZOBREEETLET,

B Add NAT Exempt Rule

Ackion: ¢ Do nok exempt

Original
Inkerface: El154l2|13 5 |
[
: | b, T,
Source II?E 15, 10.0] Gl
| |
Destiration: ifam" B
MAT Exempt Direckion

(%3 NAT Exempt authound Eraffic Fram interface inside’ to lower security

{3 NAT Exempt inbound traffic from interface 'inside’ to higher sscurity

Descripkion

| ok |]| concd || Heb

3: [Do not exempt] #7°< =
VEBRTDE, BEDKRAR NAT AS5BAEnT. Tdenys F—D—RICK>THE%



DT IR IL—INEBIMENET, Chik,. BEODRARNEZRS YT XY h&4&HN NAT &
BEREBD D, BENDKRARNE NAT ZBRERICLBEVESICTEZIHERICRIEET,
3. REHFED NAT ZRERIL—ILZLTICRLUET, [Apply]l 20 Y UL T ASA IZRREZRIEE

LET,
_l_:m@rqtinn > Firewall = MAT Rules

g add -\ Edi [ oelete 4+ & % Bz @1 - Q Find B Disgram &7 Packst Trace

Original Translated

2 Type
SO e Destination SErice Interface

= inside (1 Exempt rules, 1 Static rules, 1 Dvnamic rules)

' D ieisioo [eay | lowond
= 172.16.11.5 oukside
3 131 Dynamic aflh inside-networkj24 outside

[ ] Enable traffic through the Firewall without address translation

[| Apply j][ Reset | s

FTIC, MHTDCLI HBDZLTICRUE T, access-1ist inside nat0_outbound extended

permt ip host 172.18.10.0 any
!

nat (inside) O access-list inside_natO_outbound
4. ZOAEO NAT BERIL—ILOREFEEATICRLET, [OK|ZOUYILTATI I
ZEMCLET,

E5 Edit NAT Exempt Rule

Ackion: {33 Exempt ¢ Do not exempt
Orignal
Irkerface; inside
Source:  |172,18.10.0 B
Destination! |any E]
MAT Exemnpt Direction

{3 NAT Exempt autbaund traffic From interFace inside’ ko lower security interfaces (default)

5. @A inbound ICEBEE NIz ENDAVYET,



Configuration > Firewall = NAT Rules

g Add » G Edt [ Delete 4+ & X B3 @ 0, Find E5 Diagram o7 Packet Trace
Sorce Ceskination Service Intarface

[= inside {1 Exempt rules, 1 Static rules, 1 Dynamic nules)

# Twpe

P '|i| Skatic = 172.16.11.5 autside
"3 o Dynamic wffh inside-network)24 autside
| '
[] Enable traffic through the firewall without address translation

Apply |[ Reset J

[Apply] 22 1) Y O LTR® CLI 1% ASA ICIEfELUE T, access-list
i nsi de_nat 0_out bound extended permit ip host 172.18.10.0 any
|

nat (inside) O access-list inside nat0O outbound outside 3¥: cDHAA S, FILLF—TD—
K (outside ) 7 nat0 XY ROEDH Y ICEMENTVAZENFDAYET, = OHEE
Outside NAT E HIEhFE T,

NAT ZEMICTBDES 1 D2OBFEELT, FTATTATANAT Z2RETHFEN BV E
T FATTA4T14NATRFARARNZRU IP7RLACEBRLET, BENBARTA
VY FAFEUF AT 4 NAT OBIERTIERLET. COBITRARAN (172.16.11.20 ) &
ABHLSTIOEAETNDEZIZLRAUIP 7 RLAICEBRENET,

§& Add Static MAT Rule

Criginal
Interface: | inside b
Source: it?2.15.11.2n

Tramslzted
Intmrface: outside b

() Lise T Addresst |172.16.11.20

(" Use Interface IP Address

Port &ddress Translation {PAT)
[ ] Enable Port Address Transkakion (PAT)

1R

Connection Settings

o

QK | l Cancel ] I Help ]
— X593 CLI B AOZUT




ICRLET,

I static (inside,outside) 172.16.11.20 172.16.11. 20 netmask 255. 255. 255. 255 !

static EFEALER—N VAAL D232 (7FD—F12T)

R—KNT7FD—=F142T (R=—NVEAL I3 )&, ABI-—PHIFEER—KNHSHEIBY—
NCTOEATREESICERNEBETT, cOEHIZE. RBPH—NICEEEAhTVWRTSAAK
—KNIP7RLRARENTIUY O IPT7RLACEBRL, BEODR—RNTOT IV EAZHFALET,

UTOFTE., HEBL1—HH SMTP H—/\ 209.165.200.15 [CR— K 25 TF O EARATH %R
HBTVET, COLEDIZEID2 DOFIEEETLET,

1. HEBX—)L H—/\ 172.16.11.15, R— K 25 %#/N7 U v U IP 7 RL A 209.165.200.15, 7~
—N2B5ICEBLET,
2.7y X—)L H—/\ 209.165.200.15 NDR—K 25 TOT VA EHFALET,

ABI—HAZ DY —/\209.165.200.15 [CR— K 25 TT O EARATRE, CORNTT1Y IR
A=) —/N172.16.11 15, R—K 25 ICUR AL I REhh&ET,

1. [Configuration] > [Firewall] > [NAT Rules] IZ# B L. [Add] Z9') ¥ U L T [Add Static NAT

Configuration = Firewall = NAT Rules

o add -|[F Edic [ Delete 4+ 4 %
i1 Add Static MAT Rule. ..

#dd Drynarnic MAT Rule, .

=¥ Add MAT Exempt Rule... i
. ;ddStEtlchhW = NMR ,_, |E .I ...........................

:'_gtl Add Dvnamic Policy NAT Rule. .. HI
P I-|:|sert. i | )
¥ Insert after. .. I

Rule] Z:#IRL £ 7,

2. MBIV —RAIPFTRLAEZEBEDIPTRLA, BRFChsn7 RLAICEERITS
NTVWBAR—T I A AZIBELET, [Enable Port Address Translation (PAT)] %Zi#iR
L. UXAML I KRNTBR—PNZEELTOK|ZOUYOLET,



% Add Static MAT Rule

Criginal
Irterface: |r|5~rde= e
Sourre: 172.16.11.15 E]

Translztad
Inteiface: |uut5i:|e=

(%) Use IP Address: |209,165.200.15

)

(3 Use Interface IP Address
Park Address Translation (PAT)

[+] Enable Port Address Translation (PAT)
Protocol; B TCP () UDP
Original Port: |25 |
Trarslated Port: |25

0

Connection Settings

[] ok []| cancel || e |

Mg
RREENLEAZTAY I PATI)IL—ILZUTICRLULET,
Configue ption > Firewall > MAT Rules m|
[ acd-]afeon osee +# & % B2 @ - | Q Fnd B3 Disgram 7 Packet Trace
Cnginal Translated
# Type
SEnFCE [Crestination S i Iribaif ace Addrass Servi
1 =3 Exenpt - 172.18.10.0 & any {outhound) ”
Z  [ENoExewpt B 172.20.10.10 &P aw {outhound)
3 o
4 i+ Static B 172.16.11.5 cutside B 205.165.200.5 -
£ ¥

[ Emaltle braific through the firewall withoue address transdabion

Liwet 1) [ Reset |

g dCLIHAIZAUATICRLET,
I static (inside,outside) TCP 209.165.200.15 sntp 172.16.11. 15 sntp netnmask 255.255. 255. 255
|

: .2_11(31\ AT I —HITH L T 209.165.200.15 D/NT U Y U SMTP H—NADOT7 VA%
EI?‘%>7'7‘|27\ L=ITT,

3 i@ any P any less secUre ne,,,  IF- 1D W Hermit
2 &P any &P any IF-ip € Deny

B _ﬁ' outside (3 incoming rules)

1 = 20.1.1.10 = 209,165,200.10 ek ROP o Permit

£ 209,165,200.15 e e

3 = = 1 | ﬂ |71 =101
@ any @ any eea TCP Group: smbp-access

TCP: smkp (25)




ETIEAL—ILOY—ATany F—T— KOKDYCBEORANEFRAL T EE L

o

static ZHA L = TCP/UDP v < 3> Q4B

AB2T 4V )—I)IZEAL T TCP/UDP EEDHZRAMEZEETERT, i, YIHEEORK
BEEETEET, PERER. \—T7HF—T2VREBOELETT., KEWMEZEBETS L.
ASADINT #—XVAICEEBLET, ChoDEKEZFRISZET, DoS X SYN DL D4
ENREBZHDBREMSENTERT, REZR2ICEMNIBZICEMPF 7L—ALD—J TR
) —ZERIDVLENHYEIN, CORFIXVINTRIALOVTEHHALTEEA. 20O
REY ZICETRM<SBERICOVTR, TRYRNID—IJKREBOENEK., 2ZRLTSEZL,

RDFIEZRITLET,

1. [Connection Settings] 2720 Y UL, COARRTAY VEBROBRAELERZEELET
B Edit Static NAT Rule X

Lriginal
Interface: Inesiche
RuCS 172,16.11.15 |
e B_I
Tramsiated
Iriterface: l.:|u|3i:i;: "'-"-!
() Use TP Address: | 209.165.200.15 E|:
() Use Interface IP Address

Port &ddress Translation (FAT)
Enable Port Addeess Translation (PAT)

Protocol; @I Ouoe
Criginal Port:  smkp |
Tramslated Port: | ambp |

e

Connection Settings

[ Translate the DNS replies that match the translation ule

[w] Randomize sequence number
Maximum TCP Connections: 100 |
Maimium LIDP Connections: |I:I |

Maximum Embryonic Connections: !ﬁl:l |

T
N | I | T

2H/HEDAZT A Y VEBROBEGEFIREZUATICRLEXT,



/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/100830-asa-pix-netattacks.html

dk add - [F Edit ﬂ Delete | 4+ % 5 &2 B 0, Fird [29 Diagram --fj: Packet Trace

Criginial Trarslated
Solrce Destination Seryice Inkerface Address Service
Skabic rules, 1 Dynamic rules)
Bl 172.18.10.0 @ any {outhound)
B 172.20,10,10 &P any {outbourd)
NEE R T G 209.165.200.15 @ s
Opkions
DMS Rewrite Max TCR Conneckions Embryonic Limnit Max UDP Connections Fandomize Sequer

R R T Ulimied] B

XNI5dB CLIHAZUTICRLUET,

static (inside,outside) TCP 209.165. 200. 15 sntp 172.16.11. 15 sntp net mask 255. 255. 255. 255
TCP 100 50 !

BEX—ADODTFTIEA VA

CHETIE, ASDM 2L THREXR—ADT VLA VAN ERETDIHEEHALEXT, 7
DEA NIV ZREAXR—ATHEATEXRT, CcOKLSICEARATSICE, AMB/AIFTRAIVT
ZEEITIREEHZERIILENBWERT, RICCOKFEBZLEZT I A IIL—ILIEN
1V RIBDVBENBYNET, KEABHEIFIAD 2 ESVDHFETERTERT,

1. 4%t (absolute ) : BFRHBRIRNER TR ZEEL CRBSEEZERLET,
2. EHAMY ( periodic) : BVIBRLEEFEFNE T, EELLERTREITIREHEEZERL
E S
E:COMBERFREROLOICZATA VOV IREZERATS o, FEHEEEZRETDA0IC
ASATELVHRAREETNTVWA L ZBERELTLKEEVL, ASAZNTP H—/NEEHEES
LT, BFEHEREBDENTEET,

ASDM T DHEERRETDICIE. XOFIEZETLET,

1. 79AN—ILEEHETBDEEIZ, [TimeRange] 7 1 —J)L R®D [Details] REZ>Z# D)9



% Add Access Rule

Action: () Permit (%) Deny

Source:  |172.16.10.50

Destination | any

G G)E)D

Serice: lip

Description:

Enable Logging

Loggng Level: |Default v

More (ptions
[+] Enable Rule
Traffic Direction: ¢ In (&) Out
el ([ acpart
Logaing Tnterval: [0 T
Time Range: —@
PR T [ Cancel ] I Help J

LEY,

2.[Add] ZV D)y O LTHLVWEEEBRZERLET,

8% Browse Time Range

| % Add % W ol

| Mame  StartTime | EndTme  Recurri

3.EEHEENANZEERL. RERLERTHZZEELET, OK|Z2T7UYILET,



#% Add Time Range

Tine Ramge Manme: |F!a-str1|:tl.lsage . = |
Stark Tima End Time
) Start mow () Mewer end
{%) Starkt ak () End at {inclusive)
T [ | F . ]
Moth: |February | Day: (05 % Yesr: 2011 ¥ Morkh; |Februsry % Dayi (06 | Year: |2011
How: |14 v| mnue: 00 Haur: 16 ¥ Mnute: (30 ¥
Recurring Time B anges
You can Further constrain the active time of this range by specifying recurring ranges, The recurring time ranges wil be active within the
start and shop bime specfied.
e,
Lok [J[ Concel |[ beb |

4. BRESGENXADEISICRTRENET, [OK]Z2 )Y 2L T [Add Access Rule] 7 1 > R™J

@® Browse Time Range

* Add H Ect ﬂ figlete

Mame Skart Time Erd Time Reecurnng Enkries -

. |14:00 05 Fe... {16:30 06 F. .,

| T
5. KB #E Restrict-Usage X C DT 7 A L—ILIZNA 2 RENATVDRZEANDAYNET,




§% Add Access Rule

Interface: |~ |

Action: () Permit (%) Deny

Logging Lewel: iﬂdault w

More Dptions

Enable Rule

Traffic Direction: ¢ JIn (&) Quk

Source Service:

Time Range: Festrict-Lsage _ E]

LT

Source:  |172.16.10.50 B
Deskination | anm E]-
Servce: ip G'
Descrigtion:

Enable Logaing

-] (r€e or LoP ser

i e

| [_cocel ] |

Help |

COTFTI7EAIN—

ILRETE, 20MF2 A5 BFR2ENS20MF2 A6 BFER 430 5K T,

172.16.10.50 DA—HIZRL TINTOV Y —ADERANFIRENE T,

HEUTIERLET,

XI59 % CLI i

time-range Restrict-Usage absolute start 14:00 05 February 2011 end 16: 30 06 February 2011
I access-list inside_access_out extended deny ip host 172.16.10.50 any tine-range Restrict-
Usage ! access-group inside_access_out in interface inside

6. EHINEREEHDEEREZOFZUATICRLET, [Add 20U Y T L TRVYIRL BEE

HEeERELET,



% Edil Time Range

Tinnez Pange Name: Pestrict-Lsage

Start Time End Tima
() Start now {7 Mever and
(%) Skt &t {#) End &t (inchusive)
iMonth: Fc_bmdr_v ¥ Day: [0S v | Year: 2011 ¥ Marith: 'lMurl:h ¥ Day: 08 ™| Year: 2011 v
Hour: 00 v Minuke: 00 | Hour: |00 ¥ | Mrute: 30 v

Reouring Time Rangss

Yo can further constrain the active e of this range by specifying recuming ranges, The recurring Bme ranges will be active within the
start and stop time specified.

7. ZEHOBEHICEDVTIREZEEL., OKZVUYILTHREZTETLET,

@ Add Recurring Time Range

(%) Specify davs of the week and times on which this recurring rangs will be active

For example, use this aption when wou wank the Bme range to be active every
Monday Hrrough Thursday, From 2:00 through 16:59, onke.

Drays of Ehe Week,
() Every day
() Weekdays
) Weekends
{#1 On these days of the week:

[«ItMon [w]Tue [«]wed [w]The [w]Fri []Sat [ ]5un

Daily Start Time Dally End Time {Inchushe)
Hour [15 | Minute |00 | Hour (B v Miute [00 |

{_) Spedfy a weeky interval when this recurring rangs will be active

For example, use this option when wou wank the bime range to be active
cortinuousty from Monday: ab 00 through Friday &t 16:53,

=

4R H

(o 1) (o J [

8.[OK]Z2 vy oL T [TimeRange]l V1> RIIZEVET,



#& Edit Time Range

Time Range Mame: Restrict-Usage

Stark: Time End Time
{7 Stark mow i Mever end
%) Stark & (%1 End ak {inclusive)
voreh: [rebraary ] Dyt [15 9] vear: [2011 orthe [mereh ] eys (05 9] vear [201
How: (00 w| mMnue: 00 v Hour: |00 v | miute: (30 v

Recurring Time Ranges

Yious can Further constrain the active time af this range by specifying recurring ranges. The recurring time ranges will be adtive within th
start and stop time spechied.

wisskaays 15:00 through 20:00

2
]

1
=3

ey
Lok JJ| concel [ web ]

COFRETK, TAZBRKIXNTOFADOFHRIBFLASFHSKET, 172.16.10.50 O 1
—HFIEHLTIXRTOUY—RACHTRDT I AN ERTENET,

! time-range Restrict-Usage absolute start 00:00 05 February 2011 end 00: 30 06 March 2011
peri odi c weekdays 15:00 to 20:00 ! access-list inside_access_out extended deny ip host
172.16. 10.50 any tinme-range Restrict-Usage ! access-group inside_access_out in interface

i nsi de 3¥: time-range 1< > R absolute fE & periodic fEDHAANEBEE N T VB HBE,
periodic 1Y > R absolute start BFZI Z#FiB L 12 & (C O AFHEOFRICA V) . absolute end
RZZ&EB L R2FFTMEORRICE R EE A,

BEE 15§

Gl
AT

. Cisco ASA DY AT R=
- TO_AINYR—BNE RF I XD - Cisco Systems
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