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Selecl e mderace farthis VPN connechon: FasiEmamsal | Delzils.. |

Prs [rdel ity

Sajact the type of peen sl used for thiz YPN e = X .
canneckion! (Frer with shwdc F aodress W

Erder T P ackinea s of fres sl peer Hra1es 2 2

A bsprication
AulFenbicabicen armures that asch and of the YPN conredian uies tha gama secral
key.
™ Eye-shor e Ky 1™ Coggal Corlibeal s

I:l'ﬁ'ﬂ':ﬁ'ﬁd .ﬁ!.- LLLETLIL]

Rl Hiy llull".l

« Btk | He:i=-| ' | cancel | Help |

E Proposals
IKE proposals spetify e encrphon algorihm, authsntication algoeinm and B2y exchange
pielhced et 9 wzed by #is router when negolialing a VPH conneslion wilh [he remobe

cleeipe. For e VPM connection 10 be eslabiished with he emola device, $a samiole
device should be configured wilh alk=asiong el the polices [sked belos.

Cilick the Ad, . burson o &dd more policsss and the Edil . buthon o adit an exisling policy

| Frioitd Enceyption | Mash C-H ol | Authesication. Tips
20ES SHA 1 group PRE EHARE Cisco CF Dolad

PRE_ErlARE U3

« Btk | ﬂe:i=-| ' | cancel | Help |

5. hZ

>

A7#—L Y NOFFHZEREL, [Next] 20U Y ILET,



Site-1o-%ite VPN Wizard

Transfurm St
Atransform s&f speciies the ancopdon and authendcalion algerthms sed 1o protecl e

dala i thee VPR tunnel. S lhe o devices must uss e same algoilhms 1o
commnicsis, the remode device must ba configuned with #1a same fransiem sol a6 e
one selecled below

Clck thee Add,,. barfon to 2dd & naw ransform 56t and e St bufion o edf the speoifiad
transiarm 2k

Sglect Transfom el
|ivrEzel
[Catails of the specifed fansdoom ool

ESF Encrpton | ESF Intedgrity
E5P &8 E5F. MbDS HRAC

Harne A ety

TYSES

Exil.

« Btk | ﬂe:i=-| ' | cancel | Help |

Tealfic bp protect
IPERC rules defing the rafic, such &5 dle ienslers (FTF) and @-mall (EMTP} that will he

pralectad by this WPH cannection. Olher data Fae will Be sent unproleciad 1o S8 emaole
deice Viou) can pealact 1 iramic bedwean & paricudse gource @nd desination suanet, or
spechy an IPEec rule thial delines the Iaffic bpes b b proteclied.

= [Protec] all lrafic Detaees the fdowing Subngts|

Lacal Mebeaark Romiole Mobwark

Enter the [P Address arel Subnel s or

Enker T2 P acdres= and sibael massoal
the desinaicn Mak=cek

the: netsork wihere IPEac rafic anginates

IF Aduress: § IF Adckmss:
193 168.2000 1931659000
Subrad Mask: Eubinet Kazk
[285 258 244 0 [ orze ﬁ 208355 3551 ar| 24 E
I CrealerSeled an access-lis! for P Sec ralfic
1
“ Btk | Hestr | ' | cancel | Help |

=n

7. crypto IPsec &%

==

&£

DY —%HEL, [Finish 82Uy I L%ET,



$ite-1o-Site VPN Wizard %]

Suimmnary of Bhe: Conlguration

Click Finlzh 1o daliar the connguraton 5 e mouber

Hash 0 Group Aulherticalion  Encrplcn

MOS  group? PRE_EHARE DES
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peermi all ip fraffe Fom 1921 622000 0.0.0.265 o 1921601 00000

e
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Deliver] 22 1) Y LT, 8&E%Z VPN IIL—RIZEEFELET,

Deliver Configuration to Router

Deliver defta commands to the router's running canfig.

Previewy commands that will be delivered to the router's running configuration.

ctypto ipsec transform-zet myset esp-mda-hmac esp-des
made tunnel

exit

ctypto map SDM_CMAP_1 1 ipsec-isakmp =
description Tunnel to209 165,201 .2
zet transform-zet myset

=gt peer 209465201 2

match address 101

exit

interface FastEthernetl

o eeoede e

%

The differences between the running configuration and the startup configuration

are lost whenever
the router is turned off,

<Iv iSave running config. to router's startup confio !

Thiz operation can take several minuies.

@ Cancel Save to file Help ]
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. Ciscoasa
. VPN JIL—%&

Ciscoasa

ciscoasa(config) #show run
Saved

ASA Version 8.0(3)

!
hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 209.165.201.2 255.255.255.224
!

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.100.1 255.255.255.0
!

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

!-—-- Output suppressed access-list nonat extended permit




ip 192.168.100.0 255.255.255.0 192.168.200.0
255.255.255.0

no pager
mtu outside 1500
mtu inside 1500
icmp unreachable rate-limit 1 burst-size 1
asdm image diskO:/asdm-613.bin
no asdm history enable
arp timeout 14400
!'l--- Define the nat-translation for Internet users
global (outside) 1 interface
nat (inside) 1 192.168.100.0 255.255.255.0
!
!'l--- Define the nat-exemption policy for VPN traffic
nat (inside) 0 access-list nonat
!
route outside 0.0.0.0 0.0.0.0 209.165.201.1 1
!
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup
linkdown coldstart
! I-—- Configure the IPsec transform-set crypto ipsec
transform-set myset esp-des esp-md5-hmac
!
!l --- Configure the dynamic crypto map crypto dynamic-
map mymap 1 set transform-set myset
crypto dynamic-map mymap 1 set reverse-route
crypto map dyn-map 10 IPSec-isakmp dynamic mymap
crypto map dyn-map interface outside
! l-—- Configure the phase I ISAKMP policy crypto isakmp
policy 10
authentication pre-share
encryption des
hash md5
group 2
lifetime 86400
!
!'l-—— Configure the default L2L tunnel group parameters
tunnel-group DefaultL2LGroup IPSec-attributes
pre-shared-key *
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225




inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
service-policy global_policy global
prompt hostname context
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
: end
ciscoasa(config)#

CCPICKY, VPN IL—BRIZCOHNBHIBREENET,

VPN JL—%&

VPN-Router#show run

Building configuration...

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

1

hostname VPN-Router

1

!

username cisco privilege 15 secret 5
$1SUQxXMSWvwDZbfDhK3wS26Co9xYns/

username testl2 privilege 15 secret 5
$1SLCOUSex3tpdhM8CYD.HIJSRDEQO1

!

! I -—- Output suppressed no aaa new-model ip subnet-zero
! ip cef ! crypto isakmp enable outside
!

crypto isakmp policy 1

encrypt 3des

authentication pre-share

group 2

!

crypto isakmp policy 2

hash md5

authentication pre-share

group 2

!

!

crypto isakmp key ciscol23 address 209.165.201.2
1

1
crypto ipsec transform-set myset esp-des esp-md5-hmac
1

1
crypto map SDM_CMAP_1 1 IPSec-isakmp
description Tunnel to0209.165.201.2

set peer 209.165.201.2

set transform-set myset




match address 101

!

1

!

interface BRIO

no ip address

shutdown

!

interface DotllRadioO
no ip address

shutdown

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0
12.0 18.0 24.0 36.0 48.0 54.0
station-role root

!

interface DotllRadiol
no ip address

shutdown

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0
48.0 54.0

station-role root

!

interface FastEthernet0
ip address 192.168.200.1 255.255.255.0
duplex auto

speed auto

!

interface FastEthernetl
ip address dhcp
duplex auto

speed auto

crypto map SDM _CMAP_1
1

interface FastEthernet?2
no ip address

shutdown

!

interface FastEthernet3
no ip address

shutdown

!

interface FastEthernet4
no ip address

shutdown

!

interface FastEthernetb
no ip address

shutdown

!

interface FastEthernet6
no ip address

shutdown

!

interface FastEthernet?7
no ip address

shutdown

!

interface FastEthernet8
no ip address

shutdown

!

interface FastEthernet9
no ip address

shutdown




1

interface Vlanl

no ip address

!

ip classless

ip route 0.0.0.0 0.0.0.0 209.165.200.1

!

' I—-—— OQutput suppressed ! ip http server ip http
authentication local ip http secure-server ! access-list
100 permit ip 0.0.0.0 255.255.255.0 0.0.0.0
255.255.255.0

access-list 101 remark CCP_ACL Category=4
access-list 101 remark IPSEC Rule

access-list 101 permit ip 192.168.200.0 0.0.0.255
192.168.100.0 0.0.0.255

1
1
1
!
control-plane
!
!
line con 0
line aux 0
line vty 0 4

privilege level 15

login local

transport input telnet ssh
line vty 5 15

privilege level 15

login local

transport input telnet ssh
1

no scheduler allocate

end

i

ST, RENERICHELTVINESHERELET,

TORTYINAVER=TVR Y= (BRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

.CCPZFERALAEMNRIL NFX—ZDHER
-ASACLIZFEHALERN R AT—FADHER
—Z2OCLI ZFERALERNRILINTX—ZOHER

CCP Z##ERLEBMFIL NFX—ZDHER

- RZT74V N IPSec N RN ZBBITDCZERLET,
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ASACLI ZFRALEBR ORI AT—2ADTER

. 7I—X1ISAKMP SA DAT—R AZERELFT,

ciscoasaf#fshow crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 209.165.200.12

Type : L2L Role : responder
Rekey : no State : MM ACTIVE
ciscoasa#

X BEAORBERIELET,. CORIEEFE, CORMFILOREANES—FDiF
(VPNIL—ZBE ) CHBDEERLET,
. 7I—X2IPSECSADNTX—L%MEELET,

ciscoasatf#fshow crypto ipsec sa
interface: outside
Crypto map tag: mymap, seq num: 1, local addr: 209.165.201.2

local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
current_peer: 209.165.200.12

#ipkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29

#ipkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 29, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 209.165.201.2, remote crypto endpt.: 209.165.200.12

path mtu 1500, IPSec overhead 58, media mtu 1500
current outbound spi: E7B37960

inbound esp sas:
spi: 0xABB49C64 (2880740452)
transform: esp-des esp-md5-hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: mymap
sa timing: remaining key lifetime (kB/sec): (4274997/3498)
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: O0xE7B37960 (3887298912)
transform: esp-des esp-md5-hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: mymap
sa timing: remaining key lifetime (kB/sec): (4274997/3498)
IV size: 8 bytes
replay detection support: Y

L—20CLI ZFERALERRINTA—ROTRE

. 7I—X1ISAKMP SA DAT—ZRA=ZMRALET,
VPN-Router#show crypto isakmp sa
dst src state conn-id slot status
209.165.201.2 209.165.200.12 QM_IDLE 1 0 ACTIVE



. 7JI—X2IPSECSADNTA—X&EIELEXT,

VPN-Router#show crypto ipsec sa

FastEthernetl
SDM_CMAP_1,

interface:
Crypto map tag:
protected vrf: (none)
ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current_peer 209.165.201.2 port 500
PERMIT,
#pkts encaps: 39,
#pkts decaps: 39,
#pkts compressed: 0,

local

flags={origin_is_acl,}
#ipkts encrypt: 39,
#pkts decrypt: 39,
#pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed:
#pkts not decompressed: O,
#send errors 6, #recv errors 0

local crypto endpt.: 209.165.200.12,
path mtu 1500, ip mtu 1500

current outbound spi: 0xABB49C64(2880740452)

inbound esp sas:
spi: 0xE7B37960(3887298912)
transform: esp-des esp-md5-hmac ,

in use settings ={Tunnel, }

remote crypto endpt.:

local addr 209.165.200.12

(192.168.200.0/255.255.255.0/0/0)
(192.168.100.0/255.255.255.0/0/0)

#pkts digest: 39
#pkts verify: 39

#pkts decompress failed: 0

209.165.201.2

conn id: 2001, flow_id: C18XX MBRD:1, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4481818/3375)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0xABB49C64(2880740452)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 2002, flow_id: C18XX MBRD:2, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4481818/3371)
IV size: 8 bytes

replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

Nl | 12 Rl

C T,

-BRFEO VT NEREMLERT,

ciscoasaffclear crypto ipsec sa
ciscoasaffclear crypto isakmp sa

VPN-Router#clear crypto isakmp

BREORNZ TN 1—F 4V J I ERATERERERLET,



VPN FZRIIICBEITIBEERNS IV 1 —FT 4200 93IC1E, debug IX > REFEAL F
T X:TFNYITEBMCTRE, 12—V NIV TEERRENFRELLEEZICIL
—XOEMEN U ITEIEEMEN BV ET, debug AN REFERAZEEL TS EETV, —RIC
s CcNSOOXVRE, BEOEEENS 7N 1—FT1 20032 ICRY, 2FI)I—2
OEMYR— N EHEOERICH > THEATICLZEEBOHLET,

ciscoasaffidebug crypto engine
ciscoasaiidebug crypto isakmp
ciscoasaiidebug crypto IPSec
ciscoasa#

VPN-Routerifdebug crypto engine
Crypto Engine debugging is on
VPN-Routerifdebug crypto isakmp
Crypto ISARMP debugging is on
VPN-Routerffdebug crypto ipsec
Crypto IPSEC debugging is on
VPN-Routeri#

debug OV~ I\OJ##EIE’JL\T(# Fdebug X~ ROFBAEFEHAL @ "debug crypto isakmp

spELT<r=L, BHEEHR

- IPsec X2 T—3VNKEZOR L ICETR HR—N R—D
. CiscoASAt*1 )T A PTFSAFPAOSYVIZNIVITPICHATRREIX B
- BE—BRWB IPSecVPN D RSTNS 1 —F 12T F5%
- Requests for Comments (RFCs)



//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml#dbg_ci
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