ASA/PIX : CLI 8T ADSM (c &% IPSec VPN
Client DAZFT14 YO IPF7 RLADOKEH

>

BEEH
=4
FHTRAR—F b
B ERE
&EE
BRIE
XY BRI—TOK
JE—KN 721X VPN (IPSec ) DEXTE
CLI IZ &k % ASA/PIX DERE
Cisco VPN Client D& E
=
show Y~ R
NS> a—TFT42T
t*a1 )74 FIT—>3200U7F
RSN —TFT4200EHOII R
B E SR

Bz

—® RF 1 X2 NTIlE, Adaptive Security Device Manager ( ASDM ) £7=(d CLI ZfFA L TA X
T4Y 9 IPFRLA%Z VPN Client ICIRETE % &S Cisco 5500 = ') —X Adaptive Security
Appliance ( ASA; BICEEF 1 VT A4 FTIAT AR ) BRETDHEICODVTHBRLET,
ASDM Tl&, ERNTERNABZE Web R—ANEBA 2 Z—T I/ AICKY, T=ILRIS
ANEFIVT A EREERMENBEENATUVET, Cisco ASA DRENTTITSE, Cisco
VPN Client Z2fFFAL T, chZHBEBTEET,

Cisco VPN Client ( 4.x for Windows ) & PIX500 ) —X ¥ 1UFT41 FTSATARATXED
BICUE—N 7O A VPN EHRZRET D HEICODVTIE, rPIX/ASA 7.X B LU Cisco VPN
Client 4.x T Active Directory =Xt 9 % Windows 2003 IAS RADIUS SR5E%# A 32 = DR EH
1 ZSRBRLTLSEETV, UE—N®D VPN Client 1—% (& Microsoft Windows 2003 Internet
Authentication Service ( IAS ) RADIUS #—/\7%Z £/ L T Active Directory ICX 9 3R Z 1TV E
3-0

Cisco Secure Access Control Server (ACS /N\—2 32 3.2) Z A L THLREREE ( Xauth ) AIC
. Cisco VPN Client ( 4.x for Windows ) & PIX500 ) —X wF¥1UF4 PTS5AT U ATx &
DEICVE—K 7OV EA VPN EREZRET D HARICOVWTE, TPIX/ASA 7.x & Cisco VPN
Client 4.x @ Cisco Secure ACS FREEANEES. 2SR TS EEL,
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IE - Sua
B

CORFIXVNTE., ASANZELICEEL TWT, CiscoASDM A CLI THREZZEETED &L
SIERETNTVRCEZBELTVE T,

¥: "TASDM AA® HTTPS 72t AMEFA 1 £/l& "PIXIASA7.x: A LUAIPA > 2—T I
1 AD SSH OFREH, #SHBLTLSEETL,

FATRIIAR—F>b

CORFIXVNOBERIE. ROVITRNIITEN—RIITON—TIVICETIKENDTT,

- Cisco BISEEF 1T A TTZATAVIRNIIT N—=232 7x AR

. Adaptive Security Device Manager /N\—2 32 5.x A&

. Cisco VPN Client /N\—2 3> 4.x LA
CORFIXVNOBRE. BEDTRRRICHDTF/NAAICETVTERENEZENTT,
DRFIXVRNTEATZIIXNTOTFNARRK, JUTBE(T74I)N ) BRETHEEZFRHBLT
WET, XYRND—IFZFBFOBERE. ANV RAIREIEBENEREZ T2 ICEBL THL
BENFBHYVET,

BEX S

COBREW, CiscoPIX EF1UF A FPTIATYVAN—T AV TxBBLEBATEET,
5973
RFIXDNREBOFME, TZRAATFI_NIL T4 YTAOKRRR 2BBLTLEE L,

RRIE

COETEE, CORFIXNTHAITAIHEOREICHEZRRERHLET,

ECOEVDIAVTHEAENATVSIONY ROFHZFANSICIE, Command Lookup Tool ( &
FI1—HYER ) Z2FALTEEL,

XY BRND—ORK

CORFIXVRNTRE, RORY ND—UVBKEERALTVERT,
ECORETHEALTWARIPTRLAARAF—LR, A 2—FXYNETERCIL—FT12TH

BBEEDTESYEA. ChS5ERFC1918 TOF KLATHY, IRBHETEAE AL ED
7,

JE—KN POt A VPN (IPSec ) DEE

ASDM MO F |
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JE—NTOVEAVPN ZERETDICE. ROFIEZRTLET,

1. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IKE Policies] > [Add] Zi&RL . ISAKMP RUZ —ZHERKLET,

2. ISAKMP RS —DFFMERZFREL F£T . [OK]. [Apply] DIEICO VY OLET,

3. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IKE Parameters] ZiZRL, AL RX—T I A1 ALDO IKEZBMICLET,

4. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IPSec Transform Sets] > [Add] DJEIZEIRL ., XD&KSI(Z ESP-DES-SHA KT A7 #
—LZERLET, [OK]. [Applyl DIEICO VY OLET,

5. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [Crypto Maps] > [Add] DJEIZEBIRL ., RD&KS% Priority 1 DX A FIv U R —%F
DESYY7TEZERLET, [OK]. [Apply] DIBICODY OLET,

6. [Configuration] > [Remote Access VPN] > [AAA Setup] > [Local Users] > [Add] @ JEIZEIR L
. VPN Client 72 ARADOI1—% 7Ho2 b (#l: Username - cisco123, Password -
cisco123 ) ZHER L £,

7. [VPN Policy] ICBBIL ., XD KSIZ1—1 "cisco123" O Static/Dedicated IP Address %Z & 1N
LErT,

8. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment]
> [Address Pools] ZiZRL T [Add] Z2 ') Y U L. VPN Client 1—%® VPN Client Zi&0
LErT,

9. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPSec Connection
Profiles] > [Add] ZiBIRL., XOKSIC MR JIL—7" ( Hl : TunnelGroup1, ErIHLEE
¥ cisco123 ) ZBML £9, [Basic] X7 ® User Authentication 7 1 —J)L RT, H#—/N J)L
—7°& LT LOCAL %8R L £9, VPN Client 11— ® Client Address Pools &L T
vpnclient! Zi#IRLET, [OK| 2V U Y I LET,

10. [Advanced] > [Client Addressing] Zi#iRL . [Use address pool] FT YU RY JAIZF T
YO —D%ANT, VPNClient IZIP 7 RLAZEIV) HTET, #: [Use authentication
server] 8 &KV [Use DHCP] FI YU RY VADF IV IR —VRALET, [OK|ZT V)
YIOLET,

11.1IPSec 77 A®M Outside 1 X —T7 I A RA&ZBMICLET, [Apply] 20U Y IL T, X
ICHEARET,

CLI Ic &% ASA/PIX DERE

BRDATY T ZETLTDHCP H—/N\%Z%ZEL. OXRZA4>HA S5 VPNClient IZIP 7 RL
AEEYTET, FHATHIEIOIRICODVTOFME., TUE—NTF7IEA VPN OFRES

F ik TCisco ASA5500 ) —RBREYEFIVT A PITSATA, ARV RVTIFPLUVA
1 BSBLTLSEZY,

ASA FNNA ATHOERTAV 714 F1L—>3a3>

ASA# sh run

ASA Version 8.0(2)

|

I--- Specify the hostnane for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj | yt 7RRXU24 encrypted
nanes ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
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interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.1 255.255.255.0 ! interface

Et hernet 0/ 2 naneif DMZ security-level 50 ip address

192. 168. 10. 2 255.255.255.0 !--- Qutput is suppressed.
passwd 2KFQhbNI dI . 2KYQU encrypt ed boot system

di sk0: / asa802-k8.bin ftp node passive access-list 101
extended permit ip 10.1.1.0 255.255.255.0 192.168.5.0
255. 255. 255. 0 pager lines 24 |oggi ng enabl e | oggi ng asdm
infornational ntu inside 1500 ntu outside 1500 ntu dne
1500 ip local pool vpnclientl 192.168.5.10-192.168.5. 100
mask 255.255.255.0 no failover icnp unreachable rate-
limt 1 burst-size 1 !--- Specify the location of the
ASDM i mage for ASA to fetch the image for ASDM access
asdm i mage di sk0:/asdm 613. bin no asdm history enabl e
arp timeout 14400 gl obal (outside) 1 192.168.1.5 nat
(inside) 0 access-list 101 nat (inside) 1 0.0.0.0
0.0.0.0 route outside 0.0.0.0 0.0.0.0 192.168.1.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
dynami c- access-policy-record Dflt AccessPolicy http
server enable http 0.0.0.0 0.0.0.0 inside no snnp-server
| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart crypto

i psec transform set ESP-DES- SHA esp-des esp-sha-hnac
crypto dynami c-map outside_dyn_map 1 set transformset
ESP- DES- SHA crypto map outside_map 1 ipsec-isaknp

dynami c outside_dyn_map !--- Specifies the interface to
be used with !--- the settings defined in this
configuration. crypto map outside_map interface outside
I--- PHASE 1 CONFI GURATION ---! !--- This configuration
uses | SAKMP policy 2. !--- The configuration conmmands
here define the Phase !--- 1 policy paraneters that are

used. crypto isaknp enable outside crypto isaknp policy
2 authentication pre-share encryption des hash sha group
2 lifetime 86400 no crypto isaknp nat-traversal !---
Specifies that the IP address to the vpn clients are
assigned by the |ocal and not by AAA or dhcp. The CL
vpn- addr-assi gn | ocal for VPN address assignment through
ASA is hidden in the CLI provided by show run comrand

no vpn-addr-assi gn aaa no vpn-addr-assign dhcp tel net
timeout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy global ! group-policy DfltG pPolicy
attributes vpn-tunnel -protocol |PSec webvpn group-policy
G oupPolicyl internal !--- In order to identify renote
access users to the Security Appliance, !--- you can

al so configure usernanes and passwords on the device. !-
-- specify the IP address to assign to a particul ar

user, use the vpn-franed-ip-address comand !--- in

user nane node usernane ciscol23 password

ff1 RPGoDSQIh9YLg encrypted username ciscol23 attributes
vpn-framed-i p-address 192.168.5.1 255.255.255.0 !---
Create a new tunnel group and set the connection !---




type to renote-access. tunnel-group Tunnel Groupl type
renot e-access tunnel -group Tunnel G oupl general -
attributes address-pool vpnclientl !--- Enter the pre-
shared-key to configure the authentication nethod.
tunnel -group Tunnel Groupl ipsec-attributes pre-shared-
key * pronpt hostnane context

Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASAH#

Cisco VPN Client D58 E

ASA DERTEICKIILEC & &R T BIC(E. Cisco VPN Client Z{#H L T Cisco ASA I[C#E#:L T
HET,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZ#IRL £,

2.[New] 22 1) ¥ U LT, [Create New VPN Connection Entry] V14 > ROV ZHE X T,

. FHLUVWEROFEBHREZANLET, BRI NVOBWMEHFHAZANLET, Host RY
D AIC, ASA D Outside D IP P RLAZAHDLET, RIZ, ASATREENTLS VPN
N>ZI FI—72 ( TunnelGroup1 ) £/NAT— R ( BRIHE# - cisco123 ) ZA AL &
9, [Save] 2V VY ILET,

4. FRHTREHRZVY UL, VPNClient X142 D142 RJ® [Connect]) 20U Y OLET

5. 7O 7 MARRE =5, Username : | cisco123. [Password:] IZ cisco123 & AL,
OK|ZO2UYOLTUVE—NZXYRD—DICEHRLET,

6. VPN Client X3RS A KD ASA ICEHRENET,

7. BENEBICRIEni-5S, Status X Z1—A 5 [Statistics] ZiBIRL ., M XL OFEMBER
ZHRELET,

R

show ¥/ R

ST, REFMERCHELTVWRS L ZRRBLET.

Output Interpreter Tool ( OIT ) ( BHEI—HYERH ) TRk, BHEOD show X RAHR—KEh
TVWET, OITZEAL T, show X REIDOBEMERRTEET,

. show crypto isakmpsa : E7DRED IKE 2F¥ 174 FYZI—232 (SA)ITXNTE
XRLET,
. show cryptoipsecsa : BIED SAFFEAL TWVWAREERRLET,

NSTNA-F12T

TR, BEORNS TN 1—TFT 42T ICRAIIBRICODVTHALET, FNYITHAHE
BALTWET,

¥ :UE—NT7O1ERAIPSec VPN OFF#MllE, T—HMHE 2L B LTV E—K 721X IPSec
VPNO RS INDA—FTA4VTFEICOVTy 2SRBLTLSEEL,
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X1 VT4 FISTI—2320007F

NZTNDA—FT42TTSBICE. EEEZMA L&, BFOEF1UT1 FYII—-23Y
EBTIVTULTILKEEV, PXDEHHEE—RT, ROOXV RZEALET,

. clear [crypto] ipsec sa : 77T 1 77% IPSec SA ZHIBRL £9, crypto F—D—RE@EFFAT>
3>7Td,

- clear [crypto] ipsecsa : 77T 1 77 IKE SA ZHIBRL £9, crypto F—D—REA7> 3
VT,

RSV 2A—F4290EHOIIVR

Output Interpreter Tool ( OIT ) ( BEBI—YEHR ) Tk, BED show IY¥ > RAFFHR—K&Eh
TVWET, OITZEAL T, show AN RHI OB ZRTITEET,

E:debug AN REFEATSHEIIC, Tdebug AN ROEEXERH. 25BL T EEV,

- debug cryptoipsec7: 7I—X 2 M IPSec x> I—>3a>v&aXRRLET,
. debug cryptoisakmp 7 : 7I—X 1 ® ISAKMP X I —23a>&#XRRLET,

BOE TR

. Cisco ASA 5500 2 ) —AEiEBEF1 VT A PTFAFTACHRIBDYR—KN R=D
. Cisco ASA 5500 ) —XEHEX1)F A PTSAFPUA, AR VDIFLURA
. CiscoPIX500 V=X X1 UTA PTFAFT A BR—K R—=D

- CiscoPIX500 V=X 2F1UTA PTFAFA, AR RIVTFPLVA

- Cisco Adaptive Security Device Manager

-IPSec XA IT—aV/IKEZOMINLCBETEZHR—K R=T

. Cisco VPN Client [CBEE Y R—K R—D

. Cisco PIX Firewall Y 7 R T T

. CiscoSecure PIX ZPAFIO#—=) AR R V77 LA

- EZFI1UT A BRICBET S Field Notice (PIX Z88 )

- Requests for Comments ( RFC )

cTOZALNYR—=bE RF I XD - Cisco Systems
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