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UE—RFIERICEE BIIC (ASA ) BREEFIUTA FTSAFUA(ASA) YT RITT
on Cisco BEA €MD TT,

CDRFIXNTIE, Cisco ASA & Adaptive Security Device Manager ( ASDM ) . Cisco
AnyConnect VPN Client, Microsoft Active Directory ( AD ) & & T Lightweight Directory Access
Protocol ( LDAP ) OFEEICD2VWTHKVE T,

COHA ROFBEETIE, Microsoft AD 8K LDAP H—NZFEALET, FLORFIXUK

Tk, OCSP, LDAP BN YT, A4 FIv o FoEA RIS — (DAP) B EDEERBAEIC
2VTERVET,

Bl iR SR
B

Cisco ASA. Cisco AnyConnect Client, Microsoft AD/LDAP, & KT LHAF— AT FARNT Y
F¥ (PKI) IZOWTOERNBEBRIHNE, TL2ERECEMIBDLHICERTT, ADJI
—7 XNV, A=Y TONT A4, BRELDAP A7 TV RMNIODVWTERAL TLNIE,
MAEREME AD/LDAP A7 2TV MOETOFA 7O ANOBEENFICKRIEET,
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TZ2AT A (ASA)
- ASA 8.x FH® Cisco Adaptive Security Device Manager ( ASDM ) /N\—> 32/ 6.x
- MAC #7R— K Z#% D Cisco AnyConnect VPN Client 2.2
CORFIXVNOEREF, BEOFARRILHDZTNAALETVTERENIEENTT, C
DRFAIXNTHEATDIINTOTFNA R, JUTB(T74ILEN ) RETHEEZRBLT
WET, XYRND—IFZBFOBERE. OV RAIREIEBENEREZTHICEBL THL
BEANBHYET,

RECE

RFIXDNREOFME, RO TIANTAYTADREE 2ZRBLTSEE L,

Cisco ASA DERE

chOtEUa>Tlk, ASDM ZEAL /= Cisco ASA DEREICDOVWTHRWVWET, < Tlk., SSL
AnyConnect #E#ZBHLEZ VPN UE—KN PO A MR\ ZEBIDLOICHEBATY S
CDOVWTHBALET, FREEICIE CACRIRAEN RS, FEEREAROI—H TUINILA
(UPN) BHA, BT D& IZ Active Directory [CERVIAENE T,

Bl nEREIH

s COHARTRE, 1Z—TIAA, DNS, NTP, L—F1>2T, FNAATIEXA,
ASDM 7V ABENEAMAREICODOVWTREVEEA, XY RND—T ARL—KEC
NSOBREZL<EBHELTVBRENODELERT, k. "XINFT77023>wFa1)TF
A TPIT5AT VA3 ZBSRLTLEEL,

- FBEBTHEBRRIEATVWDEI32VE, EXNBE VPN T I EADLESH ICHEZLADEE
T9, IERIF, VPN M XRILIE CAC H—RTERETE, OCSPFIv ¥, LDAPXYVYE
O, BAFZIV O TOEARIS— (DAP) FIVIETOMBEEFHYEBA, DoD T
lEOCSPFIVYVIUNREETNTVETAHN, OCSP ZRREL B TERN U RILFHMEL F T,

BFETRAXRTEATVR I3 2EF, FEFCEFIVTAZEMTZZHICEHD L
NTEDBELBRHBETT,

. ASDM & AnyConnect/SSLVPN &, AU/ > Z—T7 T4 ADRILUR—NZFEATEEXLE A,
—FFEERMMENDR—RNEZEELTTIVEATH L ZHERBLET, EAEF, ASDM Z7R
— RN 445 (2L, AC/SSLVPN IF 443 DEFICLET, ASDMAD URL 7Ot AIE, 8x T
BFEENEL . nttps:// <ip_address> EFAL TT&E LY <port>/admin. htni.

- LB ASA 41 X—DIFKIK 8.0.2.19 T, ASDM6.0.2 TT,

- AnyConnect/CAC Ik Vista THR—KREhTVET,

SRV —ZFRBETEDLEOHD LDAP BRTRAFIV I TIORAKRIZ—DOIVED T DB
C2V\WTk, #BRAZSHBELTLSEEL,

LDAP A7 IVRNEMS TFIVITHAEILODVTR., D ZSBLTSEE,

T TFATIF=I)NBREDLEOOT7VTr—>32 R—KMOUARNIDOWTIE, TEEER
ZESBLTLSEESY,

BeaL, XA, PHAO>T1>J (AAA) BRTE

Common Access Card ( CAC ) NDFEBAEDEAIE, DISAFRR (CA) Y —NELEBEZ DA
BOCAH—NZBUTRIAETNET, AABRIRYNT—IANQOUVE—NTIOERAILCEMT
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HEIMENHVYET, FRIALICHIZ T, Microsoft Active Directory = 7= (& Lightweight Directory
Access Protocol ( LDAP ) QAN FIENTVWIHEEHYET, KEEHHRE (DoD) Tk
A=Y TUINILE (UPN) BREEZFITRICERATZ L EZEROTVETH, ChiFFIAE
@ Subject Alternative Name ( SAN ) 20> 3> O —ETF, UPN £izi& EDI/PI &,
1234567890@mil D7 #—X Y R THAIDBENHYVET, ChSDOERETIE. ASAKHD AAA 1
—/\% LDAP H— N —BICRFTAICEBR TS A EZRLTVWET, LDAPAFTZIOKNIY
ECOOEBMOFREICOVTRK, fFRAZSBLTSEEL,

LDAP % —/NDEE

RDOFIEZRITLET,

1. [Remote Access VPN] > [AAA Setup] > [AAA Server Group] Zi&IRL £,

2.AAAH—NITIN—7"F7—=TIT, [Add3)ZVUYILET,

B H—NITIIN—T7FZAHL, 7ORIN F7>32 RRZT[LDAP] ZERLET., K1
ZSRLTLEE,

4 BRENETIN—T T—7ILT, [Add| 202UV ILET. ERLES—NFRIOT—TI
THARRENATVWS L E2BRALET,

5. A AH—NNDREV 1 ROT, ROFIEZETLET, 2ZZRBLTLKEETVY, & C
DEHOZA T2 LDAP 8 & AD HFEREE NTWS154E, [Enable LDAP over SSL] #7°
a3 aEBRLULTLKEEV, LDAP AREE DAV EZ—T I/ AZBIRLET, DHA
RTE, 12— I/ AOAATHBZ&ZRLTVET, Y —NXOIPT7RLAZASD
LET, [ServerPort] ZAHLET, F7 4 M0 LDAP R— K& 389 TF, [Server
Type] #:&8IRLE T, [Base DN] ZEA DL ET., ZhSD{EIE AD/LDAP BEEEICEHVAD
BTLEE LV, Figure-1

B Add AAA Server Group

iConfigure an AGA server group, The Accounting Mode attribute is only applicable
for RADIUS and TACACZS+ protocols,

SErver Group;

Prokocol:

Reactivation Mode: (%) Depletion ) Timed

Diead Time: 1III

Max Failed Attempts: 3

[Scope] 7
77232 7T, ZEITHIEEZERLET, ChEXR—ADNICK>TELRYET,
AD/LDAP EEEISEKL THEZRO T E L, [Naming Attribute] (.
userPrincipalName E A B L &9, Zhid AD/ILDAP H—NNATI—HHICERATIEM
TY, [LoginDN] IZEEEDN ZAHNLET, F: I—TFREEREERZHE DY, 19 F
TO2TORBREIIN—T XAUND Y T2E8 LDAP BEZRTH LV KRR TS ERZ R



5% 9, [Login Password] ICEBED/NAT—RZAHDLE T, LDAP EMHIE [None] D&
FICLET, B2

B Add AAA Server

Server Group; ab-LDap

Interface Mame: oukside

Server Mame or IP Address: [172.18.120.160

Timeout:; | seconds

LEAP Parameters
| ] Enable LDAP over 5501

Server Pork:

Server Type! .' Detect Autormaticaly/Use Generic Type -- |%

Base DN ECN=LIser5,DC=ggsgsecIahJDC=nrg

Scope: \one level beneath the Base DN

Maming Attributeds):; iuserF‘rincipaIName

Login D ilministratnr,CN=Users,DC=ggsgseclab,DC=|:|r|;|

Login Password: EITTTYTTY

LDAP Atkribute Map:

¥ A
7avik, BTHO AD/IDAP A7 T N EHAAICEMT2RETEALET, [OK]
ZERLET,

6.[OK] Z&IRL £,

LR Jok -

ASA ICRERAEZ AV ARN=ITBICE. 2DDATYTHHYNET, KA., LB CAHE
(L—RBLTEBIMORER ) ZAAR=ILLET, KIZ, ASAZREND CAICEEL, ID
SEBHEZHEBLE T, DoD PKI Tlk. Root CA2, Class 3 Root, ASA M &R D CA#H FEIEE
BHE., ASAIDFIFAE, BKRV OCSPRIHEARFEALET, &L OCSP 2FEALBEWEE

. OCSPEIHHEZ AV ARN—ITIHERFH I FtA,

FIL—bAEBEE, FNAAO DAAELZERIZDFEOEREZREBIZICE, EF21UT 4



POC ICEHEL TS EETVW, ASADUE—NTIOEANDEHE, SSLAHETTSTY, T17F
JL SAN SIS R 2 EH I EFE A,

EO—ANDILNXVICEDDCAFI—2EA VAR =ILLTELDBENHYET, FHAEBE
Internet Explorer Z £/ L T Microsoft EEBAE AR T A SKRIRTEEXT, DoD ik, §XTD CA
ZEENICN VICEMTANYF 774N EZRHLTVET, FHMEICODVWTE., SFKO PKI
POC ICBRBLVEDLELSEE L,

E:DoDCA2 8KV Class3Root &, ASAID KLV ASASEEAEZHITL /= CA FEEEAES (F
A, I—YRAEICHEZ CAETIHENHVYET, BITOINTO CAHBEIABAEE CA2H
KU Class3Root FI—ICZY TR0, CA2 BKY Class 3 Root FEBINE B[RV EHES
n£vd,

F—DERK
ROFIEERTLET,

1. [Remote Access VPN] > [Certificate Management] > [Identity Certificate] > [Add] Z &R L &
9,

2. [Add a new id certificate] Zi&IRL ., F— RT7 F72 3> 0 [New] ZBRLE T,

3.[Add Key Pairl V14> ROT, ¥—HAIZDoD-1024 E AHLET, HLLWF—ZEMT S F

°:/EI vREED)YIOLET, 3zsRLTLEEV, B3

&= Add Key Pair

Mame: § ) Use default key pair name

(%) Enter new key pair name: EDDD-1EIE4|

Size: 1024 ¥ |

Uzage: (%) General purpose () Special

|: iGenerabe Mow | | Cancel | |

4. F—OH A XZBRLET,

5. [Usage] & [General Purpose] DEHXICLE T,

6. [Generate Now] 291U Y I L& T, F:DoDRoot CA2 Tl 2048 EY N F—AFEHEhE
T, B2F—FDCAZFERATESDLHIZC2048EY N F—RT7ZFEATDIETLET
ATYVTDOLEDE2F—ZEMITDLEDICHZERTIHLEN HYET,

IL—b CARIHRDA A R—)

RDOFIEZRITLET,

1. [Remote Access VPN] > [Certificate Management] > [CA Certificate] > [Add] Zi#IRL £ 7,
2. [Install from File] Z:#RL ., ;AAEZZRBLET,
3. [Install Certificate] Z:#IRL T, B 4: JL—NEABODA AN



8= Install Certificate

Browse, ..

() Paste certificate in PEM Format:

{7 Use SCEP;

SCEP URL: httpeff |

Fetry Period: - | minutes

Fekry Count: {lse 0 to indicate unlimited retries)

| Moaore: Options. .. |

| Install Certificate | | iZancel | | Help

4. ZCDIA 2V RINKRRENET, 5B LTL<EETV, BS5
8= CA Certificate Installation

@ A certificate installed successfully,

EAVAR=ILTBIXNTOIE
BAEICOVT, FIE1AS5FIE3EFTZRYYELTLSEEL, DoDPKI Tlk, Root CA

2, Class 3 Root, CA## HEFIEAE. ASAID, & KT OCSP Server DTN EFNDOILAEN
PETT, OCSPZEALAVEE, OCSPIAERFTETY., B6: JI—NEAEBOA
AR
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1. [Remote Access VPN] > [Certificate Management] > [Identity Certificate] > [Add] Z &R L &
ER

2. [Add a new id certificate] Z3&RL £3,

3.DoD-1024 ¥ — R7Z#RLFF, W7 ZSRLT<LEEV, B7: IDEAB/B/NFTX—&

B Add Identity Certificate

3 Import the identity certificate From a file:

Decryption Passphrase:

.......................................

File to Impork From:

.......................................

{3 Add a new identity certificate;

.............................................. = —

Key Pair: DoD-1024 w | | Show,, | | Mew. .. |

| fdd Certificate ] | Cancel | | Help |

4. [Certificate Subject DN] 7R Y  AICHBE L. [Select] ZZEIRL ET,
5. [Certificate Subject DN] V1 > RO T, FNA ADBEHREAALET, K8 NHlESHEL T



<K&V, K8: DN DimsE

B Certificate Subject DN

atkribute YMalue

Cormmon Mame (ChY) - asasi
; Department (L) PKI
Attribute: |-- Select Attribute - W | add= = Department (OU) DD

| ] Company Mame (0) 1,5, Government

DM attribuke bo be Added

[: 14 ][ Cancel J[ Help ]

6.[OK] ZBIRLET, FH 7T IVNDNEZEMTREZR. PATLAATREENA TV
TFNAADKANBZFEATDELSICLET, BET71—)LRICDOVTIE PKIPOC A5 HE
EWMBDENTEET,

7. [Add Certificate] Zi#IRL £ 9,

8 ERERTFIATALIRNIERBIRTSBICIE, [Browse] 2V U YILEFET, R9OESRL
TLEEV, RIMEHBRER

B |dentity Certificate Request

To complete the enroliment process, please save the PECS10 enrollment
request (C5R) and send it to the CA,

You will then need to install the certificate that is returned From the C by
clicking the Install button in the Identity Certificates panel,

Save C5R bo file: | | Browse. .. |

[ Ik J | Zancel | l Help ]

9. 774 )% WordPad THZE, BtIZRFIXNCIERZIOE—-L T, 8FH® PKIPOC
ICEELET, H10ZSHBLTLEEL, B10: ERER



By ASA-8.0 - WordPad =13
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AwlFoDAQBgNVHREECTAHggVhcE EAND ANBgohk iGOwlBAQOF AAOBGOEBMIS xS nV Ty
QOF 7 TUuEaUhnVakKEfCBhup f+TOFm9@ Kt 8T3GES ) 1H/ t+XB2 cyLeNSthuZFVr S5l Te T
Juw3 14 Hv57 2B 1ulHI ATKN+Hr ud vz gogBr gQBMCD IpnmyCRpOEZpnZ QaX/ cDOxkgpve
EgfJHg+2 x3eVgvSxyELhEY lyFN3ResrSTy==

.................................................................................................................................

For Help, press F1

10. CABEEEN SIAAEZZITHL > 125, [Remote Access VPN] > [Certificate Management]
> [ID Certificate] > [Install] Z3&RLF£3F, K11 2SBLTLEEV, B11: ID IHAED
1R —b

File  View  Tools Wizards  Window  Help i

Gy orn [y otmrav ] e Jsoo Qs Qi ) | Qo

[Remote Access VP o 4 = | Configuration > Remote Access VPN > Certificate Management » |dentity Cerlificate:
+ -8} Metwork (Cient) Access
Clientless 551 WPN Access

Al Setup { Ismaed To  lssued By Expry Dabe | Add
Secure Desktop Manager [asa60] [t Avaiable]
=3 Certificats Mansgement | | show Det

Code Jigner
&) £}y Local Certificabe futharity
2.2 Load Bzlancing
fi’ DHCP Server

Fiy A Cortificates | Delste
----- % Identicy Certificates

Dewvice Setup Tdentity certificabe can be used to suthenticats ¥PN sccess Ehrough the security apoiance, You can
e R RS RSRE | corfiaration.

C7 Baenba Seract WO

M. BEAEDAVARN=I T4 RUT, IDIAEZSHRL. [Install Certificate] Z3&IRL £
T, EFEARFR128BLTTEV, B12: IDFIABOLA A=)



B Install Identity certificate

Identity Certificate

l Inskall Certificate j | iZancel | | Help |

. RTENLAPESLIVVF—RTZRETHILEHIC, IDIHABAENTANRSA 2 NET
DAR—RNTRBEEHMBLET, ChICK2TASAEEE(F, RMAFEEFE/N\N—RDI
TEENGEIEEHESLTFF—RTEHFLVASAICAVR—RNITDENTEET,

HE, TRSARMKRAVBRDIVAR—BRB LA R—bg ZSRBLTLSEEV, &

. SN

I REZT7 TV XAEVICRETSICE, [SAVE] 20U Y I LERT,

AnyConnect VPN D &E

ASDM TVPN /NS A—REZRETDICE@E 2 20AT7>a>HFdbv)Ed., BYOATa ik
SSLVPN DA H—RZFHATEETT, ChiE VPNRENSNMOTOI—HICE>T, FELX
TWY—=ITT, 22BOAT>IaVEk, FHTEATIIVERETDETT, CORESH
A RTR., FEICLDEEEFEALET,

FEACOZATURNEZIA—FHFRBITRICE, RD2DO2O0FENBYVET,

1.Cisco ® Web A hASIVZA T hEFTO—RL, XIVICAVAR=ILTBRIE
FTEXRY,
2.Web 72 IHRBHTASAICT IV LATDE, V94T RNERIVO—RTEERT,

¥ EEXE, httpsi//asatestcom BEN BV ET, COHA RTRH2FBBOFEEZFEALET
o ACOTZATURNNIZATURNIIOVICREILAVARN=IIENES, ACOUTAT N
TF7Ur—>arhsi@8lLET,

IP 7 RLA 7=l DR

DHCP ZEDMD FEZEFERTBIHEE., ChiEFAT7>3> T,

1. [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address
Pools] ZZERL £,

2. [Add] YUY LET,

3.[AddIPPooll 714> RIT, IP7—ILOAH., BESLTERTIPT7RLRZAALL, ¥7
ZYNNARAVEBIRLET, 13Z2SBLTLKEESV, B13: IP7—=I)LDE
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B Add IP Pool

Mame: CaC-LISERS

Starting IP Address: 192.165.1.1

Ending IP Address: 192,168.1,254

Subnet Mask:

|‘ )4 1 | iZancel | | Help |

4.[OK] Z8IRLE T,

5. [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Assignment

Policy] ZZ#IRL £ 7,

6. BYIEIPT7RLABIVEHTHEZBRLET, COHARTR, A7 RLA 7L Z2E

ALET, R14ZSRBLTLKEEVY, B14: IPPRLAEYHETHZE
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7.[Apply] 20V Y OLET,

hRLITN=THLTETIN—=T RV —DER
TN—=T RV —

EHFLLVRUS—ZERLBEWVEE, F7AILNOEKIRAKTIIN—T RIS —EZFERATEET

o

1. [Remote Access VPN] > [Network (Client) Access] > [Group Policies] ZiEIRL £,

2.[Add] 22 1) v 2 L T, [Internal Group Policy] Zi#RL £7,

3. [Add Internal Group Policy] 7 1 > RJT, [Name] TF¥F AN RY D RAIZTIN—T KR —
NDEFMZEAILET, M1525BLTLKLEEVY, B15: ABITIL—T RUS—0EM

&= Add Internal Group Policy

M ACLISERS
T YLV
+-ddvesnced Biariner: [5#] Triesit

Addbese Pocls: [ Inhesit CAC-USERS

More Mpkions &
Turneling Protocals: [ Inherit [ Clientless 551 PN ESL VR Chent [ IPsec  []L2TPHIPsec
Fikar: I¥] Inherit
MAC Palcy: ] Inthetit
Arccess Hours: I | Inherit

Simulbaneous Logns: [#] Inberit |
Resoict access toWLAN; ] Inhent
Maximum Connact Time: [#] Inherit

ide Timeaik: ] Inthetit

T TR R

[General] 2 7 @ [Tunneling Protocols] T [SSL VPN Client] 77> a > &i8RULE T

( Clientless SSL & &0 7’ORN L ZFEALEVIES ) . [Servers] 2923 > T,
linherit] FT Y2 RYZAOFTY 2%EHL, DNS H—/N& LT WINS H—/YD IP 7 KL
AZANLET, ZLHTH5EE DHCP EEZANLET, [Servers] 20> a>T, F
T7A)N RXAL2O [inherit] FT YU Ry VRAEBIRBRL, BYBERXSBEAAL
£9, [General| 7T, FRLA 7= 923> ® [inherit] FT v U &BIREBRL. B
DFIBETERENET RLAT—I)LZEBMLET, IPTRLAEYWETICROSEZZER
I2HE, CNZ [inherit) DEXRICL T, BEZEELET, HOIXTORERTIF. T7
AIRNFEEDERICLET, EACUTATURZIVR I—FHFWMETHICE. 2200
FENBYEST, 1 DDOF%EE, Ciscocom PV EALTACOSAT7 A D> O—
REBETT, BlIOFZEEGE. I—UFEGERITLULEEEZEICASATIOZAT o NEL—
HIZADO—RITBETT, cOBITREEODFEERLET,



4. )%\Z., [Advanced] > [SSL VPN Client] > [Login Settings] Zi&IRL F9¥, K 16 E5RL TL
2EEV, B16: RAEBITIL—7 RIS —0EM

= Edit Internal Group Policy: AC USERS

Gzeneral After successfully fnggng in, user can hawe the chaios bo downioad the chent saftware, or go ko chentless 551 WP
B pep— portal page, The follawing settings deckdes what wil happen.
= ddhvarced T inheri
Sl Tunneling ST
[E Browser Prioxy Past Login Setking
=-S5 VRH Terk - e e

“ey Fegeneration
Dead Peer Detectl
- Cugbamization
- TPsec Client

£ Prompl user Lo ehacse

Defaul Pogk Login Selectian
{130 ba Cliertess S5 VPN portal

(#1 Dowirioad 5501 YoM Clent

Foook Lo eael el

[Inherit] F T Y 2Ry U A& BIREBRL £ F, [Post Login Setting] &, ZHERADOREICE >
=IES5 &ZBIRL E T, [Post Login Selection] l&, ZHEANREICE2LESEBIRLET,
[OK] Z&IRL £ T,

RRLWITN—T AV E—TIAAB LA X =D ORRE

EHFHLULWIL—TZ2ERELBEWVWEE, T7AINOBEIAKTIN—T2ERTERT,

1. [Remote Access VPN] > [Network (Client) Access] > [SSL VPN Connection Profile] Z#iR L
£9,

2. [Enable Cisco AnyConnect Client......] ZiEIRL £ 9,

3. [Would you like to designate an SVC image?]E WS BB ZRIT A A TOT RY U AN KR
ENET,

4.[Yes] ZBIRLE T,

5 BE&N T TICFEETDEHES. Browse Flash THEATZEGZBRLET, BHIFFEHATE
BWB4A, [Upload] ZBIRLTO—AJI AVEI—REOT77A(INESBLET, 17 %
SBLTLKEEY, 774)LIE Ciscocom ASATO—RTEET, Windows, MAC,
BRYLinux ADT7 7L HYET, B17: SSLVPN IFAF N 4 X—=20EM



B Add SSL YPH Client Image

I

Flash SWiC Image: Browse Flash, ..

| | Zancel

6. RIZ. [Allow Access]. [Require Client Cert] 274 >/ICL, #F 723> T [Enable DTLS] &7
JICLET, R18ESBLTILKEEY, R18: FUVERAODEML

B Cisco ASDM 6.0 for ASA - 172.108.120,234

25 Lok Wil MR R Lok B (1),
@) Home ﬂ%t@rﬂgmeMmrm |y 5o @-kfmﬂ'- aam W T T cisco

Conliguration > Hemole fAccess YPH > Helwork [Eiunl.] fcess > 550 WPH Connection Profiles m|

Hemule fccess V...

" s The securky apphance automabically deploys the Cisco AnyConnert YN Clent or legacy 551 VP Chient b remote:
. users wpan cornechian. The ksl chent deplymant requres end-user adminigrative nghts, The Cisco Ay Connect
h IPsec Cernzction P":f =3 WAN Clert supparts the HTTRS[TCR (550 and Datagram Trarsport Layer Securty (DTLS) bunnebng optians,
p;'ﬁ Groun Policks
. 41 Comame Siiess Polidss
=i~ fyp Addr=ss Assigrmert
i Assigrement Pokey
w{IF) Address Pack Acoass Interfaces

] El advarced s ; ;
m Clentiags S50 YEN Artess [#] Enalle Cmoo dnyConmect UPM Clent ar legecy S50 WEH Clierk scosss on the inkerfeces seleched in the babile belaw

i Connecton Froties ttertacs ko Aeoass Flaquis Clent Carthicata EnebleCTLS

- W
a [ 3 -E-—-E-

(Mo chenc-related paramaters, such as clant images and chent profilas, can be Found ac Ciont Settings, )

R TTITRETIENT | Acosss Port: (443 DTLS Part; 443
&in_umutu Access VFN :
. ; ick hire bo Agsan Cortficate to Intarfacs,
She-to-Site YPH {
o 1] canrection Profies
@mmmmt |
B R St | R e i
= [ meot ][ Reser
L e Loy 5 "-'I
Configurarion changes saved succassfuby, csc0 = T dR 10[2307 2:00:43 AMUTC

7. [Applyl 20 )Y O LET,
RIZ, BERZ7O77ALB RN R TIL—T2ERLET, [Remote Access VPN] >
[Network (Client) Access] > [SSL VPN Connection Profile] Zi#RL £ 9,

9. [Connection Profiles] £ 3> T, [Add] 22 UY VL ET, B19: #HE7O7714)L0
B0



= Add 551 ¥PH Connection Profile

i Name: AC-USERS

j:;. Advanced
Alizses:

Suthenbicaton
Method: ) A8A (5 Certificate () Both

SAL SErver Group: LZAlL W Manage...

[

om | QAL iF Sorver o Fails

Clent address hssigrent
DHCP Servers:

Clent Address Poals: 990000 poonocoooopNODODOCNONG ~_5elect...
b [ Manage ]

Ciefault Group Palicy

Group Policy:

S5L ¥PM Chent Probocol: [+] Enabled

Lo [ corel J{ teo ]

IIN—T BB ENITET, BIELHET [Certificate] ZBIRLET, UBERLEETIL—T
RV —&BIRULET, [SSLVPNClient] A"FA U ICB2>TWBREZBRELET, A7
AV TFT7AILIRNDERRICLET,

10. JRIZ. [Advanced] > [Authorization] ZiBIRL £F, FHMICOV Tk, K20 Z58BL TL
EEW, B20: /FA



B2 Fdit 551 YPH Connection Profile: AC-LSFRS

. Basic | Default Acchorlzation Serves Group .
H-Advanced | Server Group: |AD-LDAP v |
i aeneral 5
i Client Addressing Lisers must exist in the suthorization dabsbsse bo conneck

Irterface-specific Authorzation Sarver Graups

.......................

| Interface Server Group

i Liger Mams= m_wng .....................................................

3 Use the entire DN as the wsernams
(%) Specify individus DM fiskds as the username

Primnary [ Feld: LIPH {Uks=r's Principal Mame) W |

LABIER L 7= AD-LDAP JIIL—7'%8IRLE&T, FIv U 1—YRIEHE THIXENFHYE
T... . BEENGHFERETT, NYESYT J14—I)LRT, 7S5A4IVICDVWTIE[UPN] %,
EHAAVIZDOWTIE [None] ZiBIRL £ T,

M. XZ1—H"S[SSLVPN]| U a3 & BIRLET,
12. [Connection Aliases] 923> T, XOFIEZERITLET, B21: ERIAIUTA



B Fdit 551 YPH Connection Profile: AC-USERS

;- Basic | PortalPage Customization: DfftCustomization % | Manage... |
—-hdvanced |
ey al | 5D Alternate Group Poicy:  DfltGrpPalicy ¥ | Manage... |
Client Addressing ! )
sutherkication [ ] Enable the display of Radius Reject-Message on the logn screen when authenbcaton i rejeched
~ahorization [
Accounting Cannection Aliases
5L P | Add & Delete
| | Ahas Enabled
|
| Group LRLs
& add [
LEL Enabled
{ ook | cacdl || Heo o]

[Add] £ BIRLET, EATBIINL—T IAUTFAEANLET, [Enabled] F I v
—IOFfFVTVB CEZRERELET, K21 ZSBLTLKEEL,
13.[OK| 22Dy 4 LET,
ERREZT7IY21 XEVICRETSICE, [Savel 2V U Y ILFET,

LMD EIL—)L (OCSP HAERAEhDBE )

1. [Remote Access VPN] > [Advanced] > [Certificate to SSL VPN Connection Profile Maps] %z
BRLET, R22Z8BLTTFEV, [Certificate to Connection Profile Maps] 923> T
[Add] ZiBIRUL EF, [Map] 2V 3> Tk, BEFEDO N Y 7’ % DefaultCertificateMap & L T
RETEDL. HBVE IPsec HOERENY T ZITICEALTVRERRIFLVWIY T %
ERTRDENTEET, L—IINOTFZAFVTAREOERRICLET, YvEVT Eh
EIL=7DOTFT, &SICE2>TTEVW —IVEDT TNBV —2HLET, H22F
BLTTEW, B22: TIARORBEIL—ILDEM



B Add Certificate Matching Rule

Configure a certificate matching rule and associate it with a connection profile, The
rule priotity uniquely identifies the certificate matching rule and assigns a priority
ko the rule with lower walues having greater priority, Rules that are nok mapped
will be ignored.

Map:

Priority:

Mapped to Connection Profile: - Mot Mapped --

2K

[OK] %
VY OLET,

2 FTORICHD A ZTUYILET,

3. [Add Certificate Matching Rule Criterion] 74 > R T, XOF|IEZRTLET, K23 : 5
AROBEIIL—IIDOEXE

B= Add Certificate satching Rule Criterion

Configure a certificate matching rule cricerion

Rule Priokity: 20
Mapped to Connection Profile: -- Mot Mapped --

Field iZompanent Cperaktar Walue
| Subject w | |- Whole Field - v | |DoesMatEqual v ™
[ (8] 4 ] [ Zancel l [ Help l

[Field] 7= Al [Subject] DERFRICL F¥ T, [Component] 71Z Ald [Whole Fieldl DERFRICL
£ 9, [Operator] 71 L% [Does Not Equal] I“ZEL T, Value 5Tk, 2 DO=E5|H
BFaE T3 ABLTTEW, [OK|BLV [Apply] 20U Y ILET, EEXER23SBLT
TEW,

OCSP DE&TE

OCSP DRERFEEFETETH'Y ., OCSP LARVA RUHA—ICL>TEBYET, FHMHlF. X
VHE—DXYZATLNEBHHLSLEE,

OCSP L AR A HEHA & DB TE

1.0CSP LARVEASBEERENIZAAEZHELET,
2. BIHBAL - FIEZRTL T, OSCP Y —NDIAAEZA > AN—ILLET, 3*: OCSP it



BBERNZ A RNRA > MIZDWVWT [Do not check certificates for revocation] A&IR&E N TS
CEEBRBLTLEZY,

OCSP #EH 321N CA DERE

1. [Remote Access VPN] > [Certificate Management] > [CA Certificate] ZiZIRL £ 9,

2.0CSP Z2ffFH T2 &LDICCAZRETAHI-®HIC, OCSP ZiE@FAKRTLET,

3.[Edi| BOUYILET,

4. [Check certificate for revocation] " F I Y VEhTVWB & Z2BERELE T,

5. [Revocation Methods] 29> 3> T, OCSP ZEMLET., K24 ZSRL T EE L\,
OCSP &¥F I v H

& Edit Options for CA Certificate

Revocabion Check - CRL Retriaval Policy | CRL Retrieval Method | OCSP Bules | Advanced

i Do nok check certificates For revocation

(%) Check certificates For revocation

Revocation Methods

Specify the methods used For revocation checking and their arder, IF both methods are selecked, the second
method will be uzed only if the first one returns error.

ICRL | fifds s 5P

[] Consider certificate valid f revocation information cannot be retrieved

| o« ]| cawe || tep |

6. BiF 7% OCSP F T v U %1754, [Consider Certificate valid...cannot be retrieved] ® F T
YIORI—DALTLEZV,
F:OCSP ZRHMAICEATEIINTO CAH—NZREXTLEFR/ELET,

OCSP L=l D& E

EAEIIN-—THBERUD —ZEHRL., OCSP LARVAZRELTHASCNSOFIRER
TIBDLIICLTLSEZ L,

FE: —ZBD OCSP X Tk, ASAICDOWVWTOHODNSABEIY PTRLIO— RANREICKDIBEEN
HYVET, COFIVIEE, ASAHN MIOPARLSDENTHDCEEERTDEHICET
chFET,

1. [Remote Access VPN] > [Certificate Management] > [CA Certificates 2] Zi&IRL £ 9,



2.0CSP ZzffFHIBHRSICCAZRETHLHIC, OCSP ZARKLET,

3. [Edit] Z:&RL £ 9,

4. [OCSPRule] 2720 UY L&,

5. [Add] 20U Y UL %D,

6.[Add OCSPRule] 74 > RJUT, XOFIEERITLET, K25 2BLTKEEV, K
25 : OCSP JL—)LMiEHn

B2 Add OCSP Rule

iertificate Map: EDeFaultCertiFicateMap

iCertificate:

[Certificat
e Map] #7°< 3> T, [DefaultCertificateMap] ZiZIRT 2 H . LLEMERL I Y 7 %5801
£ 9, [Certificate] 72 3> T, [OCSP responder] Zi#IRL £, [Index] 7> a i,
10 EABNLET, [URL] AT 320, OCSPLARIADIP P RLAELGKAANESE
ABLET, FANBEFEATDHES, ASAICDNS H—N\HAREEhTVWD & Z2REL
F9, OK|ZVUYIULET, [Applyl 20 VY I LET,

Cisco AnyConnect Client D &&7E

cOtU2 3> Tk, Cisco AnyConnect VPN Client DFEEIC DV TIRWVWE T,

BI$R %M : Cisco AnyConnect VPN Client BK I RILTDIFT F7UT—2a A RANPCIC
FTTICAVARN=)LENTVS, ActivCard Gold & & T ActivClient " T ARNEX TH B,

ECOHARTE, ACUZATURDHMBAARN—ILIZDOWT DA, JIL—7 URL AR %Z
ERALET. ACUZATURNDAVARN—INBEALS, IPsec V54T hEFUKSIC AC
T70r—>az28LET,

FE:DoDAAEFI—AO—NLNIZVICAAR=IILNENTVWREHNBETY, PKIPOC
CEVEDEBTRABELRNYF 774 ZEELTLSEZL,

FEMACOSX D= DH— REMUEERTANEBREICAVARN=)LEh, FATHEROS /N
—JIaVEEBRENFHY KT,

Cisco AnyConnect VPN Client # 70— KU £ 9 - Mac OS X

1. Safari ICK D2 TASAIC Web v > arzEBE2TTRFEV, 7 KL AR https:/Outside-
Interface E VWS ERICHEYET, LA, hitps://172.18.120.225 £EEEL F T,

2RV TT YT 0142 RIIE ASA DRI 2RI DL RHET, [Continuel 20V Y Y
LET,



3B.BIDRY TF YT I4> Rk CACkeychain ZO0Y VBRI ZEHICEDOIhET, EVF
;_//\'—’é':ljJ LTTFEV, K31 ESBLTLKEELY, B31: PINOAS

Unlock Keychain

A

......

g Please enter your keychain password.

Safari wants to use keychain
“CAC-2050-5000-1028-0004-5279".

4.SSL VPN H—E X WebR—I A" H =%, TContinuea Z2 YU LTT&EL,

5. keychain 2O Y V@R L EE, 75Uk ASANSORIAZEEIZBE7TOV T NRER
LET, BEZEIIUYILTTEL,

6. keychain ZEETE R EREZWUTILHICOY IBBRIDEHICIL—NNNAT—READ
LIRIC TOKs &#OUY YT LTTEL,

7. 94T RNRADEHICEATHEHICERAZEIRLIRICZ FOKa Z22UY 0 LTTEW

8. 77 HRI—KNI—H/NAT—R® AnyConnect 754 7> hOA I O— RZEAREIC
?%T;b(l%h?ﬁ‘éSljJ’ciﬁ?&bi@'o
,.mebm 54a. AnyConnect V547 NEA D O—RLEBHET, 'S
Fﬁb'(<7t:'c’f\,\o X 32 : AnyConnect ¥V 00— KR

lllllllli
CI5C0O

@ WebLaunch Using Sun Java for Installation
Launching Cisco AnyConnect WPN Client
~ Platfnrm

e ER _If the software does not start umngrly, Click here to
‘!."PN C!lent Dm'.rnluadﬂr :

Downloading required files. Please wait...
Time Left; 1 sec (1.37 MEB of 2.47 ME copled)
Transfer rate: 646 KB/Sec

fHelp}  { Download

10. 77V Tr—2a>0 8o O—REhiz&, 7509 ASARIEZZTAND HIC7O




VTRRRUET, [Accept] EVUYILET,
M. EBHREEEIEhET, B 33.3EkE 3K 33:AnyConnect

J _ Platform g .
Detection Duratian; 00 00:249
Client Address 20.1.1.1
Sarver Address .12 126
Evies Sent BETS
Bytes Received GET

v = Sun Java
Connection Log

B Detils,

¥ - Connected

Disconnect

alinli ciseo AnyConnect VPN Client
CISCO R
_6 0 "'.‘_ . Cisco AnyConnect VPN Client
l’% WebLaunch | onnecedto QIR 152 126 eiasle

CISCO

h

@

Wersion 2.1.0148

BA#4 9 % Cisco AnyConnect VPN Client — Mac OS X

774 3F—=H5—FF 1) r—=,3> > Cisco AnyConnect VPN Client

X: A7 320 AnyConnect Client 52 EIC 2V T, R E ZSRBL T EE L,

#L Wk
ACI14 2V RINFRTRENET, R3I7TSBLTTEL,
37: F#R VPN &



B Cisco AnyConnect VPN Client

connectto.  10.86.95.252 .
s CI5C0

I.L

Version 2. 1. 0143

1.AC A2 BBMNICEHTLEVES, BUKKRANEERLET,

2. 7OV MR REhES, PINZAALET, 3ZHBLTTEL, 38: PIN ® A1
Unlock E:.«_evr__halrj

Please enter yvour Keychain password.

Cisco AnvConnect VPN Client wants to use kevchain
CAC-4090-0029-8400-0005-60C1".

Password:

‘? EoCancel { OK ?i

DE—N FOEADERK

1. EHREAEBRDIIN—"TELRTRANEBIRLET,

2. RN ERAENZDDT, VPN #HEILTH-HIC FConnects #BR LTTELV, K395
BLTTEV, F: EEICAHAEEERATI S, I—HHEBELF/NAT—ROAIEFE
T, K 39: #EH



& e 4 Cisco AnyConnect VPN Client

o CISCO
Group: Sk _:a
Hsprname: CACUSER
Password.

I o

Get Certificate

Versiom 2.1. 0148
. A7 3
>~ M AnyConnect Client 52 EIC DOV Tk, B EZSRBLTKEEL,

I8 A : LDAP XY E> T B XT DAP

ASAPIX U —ZA7A(x) LTI, LDAP IV EV T ERENDBENBAThELE, ChiF
Cisco BME LDAP A7 IV RNFLERBHEOBOIYE VBT 2EESZMEET,. LDAP
AF—XEENTEICEVYYET, CACRIAZEETIHS. chiFVE—KN 7IVEAEREAD
EBIMORIS—EBREYR—RNITDENTEEXT, CNSEELDAPRYYETOHITT,
AD/LDAP H—NZZETBI_lF, EBEERNIVETHDEITFEL TS EETL, ASA8X
VIRNIITTRR, BAFIVIO TOEA RIS — (DAP) e BEAEnEL L, DAP I
CAC & —#EICHEEL T, BROAD JIIL—T2SBLEY, RUS—PACLBERETYZ L
VIR ENTEEXRT,

SF)F1: VE—DNTFOEARFUZTAYIA > &AL & Active Directory @&
B : PO RAOEAHER

O TIE AD J&# msNPAllowDailin & Cisco &% cVPN3000-Tunneling- Protocol ICX Y E> Y
LET,

.AD B ®NO{E : TRUE =5F1], FALSE=3E%H
. Cisco BMMDfE : 1=FALSE, 4 (IPSec) £7=I& 20 ( 4 IPSEC + 16 WebVPN ) = TRUE
ALLOW R#HICDOWVWT, AOEKSICXY T LET,

. TRUE =20
DENY A A4 VI A &HBEDHBE. ROLSICIYTULET,

. FALSE =1
#:TRUE BRTFALSE I XTANETT, FHlk., TtXalT41 FT7S5AT7 AR I1—Y
AN OAIBH —/NNDEREL ZSHBLTLEETL,

Active Directory O EE



//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html

1. Active Directory 3 —/\NT, [Start] >[Run] Z2 UYL &Y,

2. FAVWETFARNRY VA dsamsc EAADLT, [OK 2P YOLET, <hTActve
Directory BBV —IILARBLET,

3. Active Directory BBV =TT S AiEH5Z V)Y UL T, Active Directory ® 1—H&
KUAVE1I—Z2ZBEALET,

4. T7ZRARBEEIVYILT, RXABERBALET,

5. 1—H0 0OUNMERENTWBES, OUZBBELTINTOI—HZEZRRLET, IANT
NDI1—H7%Z Users 7AI)FICEINHETTWBEE, TO7AIINFZREALTI—HYZERRL
F9. KA1 Z8BLTLKEEV, B A1: Active Directory EE2>V—)l

" labrat - [Consobe Rooth Active Direcbory Users and Computers [Ciscojax-2k3Jabrat.com]Jabrat.com’HIL]

) File  Acton  Miew Favortes  Window  Help =S
e+ DE R EFHE AT mVEs 0000
— Consale Root Hame | Typa | Description
= 5 mternet Informadon Services (I -ﬁ_c'l.-uklfrnr Liser
= Acthe Diractory Users and Comp | f Brhan Hari Lk
- Savad Queries ] poter Parkat Liser
- labeat.com
H- I Bulkin
H- | Compukers
+ 2] Doman Contralers
H- | ForegrSecwity®rincpas
#- |1 Lostand=ound
] ML

H- [ NTCS Quotas
H- |1 Program Daka
H- I Swstem
I Usars
DhS
E Certfication Authority (Local)
51 (g8 Ceruficate Temolzbes
W2 Acthve Dreciory Schama [Clsooja
& Routing and Remote Aocess
A Routing and Remote Aocess

il | FiEl | ]
EEiiaa e e | |

6. METHI—HEATINVIUYOILET, I—HF0O7ONT 4 R—2 T [Dial-in]| X 7 &9 )
YOU, [Allow] £k [Deny] 202V vY O LET, A2 ZSRLTLKEEV, A2: 1




ﬂ Clark Kent Properties

Erwiranment | Sessions | Remote control | Temminal Senvices Profile | COM+
Eﬂ'ﬂdl.ﬁdﬁ'ﬂtl.ﬁml Proite | Tulmhmul Chgarizalion
Published Cettiicates | MemberOF ~ Diakin | Object | Secuily

Remate Access Pamission [Diskin o VPN
@ Jallow accesd
" Deny access

i JEontolacoess ook Femole Socess Falicy

™ Wersy Clar|Dr %
- Callback Options
' Mo Callback
£ Sel by Calier (Rouling and Remole Access Senice only]
" fdways Callback o

I dissigs o Stabic IF Sddiess
15 Sappi State Rontes

Define routes o enable for this Diakin Slatic Rester §

oK Caesl | B

—Jo7ONT 1
7.RICIOK| 202Uy ILET,

ASA DOEE

1. ASDM T. [Remote Access VPN] > [AAA Setup] > [LDAP Attribute Map] ZiZiRL =7,

2. [Add] EZ VY I LET,

3. Add LDAP Attribute Map 1 > RO T, KOFIEZETLET, RAZESBELTSEEV
- B A3: LDAP BN Y 7 0EM



= Ldd LDAP frtribute Map

Mame:  |mslFAlsOIAN
MapMame | Map balas |
Cuskomar Rame Cisio MNama
Customer Plame:
(e L= Rl T |
|
spgprrsa  ETTTR . ETICIEAT,

[Name] TFARNRY JRICBEFZADLET, [Map Name] Z 7 ® [Customer Name] T F
A KNRY 2 ZIZ msNPAllowDialin &€ AL E 9, [Map Name] 27 ® [Cisco Name] RO v
7’XD > ZF 723> T [Tunneling-Protocols] ZiBIRL EF, [Add]Z T YU LET, [Map
Value] R 7 &2 BIRLET, [Add] 2T Y UV LFET, [Add Attribute LDAP Map Value] 7
>~ R7J® [Customer Name] TF A RRY U AIZ TRUE EA B L, [Cisco Value] TF A KR
YOAZ20 EANLET, [Add] 20 Y U LET, [Customer Name] TFARRY U A
I FALSE &AL, [CiscoValue] TFARRY VRAIC1 EANLET, RIAMAEZSHLT
<fEEEL,

& Fdit LDAP Attributes Map ¥alue

Custamear Mame:
| Customer Value Ciseo Vakse
oL o ]
TRLE 20
Crustomer Valus

EIETES TR EETIEE

[OK]|ZOUYDOLET, [OK|Z0VYILET, [APPLY]| Z20 )Y OLFET, FREWR A5
DESICEV)ET, RA5: LDAP BT Y 7ORE




& Cisco ASDM 6.0 for ASA - 172.16.120.225 =13

Fla Wiew Took  Wizards  ‘Window  Help Lioak. Fow:

- A b, 1= il Il il I b
Hame | @7 Configuration CcISCo

R L I Confguration > Hemole Acces: WPH > 404 Selup > LDAP Atlnbute Map O

mism

+ IE Clientless S50 VPN &cress

-I AR Satug Add &nd corfigure attribute map used by LDAP server,
: m AAA Servar Groups

CoaP dizribute Map
: Loca Ussrs

Hame Attribate Map Manme

=
H & Secure Deskiop Manoger % s alloedizln rivs NP Al koweCiialin= Tunnaling-Protocols
£ it [ E
DierAoe Sat |
i.,ﬁl‘.’:...‘_..:,_:_!-..i.,..:,_:_..,,..:,_:_..,,_.; [n
. Firesuall
R b o b o R o

'ﬁﬁmntm'ﬂm

:ﬁ?&-&:ﬂ-ﬁmwu i

[T oevice Managemere
S——— e
Device configuraton kaded... clsco 15 [ Ed B 7107 1:56:07 PR LITC

4. [Remote Access VPN] > [AAA Setup] > [AAA Server Groups] ZiZIRL £ 9, A6 2SR
LTLEEV, BA6: AA AY—/)NTIL—7

& Cisco ASDM 6.0 for ASA - 172.16.120.225 =13
Fla  Wiew Took  Wizards  ‘Window  Help Lioak, Fows
E— == — = = = ; il Il il | b
wams | oy Configurason| [ ) Morkorng [ ) ssve Qlrstiesn (oase ) 1 Dbl B CISCO
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]

AR Serves Groups
t ? Clientless 550 VPH Sceess Server Groups

= Al Satup Server Group Frotacel Accourking Mode Fieactivation M
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LDAP serbute Mao LOZaL LOnZAL
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5 mETHIH—NTI—T%20)YOLET, [Serversinthe Selected Group] o< a>h
SH—NDOIPT7RLAFLFKRANEZZBRL T, [Edit)] ZoVYILET,

6. [Edit AAA Server] 7 4 > R™J® [LDAP Attribute Map] T ARNRY VAT, fERE Nz
LDAP BHR Y72 ROVIEAI XZ1—H1SBRLET, RATEZSBLTLIEETL,
A7 : LDAP B Y 7 0iahn




B Edit AAA Server

Server Group; ab-LDap

Interface Mame:

Tirneouk:

LDAP Parameters
| ] Enable LDAP over 550

Server Pork:

Server Type! -- Dekect Aukomatically Use Generic Type --

Base DN ECN=Llsers,DC=ggsgsecIahJDC=nrg

Scope: ione level beneath the Base DM

Maming Attributeds): userPrincipalManme

Login DR: ZN=hdrministrator, CN=Users, DC=ggsgseclab, DC=0

Login Password: T TTTY)

LDAP Akkribute Map: | [EEdE TR E

[ ] 5451 MDS authentication

[ ] 5A5L Kerberos authentication

7.[OKl Z2UY O LET,
F LDAPNA VT A ITBROBHENYEINELKBEEL TVWRAESHEERTHLEHIC
TARAFEF LDAP PNV T ZEAVICLES, NN 21—FT420 A RICOVWTRAS
BFCESBLTLIEET,

SFVF2: PORARAERRTREBGERIZ LSOOIV XNV T2ER
L #= Active Directory @&l

COBITIE, TIN—"T AN YT H2#EZHBEELTERETS-HIZ. LDAP EM memberOf & £
LThZUI Z7O0RINEBEHICIYETILET, CORDI—EBEESEDIZIE., XDFE
BN BETT,

- ALLOW &8O X N8B ASAVPN I—HIZD2WT, T TILBEETZTIN—T%2FEATS
A, FLWIIL—T"ERLET,
. DENY HBOX/NICES ASABAOI—HICDOVWT, S TICHFEETHDIIN—T%2FEHAT3



A, ILVWITIL—T=ERLET,
. LDAP Viewer BT, JI—7ODNAELVZEZHELET., "D, #25BLTLE

TV, DNAELLBEVWEE, YYEJRELLBELEEA,
F:COUU—RATIE, ASA [ memeberOf B NDRAIIDXEFDHFRHAID ENTED &
IEZELTLEEVY, ERENEFLVWIL—THVARNDRBICBEDELSICLTLSEE Y, fb
NDAT>aviF, BHRXFERBIOEICEEZL T, AD 'ERXFZFERVICSBTESD&LSICT
BCETT, COFNERRTDICE. EHOTIN—T%2S8BISD8x VY7 RNIITNODAP %
FRALTLSEZL,

FEIA-YRETIN—TO—ETHBH. memberOf ZFIZ ASA ICEVBRED RS BEIDT I
—TDO—ETHBIRSICLTLKEEV, FALSEEBRUZEETIHLERFHYEEBAN, 5
FTRENRANTZI9T1ATYT, BBFEOTIL—TEBILAR—ANFBENZFEEF. ROFE
TEMEZADLET,

CN=Backup Operators, CN=Bui |l ti n, DC=ggsgsecl ab, DC=or g
3¥: DAP Tlx, ASAFEHITIL—7"O memberOf BMEEZSBL., JIL—FICEIVEHFAZTV
£F9, DAPOtI>arvzsRLUTLKEEL,

Ive> g

- AD B DME : memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=orgmemberOf
CN=TelnetClients,CN=Users,DC=labrat,DC=com
. Cisco BM™OMfE : 1=FALSE, 20 = TRUE,
ALLOW £#&IZ2V\WT, RO&LSICXYTLET,

- memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org= 20
DENY &4 IC2VWT, ROKLSICXYTLET,

- memberOf CN=TelnetClients,CN=Users,DC=ggsgseclab,DC=org = 1
E:SEODDV—ATR, BEREZEFIBLVIERTS-HD Cisco BENBFELET, Cisco B
MIZOVWTOFME., T2 VT4 FTSATOARAIA—HHAQLOOABY—NDERES &
ZRLTLEEV,

Active Directory D& 5E

1. Active Directory H—/\C, [Start] > [Run] ZZRL £ T,

2. BAVWETFAM RY VA dsamsc EADLT, [OK&ZTVUYILET, ZNhTActive
Directory BB >V =LA EBLE T,

3. Active Directory BBV =TT S AiBF5Z VY UL T, Active Directory ® 1—H#
LV E1I—2ZRBEALET. HA8BZSHBL TKEE, B A8 : Active Directory 7 )l
-7
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artperes L
¥ -2 Computers 0 S =

+- gl Dt Coffrofers
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=3 (i Enesfidimins Sty ol ... DNS Administrators Group
DnslipdateProey Seuriky GEoUD ... - DNS chents who are permitted to perfor..
Doy Bylimires

WS s g

Mambers of this group are permitted to .

Sevinity Group ... Designated adminktrators of the domain
Ciiainy Computeis Secinity Group ... Al workshations and servers joined Bo th..,
ﬂl:mun Controliers Security Group ... &l domain controliers in the domain
Diomiain Guests Security Geoup .. Gl domain guests
Coman Lisers Secunilly Geoup ... - Al domein users
Entarprise Admins Securily Geowp ... Designated sdmirsirabors of the enterp..,
Group Policy Crestor Owirers Security Group ... Members in this group can madiy group ...

Er&nﬂ [EET Builk -in account for guest access tothe ...
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Lipar This is a vendor's acoount for the Hefp a..

Meambers of Bt group have soceseto T...
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A TSARBEREIIVYILT, RAMVBEREBLEY,

5.[Users] 72 )X &2HED1)Y UL, [New] > [Group] ZiBIRL £7,

6. JIN—TRBZAHNLET, RIZ, flERLET, ASAUsers,
7.[0KlZ2O2VYOLET,

8.[Users] 7# ) A%V v UL, ERTHERLETIL—T2XTILIOVYILET,
9. [Members] 2 7 Z#IRL T, [Add] ZV VY I LET,

10. BME2I—HOEFHZEADLT, [OK|ZIVYILET,

ASA DOEE

1. ASDM T. [Remote Access VPN] > [AAA Setup] > [LDAP Attribute Map] ZZRL %7,

2.[Add] 2O U Y U LET,

3. Add LDAP Attribute Map 71 > RO T, KOFIEZETLET, RAZEZSBELTIKEEV
o [Name] THFARRY JRAIZBZHZANDLET, [Map Name] X 7 O [Customer Name] T
FARNKY IR cIZ memberOf EAHLET, [Map Name] 2 7 D [Cisco Name] RAY 7
ArJ)> 77’2 32T [Tunneling-Protocols] Zi#IRL £, [Add] ZiBIRL £F, [Map Value]
2T H&DVYOLET, [Add] ZiBIRL F9, [Add Attribute LDAP Map Value] 71 > R ®
[Customer Name] 7~F A h7R Y U AIC CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
EAHBL, [CiscoValue] TFARRY JAIC20 EADLET, [Add| Z0UY I LET,
[Customer Name] TF A RKRY U AIC
CN=TelnetClients, CN=Users,DC=ggsgseclab,DC=org & A 51 L, [Cisco Value] TF A k7R
VOARAZ1EANLET, RAAZSBLTLKEESV, [OK]Z2UYOLET, [OK] &
DY OLET, [Apply] 20U Y ILET, REBRAIDKISIZEET, B A9 : LDAP
BEIY 7S
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4. [Remote Access VPN] > [AAA Setup] > [AAA Server Groups] Zi&IRL £,
5. mETHH—NITIN—T%20)YIULET, [Serversinthe Selected Group] o> a>h
SH—NNXOIPTPRLAFLFRANEZRBRL T, [Edit)|Z0UYILET,

0= Edit LDAP frtribute Map

Kame: imnrrhrﬂ:'F

| Map Kame . Map elas

Cuskomear Mams Custiomer to Dsco Map Valss

CH=Tadnget Jierits, CN=l_kais, D=ggegsedab, DC=org=1
CH=ASfLisers, CH=lisess, DC =ggsase dah, D =ang=c0

Eooook i canea e ]

6. [Edit AAA Server] 7 1 > R M [LDAP Attribute Map] TF¥ A RRY VAT, ERE i

LDAP B Y 72 ROV T7HE I XZ1—HASBRLET,
7.0K| 22Uy OL&ET,

F LDAPNA T AV ITBLVBEBHENYE TN ELKEEL TVWBAESHZEIETHEHIC
. TANFEE LDAP FNY T ZAVICLET, NI 21—FT420 AX RIZOVWTIRAS

gRCa2BRLTSIEEL,



2F)A 3 BEDO memberOf REEQEODAAFTSVI FOEA RIS —

Z DTk, Active Directory FJIL—7 XN Y FICEILK T O EARAZETREICT D EHIC,

DAP ZEA L TEEHD memberOf B ZSBLET., 8x KVWERI TR, ASA BHRAID
memberOf BN * ZFRAE > TVWEL =, 8xLABRTIE., ASA T XTO memberOf BE%E S
BTEEY,

- ALLOW &HBFD X /NIC7%% ASAVPN 1—HIZDOWT, 3 TILEFEETDIIL—T%2FEHTS
A, FLWIIL—=T (1 2FLREEH) 2ERLET,

- DENY & X2 NICE2 ASABADI—HICDOWT, I TIEETRZIIN—T2EATS
A, FLWIIL—T2ERLET,

. LDAP Viewer AT, JI—7ODNHFELWC L #BELET, & D, #8BLTLE
TV, DNAELLKBEWVWEE, YYEVJRELLEELEZEE A,

ASA DOEE

1. ASDM T, [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Policies]
ZERLET,

2. [Add] 20 V)Y OLET,

3. [Add Dynamic Access Policy] T, XD FIEZETLET, [Name] TFARKRY VA b ICH
HMEAALET, 754F VT4 2023V 1 BEDORYKREVKRZEADLET, &
REET, [Add] 20 )Y U LET, [Add AAA Attribute] T, [LDAP] ZEIRL £,
[Attribute ID] 292 3> T, memberOf E AHLE T, [Value] 20> 3> T, [=] ZERL
ADIIIN—TEBEADLET, ZRIDEIILN—TIEODVTZOFIEZRIELET,
A0 ZSRLTSEE L\, BA10: AAABHEI YT

B Add AAA Attribute

j | Cancel

[OK]Z22UY 2 L&ET, [Access
Policy Attributes] 223> T, [Continue] ZEIRL £ 7, A1 ZzZ2RLTKEEVL, B
A1 : FA4FZv O RU>—0BM



B [dit Dhnamic fccess Policy

Podcy Mame: ChCAIEERS
Descdntian: MUl -Graun Membership Check
ﬂa:t\.ﬁn r_l'll?‘ e e e e e e e e e e

Priariby: |1

Defire the 805 and sndpoint stbdootes used o ssleck this sccess poloy. & polics 15 used wihen & us='s authorizabon sdnbutes makch ts 080 stbnbute ofere
medaw ard peery endooint abtdtune hes been sattsfied. These attrhutes ran be creabed ising Ehe tables helow andior By sopanding the Sduanced option b
SRy Lhe ogica expression Lexk,

User has Y of Bre Folloming SAn Strbotes vales, .. W 3] the Follng endpoirt atrbut=s ar= satisfed

AR Atrhbe  Cperabienialue [ Add_]  Endoointm Wamefaparatin¥ake: add ]

cap. memberCf = BLA keers

dap. mamberC lII £

i Logicsl Dpe |
< - >

Advanced

arcass Polioy Attrbitas

Confours sooess pobcy sttnbutss for ths polow, Sttnbubes values soscfed bers sl ovemids those waluss obtsn=d from the &05 system.

Artion: (&) Continue ) Terminate

Specify b ieeaage it vl bee s plated wheen Ehis reond s aebected,

Lcer Messags:

[t comenl - o] - el ]

4. ASDM T, [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Policies]
ZERLEY,

5. [Default Access Policy] Zi#IRL . [Edit] Z:#IRL T,

6. 77 FIK FTU>a2E [Terminate] ICRREENET. RA12Z2ZRBLTLKEZL, B
A12: FA4FZY D RIS — DMk

&= Edit Dynamic Access Policy

Policy Mame: DfftcozssPalcy

Dasoription:

fcress Poicy Athributes
Canfigure access policy atbributes for this policy, attribiutes values speofied hers will averride thoss walues abtained from the BAR sstem.

| ACon | Mebwork ACL Fiters { Wieh-Type 4CL Filers | Functiong | Park Feewsrding Lists ff LIRL Lisks . ACCESS H‘.‘I!hud_
Action: () Continue {3 Terminate

| Spechy the message that wil ba displayad when this racord |5 sefected.

| User Massage: |

T j[_ Cancel j[ Help

7.[0Kl 22Uy ILET,

E: [Terminate] MBIRE N VWBEES., 77 2J)L M [Continue] THB o, I—HRFEDT I —
TICA>TVWAWEETETFATENET,



{488 B : ASACLI 88

ASA 5510

ci scoasa#tshow runni ng-config : Saved : ASA Version
8.0(2) ! hostnane asa80 donmi n-nane arny.nil enable
password 8Ry2Yj |yt 7RRXU24 encrypted nanes ! interface
G gabi t Et hernet 0/ 0 nanei f outside security-level 0 ip
address x.x.x.x 255.255.255.128 ! interface

G gabitEthernet0/1 naneif inside security-1level 100 no
ip address ! boot system di sk0:/asaB802-k8.bin ftp node
passi ve dns server-group Defaul t DNS domai n-nane arny. nil

---------------- pager |ines 24 |o0gging console
debugging ntu outside 1500 ! --------------- VPN Pool - - - -
----------------------------------------- ip local pool
CAC- USERS 192. 168. 1. 1-192. 168. 1. 254 mask 255. 255.255.0 -
----------- ! no failover icnp unreachable rate-limt 1
burst-size 1 asdminmage di sk0:/asdm 602. bin no asdm
history enable arp tineout 14400 access-group out in
interface outside route outside 0.0.0.0 0.0.0.0
172.18.120.129 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00:02

ti meout sunrpc 0:10:00 h323 0:05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0:02: 00 sip-invite 0:03:00 sip-di sconnect 0:02:00
timeout uauth 0:05:00 absolute ! -------mmmmommn
---LDAP Maps & DAP-------- oo | dap

attri bute-map nenber O nmap- name nenber & Tunnel i ng-
Protocols March 11, 2008 ASA — CAC Authentication for
AnyConnect VPN Access Conpany Confidential. A printed
copy of this document is considered uncontrolled. 49
map- val ue nenber O

CN=_ASAUser s, CN=User s, DC=ggsgsecl ab, DC=org 20 | dap

attri bute-map nsNPAl | owDi al i n map- nare nsNPAl | owDi al i n
Tunnel i ng- Prot ocol s map-val ue nsNPAI | owDi al i n FALSE 1
map-val ue nsNPAI | owDi al in TRUE 20 dynam c-access-policy-
record CAC USERS description "Milti-G oup Menbership
Check" priority 1 dynam c-access-policy-record

Dfl t AccessPolicy action termnate ----------------------

------------- LDAP Server-------------ommmmm e oo -
----- aaa-server AD- LDAP protocol |dap aaa-server AD
LDAP (outside) host 172.18.120.160 | dap-base-dn
CN=User s, DC=ggsgsecl ab, DC=or g | dap- scope onel evel | dap-
nam ng-attri bute userPrinci pal Nane | dap-1 ogi n-password *
| dap-1 ogi n-dn

CN=Admi ni st rat or, CN=User s, DC=ggsgsecl ab, DC=org ---------
--- | aaa authentication http console LOCAL http server
enabl e 445 http 0.0.0.0 0.0.0.0 outside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart ! --------
-------- CA TrustpoinNtS---------mmmmm e
---- crypto ca trustpoint ASDM TrustPoi nt0 revocati on-
check ocsp enrol Il ment term nal keypair DoD- 1024 natch
certificate DefaultCertificateMap override ocsp
trustpoint ASDM TrustPoint5 10 url http://ocsp.disa. ml
crl configure crypto ca trustpoint ASDM Trust Point1l
revocati on-check ocsp enroll nent term nal fqgdn asa80




subj ect - name CN=asa80, OU=PKI , OU=DoD, O=U. S

Gover nment, C=US keypair DoD- 1024 match certificate
Defaul tCertificateMap override ocsp trustpoint

ASDM TrustPoint5 10 url http://ocsp.disa.m| no client-
types crl configure crypto ca trustpoint

ASDM Trust Poi nt 2 revocati on-check ocsp enrol | ment

term nal keypair DoD 2048 match certificate

Defaul tCertificateMap override ocsp trustpoint

ASDM TrustPoint5 10 url http://ocsp.disa.m| no client-
types crl configure crypto ca trustpoint

ASDM Trust Poi nt 3 revocati on-check ocsp none enrol | ment
termnal crl configure ! -------cmmmmonn Certificate
MAP--- - mm i m e crypto ca certificate
map DefaultCertificateMap 10 subject-nane ne "" --------
------------ CA Certificates (Partial Cert is Shown)-----
------- crypto ca certificate chain ASDM Trust Poi nt0
certificate ca 37 3082044c 30820334 a0030201 02020137
300d0609 2a864886 f70d0101 05050030 60310b30 09060355
04061302 55533118 30160603 55040a13 0f 552e53 2e20476f
7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603 55040b13 03504b49 311b3019 06035504 03131244
6f 44204a 49544320 526f6f74 crypto ca certificate chain
ASDM Trust Pointl certificate 319e 30820411 3082037a
a0030201 02020231 9e300d06 092a8648 86f 70d01 01050500
305c¢310b 30090603 55040613 02555331 18301606 0355040a
130f 552e 532e2047 6f 766572 6e6d656e 74310c30 0a060355
040b1303 446f 4431 0c300a06 0355040b crypto ca
certificate chain ASDM TrustPoint2 certificate ca 37
3082044c 30820334 a0030201 02020137 300d0609 2a864886
f70d0101 05050030 60310b30 09060355 04061302 55533118
30160603 55040a13 0f 552e53 2e20476f 7665726e 6d656e74
310c300a 06035504 0b130344 6f44310c 300a0603 55040b13
f766e045 f15ddb43 9549d1e9 alOea6814 b64bcece 089elb6e
1be959a5 6fc20a76 crypto ca certificate chain

ASDM Trust Point3 certificate ca 05 30820370 30820258
a0030201 02020105 300d0609 2a864886 f70d0101 05050030
5b310b30 09060355 04061302 55533118 30160603 55040a13
0f 552e53 2e20476f 7665726e 6d656e74 310c300a 06035504
0b130344 6f44310c 300a0603 55040b13 03504b49 31163014
06035504 03130d44 6f 442052 6f 6f 7420 43412032 301el70d
30343132 31333135 30303130 5a170d32 39313230 35313530
3031305a 305b310b 30090603 55040613 02555331 18301606
0355040a 130f 552e 532e2047 6f 766572 6e6d656e 74310c30
0a060355 040b1303 446f 4431 0c300a06 0355040b 1303504b
49311630 14060355 0403130d 446f 4420 526f 6f 74 20434120
32308201 crypto ca certificate chain ASDM Trust Poi nt4
certificate ca 04 30820267 308201d0 a0030201 02020104
300d0609 2a864886 f70d0101 05050030 61310b30 09060355
04061302 55533118 30160603 55040a13 0f 552e53 2e20476f
7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603 55040b13 03504b49 311c30la 06035504 03131344
6f 442043 4c415353 20332052 6f6f7420 ! ! class-nmap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_nmap paraneters
nmessage- | engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
R SSL/WEBWPN- - - - - o - e e e e oo - -
----------------- ssl certificate-authentication
interface outside port 443 webvpn enabl e outside svc

i mge di sk0:/anyconnect-w n-2.0.0343-k9. pkg 1 svc enabl e




----- VPN G oup/ Tunnel Policy-------------------- group-
pol i cy CAC- USERS internal ggroup-policy AC USERS

i nternal group-policy AC-USERS attributes vpn-tunnel -
protocol svc address-pools val ue CAC- USERS webvpn svc
ask none default svc tunnel -group AC-USERS type renote-
access tunnel -group AC- USERS general -attributes

aut hori zati on-server-group AD- LDAP def aul t-group-policy
AC- USERS aut hori zation-requi red authori zati on-dn-
attributes UPN tunnel -group AC USERS webvpn-attri butes
aut hentication certificate group-alias AC USERS enabl e
tunnel - group-map enabl e rul es no tunnel - group-map enabl e
ou no tunnel -group-nmap enabl e ike-id no tunnel -group-nmap
enable peer-ip -------mmm o

& C: NFTNa1—-FT12T

AMABELTLDAP DRSNS a—F142T

- debug Idap 255 : LDAP F— 2 RX#ERTLET
- debug aaa common 10 : AAA F— AW AERRLET

fl1: FLVRHEERYESTCRBEROET

COfllE, FBERAICTTISFUAF2 ZFERAL EELHOKINICE 72 debug Idap & & U debug
aaa common DH I ZRLET,

C1: debug LDAP & & T¥ debug aaa common @ i 11
ELWIYEYT

AAA APl : | n aaa_open

AAA session opened: handle = 39

AAA APl : | n aaa_process_async

aaa_process_async: sendi ng AAA MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM | n AAA Start AAATransaction

AAA FSM | n AAA | nitTransaction

Initiating authorization query (Svr G p: AD LDAP)

AAA FSM I n AAA_Bi ndServer

AAA Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@ni |

Pasw. 1234567890@ni |

Resp:

[ 78] Session Start

[ 78] New request Session, context 0x26f1c44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap://

172.18. 120. 160: 389

[ 78] Binding as adm ni strator

[78] Perform ng Sinple authentication for Adm nistrator

to

172.18.120. 160

[78] Connect to LDAP server: |dap:// 172.18.120. 160,

status =




Successfu

[ 78] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g]
Filter = [userPrincipal Nane=1234567890@i | |
Scope = [ SUBTREE]

[78] Retrieved Attributes:

[ 78] objectd ass: value = top

[ 78] objectd ass: value = person

[ 78] objectd ass: val ue = organi zati onal Person

[ 78] objectd ass: value = user

[78] cn: value = Ethan Hunt

[78] sn: value = Hunt

[78] userCertificate: value =

0..50.......... [ 60 *H oL oa.o..... & ,d
coml.O.....

& ..,d..

[78] userCertificate: value =
0. AN 50 *H oL oa.o..... & ,d
coml.O.....

& ..,d..

[ 78] givenNane: value = Ethan

[ 78] distingui shedNane: val ue = CN=Et han
Hunt , O=M L, DC=l abr at, DC=com

[ 78] instanceType: value = 4

[ 78] whenCreated: value = 20060613151033. 0Z
[ 78] whenChanged: val ue = 20060622185924. 0Z
[ 78] displayNane: value = Ethan Hunt

[ 78] uSNCreated: value = 14050

[78] menmberOf: value =

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

[ 78] mapped to cVPN3000O- Tunnel i ng- Protocol s: val ue = 20
[ 78] uSNChanged: val ue = 14855

[ 78] name: value = Ethan Hunt

[78] object@ID: value = ..9...NJ..QU..z.

[ 78] userAccount Control: value = 66048

[ 78] badPwdCount: value = 0

[ 78] codePage: value = 0

[ 78] countryCode: value = 0

[ 78] badPasswordTi me: value = 127954717631875000
[78] lastLogoff: value =0

[ 78] lastLogon: value = 127954849209218750

[ 78] pwdLast Set: value = 127946850340781250

[78] primaryGouplD: value = 513

[78] objectSid: value = ................ qg...... ny. .
[ 78] account Expires: value = 9223372036854775807

[ 78] | ogonCount: value = 25

[ 78] sAMAccount Nane: val ue = 1234567890

[ 78] sAMAccount Type: val ue = 805306368

[ 78] userPrincipal Nane: value = 1234567890@ni |

[ 78] objectCategory: value =

[78] mail: value = Ethan. Hunt @ abrat. com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c

[ 78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[ 78] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,




aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

| FSM_TUNN_GRP_POLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_to_server_i d( CAC- USERS)

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USER

Pasw:

Resp:

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate = | FSM_DONE

AAA FSM I n AAA_ProcessFi na

Checking tinme sinultaneous login restriction for user
1234567890@ni |

AAA FSM | n AAA Cal |l back

user attributes:

1 Tunnel |i ng-Protocol (4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 |P: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)
10

" CAC- USERS"
Auth Status = ACCEPT
AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3
In aaai _cl ose_session (39)

AAA APl : | n aaa_send_acct_start
AAA APl : | n aaa_send_acct_stop
CAC-Test #

Pl2: BENERO K Cisco B¥ENYETIC LD EHROET




cOBlE, RBEAICTRIZFUAF2Z2EAL LELEOFFAICS 175 debug Idap & & T debug
aaa common DHHZRLE T,

C2 : debug LDAP & &k T debug aaa common @ i 1
RO ERYEYY

AAA APl : I n aaa_open

AAA session opened: handle = 41

AAA APl : | n aaa_process_async

aaa_process_async: sendi ng AAA_MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type

0

AAA FSM | n AAA Start AAATransaction

AAA FSM | n AAA | nitTransaction

Initiating authorization query (Svr G p: AD LDAP)

AAA FSM | n AAA Bi ndServer

AAA Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@ri |

Pasw. 1234567890@ni |

Resp:

[82] Session Start

[ 82] New request Session, context 0x26f1c44, reqType = 0
[82] Fiber started

[82] Creating LDAP context with

uri=ldap://172.18.120. 160: 389

[82] Binding as adm ni strator

[82] Perform ng Sinple authentication for Adm nistrator

to

172.18. 120. 160

[82] Connect to LDAP server: ldap:// 172.18.120.160: 389,

status =

Successf ul

[ 82] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g]

Filter = [userPrincipal Nane=1234567890@i | ]

Scope = [ SUBTREE]

[82] Retrieved Attributes:

[82] objectd ass: value = top

[82] objectd ass: value = person

[82] objectd ass: val ue = organizational Person

[82] objectd ass: value = user

[82] cn: value = Ethan Hunt

[82] sn: value = Hunt

[82] userCertificate: value =

0..50.......... [ 60...*. H....... o@.o..... & ..,d
contl.O.....

& ..,d. ..

[82] userCertificate: value =

0.."0.......... [0t 50...*. H....... o@.o..... & ..,d
contl.O.....

& ..,d. ..

[ 82] givenNane: value = Ethan

[ 82] distinguishedNane: val ue = CN=Et han
Hunt , QU=M L, DC=I abr at , DC=com

[82] instanceType: val ue 4

[ 82] whenCreated: val ue 20060613151033. 02
[ 82] whenChanged: val ue = 20060622185924. 0Z
[82] displayNane: value = Ethan Hunt

[ 82] uSNCreated: value = 14050

[82] memberOf: value =

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g




[82] mapped to cVPN300O- Tunnel i ng- Protocol s: value =
CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

[ 82] uSNChanged: val ue = 14855
[82] name: value = Ethan Hunt
[82] object@D: value = ..9...NJ..QU..z.
[82] userAccountControl: value = 66048
[ 82] badPwdCount: value = 0
[ 82] codePage: value = 0
[82] countryCode: value = 0
[82] badPasswordTi me: value = 127954717631875000
[82] lastLogoff: value =0
[82] lastLogon: value = 127954849209218750
[82] pwdLast Set: val ue = 127946850340781250
[82] primaryGouplD: value = 513
[82] objectSid: value = ................ qg...... ny. .
[82] account Expires: value = 9223372036854775807
[82] | ogonCount: value = 25
[82] sAMAccount Nane: val ue = 1234567890
[82] sAMAccount Type: val ue = 805306368
[82] userPrincipal Nane: val ue = 1234567890@ni |
]

obj ect Cat egory: value =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

[82] nmil: value = Ethan. Hunt @abrat.com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[ 82] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM I n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

| FSM_TUNN_GRP_POLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_t o_server _i d( USAFE)

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USERS

Pasw:

Resp

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:




Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i_fsmstate = | FSM_DONE,

AAA FSM I n AAA_ProcessFi nal

Checking tinme sinultaneous |login restriction for user
1234567890@ni |

AAA FSM | n AAA Call back

user attributes:

1 Tunnel i ng- Protocol (4107) 20 O

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 |P: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)

10

" CAC- USERS"

Auth Status = ACCEPT

AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3

In aaai _cl ose_session (41)

AAA APl : | n aaa_send_acct_start

AAA APl : | n aaa_send_acct_stop

DAP ORZTNa1—F14>2Y

. debugdap errors : DAP TS5 —%XRLET
- debug dap trace : DAP #gED N L —AZRTLET

$il1: DAP ([C R DEHROET

COfllE, FBERAICTRTISFUA 3 ZFERAL EEFERERSICS TS debug dap errors & & T
debugdap trace DHHZRLE T, EEHD memberOf BHEAHBD ZEICEFELTLSEE LY, 1
—l& _ASAUsers & VPNUsers Dl FICE T2 C&E, WIFNADTIL—TICEITREET
. ASARBRICK 2> TREYWET,

C3: DAP OF/Y\v Y

#debug dap errors debug dap errors enabled at level 1
#debug dap trace debug dap trace enabled at level 1 #
The DAP policy contains the following attributes for
user: 1241879298@n | -------------- oo
------------------------------------ --- 1: action =
conti nue DAP_TRACE: DAP_open: C8EEFA10 DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap.objectCass.1 = top
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 2 = person DAP_TRACE: User nane:
1241879298@nri | , aaa. |l dap.objectd ass.3 =

organi zati onal Per son DAP_TRACE: User nane:




1241879298@nri | , aaa. | dap.obj ectd ass. 4 = user DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.cn = 1241879298
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. gi venNane
= 1241879298 DAP_TRACE: Usernane: 1241879298@ril ,

aaa. | dap. di sti ngui shedNanme =

CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g DAP_TRACE:
User nane: 1241879298@ri |, aaa.l dap.instanceType = 4
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenCreated = 20070626163734. 0Z DAP_TRACE:

User nane: 1241879298@ri |, aaa. | dap. whenChanged =
20070718151143. 0Z DAP_TRACE: Usernanme: 1241879298@ni |,
aaa. | dap. di spl ayName = 1241879298 DAP_TRACE: User nane:
1241879298@nri | , aaa. | dap. uSNCreated = 33691 DAP_TRACE:
User nane: 1241879298@ri |, aaa.ldap.nenberOf.1 = VPNUsers
DAP_TRACE: Username: 1241879298@ri |, aaa.l dap.menberCf. 2
= _ASAUsers DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. uSNChanged = 53274 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. departnent = NETADM N
DAP_TRACE: Username: 1241879298@ril, aaa.l dap.nane =
1241879298 DAP_TRACE: Usernane: 1241879298@ni |,

aaa.l dap.objectGUD = ....+. .F.."5.... DAP_TRACE
Usernane: 1241879298@ri |, aaa.l dap. user Account Control =
328192 DAP_TRACE: Usernane: 1241879298@i |,

aaa. | dap. badPwdCount = 0 DAP_TRACE: User nane:
1241879298@nri | , aaa. | dap. codePage = 0 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.countryCode = 0O
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. badPasswor dTi me = 0 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap.| ast Logoff = 0 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.lastlLogon = 0
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. pwdLast Set
= 128273494546718750 DAP_TRACE: User name:

1241879298@nri | , aaa. | dap. primaryG oupl D = 513 DAP_TRACE:
User nane: 1241879298@ri |, aaa.l dap.userParanmeters = m
d. DAP_TRACE: Username: 1241879298a@ri |,

aaa.l dap.objectSid = .. DAP_TRACE: Usernane:
1241879298@ri | , aaa. |l dap. account Expires =
9223372036854775807 DAP_TRACE: Usernane: 1241879298@ri |,
aaa. | dap. | ogonCount = 0 DAP_TRACE: User nane:
1241879298@nri | , aaa. | dap. sAMAccount Name = 1241879298
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Type = 805306368 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. user Pri nci pal Name =
1241879298@ri | DAP_TRACE: Usernane: 1241879298@ri |l ,

aaa. | dap. obj ect Cat egory =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. msNPAI | owDi al i n = TRUE DAP_TRACE: User nane:
1241879298@ri | , aaa. ci sco.username = 1241879298@ri |
DAP_TRACE: Usernane: 1241879298@n |,

aaa. ci sco.tunnel group = CAC- USERS DAP_TRACE:

dap_add_to_lua_tree:aaa["|dap"]["objectd ass"]["1"] =
"top"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["2"] =
"person"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["3"] =
"organi zati onal Person"; DAP_TRACE:
dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["4"] =

"user"; DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"]
= "1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
ane"] = "NETADM N'; DAP_TRACE:




dap_add_to_lua_tree:aaa["|dap"]["gi venNane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =
"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";
DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["whenCreated"] =
"20070626163734. 0Z"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["whenChanged"]
"20070718151143. 0Z"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["displayNane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["uSNCreated"] = "33691";
DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["menberOF"]["1"]
"VPNUsers"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["menberOF"]["2"]
" _ASAUsers"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["uSNChanged"] = "53274";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N'; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["name"] = "1241879298";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["userAccount Control"] =
"328192"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE:

dap_add_to_lua_tree: aaa["| dap"]["badPasswor dTi ne"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["|dap"]["l astLogoff"] = "0";
DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
= "0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["pwdLast Set"] =
"128273494546718750"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["pri maryGoupl D'] =
"513"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["objectSid"'] contains

bi nary data DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["account Expires"] =
"9223372036854775807"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["l ogonCount"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Nane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type"] =
"805306368"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@ri | "; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=0
rg"; DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI | owDi al i n"] =
"TRUE"; DAP_TRACE:
dap_add_to_lua_tree:aaa["cisco"]["usernane"] =
"1241879298@ri | "; DAP_TRACE:
dap_add_to_lua_tree:aaa["cisco"]["tunnel group"] =

" CACUSERS"; DAP_TRACE:




dap_add_to_l ua_tree: endpoint["application"]["clienttype"
] = "I PSec"; DAP_TRACE: Usernane: 1241879298@nil,

Sel ect ed DAPs: CAC- USERS DAP_TRACE: dap_request: nenory
usage = 33% DAP_TRACE: dap_process_sel ect ed_daps:

sel ected 1 records DAP_TRACE: Usernane: 1241879298@i |,
dap_aggregate_attr: rec_count = 1 DAP_TRACE: Usernane:
1241879298@ri |, DAP_cl ose: CBEEFA10 d.

Pl 2: DAP ICLDEHDIER

COBE, FERAICRTSFUAI ZFEAL LEHEDOKRKIZSH TS debug dap errors & & T
debug dap trace D HHZRL E T,

C4: DAP OF/Xv Y

#debug dap errors debug dap errors enabled at level 1

#debug dap trace debug dap trace enabled at level 1 #

The DAP policy contains the following attributes for

user: 1241879298@n | -------------- -

------------------------------------ --- 1: action =

terninate DAP_TRACE: DAP_open: C91154E8 DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap.objectCass.1 = top

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 2 = person DAP_TRACE: User nane:

1241879298@ri | , aaa. |l dap.objectd ass.3 =

organi zati onal Person DAP_TRACE: User nane:

1241879298@nri | , aaa. | dap.obj ectd ass. 4 = user DAP_TRACE:

Usernane: 1241879298@ri |, aaa.ldap.cn = 1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. gi venNane

= 1241879298 DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. di sti ngui shedNanme =

CN=1241879298, CN=User s, DC=ggsgsec!| ab, DC=or g DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap.instanceType = 4

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenCreated = 20070626163734. 0Z DAP_TRACE:

User nane: 1241879298@ri |, aaa. | dap. whenChanged =

20070718151143. 0Z DAP_TRACE: Usernane: 1241879298@ril

aaa. | dap. di spl ayName = 1241879298 DAP_TRACE: User nane:

1241879298@nri | , aaa. | dap. uSNCreated = 33691 DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap. nenber & = DnsAdmi ns

DAP_TRACE: Usernane: 1241879298@r |, aaa.l dap. uSNChanged

= 53274 DAP_TRACE: Usernane: 1241879298@ril,

aaa. | dap. departnent = NETADM N DAP_TRACE: User nane:

1241879298@ri | , aaa. | dap. nane = 1241879298 DAP_TRACE:

Usernane: 1241879298@ri |, aaa.l dap.object@U D =
.+..F.."5.... DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. user Account Control = 328192 DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap. badPwdCount = 0

DAP_TRACE: Usernane: 1241879298@r |, aaa.| dap.codePage =

0 DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. countryCode = 0 DAP_TRACE: User nane:

1241879298@nri | , aaa. | dap. badPasswordTi ne = 0 DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap.lastLogoff = 0

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| astLogon

= 0 DAP_TRACE: Usernane: 1241879298@ril,

aaa. | dap. pwdLast Set = 128273494546718750 DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap.primaryGouplD = 513

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. userParaneters = m d. DAP_TRACE: Usernane:

1241879298@ri | , aaa.l dap.objectSid = .. DAP_TRACE:




Usernane: 1241879298@ri |, aaa.l dap.account Expires =
9223372036854775807 DAP_TRACE: Usernane: 1241879298@n |,
aaa. | dap. | ogonCount = 0 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. sAMAccount Name = 1241879298
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Type = 805306368 DAP_TRACE: User nane:
1241879298@nri | , aaa. | dap. user Pri nci pal Name =
1241879298@ri | DAP_TRACE: Username: 1241879298a@ri |,

aaa. | dap. obj ect Cat egory =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. msNPAI | owDi al i n = TRUE DAP_TRACE: User nane:
1241879298@ri | , aaa. ci sco. usernanme = 1241879298@ri |
DAP_TRACE: Usernane: 1241879298@n |,

aaa. ci sco.tunnel group = CAC- USERS DAP_TRACE:
dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["1"]
"top"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["2"]
"person"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["3"]
"organi zati onal Person"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["4"] =
"user"; DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"]
= "1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
ane"] = "NETADM N'; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["gi venNane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =
"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["whenCreat ed"]
"20070626163734. 0Z2"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["whenChanged"]
"20070718151143. 0Z"; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["displayNane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["uSNCreated"] = "33691";
DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["menberOF"] =
"DnsAdmi ns"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["uSNChanged"] = "53274";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N'; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["name"] = "1241879298";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["userAccount Control "] =
"328192"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi me"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["|dap"]["l astLogoff"] = "0";
DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
= "0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["pwdLast Set"] =
"128273494546718750"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["pri maryGoupl D'] =
"513"; DAP_TRACE:




dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["objectSid"'] contains
bi nary data DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["account Expires"] =
"9223372036854775807"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["l ogonCount"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Nane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type"] =
"805306368"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@ri | "; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur ati on, DC=ggsgsecl| ab, DC=0
rg"; DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI | owDi al i n"] =
"TRUE"; DAP_TRACE:
dap_add_to_lua_tree:aaa["cisco"]["usernane"] =
"1241879298@ri | "; DAP_TRACE: Usernane: 1241879298a@ril,
Sel ect ed DAPs: DAP_TRACE: dap_request: nenory usage =
33% DAP_TRACE: dap_process_sel ected_daps: selected O
records DAP_TRACE: Usernane: 1241879298@ni |,
dap_aggregate_attr: rec_count =1
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- debug crypto ca 3

A7 4% 1L —> 32 E— RT logging class ca console ( & /=& buffer ) debugging
NS OHITIE, OCSP LARVAICKBDIAERIIOKINE, FEAETIL—TRER)Z—0
KHERLET,

R C3 ., BT h-ABB L, BFEFORAZTIINL-—TRERIVZ—OFNY THHZRLEK
ERD

C4F, REZRODLAAEIIN-—TRERIZ—OFNYTHIZRLET,
R C5 &, B2 LARAEZFE DI OFNYTHAZRLET,
C5: OCSP F/\v 7 : B3y L /=R B RGE

CRYPTO_PKI: Found a suitabl e authenticated trustpoint
ASDM Tr ust Poi nt 11.

CRYPTO_ PKI: All ocated OCSP data handl e Oxca2d27b8
CRYPTO PKlI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKlI: status = 0: poll revocation status

CRYPTO _PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: OF192B, subject nane:

cn=MCG NTY. JI MW. 1160139435, ou=USN, ou=PKIl , ou=DoD, o=U. S.
Gover nment, ¢c=US, issuer_nane: cn=DOD JI TC EMAI L CA-

15, ou=PKl , ou=DoD, o=U. S. Gover nment, c=US.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:




cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI : Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI : Found OCSP override match. Override URL:
http://198.154. 68.90, Override trustpoint:

ASDM Tr ust Poi nt 12

CRYPTO_PKI : crypto_pki _get_cert_record_by_subject()
CRYPTO_PKI : Destroyi ng OCSP data handl e Oxca2d27b8
Crypto CA thread sl eeps!

CRYPTO PKI: Attenpting to find tunnel group for cert
with serial

nunber: OF192B, subject nane:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, issuer_nane: cn=DOD JI TC EMAI L CA-
15, ou=PKI , ou=DoD, o=U. S. CGover nment, c=US.

CRYPTO_PKI : Processing map rules for

Defaul t CertificateMap.

CRYPTO_PKI : Processing map Defaul tCertificateMap
sequence 10...

CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MMY. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
CGover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI: Peer cert has been authorized by map:

Def aul t Certificat eMap

sequence: 10.

CRYPTO_PKI : Ignoring match on map DefaultCertificateMp,
i ndex 10 for

WebVPN group map processing. No tunnel group is

confi gured.

CRYPTO_PKI: Peer cert could not be authorized with map:
Defaul t CertificateMap.

CRYPTO_PKI : Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, ¢c=US, map rule: subject-nane ne ""
CRYPTO_PKI: Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI : lgnoring match on map SSL, index 20 for
WebVPN group map

C5: RMULAAEBIIL-—TRERI—DOHH

C5: M B> AEAROE D

n % =X-3-7E17t 02h7a Certinf icaHtue cnhta,in faioled
uval i dati on=.

ChertifilclLa,ted ccha=inl ais eibtrhaer tin,valdid cor
=noct

oanut hori, zed.

map rul e: subject-nane ne ""

CRYPTO_PKI : Peer cert has been authorized by nmap:

Def aul t Certifi cat eMap

sequence: 10.

Tunnel G oup Match on map Defaul tCertificateMap sequence
# 10.

G oup nane i s CAC- USERS




CRYPTO_PKI: Checking to see if an identical cert is

al ready in the database. ..

CRYPTO_PKI : | ooking for cert in handl e=2467668, digest=
CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO PKI: Cert not found in database.

CRYPTO_PKI : Looking for suitable trustpoints...
CRYPTO_PKI : Found a suitabl e authenticated trustpoint
trustpoi ntO.

CRYPTO PKlI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: 2FB5FC74000000000035, subject nane: cn=Ethan
Hunt , ou=M L, dc=ggsgsecl ab, dc=or g, issuer_nane:
ch=ggsgsecl ab, dc=ggsgsecl ab, dc=or g.

CRYPTO_PKI : Processing map rules for

Defaul t CertificateMap.

CRYPTO_PKI : Processing map Defaul tCertificateMap
sequence 10...

CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

= cn=Et han Hunt, ou=M L, dc=ggsgsecl| ab, dc=org, map rul e:
subj ect - nane

ne ""

CRYPTO_PKI: Peer cert has been authorized by map:

Def aul t Certificat eMap

sequence: 10.

CRYPTO_PKI : Found OCSP override match. Override URL:
http://ocsp.disa.nil|l, Override trustpoint: OCSP
CRYPTO_PKI : crypto_pki _get_cert_record_by_subject()
CRYPTO_PKI : Found a subject nmatch

ERROR: Certificate validation failed, Certificate is
revoked, serial

nunber: 2FB5FC74000000000035, subject nanme: cn=Ethan
Hunt , ou=M L, dc=ggsgsecl ab, dc=or g

CRYPTO PKI: Certificate not validated
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Microsoft Server 2003 ® CD (Zi&, LDAP #i&& ., LDAP A7 IV RNBLUVBEMRZERRT DI
HICAARN=IITEZDEMOY —=IHFBHYNVET, cnsOY—ILEAARN=ILTDIZIE,
CD @ Support ¥4 Lo RUIZBEIL., Tools 4 LU KNJU%EZRLET., SUPTOOLS.MSI % A
JARN=ILZFET,

LDAP Viewer

- AARN—=J)LU %, [Start] > [Run] ZiBIRL £7,

-ldp EABL., [OKZPVUYOLET, T LDAP Viewer F'EEILE T,

. [Connection] > [Connect] Zi&IRL £7,

cH—=NBZEZAHLTOKZIVUYOLET,

. [Connection] > [Bind] Zi&IRL £,

CA—HBENAD—RZADLET, F: EBEERIVETT,
[OK|ZOVUYOLEY,

.LDAP A7 IVURERRLET, BID1 #3BL TSV, B D1: LDAP Viewer



i:_|.||_|: Clsrajaw-Ziclabrat oo T =laber ot 0 =com:

Coreerction  Erowss Ve Cptii (RSt Hele

§| = oelaboat plegom ding base "CH=Clark Kent, OU=MILDC=labral.BC=com”...

ChissBotin, Dl mbabarst, Dl wecom sull <00 fnull)

Lt S =it [Cwoim atched DNs:

b=y Dontabers, Dm{abe o, DmCain 1 eniries:

Cheeforsigriiecun yPrncnali O0nlsbrsh, Domooe >3 Dnc CHeClark Kent, OU = MEL DC=labrat DC=com

Ch I rarsruactyng, Do wdabe g DT g 4 objectClass: top; person; srganizationalPerson: user

Chisl st dnadPoond D sdsbrat | D wooem 13 cn! Clork KEenkt

[ Ol DD lab 5t W ety T &n: Kent
2 et Kk OHIL DC i af (Do 1 phyaicalDeliveryDificeName:! Welcome 1o LDAPHE
P chibdenn 3 waerCenificare: <ldp; Binary Hob; <idp: Binany blabx;
TRt Hunk; (el O sian o, Dol g o 1 ghvenhame: Clark:
ChmPeter Parboer, DML D mlabi ot D msom 1> distinguishedName: CN=Clark Kent, OU=MIL.DC=labrat. DC=cam:

ChTDS ek s ] miode b, DD menen 1 instanceType: bed = [ 1T_WHITE |

ChimPrioge s Dt DCmlatest, Dm0 1> whenCreated: 051 3R2006 12:50:21 Esstern Standard Thme Enstern Daylight Time:

i S, D mlabead D miom 1> whenChanged: DEf21 /2006 13:31:54 Eastern Standard Tine Eastern Daylight Time;

bt DaCalgb o, Do, 1> dlzplayName: Clark Kent:

i O mbibr gt D mtom 1> uBNCreated: T4072;

D mFersiDrnTnres, DO=labn gt D =eom 13 uSHChanged: 14701;

DOmDomasrnsdones, DO it DO om 12 neme; Clark Kent;

N g s, Dbt 8 D oy 13 objectGUID: 440353ci4-a1 Za-Hee-9337- 124026 ocl7 9;
1> saerdccoantControl: Dol G200 = | UF_NOAMAL ACCOUNT | UF_DONT_EXPIRE PASSWD

I

13 badPwdCount; 0;
1> cadePage: A
1> en ade: 07
1> brdPasswardlime: D6 42006 15:19:36 Eastemn Standard Time Exgtern Daylight Time:
13 lastLogoti: B1ATIED 00:00:00 UNCG
T» lasth ogon: BET 72006 16:20:44 Exstern Standard Time Eastern Dalight Time;
1> pwilagtSet TR IZ006 12:50:21 Enstem Standard Time Eastern Dwydlght Time;
13> primangGrowpi: 513
1> pserParametera: m: d _:
13 ehijectBid: 5-1-5-21-3541 460364-2450291 625-1039009643-1115;
1> sceouniExpies; P31 AI0HZE D200 UNC
12 logenCount: 117
13 sAMAccoimniName: 123456 TET0;
1> sAhfccountType: BOS 306 168

13 wserPrincipalMome: 1 23456 TRTO@ sbrat.com;

13 sbjectCalegony: CH=PeieanCh=Schema, CH=Configuration.DC=labrat. DC=com;
1> msNPAHDwalin: TRUE:

1> mail: Clark Kent@iabralcom;

T T

Active Directory Y —EAXA A R—7 IL A TITF14 AR

. Active Directory ¥ —/\T, [Start] > [Run] ZiZIRL £,

. adsieditmsc EANLET, ChTIFIANRELET,
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COY—)LEBEDATZIIVNODIRNTOEBHEZRRLET, RD2EZSBLTSEE,

D2 : ADSI Ofis%e
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AnyConnect 7O7 7 AN ZERLTIO—OAT—>3 2V ICEBMTBENTEFXRT, 07’0
774, ASATRARNBEDEFTETETBER, BRBEHIVERTELEDIAHERE/NT X
— B ESBTEET, COTA77A4)LE xm 774)LELTHRIFEE N, Notepad TIRETZ

F9, COTV7AINRGEIZATNIFBHTEMLEY, FJIL—T KRV —%ZEBUTASA H
S7Y2aALEYNTRENTEES, 77M4INRRODGFRICAREENET,

C.\ Docunents and Settings\All Users\Application Data\C sco\C sco
AnyConnect VPN Client\Profile

RDFIEZRTLET,

1. AnyConnectProfile.tmpl Z3#RL . 7 7 4 )L & Notepad TBHZE X T,
2.7 7AINICHUTRITEXRANIPBREDEEZITVE T, RF10flZzRBLTKEE
(A
3.ZTLES, 774)L% xm ELTRELET,
Znik, Cisco AnyConnect VPN 2547 N Z7A77AIL XML 77 AL DOBITY,

ZT7O77A4I)ERBIZDOVWTIE, Cisco AnyConnect D RFIAX RESBLTLSEEV, DXV
cIRDERSICBEYYET,

CTO77A4NBEEOIZ—VICERITIMLEN HYYET, RIZHAZRRLET,
CiscoProfile.xml
- Profile Name R &R ELZ O JIL—T0HICHELUTH2ETTE,

D77 A& Secure Gateway BB EIZK > THRTFEN, V94T VYTRIVITE—FIC
BAENDEHDENTT, COXMLICESILKZTO77A4IE, 954F 2 NIVWDOTEBER



TEET, YR—RENBEBHEXHZALR, YVIRNIITEEONVRIL T77A4IILELTOR
wH. BEXUVO-R XAZXLO—BELTOERATT,
VIA OV NELEGFRATR SEBFUO0—R XHZX A

H DB ED Cisco Secure '— ~

. EBEIELSAVTIAVRBRIEY—ILNOELFEASDM O7O7 7 A4 4 2 R— MEBEMHIC K
BPEATERTEZ XML 7O 7ML ERILETDLS ICHOSNET,
1) (23 % AnyConnectProfile.xsd Z#A L TEITTEE T, AnyConnectProfile i& AnyConnect

Client Profile Z%&%$I)I—NEXTT,

ALk, COF1L U b

xm version="1.0" encodi ng="UTF-8" - -

<AnyConnect Profil e

xm ns="http://schenmas. xm soap. or g/ encodi ng/"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnectProfile.xsd"> !--- The dientlnitialization
section represents global settings !--- for the client.
In sonme cases, for exanple, BackupServerlList, host
specific !'--- overrides are possible. !-- --> -
<Cientlnitialization> !--- The Start Before Logon
feature can be used to activate !--- the VPN as part of
the | ogon sequence. !--- UserControllable: Does the

adm nistrator of this profile allowthe user !'--- to
control this attribute for their own use. Any user
setting !--- associated with this attribute is stored

el sewhere. --> <UseStart Bef oreLogon

User Control | abl e="fal se">fal se</ UseSt art Bef oreLogon> ! - -
- This control enables an adm nistrator to have a one
time !'--- nmessage displayed prior to a users first
connection attenpt. As an !--- exanple, the nessage can
be used to renmind a user to insert their snart !--- card
into its reader. !--- The nessage to be used with this
control is localizable and can be !--- found in the
AnyConnect nessage catalog. !--- (default: "This is a
pre-connect rem nder nessage.")

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message> ! - -
Thi s section enables the definition of various
attributes !--- that can be used to refine client
certificate selection. --> - <Certificatematch> !---
Certificate Distinguished Nane matching allows for exact
l--- match criteria in the choosing of acceptable client
l--- certificates. - <Distingui shedName> -

<Di sti ngui shedNaneDefi niti on Qperator="Equal "

W | dcar d="Di sabl ed"> <Nane>| SSUER- CN</ Nane>

<Pat t er n>DoD- | ssuer - ABC</ Pat t er n>

</ Di sti ngui shedNameDefi ni ti on> </ Di sti ngui shedNane>

</CertificateMatch> </Cientlnitialization> - !-- This
section contains the |ist of hosts fromwhich !--- the
user is able to select. - <ServerList>!--- This is the

data needed to attenpt a connection to a specific !---
host. --> - <HostEntry> <Host Nane>host - 02</ Host Nane>
<Host Addr ess>host - 02. dod. gov</ Host Addr ess> </ Host Entry>
- <Host Ent ry> <Host Nane>host - 01</ Host Nane>

<Host Addr ess>192. 168. 1. 1</ Host Addr ess> </ Host Entry>

</ Server Li st> </ AnyConnect Profil e>

1R

Gl
AT

. Certificates & CRLs specified by X.509 and RFC 3280



http://www.ietf.org/rfc/rfc3280.txt?referring_site=bodynav

- OCSP specified by RFC 2560

- Public Key Infrastructure Introduction

- “Lightweight OCSP” profiled by draft standard

- SSL / TLS specified by RFC 2246
cTOZALNYR—=—bE RF I XD - Cisco Systems
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