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(sslclient-win*.pkg) % Cisco Software Download(B & 1—HERA)ASHX I O—RLET,
SVCZASAMN7ZvY>1 XEVICOAE—LET, chik, ASA &0 SSL VPN E#ZEL
FTREHICVE—N I AVE1I—-RIIFVO—RENET, FllE,. TASAIY 7T
AF1L—232 HA Ry OSVNCYTRNIITFOA VA=), 9232 E#SRBLTL
EEV,

- Windows 2000 Professional SP4 & /=& Windows XP SP2 A& @ L T\ % PC
- Cisco Adaptive Security Device Manager ( ASDM ) /N\—>r 32 5.2(2)

CORFIXDNOERE. ﬁm0)771'$—iﬁh_5%>7'/\47\(,‘_£’3 WTHEREhELE, COR
FAIXKNTERATIINTOTNAARG, FIA(F72)D ) REDRELSEBLTVERT
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REFIXDNREOFBICOVWTR, RO TININTAYTADOREHES 2ZRU T
=L,

HREH
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COEIVSIVTRER, CORFIANTHHAITIHREZRETDLOICLEZBREZRMLT
WET,

F:C0EVIIDTHEASNZ IN ROFMZEFANSICIE. Command Lookup Tool(E &1
—HER)ZFEAL T<EZL,

XY hI—=OK

CORFIXVRNTR, ROZXY RD—T Y NTYTZEALET,

SSL
VPN Client (SVC)
Inzid twork Tunnel IP
T T 192,168.10.1
10.77.241.128 Dutside nebwork 182.168.1.0
172.16.1.0
Internet Clﬂudﬁ(’
Webserver
b‘)\ in the Internet
10.2.2.2

eim— Internet Traffic
S5L Tunnel

X CORETHEAESNBIPPRLYSVIARE, 12—V NETERICIL—FT 1297
EBRENDTRBHYYERLA, CNSIE RFC1918 THEAZENTWVWAR T RLATHY ., SHREETHE
AEhitDTY,

ASDM 5.2(2) Z A L 1= ASA BFE

FIEZRTTDE, RTRENTVBELSICASALTARATUY N MRV T ZHA Tz SSL
VPN ZERETE XY,

1L.CORFIAIXIRNGE, A VR—TIAARELREDERAREREN T TICITOATVWTEY]
CEELTVWBZEZFIRELTVWE T, * : ASAZASDMTRET B lE. TASDMT®
HTTPS7 V7 ADHT. Z2SBL TLKEEW, F: R—RNESZZELEZVRY,
WebVPNEASDMZRBUASAS VA —T IA ATEMICTD LR TEREA, FEMIE, T
ASA DEILA VB —T I AATAZ—7 )% ASDM $ KT WebVPNy 28 BLTLE
= U\,

22.IP7RLA 7= % EKT S &I, [Configuration] > [VPN] > [IP Address Management]>
[IP Pools] Z3&IRL £9, vpnpool &k VPN 9S54 F > NaFTT,
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A= Add IP Pool

Marme:

Starting P Address:

Ending IP Address:

Subnet Mask:

vpnpool

192.163.101

192.165.10.2324

(50 2052950

£ I Soiel HEl Apply] £ Y 2 LET,

3. WebVPN D& %{b[Configuration] > [VPN] > [WebVPN] > [WebVPN Access] Zi#RL ., ¥
ATHEA 2 Z—T I A RA%ZEARTRLT[Enable] 20 )Yy OLET, I—HoOT14 >
R—=ITROY T AU RREEMCT S 8HIC [Enable Tunnel Group Drop-down List on
WebVPN Login Page] DF T Y IRY VRZEFVICLT, TENThOITIL—TZBRLET

wonfiguration = YEM = WebVFMN = YWebYPN Access

: ﬁ"'ﬁPN'&“‘TIﬂrd —WiabWPN Acrass—
FHEH ceners
<" IHE
i} IR FSec
SHAp P Address Waragement
Azzgnment
B P Pools

® P Poots Web'VPN Enabied |

T nac

=+ vussven L L
= T _ Yas

f % Proies
[—hiEd APCF
Auto Signon
f % Cache
— Cortant Rewrte
@ deva Trustpont
I Prioocy Bypass
% Zarvers and URLs
Port Forwarding
—1T| wishpage Custorniza

Configure access paremeters for WabVPN,

—

_Enzhic )

Dizabla

Fatt Mumbar:

F-’Hﬂ
FIBIII zaconds

Detaut e Tkt

B Acts Max. Seszions Limk: E
@ Encoding
Z5L WP Clierl Wik WPh Memary Size: !'SI:I I% of lotal physicsl memoey l]
. S50 Sarvers
1 % E-maail Prouy [ [V Enaile Tuane Groug Drop-dorem List on Webd'FR Logn Page j

| ' . ( Zirly ) | Foes e |

[Apply] %2 U v 2 LE 9, [Configuration] > [VPN] > [WebVPN] > [SSL VPN Client] > [Add]
ZIBIRL, RICRTEKSICSSLVPN VTZA TR AAX=DBASADTZY 21 XFEUD
SEMLET,




Flazh S%C Image:

ik

Cancel

| EBrowwse Flash.l.

pload. ..

Help

= Browse Flash Dialog

Faolder=

% dizkD:

File Marme:

File=

_ FileMame - zize (hytes) Date

r crypto_archive azdm-603 hin G051 ,212 o1
aza803-k3 hin 14,635,003 0110
admin.cfg 1,220 092
anyconnect-win-2.00.. 2635734 0aM
azdm-602 hin G059 764 o1
azar22-kd hin a,012,832 ozM
azdm-522 hin 5,623,105 o2M
aza802-k3 hin 14,524 416 010
alel_running.ctg 1 fid1 9,2

zzlclient-win-1.1 417,

zziclient-win-1.1.4 179 pkg

iH,

Cancel

Fefresh

OK| 22Uy PJLERY,



A% Add 55L ¥PN Client Image

Flash S%C lmage: [diskﬂ:fsslclierﬂ-win-“l 14173 pkg J Browze Flz
Uplosd
] 4 Cancel Hel
i [OK] %
2)Y9O9ULFET, [SSLVPNClient] FTYIORYORAEZDVVIVYOLET,
Configuration = ¥PH = WebVPR = SSL VPN Client
3 PN Wizard : ~S5L WPN Client
;f{n;neral Configure S50 WP Client parameters.
e (IF Eriable SSL WP Cliert j
p P Address Management sl i
= :
Assignmert ~S5L WPH Cliert Images
1P IP Pools
T® nac diski: fsslclient-win-1 1.4 179 pkg
Webh'Ph
L ek PRI B rreae

[Applyl 22U vy U LET., BED CLI &R

4. FWV—7 RIS —DOERE[Configuration] > [VPN] > [General] > [Group Policy] >
[Add ( Internal Group Policy ) ] ZZ#IRL . WETIL—7 K1) > — clientgroup Z/ER L £ T
o [General] T, [WebVPN] FIYORYOVRZFVICL, XU Z7ORILELT
WebVPN ZBRICLE T,
= Add Internal Group Policy

Mame: | In:lier‘dgrn:uup
Psec | Client Configuration | Cliert Fireweall | Hardvware Client | Mac | wistiven

Check an Inherit checkbox to let the correzponding setting take itz value from the default group policy .

Tunneling Protocals: ™ Inkherit [ Psec | W inebwend | [T L2TP over IPSec

Fitter: ¥ Inherit I ﬂ flarEge.., |

[Client Configuration] > [General Client Parameters] 2 7 TA7UY N N> %) RUS—H
® [Inherit] RY 2 ANBIREMBEL T, ROY FA V> VAN S [Tunnel Network List
Below] Zi2#R L £ 9, [Split Tunnel Network List] ® [Inherit] RY 2 A& F7IZ L. [Manage]
%#21)v 2L T ACL Manager 8L £7,



= Edit Internal Group Policy: clientgroup

Marme: ln::lierrtgrl:uup

General | IPSes £ Cient Configuration | Client Firewall | Hardware Client | Nac | wisbven |

Check an Inhetit checkbox tao let the carresponding zetting take itz value from the default group palicy.

eneral Client Parameters I Cizco Client Parameters I hicrozoft Client Parameters I

Banner:

Detault Dornait:

Split Tunnel DMS MNames (zpace delimited):;

=plit Tunnel Palicy:

Split Tunnel Metwork List:

¥ Inherit Edit Bannet..

F Inherit

IV Inherit

|- Inherit E’unnel Pletweark List Below

rlnher'rt[ [—-”Dﬁi-- ;I] Manage. ..
r

-&ddrezs poals

¥ Inkerit

Lovailable Poolz

Szsigred Podls (Upioc & entries]

Aclder

==REemave

ik

Cancel Help

[ACL Manager] T, [Add] >[Add ACL...] ®JEIZEIRL T, HILLWF7IOER URANZERL

x5



= ACL Manager

Standard ACL | Extended AcL |

q¢ Add v|ﬁ5dlt 'ﬂDeIete|‘]“ 4 | & B B -

oAdd ACL dress Action
o Add ACE..

Dezcription

o Jrsert

o [msert Sfter..

ACLICEHIZIEELT[OK|ZO0UY I LET,

g= ACL Manager =
Standard ACL | Extended acL |

g Add - [0 A ﬁDelete‘ + ¥ | & B2 R -

Mo Address Action

Dezcrigtion

B Add ACL

ACL Mame: Ispl'rt-tunnel

Ok Cancel Help

ACL BNERE N TAH S, [Add] > [Add ACE] &i&IR L T Access Control Entry ( ACE; 7%
A AMO=)IL I2M) ) ZEMLET, ASADERICHS LAN [CXST S ACE £F

ELET, COBE. XY NT—TIF10.77.241.128/26 TH '), [Permit] ZiBIRL £ T,
[OK] &2 1) ¥ 2L T[ACL Manager] 28T L &9,



= ACL Manager

Standard ACL | Extended ACL |

g Add ~ [ Edi ﬂDeletE|T & ‘ & Ba @@ -

i a] Addrezs Action Dezcription
% Add ACE " %]
—A&ction

Actior: |u? Perrmit ;I

~HostMletwork
IP Address: 10.77.241.125] R4 J
Metmask:  [255.255.255.192 =]
Deszcription;

2k Cancel Help

Split Tunnel Network List T, fEFL 7= ACL " BIREhTWB & 2fHFELET, [OK] &5
Uy oLT, JL=—TRU—RELRYVET,



i= Edit Internal Group Policy: clientgroup

Matme: in::lientgrn:lup

General | IPSes f Client Configuration)| ciert Firswall | Hardware Client | Hac | wibven |

Check an Inherit checkbox to let the corresponding setting take itz value from the default group palicy .

General Client Parameters l Cisco Client Parameters ! Wicrozoft Client Parameters

Bannet: v Inherit Edit- BEannet
Default Domsirn: IV Inherit
=plit Tunnel ONS Mames (zpace delimited); v Inherit
=
Splt Tunnel Policy: [ Inherit E’unnel Metwark List Below |
Zplit Tunnel Metwork List: I Inher'rt( lspl'rt-tunnel ;j] Manage. ..
r

Addrezz pools -

¥ Inherit
Avalable Pools Azzighed Pool s (updo G entries)
Al =
==Remoye
Ok Cancel Help

XA R=TT, [Applyl 22U Y ZLTHS [Send] ( BEXFE ) EV2VYoILT, OX
>~ R%E ASA [CIXfELE T, [Use SSL VPN Client] # 7> 3> T, [Inheritl FT Y9 Ry Y
AZEFAT7ICL, [Optionall ZoF REAEDVVYIOULES, CcOBRICKY, VE—KDUF
47> KT [WebVPN] > [SSLVPN Client] R 729U Y 72 HhESHEBRL, chs0
F723VEBIRTEDELISICBYET, SVC AV O—RLEVTLSEEL,
[Always]ZiBIRT5 &, SSLVPN #EHOECICUE—KN D—OAFT—23 22 SVC HFED
YO—REhDK5C&Y) £, [Keep Installer on Client System] 7' 3> T, [Inherit]F
IV RYDAREFTIZL, [Yes]| FT23V REVEIVYILET, COBREICKST
vSVCYTRIITRITGAT ORI VEIZBRYET, ChiZKY), ASA FERNTHE
MEBLECICSVCYTIRNIITZEIZATNIZDO—RIBUBENBLLBEYNET,
CcOFTavik, HAXRY NDT—DICHBEICTIOEATDIVE—KNI—HYHFERITZD



IZBL TWE T, [Renegotiation Intervall 7 7°> 3> T, [Inherit]F I Y9 RY VREFTIC
L. [Unlimited] FT Y9 RYIREFT7ICL, F—OBERFTONBETORM (2

) BANLEY, EFXF1UT &, F—HFEUTH2HEICHRBZRTLESICARLENE
9, [Renegotiation Method] 7' 3> T, [Inherit]F T YU RY U A%&ZFT7IZL T, [SSL]
723> REVEVVYILET, BRI I—23 2, BEOSSL N RILFER
BROSI-2a RAICARHICERENEHFULVRN XL EFERATEET, SSLVPN &

FZATRDBHFRORTRIRSICERET D EICEYET,
f= Edit Internal Group Policy: dientgroup

Mame: ||:ﬁe=t9rnup
seneral | IPSec | Chent Configuration | Clisrt Firewsil | Hardware Client | nac Dwebven

Configurs WebVPN attributes wsing the following tabs |
Check an Inherit checkbox: to let the corresponding setting take s value from the default group policy .

chiiansl Content Filtaringl Homepage | PMmearuingl Cither | Auto Sipnan|

Use SSL VPN Clent: I Inherit " Always fﬁ' Optional " Never
Keep Installer on Client System: [~ Inherit ™ Mo
Compression ¥ Inkherit " Ensbie " Dissble
Keepalive Messages: ¥ Inherit
Key Renegotiation Settings
Renegotiston Interval: ™ nherit
Renegotiation Method: [ Inherit

—Dead Peer Detection -

Gateway Side Detection: v Inherit I Enabile IFterve e

Client Side Detection: ¥ Inherit I Enstie IFterys SECOr

Ok Cancel Help

[OK|ZoUYy oL, RIZ[Applyl 20U Y OLET,



Configuration = YFH = General = Group Policy

€3 VPN Wizard
-3 General
] VPN System Options
o Chert Upiste

o

= Tunnel Group

i

—t 2+ Dietaul Turmnel Gatey
—+ 2% Tone Labs Integrity &

=T IKE

=} lﬁ IPSec
B0 CLI &E

5. Configuration > VPN >
sslusert ZER L £ 7,

: [ Group Policy

Marsge VEN group pokcies, A VP group policy is & colection of user-oriented attribute healue
tnay ke stored iternally on the desice or extermaly on & RADILS server, The group pokcy Info
referencad by VPN tunnel groups and user accounts.

Tunneling

| ligrtgroup Irberreal  webnapn

DitGrpPolicy (System Defa Internal  L2TP-PSac Feac — PUA -

General > Users > AddD JEIC®EIRL, HILWI—HTFAHOU N
OKlZz2)Yy oL, RICIApply]2 2 )Y JLET,

ﬁ- Add User Account

Icdertity | “Pr Policy

| ek |

=ernarme: | 2zluzer |

bttt

Paz=ward:

Canfirm Password: EEERERES

[T User autherticated uzing M=CHLAP

Privilege level iz uzed with commatnd authorization.

Privilege Level: | t2 | {2

B% 0 CLI 8&E

Ok I Cancel | Help

6. [Configuration] > [Properties] > [AAA Setup] > [AAA Servers Groups] > [Edit] ZiBRL TF7

ZIWNOF—NTI—

7" LOCAL #Z%E L, [Enable Local User Lockout] FT Y Y Ry &

AEFVICLUTHRARTED 16 CRELET.



Canfiguration = Froperies = ARA Setup = AAR Server Grouns

= Startup Wizerd : AL ZEMYESN Laf DLEKS
gl A4 Setup
s Server Groups| AL SErver Qrouns
Fﬁ' il Promgl . S
—8 LoaR siribute Mag Server Group Protocal Accourting Mocs Fractivation Mods ]
I anti-spooting | —
I i S
= Mo Updade - "
= Client Update
EI- ﬂ Certificate Thez testre alows to ﬂ:EElr'f'ﬂ"E rExrL Aumber of falad EI'IIEd"I'INS to alow betare
= iF Dsaiies O e Il:cidng OLR & uEer & EEI"I'[' accezs to e wser. TS limi 1= ﬂpplﬂﬂﬂﬂ IZII"Ihr\I'l'I'E’I"I loca
il aan Acoess dstabags b =ed 10F suthentication,
—% HTTPSMASDM |
— M S=cure Shel i: Enshie Local Uzer Lockout |
&5 Teinet re
£ virual Access hssdmim Attt 16 ) —_—
#1888 Device Administration -
B DHOP Services —
s DS Delete
e Hoh Avalsbilty and Scsl
— i@ Failover 1
u Fragrment O Cancel I Help |
i _ - o r
A% o CLI &E

7. P> ZI T I —7 DERTE[Configuration] > [VPN] > [General] > [Tunnel Group] >
[Add ( WebVPN access ) ] Zi&IRL., #iILWI1—% 7HD> b ssigroup ZERK L £,
[General] > [Basic] 27T, ROAYZ7HAD> VARNDS clientgroup ELTTI—TF KU
_Eiﬁﬁbﬁvo

A= Add Tunnel Group 1

Marme; |Isslgrnup | Type: ||Wehvp%

eneral | Wieh PR |

Configure general access attributes from the following sub-tabs.

.ﬂ-.uther'din:atinnl Autharization An:n:u:uuntingl Client Addrezs Azsignment | Advanced

roup Palicy: -::Iier'utgr'-:u.u:n ]

[T Strinthe reslm from username befare passinng iton to the &84 server

[General] > [Client Address Assignment] & 7 T, [Address Pools] D TA' S, [Add] >> &%
)y oLT, MATFEELET KL A 7—JL vpnpool ZEIV) ¥ TET,



&= Add Tunnel Group

Marme: isslgrnup Type:  webvpn
WiekAPH |

Configure general accesz attributes from the followwing sub-tabs.

Eiaain::l .ﬂ-.uther'rtin:atin:un! Authorization | Accounting [':"Eﬂt Addrezs Assignment I Acvanced

To zpecity whether to use DHCP or address pools for address assignment, go to Configuration = %Pk
= |P Addrezz Management = Azsignmett.

rDHCP Servers -

IF Address: i

ra&ddress Pools -
To configure interface-specific address poals, goto the Advanced tab.

Available Pools Azzigned pools

(Add == ] ||

[WebVPN] > [Group Aliases and URLS] 27T, NFX—R RY VARDIA IV FAZEA
AU, [Add]>>ZoVvoLTOTA Y R=DOITN—TEBOVANCERREEET,

zeneral

Configure WebYPM access attributes fram the follovwing sub-tabs.

Basic | NetBIOS Servers [Group Aliases and URLs | et page |

Group Aliases —

e Bl ==

== Remove

F Enable

[OK|&ZOUY oL, RIZC[Applyl OV YO LET, BF0D CLIRE
8. NAT M E&E[Configuration] > [NAT] > [Add] > [Add Dynamic NAT Rule] Zi&RL . Inside X
YRNID—=OHSDORNT T4V UH Outside IP 7 KL A 172.16.1.5 TEMTEBDLSICLE




@ Add Dynamic NAT Rule

-Real Address

Interface:; Iinside

P Address: b.n.n.n

Metmask:  10.0.0.0

rDynamic Transkation -

Interface; Iu:uutside

dp add [ Edit [[] Delete

[ Pt =] (=T oo

SAUFEEEES Fool

= B 1721615

MAT Options. .. |

T S I S £ [OKI| 2y 5 LT,
XA R=T0 [Applyl 20V Y U LET, BED CLIRE

9. VPN OSATURNIRYRD—VANSRDRNT 714V U0 NAT RBRZFRELE T,
ci scoasa(confi g)#access-1ist nonat permit ip 10.77.241.0 192.168.10.0

ci scoasa(confi g) #access-1list nonat permit ip 192.168.10.0 10.77.241.0
ci scoasa(confi g) #nat (inside) 0 access-list nonat

CLI ZfEAL /= ASA 7.2(2) DEETE

Cisco ASA 7.2(2)

ci scoasa##show running-config
. Saved

ASA Version 7.2(2)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Ethernet0/0
narei f inside
security-level 100
i p address 10.77.241. 142 255. 255. 255. 192
!
interface Ethernet0/1
narei f outside
security-level O




i p address 172.16.1.1 255.255.255.0
|
interface Ethernet0/2

shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive

access-list split-tunnel standard permt 10.77.241.128
255. 255, 255. 192

!--- ACL for Split Tunnel network list for encryption.
access-list nonat permt ip 10.77.241.0 192.168.10.0
access-list nonat permit ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 ntu inside 1500 ntu outside 1500 ip local
pool vpnpool 192.168.10.1-192.168.10.254

!--- The address pool for the SSL VPN Clients NnoO
failover icnp unreachable rate-limt 1 burst-size 1 asdm
i mage di sk0:/asdm 522.bin no asdm history enable arp

ti meout 14400 global (outside) 1 172.16.1.5

!--— The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:0

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02:

ti meout uauth 0:05:00 absol ute

group-policy clientgroup internal

!--- Create an internal group policy "clientgroup".
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

!--- Enable webvpn as tunneling protocol. split-tunnel-
policy tunnelspecified
split-tunnel-network-list value split-tunnel




!--— Encrypt the traffic specified in the split tunnel
ACL only. webvpn
svc required

!--- Activate the SVC under webvpn mode. svc keep-
installer installed

!--—- When the security appliance and the SVC perform a
rekey, !--- they renegotiate the crypto keys and
initialization vectors, !--- and increase the security
of the connection. svc rekey time 30

! --— Command that specifies the number of minutes !---
from the start of the session until the rekey takes
place, !--- from 1 to 10080 (1 week). svc rekey method
ssl

! --—- Command that specifies that SSL renegotiation !---
takes place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

!--- Create an user account "ssluserl". aaa local
authentication attempts max-fail 16

!-—- Enable the AAA local authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup |inkdown col dstart tunnel-
group sslgroup type webvpn

!--- Create a tunnel group "sslgroup" with type as
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created.
default-group-policy clientgroup

!--- Associate the group policy "clientgroup" created.
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

!-—- Configure the group alias as sslgroup-users. tel net
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
webvpn

enable outside

!-—-- Enable WebVPN on the outside interface. svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1

!--- Assign an order to the SVC image. svc enable

!--- Enable the security appliance to download !--- SVC
images to remote computers. tunnel-group-list enable




!--- Enable the display of the tunnel-group list !--- on
the WebVPN Login page. pronpt hostnanme context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

ci scoasa#

SVC & M SSL VPN Eif ORI

RDFIEZRETLT, ASA &0 SSL VPN ##ii 2L ET,

1.Web 75 JHTASA D WebVPN 1 B2 —T7 IA AD URLELEE IP 7 RLAZXRIZRT
FERXTADLET,

https://url

Tk
https://<IP address of the ASA WebVPN interface>
@ WebVPN Service - Microsoft Internet Explorer
Fie Edit  View Favorkes Tools  Helo
N A Y ik . ] L
@Ea-:k sl > Ii. ﬁ :'“] 7 ! Search *;’_F.’Fa\-'nnl:ai @ "~ E ﬂ

Gj https f172.16. 1.1 +webypn-+findss:, bt "

Address

Cised SesTEms

- WebhVPN Service

Flease enteryour username and password.
USERNAME: |
PASSWORD: | -

GROUP: i-sslgrnup_usem -

.ih"'l Fiana O o e

2. I—HBENAT—KEASNL, RIEFRTESICROYTEIY URARASZThEADY



Flease enter your username and password.
USERNAME: |ssluser]
PASSWORD: ssssssss|

GROUP: ;sslgruup_q_sers ] v
Login Clear

W—T7%ZBRLET,
3.SVC #5872 O—RIBHEIC ActiveX V7RI IFZIVEI—RICA VAR =ILLTH
SBENFHYWET,

File  Edit Miew Favorites Tools  Help

- @ —y il
7 = | o b ) L i £
@ Back s I HL] L"LLl | A Search 7. Favorites { :i

Address .E[ htkps: [f172. 16,1, 1)CACHE st 1 finde:x. html

Cisen SYSTEME

PN, SSLVPN CLENT for WEBVPN

The installer i= downloading the Activex.
Please wait...

Useful Tips

4.SSL VPN N BIE NBHICRDT 1Y RINRRENET,

GIseo SYETEMS

PR, SSLVPN CUENT for WEBVPN

Please wait while the 55L VPH connection is
establishexl.

5. I EM ENDE, ROV A RIFRRENET,



jr.i' Cisco Systems SSL ¥PN Client
The S5L WPM connection has been established.

Recycle B

6. I E1—RDRAI N— R RENBEBLF—ES Uy o LET, SSLEBLOVTO
BHREEBM IV RINRRENET, HEXE,. 192.168.10.1 B ISATF > ND IP

cHEYYTSsNh, Y—/XIPPRLARK 1721611 T, A7UY N "RV TEER. &

3

# Cisco Systems 55L VPN Client

Gisce SvsTEms

SSLVPN CLENT for WEBVPN

..........................

Address Information . S55L Information

Server: 1721611 Cipher: ADES SHAA
{ Cliert: 132.168.1 IZI.'I] Yerzion: TLS+1
Bytes Tranzport Information

Sent: 2887 Local LAM: Dizabled

Received: 340 ( Split Tunneling: Enal:nle::l_]
Frames Connection Information

Sent: a5 Tirne: 000 24

Received: 12

=a

e, Cioso SR coomect .

1. SSL THEE{ENLEEFITHRY ND—VZBRBTE, XY MI—UUANE ASA
TREENLEATVY RN RV TIOERAVARNASEIO—REAET, ZOHITR
. SSLVPN 954 7> MN& 10.77.241.12824 \DT VL AZRBELEITAH, — 5T, 2D
IRXTORNT 74V VRBESELT. RORILZBHL TREREFEhTEA,



2 Cisco Systems 55L VPN Client

Guscs SYSTEME

PN, SSLVPN CLENT for WEBVPN

Local LAM Boutes Secure Houtes

Metwork | Subnet Mask | MNebwork | Subret Mask |
1077.241.128 255255255,

iose IRzt

# Cisco Systems 55L VPN Client

Gisen SYSTEME

WM. SSLVPN CLENT forWEBVPN
Statistics] Route Details 1

Cisco SYSTEMS

SSLVPN CLIENT
. forWEBVPN

Werzion1.1.4179

Create a fully secure connection
anywhere anytime

SECURE REMOTE ACCESS.NOW.

& Copyright 2004-2008 Cisco Sysiems, Inc. All nights reserved. Cisco, Cisco Systems
and the Cisco Systems Logo are registered trademarks of Cisco Systems, Inc. andfor
its affiliates in the United Siates and ceriain other countries.
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ST, RENERICHELTVINESHERELET,



FORTYRNADE=TVEZY=) (BRI—YEAH) (OIT) F. BED show AX>V RZEYH
R—=—bLEF, OIT ZHAL T, show AN ROEID DM ERRLET,

. showwebvpnsvc: ASA 735921 XEVECHRMRENESVC A XA—DZRRLET,
Ci scoasat#show webvpn svc
1. diskO:/sslclient-win-1.1.4.179.pkg 1
Cl SCO STC wi n2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49.43

1 SSL VPN Client(s) installed

. show VPN-sessiondb svc : BE®D SSL #E BRI DV TOEBRERRELET,

ci scoasa#show vpn-sessiondb svc

Sessi on Type: SVC

User nane ssluserl

I ndex 1

Assigned | P 192.168.10.1 Public IP 192.168.1.1
Pr ot ocol svc Encryption 3DES

Hashi ng SHA1

Bytes Tx 131813 Byt es Rx 5082

Client Type Mozillal/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1; SV1)
Client Ver . Cisco Systems SSL VPN Client 1, 1, 4, 179

G oup Policy : clientgroup

Tunnel Group : sslgroup

Login Time 12:38: 47 UTC Mon Mar 17 2008

Duration Oh: 00m 53s

Filter Nanme

. show webvpn group-alias : EXETEBRIIN—TCRTEIRERADIAN VT RAZRRLET

o
ci scoasa#show webvpn group-alias
Tunnel G oup: G oup Alias:

sslgroup sslgroup_users enabled

. ASDM T, [Monitoring] > [VPN] > [VPN Statistics] > [Sessions] Zi&iRT 5 &, ASA DIRED
WebVPN v > aHFbohV)ET,

vondonng = ¥PH = VPR Statistics = Sessions
= VPN Conreclion Graphs SasEons
'HT PSec Tunnels
e J'::'N'E ﬁle LAM-o-LEp WekbVPN | S5L PN OClank | E-mal Proxy Totsl n:u::j:m
PN Statistices 1 2 . a o 1 13
M| oo Statistice
iT Compression Statistic
et st | et s <] |
Fiter By: [WehVEN ¥ bl Fibar
Giona MEPSes Stad * |
T =
:4'0": 5""“"_‘ el LEZErTiam Grolg Polcy Prof ool Logdn T [ebaiz
Frofocol Slalislics 1D Al TUaFEL GO Enceptioe Ciursbice: —
= VI Cherlgroue Mar 202 l L oot
B oo seetics =R
Fing

7M1 —b

TR, REORNS TN 2 —F 4TI EATEDBHRERLET,

1. vpn-sessiondb logoff name <1—H'E> : HBEDWDI1—HE DO SSLVPN v a>&20O7 77
IH5IVRTY,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Ci scoasa#vpn-sessiondb logoff name ssluserl

Called vpn_remove_uauIth: success!

webvpn_svc_np_tear down: no ACL

NFO: Number of sessions with name "ssluserl" logged off : 1

B4 (. vpn-sessiondb logoffsvce AX > REFEATHE, TXTOSVC Y IZRT
TEET,
X PCHAZUNAE—RELBFRIEE—RICAED E, SSLVPNEHRZKRTTEET,

webvpn_rx data_cstp

webvpn_rx data_ cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc)
Called vpn_remove_uauth: success!

webvpn_svc_np tear_down: no ACL

ci scoasa#show vpn-sessiondb svc
INFO There are presently no active sessions

. debug webvpn svc <1-255> : v > a2 @MU TR O, UTILEA LD webvpn 4 X
YhERHBLET,

Ci scoasa#debug webvpn svc 7

ATTR_Cl SCO AV_PAIR: got SVC ACL: -1

webvpn_rx_dat a_t unnel _connect

CSTP state = HEADER PROCESSI NG

http_parse_cst p_net hod()

...input: ' CONNECT /CSCOSSLC/ tunnel HTTP/1.1'

webvpn_cst p_parse_request _field()

...input: 'Host: 172.16.1.1

Processi ng CSTP header line: 'Host: 172.16.1.1'

webvpn_cst p_parse_request _field()

...input: 'User-Agent: Cisco Systems SSL VPN Cient 1, 1, 4, 179

Processi ng CSTP header line: 'User-Agent: Cisco Systens SSL VPN dient 1, 1, 4,
179

Setting user-agent to: 'Cisco Systens SSL VPN Client 1, 1, 4, 179

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Version: 1'

Processi ng CSTP header |ine: 'X-CSTP-Version: 1'

Setting version to '1'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Host name: tacweb'

Processi ng CSTP header |ine: 'X-CSTP-Hostnane: tacweb'

Setting hostnane to: 'tacweb'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Accept-Encodi ng: defl ate;q=1.0'

Processi ng CSTP header |ine: 'X-CSTP-Accept-Encodi ng: deflate; g=1.0'

webvpn_cst p_parse_request _field()

...input: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1CF236DB5ESBE70B1486
D5BC554D2"

Processi ng CSTP header line: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2'

Found WebVPN cooki e: ' webvpn=16885952@0@L205757506@4886D33FBF1CF236DB5ES8BE70B1
486D5BC554D2"

WebVPN Cooki e: ' webvpn=16885952@.0@205757506@4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2

Val i dating address: 0.0.0.0

CSTP state = WAl T_FOR_ADDRESS

webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0

CSTP state = HAVE_ADDRESS

No subnetmask... must calculate it

SVC. NP setup



webvpn_svc_np_set up
SVC ACL Name: NULL

SVC ACL ID -1

SVC ACL ID -1

vpn_put _uaut h success!
SVC. adding to sessngnt
SVC:. Sendi ng response
CSTP state = CONNECTED

4. ASDM T, [Monitoring] > [Logging] > [Real-time Log Viewer] > [View] ZiZIRL TV T ILZ A
LARYNERTLUET, RIC. ASA172.16.15 BHD A X —FY MNCH TS, SVC
192.168.10.1 & Webserver 10.2.22 QEOtY > a U 15H DAl ERL £,

=Tk
b Resume 2 Copy | Save {fy Oeer | ' Color Settings | Y Creete Rule 3] Show Rude || (0 Show Detals| 2 Help
Fiter B = | ®ere @ |Fit 8,
I}I Source [P | (Destipation F [ Crescrintion
T 1 .
192158 101 10323 Bul inbourd TCP corneciion 1902 for oubsioe: ] 52,163 10 14100 (172,161 50 0Z5) 1o cutside:1 0 2 2 260 (10,2 2. 280) (25l ] l_]

. 1a2As8A01 172161 5 Bl chyviamic: TCP Drarradalion from o gicks 192 168 1097900 10 oulsida 172 167 54025

g 27 7 i et A Tt b k3 s Y02 165 104 1CC7 dit ping 1077 2481 r o

=

|| Plezze asiect & syslng entey to see the miplenation

i Explanation | Resommenied action | Detsis |

@ Evergerci=z @) Slrts @ Crdics b Errors b Wamings 1. Hoifications i Informabonal i Debuggng

BOE TR

. Cisco 5500 ¥ ) —ABHEELF1 VT A FPTFSAF O AMRICEITHIHER—B

- ASAPIX : PIXIASA7X:ASATVPNIOTGAFTURNDAZUY N bRV I%BATD 1
% O ERTE B

CATVYRN MRV T RBERATB VPN ISA T R IPSec EA B —FY NCEHET
2NDZEIL—RTHEATSEREH

cRBRAZ—FY SN VPNonaStick DS ® PIXIASA7TXBRE VPN 254 F> NEDER
E B

. ASDM 2R L &= ASA T® SSL VPN Client ( SVC ) O F&EH

TOZHhIL HR—b & RFI1 X B - Cisco Systems
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