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1. IR Configuration > Device Setup > Interfaces & & TF Enable traffic between two or more hosts connected to
the same interface SSL VPNR S 7 4 Y O AU A >R —T7 I A A THREETEBDLSICTDIC
_l&"\ CDFIVIRYOREFNULET. 71U Y T apply.
Confiquration > Device Setup > Interfaces| O

1
Inzetface VE ] Skate SGL;';';'( [P Address ;";';f:;_lh;h GroUp Tvpe [Lv_l
Ggatitghemeg) ——|odaide | Eabled | Oiradedd  lomememsd | e |G
GigabitEthernetn)f1 inside Enabled 100 10.77.221. 142 Z55.255.235.192 Hardwazre
Sigabitethernsenz Ciszblad Hardsra i
GigabitEthernesif3 Cizzhled Hardwizra
Management Dy gt Ciszhlad 1] HardwaraMz

'l [ | ¥

|| Enable traffic batvesn bao or more iskerfacas which sre configured with same securnity levelks

[ | Enanle traffic betveesn buo or more hosts connected bo the same htuﬁ:cc-]

[ aeply ][ Resst |

[FZn CLI BBE

ciscoasa (config) #same-security-traffic permit intra-interface
2. 12}7{’ Configuration > Remote Access VPN > Network (Client) Access > Address Assignment > Address Pools >

Add IP7 KL X 70—/L§#F_/7:€ 93 =6 vpnpool.

i =
[B Add IPvd Pool -

Marne: wpnpool

Starting IP Address; 192.168.10.1

Ending IP Address:  192.165.10.254

@l

Subnet Mask:

| 2K, | | Zancel | | Help |

o -
3. 27UV D apply. AIED CLI BBE
ciscoasa (config)#ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

4. WebVPN &4 Z—7JLIZL F T, 1#R configuration > Remote Access VPN > Network (Client) Access >



SSL VPN Connection Profiles 2{ T Access Interfaces I ¥ JRY XU Y L F T Allow Access
& Enable DTLS ﬁs)’z"/'jf_-'l/ 7, 557[2\ Enable Cisco AnyConnect VPN Client access on the interfaces selected
in the table below IAEEA > X —T7 T 4 XA TSSL VPNEBXIICTBICIE, COFIYIRY IR
EFICLET,

E:nnl‘ggrum = Remokte Access ¥PN = Nelwork (Client) Access = AnyConnect Conneclion le‘ie:J O

Tha securicy applance automaticaly daploys the Cisco ArvConned: WPH Clent ko remobe usars upon connedton. The initial disnt daployment requires snd-usar
admiristrative rights. The Cisca AnwConnect WP Clierk supports IPsec (IKEvZ) burnel as wel a5 550 tunn=l with Dsbagram Transpart Layer S=eurity (DTLS) burneling

apHons.

mccess Interfaces —

LIEnEbh seo AryConnect WP Ciant access on the inberfaces selected in the table bakbw
S50 acoess must be enabled IF you alav aryConnect client to be launchad from & Browssr fwiel Launch]

551 Aooess 1Psec (IKEYE) Access
Irbarfaos ;
fllaw doooss Enabiie DTLS Alow Boonss Enable: Cliere Saraces Device Cortifizate ... |
|l:¢.|_tss:lc [ E] F l Port Settngs ... |
nsde L] L]

7 Yy 7 Apply.l\gffe Configuration > Remote Access VPN > Network (Client) Access > Anyconnect Client
Software > Add Cisco AnyConnect VPN Z A T2 NA X—ZZEASAD 7 Z Y221 XEUDS
RDESIZEML E T,

D Uphoad Imise —e—

Upload a file from local computer to flash file syskem on the device, The upload process might take a few minukes,
Plzase wait for the operation to Finish,

Local File Path: 2 Userstjosemed|Deskiopl aryconneck-win-3.1.05152-k9,. pkg ’ Browese Local Files. .. ]

Flash File Swskem Path: -diskﬂ:,l'anvcnnnect-win-i 1 .DSISZ-k‘H.pkg] ’ Browse Flash. .. ]

[ Ipload File ][ Close ][ Help ]

?@ Add AnyConnect Client Image

anyConneck Image: anycnnnect-win-S.1.05152-k9.pkgi | Browse Flash. .. |

| Upload... |

£

Regular expression to match user-agent

| 2K, ] | iZancel

FEn CLI &RE

ciscoasa (config) #webvpn
ciscoasa (config-webvpn) #enable outside
ciscoasa (config-webvpn) #anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
ciscoasa (config-webvpn) #tunnel-group-list enable
ciscoasa (config-webvpn) #anyconnect enable
. 7'///—70 /j\;’UD_gE:Q’El/ 7, l‘g% Configuration > Remote Access VPN > Network (Client) Access >
Group Policies RABBITN =R —E1EK T D=8 clientgroup. * General X 7_(\ SSL VPN
client N>FNZ’OKRTJILEL TWebVPNEBRIZ T BDICIE, CDFIYIRY OXES>

CLET,
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A Advanced > Split Tunneling X 7', 1Z2R Tunnel All Networks J E—RPCA 5D INTD/NT Y ~
FEFIFRZIINEBBIDLESIC, RUZ—D[Policyl] ROY 7RI UIRNDSEREL
F7,
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%0 CLI BRE

ciscoasa(config) #group-policy clientgroup internal
ciscoasa(config) #group-policyclientgroup attributes
ciscoasa(config-group-policy) #vpn-tunnel-protocol ssl-client
ciscoasa (config-group-policy) #split-tunnel-policy tunnelall

6. ZR Configuration > Remote Access VPN > AAA/Local Users > Local Users > Add FLVWI—YTFTHDO>N
FEERKT D8 ssiuser1. 7Y T ok TND S Apply.
J—

D) 210 Uees St D “1 ==
-] b - N —— e —— .
o
B VN Py lrarrara: el
ity e
G [spanih |11944149]

Uir odlmidadin] earg PELHA!

fruzs B
“Sabart i v nptinee hilnes b Tt BT, T, TRIRAE and Conemis AT,
[ TETCR T [P P PP TTE TE S RONTERS T T T T | PTPre e 1M 1o
) Fullscransl ST, T3, Tairak and Conerds)
Privias rorerasnd
Priviags el * -

= CLT kg pamangd For S, Tednad and oneles (g (M acrass]

This: sdting b affactivmanty I aas sathanticstion hitmomneoks LR codranand i continurmad

" Ma AECH, T3H, Telnet or Consdls eccam

FED CLI BE

ciscoasa(config)#username ssluserl password asdmASA@

7. R2FRIN TIN—T%REL FT., 1ZI configuration > Remote Access VPN > Network (Client) Access >
Anyconnect Connection Profiles > Add %/fl/ (A f‘)*/b7‘/b—7oé'f/ﬁlﬁjétb sslgroup.W Basic X
TE#oUYITBRE, RICRTELSICREDIANEEFTTEET, RFILITN—TIC
KDEEEATITE T, ssigroup.BE D Client Address Assignment # KL X 7" — )L 2R L £
vpnpool Client Address Pools 15%1/ Fx7, ﬁ:’%’@ Default Group Policy 7'/[x—70/7‘\"”/>—§1‘§#€b *
7 clientgroup Group Policy igfli’l/ 7,




[E] Add AnyConnect Connection Profile - | =

1@ Pdarne: sslaroup
[#-Advanced —

aliases:

Aukhentication
Method: @ ang ) Certificabe ) Both

A& Server Group: :LOCF\L r. | Manage...

Use LOCAL F Server Group Falls

Clierk Address Assignment
DHCP Servers:

@ Mome (0 DHCP Link ) DHCP Subnet

Client Address Paals: |\.l|:|np-3dj 11 Seleck...

client IPv6 Address Pools: |_ Select... |

IPw6 address pool is onhy supported for 531,
Defaulk Group Palicy

Group Policy: clientgroup - I' Manage... '

(Folowing Field i an attrioute of the group policy selected above,)
||| Enable 551 ¥PN dient prokocal |

T Advanced > Group Alias/Group URL 975 g vy 7(./\ 7I/L—7°I’f UTX‘EE sslgroup_users
#OUv L, ok %D CLIBRE

ciscoasa(config) #tunnel-group sslgroup type remote-access
ciscoasa(config) #tunnel-group sslgroup general-attributes
ciscoasa (config-tunnel-general) #address-pool vpnpool

ciscoasa (config-tunnel-general) #default-group-policy clientgroup
ciscoasa(config-tunnel-general) #exit

ciscoasa(config) #tunnel-group sslgroup webvpn-attributes
ciscoasa (config-tunnel-webvpn) #group-alias sslgroup_users enable

8. NAT MDERE 1Z1R configuration > Firewall > NAT Rules > Add "Network Object” NAT Rule T D /=&, A=E

RYRT=IODEDRNZT7 1Y TEABIPT KLA172.16. 1.1 TERTEX T,

File Wiew  Tools  Wiards  Seindows Help
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7 Add Network Object e

Mlarne: u:n!:uj-insil:le
Type: il"-]etwcurk - .
IF Address: 10.77.241.129)
Metmask: 235.255,255.192 -
Description:
MAT =
|| Add Automatic Address Translation Rules
Tvpe: _D';.fnarnic - _.
Translaked Addr: outside E]
Fall through to interface PAT(dest intf):  |inside
| Advanced. .. |
| 2K, | | iZancel | | Help

'—‘1‘5% Configuration >

Firewall > NAT Rules > Add "Network Object” NATRule €D 8, HERY NT—IHSDVPNRZ T
1TYIIENTDRT T 1Y DIE, HEIPF RL X172.16.1.1TCELHETEET,



{ Edit Network Object

Mame: u:nl:uj-.ﬁ.nycnnne-:l:F'cu:nl|
Type: _Netwnrk
IP Address: 192.168,10.0
Metrnask: 255.255,255.0
Descripkion:

MAT

Translated addr: | outside

|| Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Fall through to interface PAT(dest intf):  |inside
| Advanced. .. |
| Ik | [ Cancel | l Help

*

e

ciscoasa(config)# object network obj-inside
ciscoasa (config-network-object)# subnet 10.77.241.128 255.255.255.192

ciscoasa(config-network-object)# nat (inside,outside) dynamic interface
ciscoasa(config)# object network obj-AnyconnectPool

ciscoasa (config-network-object)# subnet 192.168.10.0 255.255.255.0

FED CLI RE

ciscoasa (config-network-object)# nat (outside,outside) dynamic interface

CLI D ASA UU—2X 9.1(2) DRE
ciscoasa(config)#show running-config
s Saved

ASA Version 9.1(2)
/
hostname ciscoasa
domain-name default.domain.invalid
enable password SRy2YjIyt7RRXU24 encrypted
names
7
Iinterface GigabitEthernet0/0
nameif outside
security-level 0
Ip address 172.16.1.1 255.255.255.0
/
Interface GigabitEthernet0/1
nameif inside
security-level 100



ip address 10.77.241.142 255.255.255.192
/

Iinterface Management(0/0

shutdown

no nameif

no security-level

no ip address

/

passwd 2KFQnbNIdI.2KYOU encrypted

boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-AnyconnectPool
subnet 192.168.10.0 255.255.255.0
object network obj-inside

subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

/-—-- The Manual NAT that prevents the inside network from getting translated
when going to the Anyconnect Pool.

object network obj-AnyconnectPool

nat (outside,outside) dynamic interface
object network obj-inside

nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users and
Anyconnect Clients.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute



dynamic-access-policy-record Df1tAccessPolicy
http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
no crypto isakmp nat-traversal

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat
threat-detection statistics access-1ist
7

class-map inspection _derfault

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global policy

class inspection _default

inspect dns preset._dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Iinspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/-—-- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—- Enable the display of the tunnel-group 1list on the WebVPN Login page

group-policy clientgroup internal



/--- Create an internal group policy "clientgroup”

group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSL as a permitted VPN tunneling protocol

split-tunnel-policy tunnelall

/-—-- Encrypt all the traffic from the SSIL VPN Clients.

username ssluserl password ZRhAWS5jZgFaVdsP. encrypted

/-—-- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—-- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created

derfault-group-policy clientgroup

/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users

prompt hostname context

Cryptochecksum:ar3cdbfcdffc07414cddrbd29c5262a9
s end

ciscoasa (config)#

TunnelAll B2 DEHEIC & B AnyConnect VPN Client B DBEDFTxy NO—o K



PC with Cisco Anyconnect
WPM Client
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' Add NAT Rule

Match Criteria: Criginal Packet

Source Interface: _u:uutsiu:le w | Destination Inkterface: | outside

Source Address:  obj-AnyconnectPool D Destination Address: obj-AnyconneckPoal
Service: any

Ackion: Translated Packet
Source MAT Type: _Statin: -

Source Address: obj-AnyconnectPool E] Destination Address: obj-AnyconneckPoal

Fall through ko interface PAT SErvice: -- CQriginal --
Cptions

|| Enable rule

Translate DNS replies that match this rule

&

Direction: Both -
Descripkion:
Ik | l Cancel | | Help
L
[AED CLI BRE

nat (outside,outside) source static obj-AnyconnectPool obj-AnyconnectPool destination
static obj-AnyconnectPool obj-AnyconnectPool

CLI ® ASA UU—2X 9.1(2) DERE

ciscoasa (config)#show running-config

: Saved

ASA Version 9.1(2)

7

hostname ciscoasa

domain-name default.domain.invalid
enable password SRy2YjIyt7RRXU24 encrypted

names

7

Interface GigabitEthernet0/0

nameif outside

security-level 0

Ip address 172.16.1.1 255.255.255.0
/

Interface GigabitEthernetl/1

nameif inside

security-level 100

Ip address 10.77.241.142 255.255.255.192
/

Interface Management(/0

shutdown

no nameif

no security-level




no ip address

/

passwd 2KFQnbNIdI.2KYOU encrypted

boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-AnyconnectPool
subnet 192.168.10.0 255.255.255.0
object network obj-inside

subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

nat (outside,outside) source static obj-AnyconnectPool obj-AnyconnectPool
destination static obj-AnyconnectPool obj-AnyconnectPool

/-—- The Manual NAT statements used so that traffic from the inside network
destined to the Anyconnect Pool and trarfrfic from the Anyconnect Pool destined
to another Client within the same pool does not get translated.

object network obj-AnyconnectPool

nat (outside,outside) dynamic interface
object network obj-inside

nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users and
Anyconnect Clients.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside



no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
no crypto isakmp nat-traversal
telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat
threat-detection statistics access-1ist
7

class-map inspection _derfault

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global policy

class inspection _default

inspect dns preset._dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Iinspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—- Enable the display of the tunnel-group 1list on the WebVPN Login page
group-policy clientgroup internal

/--- Create an internal group policy "clientgroup”



group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSL as a permitted VPN tunneling protocol

split-tunnel-policy tunnelall

/-—-- Encrypt all the traffic from the SSIL VPN Clients.

username ssluserl password ZRhAWS5jZgFaVdsP. encrypted

/-—-- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—-- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created

derfault-group-policy clientgroup

/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users
prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9

s end

ciscoasa (config)#

RA7ZUy NRN>F)EFEAL % AnyConnect VPN Client B DBExy NO—o



PC with Cisco Anyconnect
VPN Client

i,

QOutside nebwork
172.16.1.0

ASA

- 162.168.10.1

= e s e PC with Cisco Anyconnect
Inside network VPN Client
10.77.241.128

Client to ASA Tunnel | -
A

Client to other Client via ASA Tunnel
Internet traffic does no through the tunnel

Tunnel IP
192.168.10.2

AnyconnectZ 54 7> NBIDBEFZRET, XAT7UYNRFILIEREhDEE. CDODRST
1Y IODREICHEELSA S NAT L= VR, XG5 EEEEREC T3 70 (- F B NAT
ERAIIXREE DI EE A, 7L AnyConnect VPN Pool X7y N R>ZJL ACL ICEE
BEHB)ET, Chit, AnyconnectV SAF> NI BEY—EXE#AL, HEICTJ—/ITE
BUBHN BB EED—MYESFUFTT, ASDM UU—X 7.1(6) TD ASA UU—X 9.1(2) D
RE

1. 15% Configuration > Remote Access VPN > Network (Client) Access > Address Assignment> Address Pools >

Add IP7I\“bX7°—/L€1‘F‘ﬁ€?“éZ:&§ vpnpool.

[B Add IPvd Pool -

Marne: wpnpool

Starting IP Address; 192.168.10.1

Ending IP Address:  192.165.10.254

CJIE)

Subnet Mask:

| 2K, | | Zancel | | Help |

L -

2. 72U 7 npply. AIED CLI BE
ciscoasa(config)#ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

3. WebVPN 4 F—7)LIZL F T, IR configuration > Remote Access VPN > Network (Client) Access >
SSL VPN Connection Profiles { T Access Interfaces F I Y IR Y I X &1 Y 7L F 7 Allow Access
& Enable DTLS EE)/Z-LEI/ 7, ft\ Enable Cisco AnyConnect VPN Client access on the interfaces selected

in the table below IAEEA > X —T7 T 4 X TCSSL VPNEZBXIZFBDICIE, CHOFITYIRY IX
EFXNCLET,



[l:unr rakiom > Remobe Access ¥PM = Nelwork (Client} Access = AnyConnecl Eme:l:inn:l’ml'iuj |

The securicy applance automaticaly deploys the Cisco ArreConmed: WPH Clent bo remobe usars upon connecton, The initial disnt daployment requires end-usar
admiristrative rights. The Cisco AnvwConnect WP Client supports IPsec (IKEwZ) burnel as wel a5 550 tunn=l with Dsbagram Transpart Layer Secority (DTLS) tunneling
opkions.

Aecess Tnterfaces

7| Enzblks Gsco AryConnect Y Ciant access on tha inkerfaces selecked in tha bable bakw
SEL acoess musk be enabled IF you ko AryConnect cliank to be launchad from a Browssr (Wel Launch]

551 Aooess 1Psec (IKEvE) Access
[rterfaos 5
Allow Aocoss Enable CTLS Al Acoess Enable Clien: Services Device Certfizate ... |
[[outsude Fl L] 1 Port Settngs ... |
nsde || T

oyy o Apply.l‘gﬁ' Configuration > Remote Access VPN > Network (Client) Access > Anyconnect Client
Software > Add Cisco AnyConnect VPN Z A T2 NA X—ZZEASAD 7 Z Y21 XTEUDS
RDESIZEMLET

rl o
D UPiosd M52 S

IUpload a file From local computer ta Flash File system on the device. The upload process might take a Few minutes,
Please wait for the operation ko Finish,

Local File Path: _C:'I,Llsers'l,jl:nsemed'l,DeskJ:np'l,an';.n:n:nnnect-win-S.1.I:I5152-k'9.|:|kg ’ Browse Local Files, .. ]

Flash File System Path: | diskD:faryconnect-win-3.1.05152-k9, pkg| ’ Browse Flash. .. ]

[ Upload File ” Close ” Help ]

s
? ’ _ - IF T
[} Add AnyConnect Client Image
anyConnect Image: anycnnnect-win-S.1.05152-k9.|:|k|ji . | Browse Flash. .. |
| Upload. .. |

3]

Regular expression to match user-agent

| Ik ] | Cancel | | Help |

[FZn CLI BBE

ciscoasa (config) #webvpn
ciscoasa (config-webvpn) #enable outside
ciscoasa (config-webvpn) #anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
ciscoasa (config-webvpn) #tunnel-group-list enable
ciscoasa (config-webvpn) #anyconnect enable
. 7‘/L—7° /7\"”/9—&5,’\21'/@[/ 7, lg.#{' Configuration > Remote Access VPN > Network (Client) Access >
Group Policies P(]gﬁ7ljb—7o/7\'ou9—f'f/ﬁ/i€ C =Y. )) clientgroup. T General X 77\ SSL VPN
Client FIYIRY OXEF LT, WebVPNEFTEShAERZAZO0RKINLELTE

ML ET
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[AED CLI BRE
ciscoasa(config)#access-1list SPLIt-ACL standard permit 10.77.241.0 255.255.255.0
ciscoasa(config)#access-1list SPLIt-ACL standard permit 192.168.10.0 255.255.255.0

ciscoasa (config) #group-policy clientgroup internal

ciscoasa (config) #group-policy clientgroup attributes
ciscoasa(config-group-policy) #vpn-tunnel-protocol ssl-client
ciscoasa(config-group-policy) #split-tunnel-policy tunnelspecified
ciscoasa(config-group-policy) #split-tunnel-network-list SPLIt-ACL

5. 1‘%‘}{’ Configuration > Remote Access VPN > AAA/Local Users > Local Users > Add %ﬂ"b WI—YTFHT> K~
FEER T D78 ssluserl. 71U Y T ok TRD S Apply.
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[FED CLI BE

ciscoasa(config)#username ssluserl password asdmASA@

6. N>FIL 7‘/L_7°€§_J’z1'/'fl/ 7, 15:#? Configuration > Remote Access VPN > Network (Client) Access >
Anyconnect Connection Profiles > Add FriL F)%/Lﬁ/b—7°€"flﬁﬁ€?é =& Sslgroup.W Basic X
TEOUYOFBRE, RICFTESICREDIRANEEFTTEET, RFITN—TIC
KDEBEE(TITE T, ssigroup.BE D Client Address Assignment # KL X 7"— L ZZR L £,
vpnpool Client Address Pools EBRL FX T, BED Default Group Policy 7/L—7°/7'T°U9—El‘g#€l/ *
T clientgroup Group Policy igiiﬁ'l/ F7,

Thin sstting v affective ankp § “ass sutharicstion hitpconsde LOCAL® and e n ch wrn




[E] Add AnyConnect Connection Profile

@ [ Mame: sslaroup
[#-Advanced

aliases:
Aubhentication
Method: @ ang ) Certificabe ) Both
A& Server Group; LOCAL * Manage... |

fze LOCAL T Server Group Fals

iClier Address Assignment

DHCP Servers:
@ Mome (0 DHCP Link ) DHCP Subnet
Client Address Paols: w [ select... |
Client IPv6 Address Pools: Select. .
IPv6 address pool is onby supported for 330,
Defaulk Group Palicy

Group Policy: | clierigroun - | mManage...

(Folowing Field i an attrioute of the group policy selected above,)
|| Enable 551 ¥PN dient protocal

e —

T Advanced > Group Alias/Group URL 5777;7__’ oUv o L. 7/L_7OI’f D 7X"g7f sslgroup_users
UYL, ok AED CLIRE

ciscoasa(config) #tunnel-group sslgroup type remote-access
ciscoasa(config) #tunnel-group sslgroup general-attributes

ciscoasa (config-tunnel-general) #address-pool vpnpool

ciscoasa (config-tunnel-general) #default-group-policy clientgroup
ciscoasa(config-tunnel-general) #exit

ciscoasa(config) #tunnel-group sslgroup webvpn-attributes
ciscoasa (config-tunnel-webvpn) #group-alias sslgroup_users enable

CLI ® ASA UU—X 9.1(2) DERE
ciscoasa (config)#show running-config
: Saved

ASA Version 9.1(2)

7

hostname ciscoasa

domain-name default.domain.invalid
enable password SRy2YjIyE7RRXU24 encrypted

names

7

Interface GigabitEthernetl,/0

namelf outside

security-level 0

ip address 172.16.1.1 255.255.255.0
/

Interface GigabitEthernetl/1

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.192
/

Interface Management(/0

shutdown

no nameif

no security-level

no ip address

/

passwd 2KFQOnbNIdI.2KYOU encrypted



boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-inside
subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

access-1ist SPLIt-ACL standard permit 10.77.241.0 255.255.255.0
access-1ist SPLIt-ACL standard permit 192.168.10.0 255.255.255.0

/-—- Standard Split-Tunnel ACL that determines the networks that should travel the
Anyconnect tunnel.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

/-—- The Manual NAT that prevents the inside network from getting translated when
going to the Anyconnect Pool

object network obj-inside
nat (inside,outside) dynamic interface

/-—-—- The Object NAT statements rfor Internet access used by inside users.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

no crypto isakmp nat-traversal

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat



threat-detection statistics access-1ist
7

class-map inspection _derfault

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
pbarameters

message-length maximum 512
policy-map global policy

class inspection _default

inspect dns preset._dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect netbios

inspect rsh

inspect rtsp

Iinspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interrface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—- Enable the display of the tunnel-group 1list on the WebVPN Login page
group-policy clientgroup internal

/--- Create an internal group policy "clientgroup”

group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSIL as a permitted VPN tunneling protocol



split-tunnel-policy tunnelspecified

/-—- Encrypt only traffic specified on the split-tunnel ACL coming from the SSIL
VPN Clients.

split-tunnel-network-1ist value SPLIt-ACL

/--- Defines the previosly configured ACL to the split-tunnel policy.

username ssluserl password ZRhAWS5jZgFaVdsP. encrypted

/--- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—-- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created
derfault-group-policy clientgroup
/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users

prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9
: end

ciscoasa(config)#

BB -cci, BEFERCHELTVBAES PERBLET.
- show vpn-sessiondb svc — ZRIEDSSLEE#ICEE I D IEHREXR T L F T,

ciscoasa#show vpn-sessiondb anyconnect

Session Type: SVC

Username : ssluserl Index 212

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAl

Bytes Tx : 194118 Bytes Rx : 197448

Group Policy : clientgroup Tunnel Group : sslgroup

Login Time : 17:12:23 IST Mon Mar 24 2008
Duration : Oh:12m:00s



NAC Result : Unknown
VLAN Mapping : N/A VLAN : none

« show webvpn group-alias — TFEITEE 7/L—7°0)§_)’21E/§&I’f 7 X ffﬁeﬂ_? LFxT,
ciscoasa#show webvpn group-alias
Tunnel Group: sslgroup Group Alias: sslgroup users enabled

. ASDM T, Monitoring > VPN > VPN Statistics > Sessions ASADBED Y > I ZtHEZH L FT,
@ Cizco ASDM 7.1 for ASA - Demo mode

File ‘iew Tools Wizards Window Help

@}] Horme {}% Configuration @ Monitoring | G Save @ Refresh ”c Eiack\ \_;1 Fr

Device List o oo Monitoring == ¥YPMN = ¥PN Skatistics = Sessions

gp Add ﬁ Delete ﬁ Connect

e ca Type Ackive
------ ;5'!,, 172.31.245,.74:5443

e t]localhost: 55000

¥PN o =?
=l WP Skatistics
gl Sessions 'HII;iII:er Byv: |#HnyConneck Clienk a - Al
gl YPM Cluster Loads
. I8 “pyento Statiskics Group Polic
i Compression Statistics il CDnnEEEDn Przﬁl
- I Frcryplion Statistics sshuser] disntgroup
% ialobal IKE{IPsec Statistics 192.168.10.1 ssigroup
- I MAC Session Summary
- M Pratocol Statistics

- I ) AN Mapping Sessions
-5 Clientless 550 PN
- YPN Connection iaraphs
----- B w54 Sessions

RSTNSaI—RNccot, BEORS TN 1—F1 S HTEBWEEFLE
%,

- vpn-sessiondb logoff name — FFED I —HYEDSSL VPNt Y > 322073792 IN> K,
ciscoasa#vpn-sessiondb logoff name ssluserl
Do you want to logoff the VPN session(s)? [confirm] Y
INFO: Number of sessions with name "ssluserl" logged off : 1

ciscoasa#Called vpn remove uauth: success!
webvpn_svc _np tear down: no ACL
webvpn_svc np tear down: no IPvé ACL



np svc_destroy session(0xB000)

[E#&IZ, vpn-sessiondb logoff anyconnect &N TDAnyConnectt Y >3 Z# 7L FT,

debug webvpn anyconnect <1-255> — B Y > I ZHET T B EHIC, UFT IR LDwebvpn1 X2
NERHELET,

Ciscoasa#debug webvpn anyconnect 7

CSTP state = HEADER PROCESSING
http_parse cstp_method()

..input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: 10.198.16.132'

Processing CSTP header line: 'Host: 10.198.16.132'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 3.1.05152'
Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows
3.1.05152"

Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 3.1.05152'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=146E70@20480@567F@50A0DFF04AFC2411EODD4F681D330922F4B21F60"'
Processing CSTP header line: 'Cookie: webvpn=
146E70@20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60 "'

Found WebVPN cookie: 'webvpn=146E70@20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60"
WebVPN Cookie: 'webvpn=146E70@20480@567F@Q50A0DFF04AFC2411E0DD4F681D330922F4B21F60"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Hostname: WCRSJOW7Pnbc038'

Processing CSTP header line: 'X-CSTP-Hostname: WCRSJOW7Pnbc038'
Setting hostname to: 'WCRSJOW7Pnbc038'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-MTU: 1280'

Processing CSTP header line: 'X-CSTP-MTU: 1280'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4’

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4’
webvpn_cstp_parse_request_field()
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Base-MTU: 1300’

Processing CSTP header line: 'X-CSTP-Base-MTU: 1300'
webvpn_cstp_parse_request_field()
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Full-IPvé6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPvé6-Capability: true'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Master-Secret: F1810A764A0646376F7D254202A0A602CF075972F91EAD1
9BB6BE387BB8C6F893BFB49886D47F9A4BE2EA2A030BF620D"!

Processing CSTP header line: 'X-DTLS-Master-Secret: F1810A764A0646376F7D254202A0
A602CF075972F91EAD19BB6BE387BB8C6F893BFB49886D47F9A4BE2EA2AO030BF620D"!
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processing CSTP header line: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3
-SHA :DES-CBC-SHA'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Accept-Encoding: 1zs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: 1zs'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Header-Pad-Length: 0'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate'’
webvpn_cstp_parse_request_field()



. .input: 'X-CSTP-Protocol: Copyright (c¢) 2004 Cisco Systems, Inc.'
Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c¢) 2004 Cisco Systems, Inc.'
Validating address: 0.0.0.0
CSTP state = WAIT FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/255.255.255.0
webvpn_cstp_accept_ipvé_address: No IPv6 Address
CSTP state = HAVE_ADDRESS
SVC: Sent gratuitous ARP for 192.168.10.1.

SVC: NP setup

np_svc_create_session (0x5000, 0xa930al80, TRUE)
webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

vpn_put_uauth success for ip 192.168.10.1!

No SVC ACL

Iphdr=20 base-mtu=1300 def-mtu=1500 conf-mtu=1406

tcp-mss = 1260

path-mtu = 1260 (mss)

mtu = 1260 (path-mtu) - 0(opts) - 5(ssl) - 8(cstp) = 1247
tls-mtu = 1247 (mtu) - 20(mac) = 1227

DTLS Block size = 16

mtu = 1300 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1243
mod-mtu = 1243 (mtu) & O0xfff0(complement) = 1232

dtls-mtu = 1232 (mod-mtu) - 1(cdtp) - 20(mac) - 1(pad) = 1210
computed tls-mtu=1227 dtls-mtu=1210 conf-mtu=1406

DTLS enabled for intf=2 (outside)

tls-mtu=1227 dtls-mtu=1210

SVC: adding to sessmgmt

Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got internal message

Unable to initiate NAC, NAC might not be enabled or invalid policy
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https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/67986-pix7x-asa-client-stick.html
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