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Interneti

Selected Websites are
Blocked using regular
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Inside Network
BE
CORFIXPNTR, XROBREZFEALET,

- ASA CLI 5% E
. ASDM 5.2 @ ASA B&RE 7.2(X)

ASA CLI &%

ASA CLI OEE

ci scoasa#show running-config : Saved : ASA Version
7.2(2) ! hostnane ciscoasa domai n-name
defaul t. domain.invalid enabl e password 8Ry2Yj | yt 7RRXU24
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encrypted nanes ! interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.5 255.255.255.0 ! interface

Et hernet0/ 2 naneif DMZ security-level 90 ip address

10. 77. 241. 142 255. 255.255.192 | interface Ethernet0/3
shut down no naneif no security-level no ip address

i nterface Managenment 0/ 0 shutdown no naneif no security-
level no ip address ! passwd 2KFOnbNI dl . 2KYQU encrypt ed
regex urllistl

"N ([Ee] [Xx][Ee] | [Ce] [Qo] [M [ [Bb] [Aa] [Tt])

HTTP/1.[01]" !--- Extensions such as .exe, .com .bat to
be captured and !--- provided the http version being
used by web browser nust be either 1.0 or 1.1 regex
urllist2 " *\ . ([PpI[1i][FF1|[W][Bb][Ss]|[W\][Ss][Hh])
HTTP/1.[01]" !--- Extensions such as .pif, .vbs, .wsh to
be captured !--- and provided the http version being
used by web browser nust be either !--- 1.0 or 1.1 regex
urllist3 ".*\. ([Dd] [Co] [Cc] | [Xx][LIT[Ss]|[Pp][PPI[Tt])
HTTP/1.[01]" !--- Extensions such as .doc(word),

.xlI's(nms-excel), .ppt to be captured and provided !---
the http version being used by web browser nust be
either 1.0 or 1.1 regex urllist4

N[ ZzI TV PRl [T [Aa] [R]T[TE] [ GOl [ Z2])
HTTP/1.[01]" !--- Extensions such as .zip, .tar, .tgz to
be captured and provided !--- the http version being
used by web browser nust be either 1.0 or 1.1 regex
domainlistl "\.yahoo\.com' regex domainlist2

"\ . nmyspace\.con regex domminlist3 "\.youtube\.com !---
Captures the URLs with donmain nanme |ike yahoo.com !---
yout ube. com and myspace. com regex contenttype "Content-
Type" regex applicati onheader "application/.*" !---
Captures the application header and type of !--- content
in order for analysis boot system diskO:/asa802-k8. bin
ftp nmode passive dns server-group Defaul t DNS domai n- nane
defaul t. domain.invalid access-list inside_npc extended
pernmit tcp any any eq www access-1list inside_npc

extended pernmit tcp any any eq 8080 !--- Filters the
http and port 8080 !--- traffic in order to block the
specific traffic with regular !--- expressions pager

lines 24 nmtu inside 1500 mtu outside 1500 ntu DMZ 1500
no failover icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdm 602. bin no asdm history enabl e
arp timeout 14400 route DMZ 0.0.0.0 0.0.0.0
10.77.241.129 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05: 00 absol ute dynam c-access-policy-
record Dflt AccessPolicy http server enable http 0.0.0.0
0.0.0.0 DVZ no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

i nkup I'i nkdown col dstart no crypto i saknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type regex match-any
Dorei nBl ockLi st match regex domminlistl match regex
domainlist2 match regex domainlist3 !--- Cdass map
created in order to match the domain nanmes !--- to be
bl ocked cl ass-map type inspect http match-al

Bl ockDonmai nsCl ass natch request header host regex class
Domai nBl ockList !--- Inspect the identified traffic by
class !--- "DonminBl ockLi st" class-map type regex match-




any URLBI ockLi st match regex urllistl match regex
urllist2 match regex urllist3 match regex urllist4 !---
Class map created in order to match the URLs !--- to be
bl ocked cl ass-map i nspection_default match default-

i nspection-traffic class-map type inspect http match-all
AppHeader Cl ass natch response header regex contenttype

regex applicationheader !--- Inspect the captured
traffic by regular !--- expressions "content-type" and
"applicati onheader" class-map httptraffic match access-
list inside_npc !--- Class nap created in order to match
the !'--- filtered traffic by ACL cl ass-map type inspect
http match-all Bl ockURLsCl ass match request uri regex
class URLBl ockList ! !--- Inspect the identified traffic
by class !--- "URLBI ockList" ! policy-map type inspect

dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map type inspect http http_i nspection_policy
parameters protocol -violation action drop-connection

cl ass AppHeader d ass drop-connection | og match request
met hod connect drop-connection |og class

Bl ockDonai nsCl ass reset |og class Bl ockURLsCl ass reset
log !'--- Define the actions such as drop, reset or |og
l--- in the inspection policy map policy-nmap

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp policy-map
inside-policy class httptraffic inspect http

http_i nspection_policy !--- Map the inspection policy
map to the class !--- "httptraffic" under the policy map
created for the !--- inside network traffic ! service-
policy gl obal _policy gl obal service-policy inside-policy
interface inside !--- Apply the policy to the interface

i nside where the websites will be bl ocked pronpt

host nane cont ext

Crypt ochecksum e629251a7c37af 205¢289cf 78629f c11 : end
ci scoasa#

ASDM 5.2 @ ASA §&3E 7.2(x)

FHRERBEZZEL, BEOWebH A N 27OV ITREHIZCMPFICEATZEHICCHSDA
FYTEZTLTTEL:

1. ERRBROER> JO-NNI ATV M > ERKE TConfigurations ZiER L, EREX
RE7OTTCERRBEERTZHLHIC PAdds 29U Y T LTTFE W, RXAMUF
yahoo.com ZF ¥ 7°F ¥ 9% [E# KX ¥H domainlist! ZEKXLFET, [OK| 2OV YILET

o



Configuration = Global Objects = Regular Expressions

- i blebwerk Object Groups :-R‘ewm Expraszhons
| Elpﬂms r -.|

Ragular Expressi
B zaryies Graups e +
E| Class Maps

Configure requisr sxpressions for use in paiemn matching, Reautsr expressions wilh names starting wih "_defaut’
OHE are defeut reqular expressions and cennot be madidied or deleted,
FTP @& Add Reqular Expression i x|
H.525
HTTE d
Irrstant Mez=aging (h Plame: ifﬂmm’“
: 2y
=B Inzpect Maps Valuer | [yehooboom Eaudd... Delete
A, poerec
=08 ows Test .
-preset_dns_map
-, EsTe
B FTP

B e o e | v |

40

Edi

Radll e

E considerad &

R X4 > & myspace.com ZF ¥ 7°F ¥ 9B IEH KX domainlist2 ZHERL EF, [OK] &Y
)y L&D,

f= Add Regular Expression |§

Mame:; | |domainiist2

Walue: Ty SpAcel.com ) Build...

| Test...

04 I Cancel Help |

R X

41 > % youtube.com ZF ¥ 7' F ¥ ¥ B [E#HKH domainlist3 ZEK L F£F, [OK]|ZI )Y
JLET,

@= Add Regular Expression |§

Mame: | |domainiist3

Valug: | youtubet.com ) Build...

Test...

04 I Cancel Help

Web

To2OHICR>THERAEND http N\—23N10FEE 1.1 THRIHENH 215 exe,

com BELUVNY MOEKSBTFPAINILRFEFYTF v 35 -HICERKE urllist! ZIER
LTTEV, [OK|ZO2UYOLET,



ﬁ: Add Regular Expression

Nare: |ummﬂ| }
walue: | | IEs]E]E[CC[Co])Mm]|[Ek][Aa] Tt HTTRA [01] J Biuiiled
Teszt..
K I Cancel | Help | WebT' 5™

HICKRODOTHEATAD HTTPN—23 A 1.0 FEF 1.1PIF, vbs 8LV wsh DRSBET 7

ANIRFZ, FYTTFTv¥ I2HICERKR urllist2 ZERL TTEV, [OK 2TV
JLFY,

A= Add Regular Expression

Marne: urlli=t2

walue: | |WIPRIFEI BRI [Ze )0 [==]HA] HTTRA [01] Bl

Test.

2k Cancel Help

Web7' 5

HICK2THERATDHTTPN—23 N0 FEEE 1.1 RFIXDPM, xIs BKRY ppt D&
SBITITANERTFE, FY7F v $2EHICERKE urlistd3 ZERXL TTE LV, [OK]
20)YOLET,

g% Add Regular Expression

Mame: | Jurllist3 1

Walle: FlﬂDdH@DHCDmKKHUHSSmPFHPFIﬁDFﬂTPﬂID1LJ Bl .

Test...

Ok I Cancel Help

Web7' 5
DHFIZEK>THEATDI HTTPN—2a D10 Kk 1.1zZip, tar BRTtgzD&ESKT 7



AINHERFZE, FY7F ¥ $HLHICERRKRE urllistd ZERL TTEV, [OK|ZT DY
ILET,

@& Add Regular Expression

walug: | | EZIIPRITHEARNRAITSa)[L2]) HTTRA [01] Build...

Test...

ok Cancel Help
‘/ 947 ZF v 7 F v 95 EHRKR conten

i= Add Regular Expression

m
pe EAERL T, [OK|ZVUYILET

Mame:  ||contenttype

Valug:  |[Sontent-Type =
-
Tes
2k Cancel Help FExEn

T7r—23a>y AvE—Xv7Fv3BIERKAE applicationheader ZHER L £,
OK| 20Uy OL%ET,

g% Add Regular Expression

Mame: applicationheade

Value: | [pplicstion/s =

Te

2k Cancel Help

B%n CLI 5&
E

2. ERRBIVSAQER> JO—-NI A7 T UM > ERKRBR FConfigurations Zi#IR L,



ERREIVSAZTOTTCEETERISARERTZ=HIZ TAdda 29UV LTTF
TV, FERRBO—HITHLEHICERKIKRY S A DomainBlockList Z/ERK L TT & L\:

domainlist1, domainlist2 & & T domainlist3, [OK]Z2 UYL £ T,
I Add Regular Expression Class Map

Configure & reguiar exoression class using available regular expressions. For & classto be considered a match, anly
one of its match condiions needs to be met.

Idzme: L DomanBlockList J
Description:
-Awallable Regular Expressione ————— Configured Metch Concliiions
Regular Exprezzion I |,_t£ﬂh1hlma_|_ﬁ.ang!LEmrgseim
= = ] ES domsainksti
_defaull_msh-messendger R [E domainkst2

_default_shoutcast-tunnefng.prot...
_dafaull_window s-media-player- .
_default_x-kazsa-nebwaork
_defaul_yahoo-messenger
applicatianheadar

contenttype

|cleeriairkzt3

urli=t2
|urkizt3
urliztd -

Eclit... | ey, . ] hstch Type:  LE) Match

ERRBFAO—HITHLHICERKIA Y S A URLBlockList Z/ERK L TTE L\ urllist1,
urllist2, urllist3 & KT urllist4, [OK]ZPUY OLET,



i% Add Regular Expression Class Map

Configure a regular expression class using avakable regular expressions. For a class to be considered a match, only

one af itz match conditionz needs to e met.

lame: LURLEBlockList

Description:

Available Regular Expressions

Regular Expres=ion

_defautt_iey-metacats
_default_men-messenger
_defautt_shoutcast-tunneling-prod..
_detault_windows-meda-player...
_default_x-kazaa-rigtwork
_detault_yahoo-messenger
applicationheader

cantenttype

domainlist

domainlist2

T -
Eclit. | Mew ..

B% 0 CLI 8&E

Configured Match Condifions

Malch Type

ﬁl]agmlar Expre=s=ion

5
or 5
or &
or B

urilist1
urilist2
urilistd

Match Type: [ Mateh

ODTAIVTERBBEENERNS 74V IORE>ITO-NINATSIIORN>IVFAX
Y7 >HTTP>Add VAR Y TR EXEEBRERKRBICL > TRBEND HTTPRZ T 1
VORRBRITDEHICERT S -HIC FConfigurationa ZiBIR LTTFEV, ERRBF v
TFvHFFVTVBREBEAYA —E—HTBHICU T A Y 7 AppHeaderClass &K
LTHREL,



g= Add HTTP Traffic Class Map

arne: AppHeaderClaszs |

De=cription;

atch Al

Match Type

Criteriar

“alle

@& Add HTTP Match Criterion

batch Type: % Match

{~ Mo Match

Criteriomn: U Fezponse Header Field

[l

I:'f:' Fegular Expression:

—alle
—Field
" Predefined: accept-ranges i
[f:' Fegular Expression: contenttype ;] Manage. ..
—walue

applicationheader Manage. ..

i Fegular Expreszion Class:

DamainBlockLizt o hanage...

OK|ZVUYOLET, ERRBF Y TF ATV TVBRIERAYVA—Z—HITDLHIC
25 AN Y 7 BlockDomainsClass Z/ERK L TT& L\,




g% Add HTTP Traffic Class Map

Marne: [ |EIIDcanmainsCIass J
Dezcription:
Match Al
Match Type Criterion walle A

@& Add HTTP Match Criterion

Match Type: % Match 1 Mo Match

Criterion: [ Fequest Header Field ll ]

= alle

~Field

[f:' Fredefined: host ik J

i Fegular Expression: _default_ GoTaky... ™ Matiage. ..

—Walle

— i Fegular Expression: _default_GoTaky... ™ Mahage. ..

Manage...

[F Fegular Expression Class:

[OK| 20U Y O LET, EREAFVYITFVYEDERURI Z—HITBLEDICITAIY T
BlockURLsClass Z/ER L TT& L\,




g=: Add HTTP Traffic Class Map

Marme: [ |EFI|:n::kLIHLsCIass J
Dezcrigtion:
Match Al
Match Type Criterion “alue A

@& Add HTTP Match Criterion

Match Type: (% Match € Mo Match

4
Criterion; [ Reguest LR J ll
—walue

i Regular Expres=sion: I_defaurt_GchDMy... o Manage...

(f:' Regular Expres=sion Clazs: M—j Manage. ..

OK|Z2Uvy O L%EYT, RAFEOD CL &E

4 BRERVS—T—BIBDNS 714V IOCR/TRFTIOIaVERETS>IJO-NL AT
2 b >Inspect YYE>Y ULET >HTTP http_inspection_policy Z—HEhi > 71 v D
NDEHDREZRERTE TDLOICERTBHIC "Configurations ZER LTTFEW, T
Adds 22Uy o L, MMALTTFZEV,

Configuration = Global Objects = Inspect Maps = ATTE
----- =% Metwvork Object Grou ] 4 HTTR
""" E IP Mames Create HTTP mapsz and configure their default inspection behavior. To change inspection

----- wirs SEFVICE Groups
[—:I---@ C|E|SS Maps

o DS Irispect Map to Add
----- 2 FTP
..... I'i H %23 Marne: Ump_inspectinn _palicy J
[ HTTP

ri Instant Meszagin
3 Sip

= E Inapect haps

----- B8 DcERPC

E‘ Iﬂ D= |'Secur'rt':.f Lewvel

map, select the map in the navigation tree on the lett.

Description:

teeprezet_dns_map

----- =5
> 7!:1 =SV ATSITOUN >Inspect TYE>Y L, >HTTP > http_inspection_policy T

Advancedas Z7UY 0 LET View> A VARIZ AV >SAAd ZNETHOE CHERE
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Confguration = Global Objects = Inspecl Maps = HTTE = hip_inspection_policy
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g% Add HTTP Inspect

—hlatch Criteria
i* Zingle Match

biatch Type: 2 Match € Bo Match

Criterior: [ IHequest Method J -

—walle

& oo | [ ~

. Fegular Exprezzion

{* Regular Expression _default_GaoTo

{* Regular Expression Class: DomainBlockLi:

i Multiple matches

HITR Traffic Clazs: I.ﬂ.ppHeaderCIass

| 4

= ctions

Action: u:nnnectin:un " Reset { Log
Log: | {* Enable | " Dizahle [OK] &2 UY o L%

T, BEZROY 7S IHEHELTERE L. V5 A AppHeaderClass iz 0OF > J %
BMIC LTTFEL,




g% Add HTTP Inspect

—hatch Criteria

i~ Zingle Match

fiatch Type: % Mateh € Mo Match

Criterion: FegueztBezponze Cortert Type Mizmatch [
Yalle
Mot applicakle.

[f:' huttiple matches ]

HTTF Traffic Class: [Iﬂ«ppHeaderClass

—Actions

Sction; % Drop Connection i Reset Log

Log: {* Enahle " Dizaklz

[OK| 22 UYL

£9, BEEVEYBMNELTERE L. U5 A BlockDomainsClass @ =6 OOFX > J 2B

i LTFEWV,



E% Add HTTP Inspect

—hatch Criteria

" Single Match

fatch Type: € hatch € Mo Match

Criterion: FegueztRezponze Cortent Type Mizmstch =

Wale
|7 Mot applicakble.
{s Muittiple matches

HTTP Traffic Class: |IBIDckDDmainsCIass J l

—Actions

Action: Drop Connection {s Hese’é i Log

Log: - Enakile " Dizable
[OK]&2D VY D

LET, BEEVEYBMNELTERE L., U5 ABlockURLsClass @ = 0OFX > J =28

@& Add HTTP Inspect

—hatch Criteriz

i Single Match

Match Type: = hMateh €0 ko Match

Crteriomn: EegqueztBezponze Cortert Type Mizmatch [

"‘-.-“alue
Mt analicakle

{= Multiple matches

HTTP Traffic Class: UBlnckUHLsClassJ -

-Actions

Action: € Drop Connection (s Hes? i Log

= LTT&LW. Lo; " Dizable OK] %

DUV HOLET. [Applyl EV VYO LET, BED CLI&E
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Configurations ZiBIR L TT= L,

Caonfiguration = Security Palicy = Service Falicy Fules

Access Rules | asa Rules | Fiter Rules | (Service Policy Rules|

4 Add | B Edit @ Delete | + + ‘ & L - ||Q Find | F=4] Rule Diagram |1 Packst Trace
i todd Service Policy Rule. . Fileer |Clear | Rule Ciue

R hanagement Service Policy Rule. .. Tyt Dk it
;'E In=ert... Source Deztination Service
o In=sert Aiter...
inzpection... CEY Match @@ any @@ any Q, defaut-inspe.

HTTP RS 74V ODOFRRUS—ELTROYFIETY XZ21—8BLURU—FHIHAS
AR E—T IAANFFVTVWBRA 2 E—TILA A A7 KRR EERLTTEV
o [Next] ZOUYOLZET,

i% Add Service Policy Rule Wizard - Service Policy

Adding & new service policy rule requires three steps:

Step 10 Configurs & servics policy.

Step 2 Configure the fraffic clessification criteris for the =ervice policy rule.
Step 3 Configure actions onthe traffic classified by the service policy rule.

~Creste a service policy and apply to

Only one service policy can be configured per inferface or at global level. If a service policy already exists then
wou can add a newy rule into the existing service policy, Ciherwiss, you can creste & new service policy.

{* Iterface: ingide - (Creste neww service policy)
Palicy Mamne: ‘inside—pnlicw
Description: ‘

™ Global - applies to al interfaces

Haliey fMame: clobel palicy

Descrintion:

= Back | Cancel |

httptraffic 7S A Y 72 ERLEBT BRF BEIPFRLA (#FEHACL) ZFIv oL
TFEW, [Next] Z0UYOLET,




§= Add Service Policy Rule Wizard - Traffic Classification Criteria

HTTP TCPR— N DEBRH LA ZRKICERLTTEW, [Next] 29UV ILET,



= Add Service Policy Rule Wizard - Tralfic Match - Source and Destination Address

Actior: [Match |
Source Destination
Type: Iﬂﬁ' arvy d Ty e J'ﬂi‘ any i

rProtocol and Serwce

Brotocol |m,f " )

rSowrce Port e : Destination Part
% Service: I- j El'l'l' | _l] % Sarvice: ]- d hpﬁwvwl | j
= Group: I ;] _I " Group: ] d
Oplions

Tirne Range: ||:ur|5r_] "I_I

Descrpton

= Back N-E:-:t:]l Cancell F

HTrP7r7'/E!/ /ﬁ&/%?lvbb FConfigurea 22 Y 2 LTT&EL,

Protocal Inspection | Connection Settings | os |

[~ cTIoBE

[~ DCERPC CORfiGUre...

[~ DN Configure...

[~ ESMTP Canfigure. ..

[~ FTP Canfigure...

™ H323H225 Configure...

I H323RAS CORfiGure...

[IF HTTF : Configure...
—_— F723 REAVEBRUETAA

RO2AVOFEEIC HTTP Inspect YY 7ZF IV ILTTE W, [OK|ZVUYILET,



g% Select HTTP Inspect Map

™ Use the defautt HTTP inspection map

li?:' =elect a HTTP inspect map for fine control over inspection :,l

&,cicd

8] .4 I Cancel | Help |

[Finish] & %

DYy JL&ET,

Configuration = Security Policy = Service Policy Rules

Access Rules | A48 Rules | Fiter Rules | Service Palicy Rules |
& Add T@Editﬁ[ﬁelete|j~ {|;E - | ey Find
Fitter: |--Select-- ~1] Fiter | Ear|  Rule Gu

Tratfic Classification

Rule Diagram | Packst Trace

Matne Mo | Enabled Match Source Destination Setvice
E---Glnbal; Palicy: global_policy
: inspection. .. GEy Match & any @P any 0, defautt-inzpe
= - nterface: inside; Policy: inside-palicy

(“hitptraffic 1 W E Match @ any @ any T http )
h -

R—BM8BODRZT74YIUEBEE, >Add Y—EARA RV — )L—I)%& CAdds 20V Y 7D
LTHREWL,



Access Rules | 884 Rules | Fiter Rules | Service Palicy Rules |

Rule Diagram | & Packet T

dp add +| [Z Edit ﬁnelete|j~ + | ¥ B @R -|cFnd

Add Service Policy Rule... Filter |Clear | Rule

P Add Management Service Policy Bule. .. Traffic Clazsification

W Inzert... Source Destination Service

-%: Imsert After...

- inspection... (E) Match @@ any @@ any 0, defautt-ing
B |nterface: inzide; Policy: inzide-policy

hitptraffic 1 M CEymatch @ any @ any TeE- hittp

Adding a new zervice policy rule reguires three steps:

=tep 1. Configure a service policy.
=tep 2 Configure the traffic classification criteria for the service policy rule.

Step 3 Configure actions on the traffic classified by the zervice policy rule.

—Create a service policy and apply to:

Only one zervice policy can be configured per interface or at global level. If a service g
woll can add & new rule into the existing zervice palicy . Stherwize, you can creste an

¥ Interface:

Palicy Marme: Iinﬂide-pnlin:':.f x

Dezcription: I

iEn
LW=ILEREORNS 714V VSAAT7a>r REAVICERL, ROVIRED - XZa
—» 5 httptraffic BIRL TTE WV, [Next] Z0UYILET,



service Policy Rule Wizard = Trathic Classification Criferia

" Creste a new tratfic class: nsida-class

[rescription [omtional

hraffic mateh criieria
[T Defaut inepection Traffic
[T Eource and Destington P Address (uses ACL)
[T Turinel Group
[T TCE or LIDF Destinstion Fort
|_ EITFE Range
[T IF Dif1Eem Codepoints [ BSER)
[T P Precedence

[T fy traftic

Rule can be added to existing class map it that class map uses access control kst (ACL) as traffic match critena.

(* Add rule to existing traffic class: Hptratfic ]

If traffic does not maich a existing traffic cless, then it will mstch the class-default traffic class. Class-default can be
uzed in catch all situstion.

" Use class-default as the traffic class.

= Back |@| Cancel |
8080 TCPAR—NDEEXTH LUV BAZRKICEBIRLTTEV, [Next] ZOUY U LET,




o Service Folicy Rule Yyizart “1aLCin Jestination Address

| Tymeme =
Lescription:

[Finish) 29Uy OL&XT,
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= Add Service Policy Rule Yizard - Rule Actions

| Protocal Inspection | Connection Settings | @os |

[~ CTIGEE

[~ DCERPC Canfigure...

= Catfigure. .

[~ ESMTP Cattigure. ..

[~ FTP Zanfigure...

[~ H323H225 Configure...

[T H3z3RAS Configure. .
[F HTTP Canfigure. .. HTTF Inzpect Map: http_inspection_palicy ]

I 1cmp

[~ 1CMP Error

s

[ I Zanfigure...

™ IPSec-Pazs-Thru Canfigure...

[~ mGecP Contigure. ..

[ NETBIOS Canfigure. .

™ ppTR

< Bock

~OnATguratian = oe

Access Rules I An 8 Rules I Fitter Rules | service Policy Rules I

% Add - [E Edit m DElEte | + ¥ | b4 FL - ||q Find | Rule Diagram | & Facket T
Filtet: I-—Select" LI I Filker |Clear| Fule
Traffic Classification
Marme Mo | Enabled Match SOurCe Destination SErVic
E---t}lnhal; Palicy: global_palicy
1 inspection... 0E Match @@ any @@ any Q, default-ir
= Interface: inside; Policy: inside-policy
- hitptraffic 1 M [Eymatch @ any @ any T it
P 2 W EyMatch @ any @ any 1B S0S0

[Apply] 22U Y O LET. AED CLIE&E
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CCTR, RENERBICEELTVD L ZHRBLET,

Output Interpreter Tool (OIT ) (BEI—HYEHH ) T, BE®D show I RAFFR—K & h
TVWET, OITZFEAL T, show DN REIDOBEMZEZRIRTEET,

- show running-config regex : F%E & L7z IER FRIF D R 7Rci scoasa#tshow runni ng-confi g regex
regex urllistl ".*\.([Ee][Xx][Ee]|[Cc][Co][M|[Bb][Aa][Tt]) HTTP/1.[01]" regex urllist2
AN ([PPI[ Vi)Y I W][Bb][Ss]|[W\V [Ss][Hh]) HTTP/1.[01]" regex urllist3
"R\ ([Dd] [ Qo] [Ce] | [XX][LIT[Ss]|[Pp][Pp]l[Tt]) HTTP/1.[01]" regex urllist4
RN ([Zz)[ Vi) [PP] [ Tt][ARl [Rr]|[Tt]1[Ggl[Zz]) HTTP/1.[01]" regex domminlistl "\.yahoo\.cont
regex domainlist2 "\.nyspace\.com' regex domainlist3 "\.youtube\.con regex contenttype
"Cont ent - Type" regex applicati onheader "application/.*" ciscoasa#

- show running-config class-map : FREE 7=V T A Y ¥ 7 MO FKRci scoasa#show runni ng- confi g
class-map ! class-map type regex natch-any Donai nBl ockLi st natch regex domainlistl match
regex domainlist2 match regex domainlist3 class-nmap type inspect http natch-all
Bl ockDonmai nsCl ass natch request header host regex class Domai nBl ockLi st cl ass-map type regex
mat ch- any URLBI ockLi st match regex urllistl match regex urllist2 match regex urllist3 natch
regex urllist4 class-map inspection_default match default-inspection-traffic class-map type
i nspect http match-all AppHeaderC ass nmatch response header regex contenttype regex
appl i cati onheader class-map httptraffic match access-1list inside_npc class-map type inspect
http match-all Bl ockURLsC ass match request uri regex class URLBI ockList ! ciscoasa#

- show running-config policy-map type inspect http : FREE NI HTTP KT 7 1Y U ZRKRET

PRV —I VY 700)1557_['_\ci scoasa#show runni ng-config policy-map type inspect http ! policy-
map type inspect http http_inspection_policy paraneters protocol-violation action drop-
connection cl ass AppHeader d ass drop-connection | og match request nethod connect drop-
connection |l og class Bl ockDonmai nsCl ass reset |og class Bl ockURLsCl ass reset |log ! ciscoasa#

- show running-config policy-map : 77 # )L M ® policy-map A7 4 F¥F1L—2 3> HKVT
NTD policy—map > 74Fa21L—>3 \/0)43_%8_7‘ci scoasa#show runni ng-config policy-map !
policy-map type inspect dns preset_dns_map paraneters message-|ength maxi mum 512 policy-map
type inspect http http_inspection_policy paranmeters protocol-violation action drop-
connection class AppHeader d ass drop-connection | og match request nethod connect drop-
connection | og class Bl ockDomai nsCl ass reset |og class Bl ockURLsCl ass reset |og policy-nmap
gl obal _policy class inspection_default inspect dns preset_dns_nap inspect ftp inspect h323
h225 inspect h323 ras inspect netbios inspect rsh inspect rtsp inspect skinny inspect esntp
i nspect sqlnet inspect sunrpc inspect tftp inspect sip inspect xdncp policy-map inside-
policy class httptraffic inspect http http_inspection_policy ! ciscoasa#

- show running-config service-policy : RERXRTHDINTOH—ERX RUZ —BEDRTR
ci scoasa#show runni ng-confi g service-policy service-policy global _policy gl obal service-
policy inside-policy interface inside

- show running-config access-list : ¥ 11U T 1 7754 T2 ATRITE N TS access-list

a4 :\"“1 L—>3 >0)15§T_\ci scoasa#show runni ng-config access-1ist access-1Iist
i nsi de_npc extended pernit tcp any any eq ww access-list inside_npc extended pernmt tcp any
any eq 8080 ci scoasa#

hNSTNaA-—F42T

CCTR, BEORS TN 1 —F 4 JICRADBHRICOVTHALE T,

E:debug AN REFEATSHEIIC, Tdebug AN ROEEXERH. 25BL T EEV,

- FNRNY T http—HTTPRZ 74V ODEODOTNY T XV E—DZKRLET,

BYE 15 $§
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. Cisco Adaptive Security Device Manager ( ASDM ) B892 HR— bk R—

. Cisco 500 X U—XPIX CBIT R HR—N R—D
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