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73 DASA:

crypto ikev2 policy 10

encryption aes-256

integrity sha256

group 24

prf sha256

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal PROP
protocol esp encryption aes-256
protocol esp integrity sha-256

NPsec7O7 7ML ZRELET, —FORANFREMTHY ., 5 —FNFIKEV2ZRISIT—
IVORBEAUTHIBENBYET,

ASAZE :

crypto ipsec profile PROF

set ikev2 ipsec-proposal PROP
set pfs group24
responder-only

ASAR :

crypto ipsec profile PROF
set ikev2 ipsec-proposal PROP
set pfs group24

HAEDISPA U R—T IAATIKEVZORILZEMZILET,

73 DASA:

crypto ikev2 enable ispa
crypto ikev2 enable ispb

ASAZMEESRSITA LS ICERHAEF—%2RELET,

ASAL :

tunnel-group 198.51.100.1 type ipsec-121
tunnel-group 198.51.100.1 ipsec-attributes

ikev2 remote-authentication pre-shared-key ****x
ikev2 local-authentication pre-shared-key *****
|

tunnel-group 203.0.113.1 type ipsec-121
tunnel-group 203.0.113.1 ipsec-attributes

ikev2 remote-authentication pre-shared-key *****
ikev2 local-authentication pre-shared-key *****

ASAF :

tunnel-group 198.51.100.129 type ipsec-121
tunnel-group 198.51.100.129 ipsec-attributes
ikev2 remote-authentication pre-shared-key *****
ikev2 local-authentication pre-shared-key *****
1

tunnel-group 203.0.113.129 type ipsec-121



tunnel-group 203.0.113.129 ipsec-attributes
ikev2 remote-authentication pre-shared-key *****
ikev2 local-authentication pre-shared-key *****

ASPAVB—T7 I A AZRELEXY,

ASATE :

interface GigabitEthernet0/1

nameif ispa

security-level 0

ip address 198.51.100.129 255.255.255.252
1

interface GigabitEthernet0/2

nameif ispb

security-level 0

ip address 203.0.113.129 255.255.255.252
!

ASA%L :

interface GigabitEthernet0/1

nameif ispa

security-level 0

ip address 198.51.100.1 255.255.255.252
!

interface GigabitEthernet0/2

nameif ispb

security-level 0

ip address 203.0.113.1 255.255.255.252

FSAIUYSIRISPALY R—T T A ATT. ISPBEEAVAUTE, T7S4TUUS
HOTMARE. (Y 8—%Y hEORARANDICMP pingERE AL TEFE hET, =
OBITE. ASAREWICISPASL Y B —7 I 4 A%&pingDike LTHEALET,

ASAZE :

sla monitor 1

type echo protocol ipIcmpEcho 198.51.100.1 interface ispa
!

sla monitor schedule 1 life forever start-time now

!

track 1 rtr 1 reachability

!

route ispa 0.0.0.0 0.0.0.0 198.51.100.130 1 track 1

route ispb 0.0.0.0 0.0.0.0 203.0.113.130 10

ASAR :

sla monitor 1

type echo protocol ipIcmpEcho 198.51.100.129 interface ispa
1

sla monitor schedule 1 life forever start-time now

1

track 1 rtr 1 reachability

route ispa 0.0.0.0 0.0.0.0 198.51.100.2 1 track 1
route ispb 0.0.0.0 0.0.0.0 203.0.113.2 10

T TARVVTIHFEIZISPALETHEIENET, EHVXUVTIKISPBETEIENET, ~
VEILDBEANDAZRTAYIIN—RNFBETT, chiZkY, ISPOTUFRS—T 4>
SJOROY7EZEWTBEHIC, BELEAENTY NKFELWYBA O EZ—TIAANS
BEICEYVETD,



ASAZE :
route ispa 198.51.100.1 255.255.255.255 198.51.100.130 1
route ispb 203.0.113.1 255.255.255.255 203.0.113.130 1

ASAH :
route ispa 198.51.100.129 255.255.255.255 198.51.100.2 1
route ispb 203.0.113.129 255.255.255.255 203.0.113.2 1

VTIOERRE :

ASAZE :

interface Tunnell

nameif tuna

ip address 10.1.1.2 255.255.255.0
tunnel source interface ispa

tunnel destination 198.51.100.1
tunnel mode ipsec ipv4

tunnel protection ipsec profile PROF
!

interface Tunnel2

nameif tunb

ip address 10.1.2.2 255.255.255.0
tunnel source interface ispb

tunnel destination 203.0.113.1
tunnel mode ipsec ipv4

tunnel protection ipsec profile PROF

ASAR :

interface Tunnell

nameif tuna

ip address 10.1.1.1 255.255.255.0
tunnel source interface ispa

tunnel destination 198.51.100.129
tunnel mode ipsec ipv4

tunnel protection ipsec profile PROF
1

interface Tunnel?2

nameif tunb

ip address 10.1.2.1 255.255.255.0
tunnel source interface ispb

tunnel destination 203.0.113.129
tunnel mode ipsec ipv4

tunnel protection ipsec profile PROF

.BGPDRE. ISPAICEENITSNERNRILBETZAIUTY, ISPBETERENERN
ZLENLTT RNBAXENEZT L7 4V OAOO—NILBEBUAMBVED, L—T1
YIT—7 L TREXIBUIME<S B ET,

ASAL :

route-map BACKUP permit 10
set local-preference 80

!

router bgp 65000

bgp log-neighbor-changes
address-family ipv4 unicast

neighbor 10.1.1.1 remote-as 65000
neighbor 10.1.1.1 activate

neighbor 10.1.1.1 next-hop-self
neighbor 10.1.2.1 remote-as 65000
neighbor 10.1.2.1 activate

neighbor 10.1.2.1 next-hop-self
neighbor 10.1.2.1 route-map BACKUP out



10

11.

12.

network 192.168.1.0
no auto-summary

no synchronization

exit-address-family

ASA% :

route-map BACKUP permit 10

set local-preference 80

router bgp 65000

bgp log-neighbor-changes

address-family ipv4 unicast

neighbor 10.1.1.2 remote-as 65000
neighbor 10.1.1.2 activate

neighbor 10.1.1.2 next-hop-self
neighbor 10.1.2.2 remote-as 65000
neighbor 10.1.2.2 activate

neighbor 10.1.2.2 next-hop-self
neighbor 10.1.2.2 route-map BACKUP out
network 192.168.2.0

no auto-summary

no synchronization

exit-address-family

(AT ) EEEREEATVAVEMORY RDO—UZEBIOASADEEICT RN

AXFTBICR. AZTAY I NBEAZERETEEXT,

ASAE :

route inside 192.168.10.0 255.255.255.0 192.168.1.100 1
!

prefix-list REDISTRIBUTE_LOCAL seq 10 permit 192.168.10.0/24
!

route-map REDISTRIBUTE_LOCAL permit 10

match ip address prefix-list REDISTRIBUTE_LOCAL

!

router bgp 65000

address-family ipv4 unicast

redistribute static route-map REDISTRIBUTE_LOCAL

(A7232)RNZT749 0 NTYROBRECESVWTIRRILETO-RNZ>Y
DITEET, cOBITRH. NYIOTYTRURIL (ISPBRURIL ) LU E
192.168.10.024% Y R —IADI)— AN BEEIET

ASAZE :

route-map BACKUP permit 5

match ip address prefix-list REDISTRIBUTE_LOCAL
set local-preference 200

!

route-map BACKUP permit 10

set local-preference 80

NOZRIHNADLEBEIL, YA NEBORNSTAVYINIDITFTTFHFARNTA U Z—FY
NCEEThBVWKSICTSRICE., RIINIIL—RZ2ENTHIHENHYYET, BRICTDHIE
HIZ, TNTOHORFC19187 RL AN BMENEL 1=,

75 DASA:

route Null0O 10.0.0.0 255.0.0.0 250
route Null0 172.16.0.0 255.240.0.0 250
route Null0 192.168.0.0 255.255.0.0 250



13.(A7°23>)F7#4)NTlE, ASABGP7OLARKGOWZ EIC1RF—TTSA4 T &EFL
9. F—TTSATREBENETHS180REZEETNAEVESE., deadc EFETNET, B
ZFAN—EEZSHELTDICIE, BGPRAY—ERETEET, cOPITR, F—7TT75147k
10 EILEBEh, AN RICAIVELTETENET,

router bgp 65000
address-family ipv4 unicast
neighbor 10.1.1.2 timers 10 30
neighbor 10.1.2.2 timers 10 30
exit-address-family

TR

IKEV2R R BBLTWRI L ESH ZHFEL T T,

ASA-right (config)# show crypto ikev2 sa
IKEv2 SAs:
Session-1d:32538, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role

836052177 198.51.100.1/500 198.51.100.129/500 READY INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:24, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/7 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535

remote selector 0.0.0.0/0 - 255.255.255.255/65535

ESP spi in/out: 0xc6623962/0x5c4a3bce

IKEv2 SAs:
Session-id:1711, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role

832833529 203.0.113.1/500 203.0.113.129/500 READY INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:24, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/29 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535

remote selector 0.0.0.0/0 - 255.255.255.255/65535

ESP spi in/out: 0x2e3715af/0xc20e22bd

BGPRAN—2 Y TAT—RAZRELE T,

ASA-right (config)# show bgp summary

BGP router identifier 203.0.113.1, local AS number 65000

BGP table version is 29, main routing table version 29

3 network entries using 600 bytes of memory

5 path entries using 400 bytes of memory

5/3 BGP path/bestpath attribute entries using 1040 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 2040 total bytes of memory

BGP activity 25/22 prefixes, 69/64 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
10.1.1.2 4 65000 6 5 29 0 0 00:00:51 2
10.1.2.2 4 65000 7 6 29 0 0 00:01:20 2



BGPASEFLEIL—NERERLET, >, EX—IEnEL—NFN—F12TF=TIIC

A2VARN=IENET,

ASA-right (config)# show bgp

BGP table version is 29, local router ID is 203.0.113.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath
Origin codes: i1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>1192.168.1.0 10.1.1.2 0 100 0 i

* i 10.1.2.2 0 80 0 1

*> 192.168.2.0 0.0.0.0 0 32768 i

* 1192.168.10.0 10.1.1.2 0 100 0 »

*>i 10.1.2.2 0 200 0 ?

Verify routing table:

ASA-right (config)# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, Ll - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is 198.51.100.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] wvia 198.51.100.2, ispa

S 10.0.0.0 255.0.0.0 is directly connected, NullO

C 10.1.1.0 255.255.255.0 is directly connected, tuna

L 10.1.1.1 255.255.255.255 is directly connected, tuna

C 10.1.2.0 255.255.255.0 is directly connected, tunb

L 10.1.2.1 255.255.255.255 is directly connected, tunb

S 172.16.0.0 255.240.0.0 is directly connected, NullO

S 192.168.0.0 255.255.0.0 is directly connected, NullO

B 192.168.1.0 255.255.255.0 [200/0] via 10.1.1.2, 00:02:06
C 192.168.2.0 255.255.255.0 is directly connected, inside

L 192.168.2.1 255.255.255.255 is directly connected, inside
B 192.168.10.0 255.255.255.0 [200/0] via 10.1.2.2, 00:02:35
C 198.51.100.0 255.255.255.252 is directly connected, ispa
L 198.51.100.1 255.255.255.255 is directly connected, ispa
S 198.51.100.129 255.255.255.255 [1/0] via 198.51.100.2, ispa
C 203.0.113.0 255.255.255.252 is directly connected, ispb

L 203.0.113.1 255.255.255.255 is directly connected, ispb

S 203.0.113.129 255.255.255.255 [1/0] wvia 203.0.113.2, ispb

NZ7)L21—hk
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debug crypto ikev2 protocol 4
debug crypto ikev2 platform 4



IKEV2Z’ORIOND RS TN 21 —F 4 0OFMIODVWTIE, XESBLTLSEEL,
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/115935-asa-ikev2-debugs.html

BGPZORIINDKRS TN 2a—F 4T DOFMIOVWTIRE, XESBLTLSEEL,
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118050-config-bgp-00.html#anc37

BOE1E ]

- BGPJL—MERIL—I :
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

-ASABGPO>74F¥a1L—>a>HAK:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118050-config-bgp-00.html

cTOZHhIL HR—bE RFI XD - Cisco Systems
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