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ASA 1

172.16.1.0 /24 172.16.2.0 /24

192.168.1.0 /24 192.168.1.0 /24

192.168.2.0 /24 192.168.3.0 /24

ASA 1

EAPOYTZY NCRERATD T MOER

object network LOCAL

subnet 192.168.1.0 255.255.255.0
object network XLATED-LOCAL
subnet 192.168.2.0 255.255.255.0
object network XLATED-REMOTE
subnet 192.168.3.0 255.255.255.0

NAT A7— M X2 NDRE

(XREWEREND ) UE—NHTZYRNCIAADIBEICOK, O—HIL XY ND—0&FOY
TRYNIEBRTZEDOFEAT M NOER

nat (inside,outside) source static LOCAL XLATED-LOCAL destination static XLATED-REMOTE XLATED-
REMOTE

T|EnY 7Ty NEERL S ACL ORRE

access-list VPN-TRAFFIC extended permit ip object XLATED-LOCAL object XLATED-REMOTE Rele

BIE 3 RS RE

crypto ikevl enable outside
crypto ikevl policy 1
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400

crypto ipsec ikevl transform-set AES256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA

crypto map MYMAP interface outside



tunnel-group 172.16.2.1 type ipsec-121
tunnel-group 172.16.2.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

ASA 2

FERAFOYTXY NCRAERATO IO NOER

object network LOCAL
subnet 192.168.1.0 255.255.255.0
object network XLATED-LOCAL
subnet 192.168.3.0 255.255.255.0
object network XLATED-REMOTE
subnet 192.168.2.0 255.255.255.0

NAT ATF—RM X2 NORERE

(PRYUEHREND )VE-—NHTIYRCANSHBELCOE, O—HIL XY ND—DZBIOY
T7ZYNIEBRITDLEOOFBHAT— M X NOER

nat (inside,outside) source static LOCAL XLATED-LOCAL destination static XLATED-REMOTE XLATED-
REMOTE

EREhiEYTxY NEFERAL RS ACL ORE

access-1list VPN-TRAFFIC extended permit ip object XLATED-LOCAL object XLATED-REMOTE Rele

BT BRESEE

crypto ikevl enable outside
crypto ikevl policy 1
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400

crypto ipsec ikevl transform-set AES256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.1.1 type ipsec-121
tunnel-group 172.16.1.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

3

ST, RENFERICHBELTVWRIAESH ERRBLET.



ASAl (config)# sh cry isa sa
IKEv1l SAs:
Active SA:

Rekey SA:
Total IKE SA:

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

= o R

1 IKE Peer: 172.16.2.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs

ASAl (config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.1.1

access-list VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 192.168.3.0
255.255.255.0

local ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

current_peer: 172.16.2.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: F90C149A

current inbound spi : 6CE656C7

inbound esp sas:
spi: 0x6CE656C7 (1827034823)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: OxF90C149A (4178318490)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001



ASA 2

ASA2 (config)# show crypto isa sa
IKEv1l SAs:
Active SA:

Rekey SA:
Total IKE SA:

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

= o R

1 IKE Peer: 172.16.1.1
Type : L2L Role : responder
Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs

ASA2 (config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.2.1

access-list VPN-TRAFFIC extended permit ip 192.168.3.0 255.255.255.0 192.168.2.0
255.255.255.0

local ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current_peer: 172.16.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 6CE656C7

current inbound spi : F90C149A

inbound esp sas:
spi: 0xF90C149A (4178318490)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (4373999/28684)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: 0x6CE656C7 (1827034823)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (4373999/28683)
IV size: 16 bytes
replay detection support: Y



Anti replay bitmap:
0x00000000 0x00000001

AR—OKFEELTWVWAD/NT PV R AR—0 bROD

RORROD TR, NTAD IPsec RRIILBHTREENDMEN $ZDEALTTZY RN, |
FOAR—VICEENTVET, AR—VLENEEAREETZLHIC, EEOREEZRRT S -
HD NAT RREHN /NT TRENICETENET,

ASA 2 (SPOKE 1)
-

172.16.2.0 /24
192.168.2.0 /24

10.10.10.0 /24
10,4 R1 (SPOKE 1)
0.10,9 N r

192.168.3.0 /124

192.168.2.0 /24

ASA1

FERAFOYTXY NCRAERATO IO NOER

object network LOCAL

subnet 10.10.10.0 255.255.255.0
object network SPOKES-NETWORK
subnet 192.168.2.0 255.255.255.0
object network LOCAL-XLATE-TO-SPOKEL
subnet 10.20.20.0 255.255.255.0
object network LOCAL-XLATE-TO-SPOKE2
subnet 10.30.30.0 255.255.255.0
object network REMOTE-XLATE-SPOKEl
subnet 192.168.3.0 255.255.255.0
object network REMOTE-XLATE-SPOKE2
subnet 192.168.4.0 255.255.255.0

TRIDFRHAT—MXAZ POER :



SPOKE1 (192.168.2.0/24 ) ICAA 53&F&., O—AJ) XY hD—72 10.10.10.0/24 1 5
10.20.20.0 /24,

- 10.20.20.0 /124 IZR%3%HE. SPOKE1 XY RJ—% 192.168.2.0 /24 /' 5 192.168.3.0 /24,
SPOKE3 (192.168.2.0/24 ) ICAA 53%&. O—AHJ) XY hD—72 10.10.10.0/24 1 5
10.30.30.0 /24,

- 10.30.30.0 /124 IZCR%3%HE. SPOKE2 XY NJ—% 192.168.2.0 /24 /' 5 192.168.4.0 /24,

nat (inside,outside) source static LOCAL LOCAL-XLATE-SPOKEl destination static REMOTE-XLATE-
SPOKE1l SPOKES-NETWORK
nat (inside,outside) source static LOCAL LOCAL-XLATE-SPOKE2 destination static REMOTE-XLATE-
SPOKE2 SPOKES-NETWORK

TR|ENEYTZY NEEAL RS ACL ORE

access-list VPN-to-SPOKEl extended permit ip object LOCAL-XLATE-SPOKEl object SPOKES-NETWORKS
access-list VPN-to-SPOKE2 extended permit ip object LOCAL-XLATE-SPOKE2 object SPOKES-NETWORKS

BOE Y DR SERE

crypto ikevl enable outside
crypto ikevl policy 1
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400

crypto ipsec ikevl transform-set AES256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-to-SPOKE1l

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA

crypto map MYMAP 20 match address VPN-to-SPOKE2

crypto map MYMAP 20 set peer 172.16.3.1

crypto map MYMAP 20 set ikevl transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.2.1 type ipsec-121
tunnel-group 172.16.2.1 ipsec-attributes
ikevl pre-shared-key secure_PSK
tunnel-group 172.16.3.1 type ipsec-121
tunnel-group 172.16.3.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

ASA2 ( SPOKE1 )

EW|ENHTZY M (10.20.20.0/24) (@A 5SS ACL DEE

access-1list VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0 255.255.255.0

BOE ISR SRE

crypto ikevl enable outside
crypto ikevl policy 1
authentication pre-share



encryption aes-256
hash sha

group 2

lifetime 86400

crypto ipsec ikevl transform-set esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite
crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA
crypto map MYMAP interface outside

tunnel-group 172.16.1.1 type ipsec-121
tunnel-group 172.16.1.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

R1 ( SPOKE2)

T hizH 7%y M (10.30.30.0 /24 ) @A SHES ACL DERTE

ip access-1list extended VPN-TRAFFIC
permit ip 192.168.2.0 0.0.0.255 10.30.30.0 0.0.0.255

BOE T DS ERE

crypto isakmp policy 1
encr aes 256
authentication pre-share
group 2

crypto isakmp key secure_PSK address 172.16.1.1

crypto ipsec transform-set AES256-SHA esp-aes 256 esp-sha-hmac
mode tunnel

crypto map MYMAP 10 ipsec-isakmp
set peer 172.16.1.1
set transform-set AES256-SHA
match address VPN-TRAFFIC

interface GigabitEthernet0/1

ip address 172.16.3.1 255.255.255.0
duplex auto

speed auto

media-type r3j45

crypto map MYMAP

R

ASA 1

ASAl (config)# show crypto isakmp sa
IKEvl SAs:
Active S

Rekey SA:
Total IKE S

z

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

>
N O N



1 IKE Peer: 172.16.3.1

Type : L2L Role : responder

Rekey : no State : MM_ACTIVE
2 IKE Peer: 172.16.2.1

Type : L2L Role : responder

Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs

ASAl (config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.1.1

access-1list VPN-to-SPOKEl extended permit ip 10.20.20.0 255.255.255.0 192.168.2.0
255.255.255.0

local ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current_peer: 172.16.2.1

#pkts encaps: 10, #pkts encrypt: 9, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 9, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 79384296

current inbound spi : 2189BF7A

inbound esp sas:
spi: 0x2189BF7A (562675578)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: 0x79384296 (2033730198)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Crypto map tag: MYMAP, seq num: 20, local addr: 172.16.1.1
access-list VPN-to-SPOKE2 extended permit ip 10.30.30.0 255.255.255.0 192.168.2.0

255.255.255.0
local ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)



remote

ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current_peer: 172.16.3.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts c

ompressed: 0, #pkts decompressed: 0

#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs

sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:

#TFC rcvd: 0, #TFC sent: O

#valid
#send e

local c¢

ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
rrors: 0, #recv errors: 0

rypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.3.1/0

path mtu 1500, ipsec overhead 74(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled

current
current

inbound e

outbound spi: 65FDF4F5
inbound spi : 05B7155D

Sp sas:

spi: 0x05B7155D (95884637)
transform: esp-aes-256 esp-sha-hmac no compression

in use settings ={L2L, Tunnel, IKEvl, }

slot
sa t
IV s

: 0, conn_id: 8192, crypto-map: MYMAP
iming: remaining key lifetime (kB/sec): (3914999/2883)
ize: 16 bytes

replay detection support: Y

Anti
0x0
outbound

replay bitmap:
0000000 0x0000001F
esp sas:

spi: Ox65FDF4F5 (1711142133)
transform: esp-aes-256 esp-sha-hmac no compression

in use settings ={L2L, Tunnel, IKEvl, }

slot
sa t
IV s

: 0, conn_id: 8192, crypto-map: MYMAP
iming: remaining key lifetime (kB/sec): (3914999/2883)
ize: 16 bytes

replay detection support: Y

Anti
0x0

replay bitmap:
0000000 0x00000001

ASA2 ( SPOKE1 )

ASA2 (config) #
IKEvl SAs:
Active SA:
Rekey SA:
Total IKE SA:
1 IKE Peer:
Type

Rekey

There are no

ASA2 (config) #

show crypto isakmp sa

1

0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
1

172.16.1.1

L2L Role : initiator

no State : MM_ACTIVE

IKEv2 SAs

show crypto ipsec sa

interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.2.1



access-list VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0
255.255.255.0

local ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

current_peer: 172.16.1.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 2189BF7A

current inbound spi : 79384296

inbound esp sas:
spi: 0x79384296 (2033730198)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (4373999/28494)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: 0x2189BF7A (562675578)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (4373999/28494)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

R1 ( SPOKE2 )

R31lshow crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
172.16.1.1 172.16.3.1 QM_IDLE 1001 ACTIVE

IPv6 Crypto ISAKMP SA

Rl#show crypto ipsec sa

interface: GigabitEthernet0/1
Crypto map tag: MYMAP, local addr 172.16.3.1

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)



current_peer 172.16.1.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.16.3.1, remote crypto endpt.: 172.16.1.1

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1

current outbound spi: 0x5B7155D(95884637)
PFS (Y/N): N, DH group: none

inbound esp sas:
spi: Ox65FDF4F5(1711142133)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: SW:1, sibling_flags 80004040, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4188495/2652)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0x5B7155D(95884637)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: SW:2, sibling_flags 80004040, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4188495/2652)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
NZ7)>a1—b
STl BEORS NS 1—FA VY I ERATERHHRERLET.

tXa1UF4 PYS I3 20OHEEK

NZTN21—FT AV TTEEZTO/%E, BBED SA ZXFTHEL TSEEV, PIX DRHIETE

—RT, XOOAXY RZ2FEALET,

- clear cryptoipsecsa : 777 1 77 IPSec SA ZHIBRLE T,
- clear crypto isakmp sa : 797 1 775 IKE SA ZHIBRLE T,

NAT &R DR

. show natdetail : 7S IO NATSITON JIN—FTHFHREN NATRREZRRLET

o



NZTLN21—F42TOEHOIIT R
TR, REAERCBELTUDAES A ERBLET,

CiscoCLIZ7F A4 (BB I—HER ) 1. FED show ANV REHR—KNLFETF, show ]
NRBOODHZERRTDICE, CiscoCLI 7oA =#FEALET,

3 :debug AV REFEHTSEIC, Tdebug ANV ROBELIEHR. B XV TIP Security
DRZSTN2A—FT 424 debug AX > ROFBEFER ZSBLTLIEEV,

- debug cryptoipsec : 7I—AX2 M IPsec x> I—avERRLET,
- debug cryptoisakmp : 7T —X 1 @ ISAKMP %> I—3 3> & RRELET,

BEEE ]

- NAT BREHA R
— BB LL BLRFVE—N PIHEAIPsecVPN DRSNS a1 —F AT HFEILCOVWT

. IPSec XJd>I—>3aIKEZORIL
- TOZAHAI YR—=B & RF 21 X b - Cisco Systems
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/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/nat_overview.html
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
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