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- AnyConnect ¥ 17 EEUT 4 VZA4TF7>2 M /N—232 4x ( Windows A )
CEBRMEFY—RIELEHR—RENTVS OS A& E TS PC,
- Cisco Adaptive Security Device Manager ( ASDM ) /N\—> 32, 7.3

FH: AN TYZRIIF7EIOO—R, R— (BEI—YERH ) »S. AnyConnect
VPN Client /Y'Y o7 —2 ( anyconnect-win*.pkg ) ZX 2V >O— KL &9, AnyConnect VPN
Client Z ASAND7Zv21 XEUILIAE—LFET, chik, ASA &® SSL VPN ##i =z
MEREHICVE—N I IE1I—XRIIAVO—RENET, FHALCOVTE,
ASAD74F1L—>3>2 HA KD TAnyConnect Client DA A R—=)L, 93
CEZRBLTLSEZY,

KEOERE. BEODTFARRILHDTNAALEITVTHERENLZENOTT, CORFIXY
RTERATZINTOTFNA R, I (F7#4)ILDN ) REOREL SEBLTVET, HEF
DERY NIT—UTHEZITSHBE, DNV RORKEII DV THHICERLESATHEEL TLKE
=L,

BRELA

ASA ORI X OMEEZRBEL X T,

- ASA DEAPNBRIABOEEERET S,

- FIFREZEB AT B,

CRITEHRAPAEOEF ITHEIMFIVIERTIT S,

7T R—Z (WebVPN) £E9F4F >~ X—2Z (AnyConnect ) @5 T SSL VPN
e et(Z, ASA LICERIIRZ#RET S,

- ANEOERERIAICHKET I LB, I—HILEETEZTFORIIAMPAELZRHETS,

CFEAEFRAD LSOO EF 1T RANFAERZRMLL. Web FA N OJA 0 ZFEAL LEEL
1—9E{FZ2REAT S,

EREEEEWEER

M=TFT YR TFPATIF—=)I ET—RERNTFVARTLUYN T7ATI4—=)L TE—RTHR
—RERTVET,

- —EIL1200—HAIL CAH—NNDH ASA ICEERTEEXT,

-O—HAICAH—NHEEELTOASARK, 7I—ILFA—N—RETREYR—KrEThFEzEA,

- O—A) CAH—/Ne L THEET D ASA FIRTE, SHA1SEFAZEDER DK HR—KNLET,

-O—AILCAH—=NE, T2 R—RAEISAT N R—ADOMEA D SSL VPN ##EIZF
AR ENTEET, BE. IPSec CEHR—KREhTLVERA,

.O—AILCADOVPNO—R NSO T RYR—NLTVWEE A,

.O—HILCARBID CAICRBIZDCERRTEELEA, I—RNCAELTOIKMETEET

CBIE, ASARTATFUTATAEAEOO—NICAY—NICERTDERRTEEEA,

CFEAENEFRHNTTITHE, ASAICKY), I—HOF— RV EAPFEFI—2ZET
PKCS1I2 77 AIIHNREETNET, chillF, BRIEIZW2KBODT7SYv2 1 XEVELE
74 AVBEENFVETT, EBOF 1 AVEFBOER, REETATVS RSAF—H 14X
EREAE7 A1 —ILRICKDTEBYET, FATESD 7SV 1 XTEUDENRSKTLVS
ASA IC, REBHFOIIAEEREZHEMTIHEICIKE. COHA RSAVITEFELTLKESE
Wo CNSMOPKCS12 77, REENTVBEROREBRALATINDOE, 75V
1 XEVICRFEENET,


/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-274598
//www.cisco.com/cgi-bin/tablebuild.pl/anyconnect
//tools.cisco.com/RPF/register/register.do
/content/en/us/td/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config/vpn_anyconnect.html

RE

cOEV>3>TRE, CiscoASAZO—HNIL CAH—NELTRETDHEICODVWTHALET

o

F oIV IAVTHERAETNATVWSIAYY ROFEMZEFAXNSIZIE. Command Lookup
Tool (BEFRI—YER ) ZHEAL T<EZL,

R

-

¥2/0°0T'89T°2¢6T

ASA Configured as a Local CA server
and AnyConnect Headend

Client machine with
AnyConnect

A—=7) CAH—=/YELT®H ASA
ATYZ71: 00— CAY—/\% ASA LTRREL, ARCTS

- [Configuration] > [Remote Access VPN] > [Certificate Management] > [Local Certificate
Authority] > [CA Server] ®JEIC#E L £ 9, [Enable Certificate Authority server] 7723 >
ZFIVILET,

NATL—XZRELET. NATVL—ARBRE 7 XFICTIHBENHYET, chlk, O
—N CARIFAZBEF— RTEZBUPKCS12 77AI)IOI Y A—RERFEOLEDHICEAET
F9, CARHAEBXRLRF—RT7HFRDIhIEEERE. NATL—XZHEALTPKCS12 77—
47 =0y VBBRLET,

CRITRBERELET. COT7 14— RE, IL—REAZECN ELTRRENET, ROF
ATHEETEXY, CN(HEHR ), OU(MEBI=-v b ), O(## ). L(#R&). S(M
). C(H)

- A7 aAVERRE : [SMTP Server and Email Server settings] &2, OTP A" X—)LZ/ LTI
ROSATUORNCZBEENTERGITTIBDELSICERELET, O—AHJ)L Email/SMTP H#—
NDODERARNBELEFIPT7RLAZERETDCENTEET, T, V4T MZET
BEFX—)LD [From address] & &LV [Subject] 71 —ILRZBRETDEETEET, T
7 #)L N T, [From Address] (& admin@<ASA hostname>.null T, [Subject] (& Certificate
Enrollment Invitation. T 9,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

- F72 a2 ERE : Client key size, CA server key size, Ca Certificate Lifetime, & &
Client certificate lifetime X ENF 7> 3> NTAXA—RZRETEEXT,

Device List (=L Configuration > Remote Access VPN > Certificate Management > Local Certificate Authority > CA Server

% Add ﬁ Delete ﬁ S [ Configure the Local Certificate Authority. To make configuration changes after it has been configured for the first time, disable the Local Certificate Authority.

find: Go [7] Enable Certificate Authority Server smem=—t———m Enable the option to make ASA as Local CA
Passphrase: T
Confirm Passphrase: sesssses ﬂ: SpEflf‘r':hE Passphrase
Issuer Name: CN=ASA local -ﬂ:: Specify the CN which will show as Issuer name
CA Server Key Size: 1024 «
4::::: Specify the Server/Client key-size to
Client Key Size: 1024 «
be used
CA Certificate Lifetime: 1095 | days
J) The CA certificate lifetime change will take effect after existing CA certs expire.
Remote Access VPN al 2 Client Certificate Lifetime: 365 | days
‘2 Introduction
& :n Network (Client) Access BMTP Server & Email Settings
Clientless SSL VPN Access Server Name/IP Address: @
AAALocal Users —
g Host Scan Image From Address: admin@dscoasa.null
E Sen_!re Deskiop Manager Subject: Certificate Enrolment Invitation
= Certificate Management

£y CA Certificates

513 Identity Certificates More Options

% Trusted Certificate Pool

£y Code Signer

=1 [3 Local Certificate Authority

{ZR Manage User Database
Manage User Certificates

CLI DEIEDRLE :

ASA(config)# crypto ca server

ASA (config-ca-server)# issuer-name CN=ASA.local

ASA subject-name-default CN=ASA.local
ASA
ASA (config-ca-server

config-ca-server

config-ca-server lifetime certificate 365

(
(
( ) #
( ) #
( )# lifetime ca-certificate 1095
( ) #

ASA (config-ca-server passphrase ciscol23

ASA (config-ca-server)# no shutdown
% Some server settings cannot be changed after CA certificate generation.
Keypair generation process begin. Please wait...

Completed generation of the certificate and keypair...

Archiving certificate and keypair to storage... Complete

chslE, O—ALCAY—/NNORETERTEDEMNDT 1 —I)LRTY,

CRL Distribution C #ild ASA T® CRL OFFATT,
point URL F7 A ) NDFFTIE, http://hostname.domain/+CSCOCA+/asa ca.crl TJ A", URL I
Publish-CRL ﬁi®4>5¢—7147\33$U7ﬁ\— RT., CRLICHTTPAU>O— I\‘"C“é%‘fck'BE@
Interface and Port publish-CRL /1 > Z—T7 T4 AZBRLET, RIZ, 1 ~ 65535 DEEDR—NES
TCP 71.\!_ I\ 80 -6-4-0
A—AJ CA &, 1I—YRAENfNr BN R EENCEREND TIC., CRL ZEH
BENBEWEE,. CRLSAT7EZAL1EBCEIC, CRLABBNICBRITENET, T-
lifetimecrl AN RTHEEL LB T, CRLOSA7EZAALAZEELEWVEES, T
ASA TlF., 1—H1ER. RITBHILHE, BRTRMVAMOTIEAEEREIZO
CHDF—ER—AR, F7A2IRTO—HDIL 75921 XEVCFETID. Tk
ANBOTT7AN DATALICRERETRZIEETEET,
RITENLAAEO I —HFRICEMENDTF7FILNHYTZITIN (DNXFH ) &
_ BETEEY,
Default SUbJeCt « CN ( HEZ ) SN ( g )
Name - O (KB

. L(ER)

CRLOZA472
1A

F—RR—Z A
Nl — OBFR


http://hostname.domain/+CSCOCA+/asa_ca.crl

. C()

- OU(#EBI=vh)

. EA( EFX— )LT’I\LZ)

« ST (M/HMEFR)

« T(ZABRI)

OA—YH ASANLS PKCS12 77 A\ ZEETERERFRKEZREL T (KE.

Enrollment Period 77 # )L MEIE 24 BB TT,
 A—HAENEEND PKCS12 77 M) Z2EEB TR HIICEROEHREA T /-

One Time OTP DI1—HBEFEMPRMEEHLET (BHEW ), ZOMME. 197 BR
Password Bl 72 BETY

Expiration °

Certificate

Expiration AEAEOEMHRETCOBYRZEELET. COBBNEBTRE, BERICETS
Reminder

FIE2: 1—YEERL., ASA F—ER—AICEINTS

- [Configuration] > [Remote Access VPN] > [Certificate Management] > [Local Certificate
Authority] > [Manage User Database] LJF%EJJ b i 3'0 [Add] 20U Y O LET,
on on /PN ifics nagement > Local Certificate Authority

Device List a > Manage User Database £

f add ﬁ Delete ﬁ Connect Manage the users in the user database for Local Certificate Authority Server.

nd: 0 Username Email Subject Name

£4110.105.130.69:4443)

0
e

Remote Access VPN

‘") Introduction
* :D Network (Client) Access
+-[ Clientless S5L VPN Access
AAfAfLocal Users
g Host Scan Image
#-f4) Secure Desktop Manager
E Certificate Management
: % CA Certificates
&y Identity Certificates
Trusted Certificate Pool
% Code Signer
= @ Local Certificate Authority
(23 cA server

17 JManage User Database

CIA-HORMEEELE S, ROERICTIESIC, I—HE, BFX—LID. 4BEEE
LET.

[ Add User .

Lsernarme: userl

Email ID: user 1@csco, com

subject (DN String): | CN=user1,0U=TAC

Allow enrollment

| Add User || Cancel || Help |




- RADI=HDEFENTEDELSIZ, [Allow Enrollment] A"F I Y VTV & EMHER
T,
.[AddUser] 22Uy oLT, 1—¥XEEZZETLET,

CLI DEEDEE :

ASA(config)# crypto ca server user-db add userl dn CN=userl,OU=TAC email userl@cisco.com

COA—YA DY F—ER—-AICEBME D &, BEAT—F2 AR [Alowed to Enroll] £L T
RENET,

Manage the usersin the user database for Local Certificate Authority Server.

Username Subject Name Enroliment Status Certificate Holder

Iﬁﬂ!ﬂﬂﬁllllll CN=yser L,OU=TAC e 7
Allow Enroliment
View/Re-generate OTP

A—YDAT—RAZHEBIDI2HD CLI :

ittt

ASA# show crypto ca server user-db
username: userl

email: userl@cisco.com

dn: CN=userl, OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status: Allowed to Enroll

CA—YA DAY F—ER—-RAICEBHENDE, I—PHNBEREZTTTEDLSIC, XoVLT
h D DFET One Time Password ( OTP ) 2R TE XY,
OTP ICEFX—)LZEE TS ( CAH—/\ERET [SMTP server and Email Settings] " %E ) ,

X

OTP ZE#ERR L. [View/Re-generate OTP] ZV U Y VL TI1—HEHETS, Chid. OTP
DBEERICEERTEERT,

ration > Remote Access VPN = Certificate ment > Local Certificate Authority > User Database m]

Manage the users in the user database for Local Certificate Authority Server.

Username Email Subject Mame Enroliment Status Certificate Holder

CN=user LOU=TAC
Allow Enrollment.

[ oo |

View /Re-generate OTP I

CLI DEENRE :

ASA# show crypto ca server user-db
username: userl

email: userl@cisco.com

dn: CN=userl, OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status: Allowed to Enroll

FMHE3I:WANAM>BA—7 I 4 AT WebVPN ZEWNICTS



cDTAT RN BREERTEDLSIC, ASATWeb PO ERAZBMICLET,

ASA# show crypto ca server user-db
username: userl

email: userl@cisco.com

dn: CN=userl, OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status: Allowed to Enroll

FIE4 :FIAREVZATONIDVEAVR—PTD

CODTAT N D=OARATF—23a0TT oI ERE, BRETTIZDEHICUVICEBEL
x£9,

LDV UTHERAENS IPIFQDN &, BIOFIET webvpn A BRIICENEA 2 RXR—TIA A
OFEYVAUR—T7IA4 AInternet D IP THHIHRENFHV)ET,

https://<ASA IP/FQDN>/+CSCOCA+/enroll.html
CA—YEB(FIE2, 73 ADASATRELEED ) BRT OTP (BFXA—=ILFLE
FETRERMEIALEED ) EADLET,

ASA - Local Certificate Authority

Usemame [usert ]

Enter the User-Name and OTP provided
One-time Password |C.i.l..i.li.i..l| | P

[ submit |[ Reset |

NOTE: On successful authentication:

= Open or Save the generated ceflificate

= Install the certificate in the browser store
= Close all the browser windows, and

= Restar the SSL VPN connection

- [Open] &8OV OLT, ASANSZETR2LIFAT > NIHEZBEZE SN AN IILET

L OFATYNERBEA S AN—LTBNRATL—XG. HICEGRMo £ OTP EALTT.


https://%3cASA

I Dowmioad —]

Do you want to open or save this file?

L Name: userl.pl2
Type: Personal Information Exchange
From: 10.105.130.214

While files from the Intemet can be useful, some files can potentially
ham your computer. if you do not trust the source, do not open or
save this file. What s the risk?

- [Next] 20 JY U LFET,



Certificate Import Wizard ﬁ

Welcome to the Certificate Import
Wizard

lists, and certificate revocation lists from your disk to a

i 3 certificate store.
E:::y

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

|
j | This wizard helps you copy certificates, certificate trust

To continue, didk Next.

NARTF7ALNMEOEREIZILT, [Next] Z0UYILET,



Certrficate Import Wizard ﬁ

File to Import
Spedfy the file you want to import.

File name:

s\Temporary Internet Files\Content. IES\SOT 1AUGH \user 1[1].p12 | Browse. .. |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back |[ Mext = ]| Cancel

. [Password] 7 1 =)L RICOTP ZA B L &ET,

CRBIISUT, Bk, F—ED—ORT—23AUDNSTIVAR—RNTEDRDIZTDEDHIC
. [Mark this key as exportable] # 7> 3> #BIRTE £,

-[Next| 20Uy OLET,



Certificate Import Wizard ﬁ

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

|| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

< Back “ Mext = ]| Cancel |

[ =]

- BEQHHEANTICFEFHTRIAZSA VAN =ILTED, FLEEETOFRRICLTEHBWICA
R7ZRBIRTDENTEET,
. [Next] 29U Y I LET,



F

-
Certificate Import Wizard u

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate
(" Place all certificates in the following store

iZertificate store:

Browse, ..

Learn more about certificate stores

< Bacdk “ Mext = ] | Cancel

- [Finish) 22y o2LT, 41 2AM—)ILZ2ZETLEY,



Certificate Import Wizard u

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

0 (o= = ] == ==l Automatically determined by t
Content PFX

File Mame C:\Users\mrsethilappDataiLo
4 i b

Certificate Import Wizard

@ The import was successful.




CREABANERICAVARN=IIENES, Che#BTERT,

. |E ZBi& . [Tools] > [Internet Options] [CBEBIL £7,

ﬁ - - [ @ * Page~ Safet_'.f'| Tools -

Diagnose Connection Problems...

B

Reopen Last Browsing Session

g

Pop-up Blocker 4

] [C]

Manage Add-ons

Work Offline
Compatibility View
Compatibility View Settings

[Z) &

Full Screen F11
Toolbars 4
Explorer Bars »

e  Developer Tools F12

Suggested Sites

Internet Options |

CROEBRICRT LS, [Content] X 7 ICBEIL T, [Certificates] 20 Y Y LET,




Internet Opticns [ 7 |‘H‘
eneral | Security F'riuacyl Content !Funnectiuns Programs | Advanced

Parental Controls
g Control the Internet content that can @'Parenml Controls

be viewed.

Content Advisar

@ Ratings help you control the Internet content that can be
viewed on this computer,

| '@'Enable. . p Settings

Certificates
Use certificates for encrypted connections and identification.

| Clear 551 state | Certificates ]l[ Publishers |
AutoComplete
== AutoComplete stores previous entries | Settings |
= on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated | Settings |
| content from websites that can be
read in Internet Explorer and other
programs.
QK | | Cancel | Apply

. [Personall ANT7 Tld, ASANSZELLIAIHEZRRTEET,



Certificates ﬁ

Intended purpose: | <All=

- |

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior] * | *

Issued To Issued By Expiratio...  Friendly Name
_ﬁJuser 1 asza.local 1/8/2017 ou=TAC ,cn=userl

Import... Export... Remove

Certificate intended purposes

Learn more about certificates Close

AnyConnect 774 TP MNAD SSL7—RJ T4 ELT®H ASA

ASDM AnyConnect #mK " 1 — R

AnyConnect 8 1 ¥'— R/CLI I&. AnyConnect ¥ 17 EEVUT A4 V9S4 T NERETS
EHILERATEERT, KICHETHIC, AnyConnect V54T NNYT—IN ASAT7AT
F=INDT7SYIA1FERTFARVICTY7T7O—RENATVWDREEZRIELET,

BRI —RZEAL T AnyConnect ¥ 217 EEUT A1 VAT RNERETREHIC, R
NDFIEZETLET,

1.ASDM —O% 4 > L., [Wizards] > [VPN Wizards] > [AnyConnect VPN Wizard] - BB L T:&
EVAHY—RZEBHL, [Next] Z0UYILET,



[E] AnyConnect VPN Connecticn Setup Wizard |
¥ VPN Wizard

Introduction

UUse this wizard to configure the ASA to accept VPN connections from the AnyConnect VPM Client. The connections will be
protected using either the IPsec ar the S5L protocol. The ASA will automatically upload the AnyConnect VPN Client to the end
user's device when a VPN connection is established.

VPN Remole Access

Local ‘ﬁ) s é:emnle

< Back [ Cancel H Help ]

2. [Connection Profile Name] Z A1 L. VPN A S5#&iwEhd 422 —7 I 4 A% [VPN Access
Interface] ROY 7A 02 XZ1—HSiBIRL T, [Next] BV UY I LET,

fEJ AnyConnect VPN Connection Setup Wizard )
Steps Connection Profile Identification

1. Introduction This step allows you to configure a Connection Profile Mame and the Interface the remote access users will access for VPN
2. Connection Profile CRNECHope

Identification

Pr :

3. VPN Protocois Connection Profile Name: SSL_GRP
% Client Images VPN Access Interface:  Internet =
5. Authentication Methods ' :
6. Client Address Assignme
7. Network Name Resolutio

Servers
8. MAT Exempt
9. AnyConnect Client

Deployment
10, Summary

<Back | [ Next> 1 | cancel || Hep
L .

3. EF1T7 VYTYNLAY(SSL) ZAEMCTREDHIC, [SSL|FIVIRYIAICFIVIZE
ANET, FNAAFRER, EBETEDH—RN—FT1OREB (CA) K> THRITEhI
AEBAE ( Verisign, Entrust & & ) X ECERAPEICTDIENTEET, FAHEN T TIC
ASAIZAVAR=ILENTVWBEE, ROVIFHI XZ1—HS5EBIRTEET,



1.3F: COFEAERFE ASAICKP>TSSLIVZA T NMIRREND G —NEIOFHEETT,
ASAICBEAVARN=ILENTVRH—NIIHAEN BWVEES, BCERIAMBAELEERTS
DENFHYVET, TOHE, [Manage] 27 VYILET, Y —RN—T A OFEAEZAI A
R=ILTBEHIC, >ATTD ASA 8x WebVPN TEATZIH—RN—FT 14 XA —Q3IH
EZFHTA AR —INTREHREFOERTHAT N TVSFIEZETLE T, [VPN
Protocols] & [Device Certificate] ZB®MICLE T, [Next] Z0 VY I LET,

[Ej AnyCennect VPN Connection Setup Wizard ﬁ
Steps VPN Protocols
1. Introduction AnyConnect can use either the IPsec or 551 protocol to protect the data traffic. Please select which protocol or protocols you
3. Connection Profile would like this connection profile to support.
Identification _
3. VPH Protocols ¥iss
4. Chent Images ] Psec
5. Authentication Methods ) )
Device Certificate
6. Clent Address Assignme | 1. e cartificate identifies the ASA to the remote access dients, Cartain
7. Metwork Name Resolutio | AnyConnect features (Abways-On, [Psec/IKEvZ2) require that valid device certificate
Servers be available on the ASA,
8. MNAT Exempt .
} ifi : | == Mone -
9. AnyConnect Clhent Device Certifiate: | —None z Manoe
Deployment
10. Summary

r

4. O0—HI RZATEEEASAD TSV 1/74AINS AnyConnect V54T N INY r—
T(pkg 774 ) ZEMTZDLEHIC, [Add]ZIUYILET,

75931 RSATHSEGEBRMMTSIZIE, [Browse Flash| 22U Y oL, RAKN X200
—HI RSATHSEGEEBMTSICIE. [Upload] 22U Y UL ET,


//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

(5 AnyConnect VPN Connection Setup Wizard

8.
9.

Steps
1.
2.

Introduction

Connection Profile
Identification

. VPN Protocols
. Client Images

. Client Address Assignme

. Metwork Mame Resolutio
Servers

NAT Exempt

AnyConnect Client
Deployment

3
4
5. Authentication Methods
3
7

10. Summary

Client Images

ASA can automatically upload the latest AnyConnect package to the ciient device when it accesses the enterprise network.

A regular expression can be used to match the user-agent of a browser to an image.
You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to

the top of the list.

L] Add|'Reptate " Delete| 4+ ¥

Image

Regular expression to match user-agent

You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here.

[-:Ba:k”Next:-]

[Lconcel

Help

)

- AnyConnect.pkg 77 1)Lk, ASA 7Y 2IFA R (N TN I TICHRETRES

) ETERO—HIL RZATOVWThAASTYTO—RTEERT,
- Browse flash : AnyConnect N\Y 77— % ASA 7Y 1/TF1 AUVNSEBIRLET,

- Upload : AnyConnect/ N\Y 7 —2%FKAKN X2 OO—AL RSATHSERLET,
-[OK|ZOoVUYOLEY,

@ Add AnyConnect Client Image

PX

AnyConnect Image: disk0:/anyconnect-win-4.2.00096-k9.pkg

Regular expression to match user-agent

| o

| [ Cancel

| {

Help

Browse Flash...

|
|

«

3

-[Next)| 22Uy O LZET,




- — — A |
(5 AnyConnect VPN Connection Setup Wizard |

Steps Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the dient device when it accesses the enterprise network.
2. Connection Profile . .

Identification A regular expression can be used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the list.
4. Client Images

5. Authentication Methods % Add| [ Replace | [ Delete f""

6. Client Address Assignme Image Regular expression to match user-agent

7. Netvork Name resckto | TR P I —

Servers
8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here,

[ <Back ][ Next> j [ Concel || rep |

——— 4

5. 1—YRELFREE. FFAl, BRETHITAVT (AAA) =N TI—TZNHLUTREITTE
Y, I—FHNITICREENTVWSHS, [LOCAL] ZBIRL T, [Next] 20UV ILET, %
Ofll, I—YZ20—H) 11— F—ERX—AICEMLT, [Next] 20V YILET,

F:CofITR, O—HIARENFBREETNATVET, Chik, ASAoO—A) 1—% F—
IR—ANRBEEICERAEND EEZRLET,

[f) AnyConnect VPN Connection Setup Wizard | & |
Steps Authentication Methods
1. Introduction This step lets you specify the location of the authentication server.

2. Connaction Profils You can click on the New...” button to create a new server group.

Identification _ )
3. VPN Protocols AMA Server Group: (LGGAL "-
4. Client Images
5. Authentication Local User Database Details
Hethods e
6. Client Address Assignme
7. Network Name Resolutio T
. e
Sarvers Usermname: userl Add >
8. MNAT Exempt Password: sesee
5. AnyConnect Client Confirm Password: eeess
Deployment
10. Summary

<Back | [ Next> Cancel || Hep |




6.VPN US54 7Y ROT RLA 7—LAFBREENTWAZEERBLET. ip 7—LHTTE
REETNTVBBE, ROYTHIY XZ1—ASBRLET, REEATULEVES, [New]
2OV ILTRELET. RTLES [next] 27U Y ILET,

"E AnyConnect VPN Connection Setup Wizard - X
| steps Client Address Assignment
H 1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
3. Connection Profie will be assigned addresses from the pools when they connect.
Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4, Client Images - 'IPv4dd¢essPod'|"IPvﬁAdckessPool |
5. Authentication Methods | |Address Pool: — Select — |
&mnﬁ;f“ Details of the selected address pool
7. Network Name Resolutio
Servers
8. NAT Exempt
9. AnyConnect Client
Deployment
10, Summary
(o) (] e ) (]
e = %

Name: VPN_Pool |
Starting IP Address: |10.10.10. 1 B
0

Ending IP Address: | 10.10.10.200]|

Subnet Mask: 255.255.255.0 v

Lok J[ Conced [[ Hep |

-[Next)| 20Uy O LZET,



(£} AnyConnect VPN Connection Setup Wizard

- ox)

| <Back |[ next> |

This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients

Steps Chent Address Assignment
1. Introduction
2. Connection Profile will be assigned addresses from the pools when they connect.
Identiication IPvé address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images " TP w4 Address Pool | IP v6 Address Pool
5. Authentication Methods Address Pool: :WN_P‘JO' - New... |
6. Client Address
Assignment Details of the selected address pool
7. Metwork Mame Resolutio Starting IP Address: | BTSN
Servers
Ending IP Address: | 10.10.10.200
8. MNAT Exempt
9. AnyConnect Client Subnet Mask: 255,255.255.0
Deployment
10. Summary

[Lconce J[ beb ]

7. BBIZISUT, RXA2 Z—AL AT L (DNS) H—/V& DN % [DNS Servers] & & U
[Domain Name] 7 1 —JL RICEREL., [Next] 20 UYL ET,

.
(£ AnyConnect VPN Connection Setup Wizard

C)

Steps Network Name Resolution Servers
1. Introduction

2. Connection Profile
Identification

. VPN Protocols
. Chent Images
. Authentication Methods
. Chent Address Assignme

. Network Name
Resolution Servers

. MAT Exempt

T T R ]

L]

9. AnyConnect Chent
Deployment

10. Summary

[ < Back ]| Next > |

This step lets you specify how domain names are resolved for the remote user when accessing the internal network.

ool | [ e ]

W

.

8. VATV REABOYTRY NEAOKRZ 74V VRBNZRY NT—0 T RLAZHR

(NAT ) OEANFBRAETNDIBENF HVVET,

[Exempt VPN traffic from network address

translation] FIT v O RY VAZEBMICL., BAOKBRAICEAETNSD LANA 2V RX—T I /4 A%
ELET, £, BASBRATHZO0-HIL XY RD—UZEEL T, [Next] 29UV HILET

o



[ AnyConnect VPN Connection Setup Wizard

L
2.

Q.

10.

Steps

Introduction
Connection Profile
Identification

. VPN Protocols

Chent Images
Authentication Methods

. Chent Address Assignme
. Network Name Resolutio

Servers

8. NAT Exempt

AnyConnect Client
Deployment

Summary

NAT Exempt
If network address translation is enabled on the ASA, the VPN traffic must be exempt from this translation.

Exempt VPN traffic from network address trandlation

Inside Interface is the interface directly connected to your internal
network.

Inside Interface: | Inside -
Local Network is the network address(es) of the internal network that

dient can access.
B

Local Network: | 192.168.10.0/24

The traffic between AnyConnect dient and internal network will be
exempt from network address translation.

[-:Bad:][ﬂext:- [Camel][

9.[Next| 20Uy OL&ET,

[E) AnyConnect VPN Connection Setup Wizard

1
2,

Steps

Introduction
Connection Profile
Identification

3. VPN Protocols

Client Images

. Authentication Methods

Client Address Assignme

. Metwork Mame Resolutio

Servers

. MAT Exempt
9.

AnyConnect Client
Deployment

10. Summary

AnyConnect Client Deployment
AnyConnect dient program can be installed to a dient device by one of the following two methods:

1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dient package will be automatically installed;
2) Pre-deployment - Manually install the AnyConnect dient package.

[ <Back | [ Next> ] [ concel || rep

10. REDFIEFENZRLET,

REZTTITBICIE, [Finish 22Uy OLET,




[E) AnyConnect VPN Connection Setup Wizard =
VPN Wizard : .
Here is the summary of the configuration.
| Name Value
= Summary
Name (Alias of the Connection Profile S5L_GRP
VPN Access Interface Internet
Device Digital Certificate = NONe -
VPN Protocols Enabled S5L only
AnyConnect Chent Images 1 package
Authentication Server Group LOCAL
Address Pool for the Client 10.10.10. 1 - 10. 10. 10. 200
Server:
Chs Domain Name:
Metwork Address Translation The protected traffic is not subjected to network address translation

N 7T, AnyConnect 9247 NDEBRENFNTTLELE, EEL, BV —RT
AnyConnect ZEXET 2 &, BAEFRN AAAICTF 7 A ) NTREENET, dAESRVTI—Y
BENAD—RTOTAT N 2REATRICE. RAAREL TAREE AN AZFERATSEELSIC
ROZRILTIN=T (BETO774)) 2RETIHEN HYEFET,

- [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect
Connection Profiles] Zi#iRL £,
- ﬁﬁiﬁbﬂﬂé TLT:7°I:I 74)L SSL GRP " —EBRTRENET,

>

® add [ Delete §F Comect The security appliance automatically deploys the Cisco AnyConnect VPN Chient to remote users upon connection, The initial cient end-user ights. The Cisco AnyConnect VPN Cient supports IPsec (IKEv2) tunnel as wel as SSL
and: Go tunnel with Datagram Transport Layer Security (DTLS) tunneling options.
#9710.105.130.69:4443 e Moy Tares
[V] Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .
SSL Access IPsec (IKEv2) Access:
Interface - =
Allow Access Enable DTLS Allow Access Enable Chient Services
Remte s v 55 | e B : | (s
% Introducton z finternet ¥ ] ]
letwork (Clent) Access Outside [l [ Il =
HAnyConnect Connection Profiles | /] Bypass interface access sts for inbound VPN sessions
yConnect Customization/Localization
) AryConect Clent Profie Access lists from group policy and user policy always apply to the traffic.
AnyConnect Chent Software ogin Page Setting
H)p Dynamic Access Policies = .
{31 Group Polices [¥] Allow user to select connection profile on the login page. &
£} IPsec(IKEv 1) Connection Profiles i
Secure Mobility Solution S ioan paclloghipaoey
-Gup Address Assignment §
= Advamed T TR
): AnyConnect Essentials L Connection profile (tunnel useris and other ‘YYou can configure the mapping from certificate to connection profile here.
1] AnyConnect Custom Attrbutes
& Al Endpoint Security & Ak Erilrﬁ Delete| | Find: © © [MatchCase
Name SSL Enabled Psec Enabled Alases Authentication Method Group Policy
faul P B @ AAA(LOCAL) DAtGrpPolicy
Default WEBVPNGroup B ] AAA(LOCAL) DfitGrpPolicy
= ssl-orp ] ssl-grp AAA(LOCAL) DfitGrpPolicy
n i ssGre[AMALOCAY GroupPoicy_SSL_GRP

- AAA CRTRABSRREZ R ET 200, #EHETO 7 74 )LIC [SSL_GRP] Z3i8IRL T, [Edit] &
)Y OLET,
- [Authentication Method] T, [Both] ZZ#IRL £9,



[} Edit AnyConnect Connection Profile: SSL_GRP o

| basid Name: SSL_GRP
#-Advanced
Abases: SSL_GRP
Authentication
Method: ) AAA () Certificate (@) Bofhl

AAA Server Group: LocAL v

Use LOCAL if Server Group fails

[ Client Address Assignment -
DHCP Servers:
@ MNone () DHCP Link () DHCP Subnet
l Chent Address Pools: | VPN_Pool
|I| Client IPv6 Address Pools:
Default Group Policy
| Group Policy: GroupPolicy_SSL_GRP -
(Following field is an attribute of the group policy selected above. )
[#] Enable S5L VPN dient protocol
i [ Enable IPsec(IKEv2) dient protocal
l DMS Servers:
WINS Servers:
Domain Name: |

Find: @ text @ Previous

Lok || cexel || rep |

AnyConnect Fi® CLI OFE

11 *****Configure the VPN Pool*****

ip local pool VPN_Pool 10.10.10.1-10.10.10.200 mask 255.255.255.0

*****Configure Address Objects for VPN Pool and Local Network***#*#*

object network NETWORK_OBJ_10.10.10.0_24

subnet 10.10.10.0 255.255.255.0

object network NETWORK_OBJ_192.168.10.0_24 subnet 192.168.10.0 255.255.255.0 exit !!
***k*Configure WebVPN*****

webvpn enable Internet anyconnect image disk0:/anyconnect-win-4.2.00096-k9.pkg 1 anyconnect
enable tunnel-group-list enable exit !! *****Configure User*****



username userl password mb02jYsl3AX1TIAGa encrypted privilege 2
11 *****Configure Group-Policy*****

group-policy GroupPolicy_ SSL_GRP internal group-policy GroupPolicy_ SSL_GRP attributes vpn-
tunnel-protocol ssl-client dns-server none wins-server none default-domain none exit !!
*****Configure Tunnel-Group*****

tunnel-group SSL_GRP type remote-access
tunnel-group SSL_GRP general-attributes
authentication-server-group LOCAL
default-group-policy GroupPolicy_SSIL_GRP
address-pool VPN_Pool
tunnel-group SSL_GRP webvpn-attributes
authentication aaa certificate
group-alias SSL_GRP enable
exit

11 *****Configure NAT-Exempt Policy****%*

nat (Inside,Internet) 1 source static NETWORK_OBJ_192.168.10.0_24 NETWORK_OBJ_192.168.10.0_24
destination static NETWORK_OBJ_10.10.10.0_24 NETWORK_OBJ_10.10.10.0_24 no-proxy-arp route-lookup

TR

COtEU>arTR, RENFEEICHELTVAEZ®IFELET.

E:HBED show ANV RFTZIRTYRN A BR—TVRY—) (BHFEI—HEH ) THR
—RENTWVWET, show AN REIHOBHERTTBICEK, FORNTYN A ER—=T
DR Y= )L ZFEALET,

CAH—N\HNBENTHZE=2BIELET,

show crypto ca server

ASA (config)# show crypto ca server
Certificate Server LOCAL-CA-SERVER:
Status: enabled
State: enabled
Server's configuration is locked (enter "shutdown" to unlock it)
Issuer name: CN=ASA.local
CA certificate fingerprint/thumbprint: (MD5)
32e868b9 351alb07 4b59cce5 704d6615
CA certificate fingerprint/thumbprint: (SHAL)
6136511b l4aalbbe 334c2659 ae7015a9 170a7c4d
Last certificate issued serial number: 0x1
CA certificate expiration timer: 19:25:42 UTC Jan 8 2019
CRL NextUpdate timer: 01:25:42 UTC Jan 10 2016
Current primary storage dir: flash:/LOCAL-CA-SERVER/

Auto-Rollover configured, overlap period 30 days
Autorollover timer: 19:25:42 UTC Dec 9 2018

WARNING: Configuration has been modified and needs to be saved!!

EBMEIC, I—YHFBREFTENTVD L Z2H#ELERT,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

*****Before Enrollment*****

ASA# show crypto ca server user-db

username: userl

email: userl@cisco.com

dn: CN=userl, OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status:

Allowed to Enroll >>> Shows the status "Allowed to Enroll"

*****After Enrollment****%*

username: userl

email: userl@cisco.com

dn: CN=userl, OU=TAC

allowed: 19:05:14 UTC Thu Jan 14 2016
notified: 1 times

enrollment status:
Allowed

Renewal :

Enrolled, Certificate valid until 19:18:30 UTC Tue Jan 10 2017,

CLI £k ASDM O LT hh &N L T AnyConnect DM ZERTEE T,

CLI g4

show vpn-sessiondb detail anyconnect

ASA# show vpn-sessiondb detail anyconnect

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop
Group Policy
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

AnyConnect Detailed

userl Index 1

10.10.10.1 Public IP 10.142.189.181
AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

AnyConnect Essentials

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port

Auth Mode

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx

AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAl DTLS-Tunnel: (1)SHAl
13822 Bytes Rx 13299
10 Pkts Rx 137
0 Pkts Rx Drop : O
GroupPolicy_SSL_GRP Tunnel Group SSL_GRP
19:19:10 UTC Mon Jan 11 2016
Oh:00m:47s
0h:00m:00s
Unknown
N/A VLAN none
1.1
10.142.189.181
none Hashing none
52442 TCP Dst Port 443

Certificate and userPassword

30 Minutes Idle TO Left 29 Minutes

Windows

AnyConnect

Cisco AnyConnect VPN Agent for Windows 4.2.00096
6911 Bytes Rx 768



Pkts Tx : 5 Pkts Rx
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel :

Tunnel ID 1.2

Assigned IP : 10.10.10.1 Public IP : 10.142.189.181
Encryption : RC4 Hashing : SHA1
Encapsulation: TLSv1.0 TCP Src Port : 52443

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx : 6911 Bytes Rx : 152

Pkts Tx : 5 Pkts Rx : 2

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID 1.3
Assigned IP : 10.10.10.1 Public IP : 10.142.189.181
Encryption : AES128 Hashing : SHAL
Encapsulation: DTLSv1.0 UDP Src Port : 59167
UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx : 0 Bytes Rx : 12907
Pkts Tx : 0 Pkts Rx 142
Pkts Tx Drop : O Pkts Rx Drop : O

NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) : 0 Seconds EoU Age (T) : 51 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL
ASDM OB &

- [EZ& ') >% ( Monitoring ) ] > [VPN] > [VPN ##&H1&% ( VPN Statistics ) |>[Ev >3~
( Sessions ) ] DIEICBEIL £ T,
. [Filter By] (= [All Remote Access].ZiBIRL £,
. #IRL = AnyConnect 7S5 A 7 MDDV TWVWThH DBREERITTEET,
Details : v > 3> ICBHT3HMABBRNIRRENET,

Logout : AY RIV RASI—HZFHTAITIRLET,

Ping: ANY RI> RAS AnyConnect V54 7> % ping LET,

[Filter By: | All Remote Access - :—AI\ Sessions - v:

Group Palicy Public IP Address Protocol Login Time Bytes Tx Details
Connection Profile Assigned IP Address Encryption Duration Bytes Rx

user 1 lssl-pol 10.142.189.80 lAnyConnect-Parent S5L-Tunnel DTLS-, {14:39:08 UTC Mo... (10398
lssl-grp 192,158.1.1 \AnyConnect-Parent: (L)none S5L-Tu..|0h:00m:33s |85

Username

NZTND1—-F12T



OO a>rTiR.,

¥:debug AN REFERATZHIIC,

o

BREORNZ TN 1—FT42 TR UDBHRERBLET,

Fdebug AV ROEELZEH. 2R TV

—

X ASATR, EXRETXBTFNYYT LRILEBETEEXT, TF7F4IRTR., LXRI1
FEAENET, FNYVT LRILZEETDE, FNNYVITOREREN B BER2H5ENHY)
£9. BIEERBRRETR., FELTERITLTLSEZL,

- debug crypto ca

debug crypto ca server
debug crypto ca messages
debug crypto ca transactions

- debug webvpn anyconnect

[—

rROT

ER

ASA# debug
ASA# debug
ASA# debug
ASA# debug

CRYPTO_CS:
Crypto CS

CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:

CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

CRYPTO_CS:

CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:

INYTHAE, CAH—/NA" noshut X RZFEAL THEMCENTVRHEICRENSK

255
server 255

crypto ca
crypto
crypto

crypto

ca
ca message 255
ca transaction 255

input signal enqueued: no shut >>>>> Command issued to Enable the CA server

thread wakes up!

enter FSM:
starting enabling checks

input state disabled, input signal no shut

found existing serial file.

expiration time is 17:53:33 UTC Jan 13 2019
Using existing trustpoint 'LOCAL-CA-SERVER' and CA certificate
flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER. ser

started CA cert timer,

file opened:
DB version 1
last issued serial number is 0x4

closed ser file

file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.crl
CRL file LOCAL-CA-SERVER.crl exists.

Read 220 bytes from crl file.

closed crl file

Storage context locked by thread Crypto CA Server
inserting CRL

set CRL update timer with delay: 20250

the current device time: 18:05:17 UTC Jan 16 2016
the last CRL update time: 17:42:47 UTC Jan 16 2016
the next CRL update time: 23:42:47 UTC Jan 16 2016
CRL cache delay being set to: 20250000

Storage context released by thread Crypto CA Server

Inserted Local CA CRL into cache!

shadow not configured; look for shadow cert
failed to find shadow cert in the db

set shadow generation timer

shadow generation timer has been set
Enabled CS.


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

CRYPTO_CS: exit FSM: new state enabled
CRYPTO_CS: cs config has been locked.

Crypto CS thread sleeps!

ROTINY THAGIZAT > hOERERLET,

ASA# debug crypto
ASA# debug crypto
ASA# debug crypto
ASA# debug crypto

ca
ca
ca
ca

255

server 255
message 255
transaction 255

CRYPTO_CS: writing serial number 0x2.

CRYPTO_CS: file opened:

CRYPTO_CS: Writing 32 bytes to ser file
CRYPTO_CS: Generated and saving a PKCS12 file for user userl
at flash:/LOCAL-CA-SERVER/userl.pl2

flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER. ser

ROFUEHNRELTVEIRE, VF4MTNOBRBIKRBRIZBENFBYNET,

>FUFA.

LA—HE. BRIBFABLTCAY—/N F—ER—RIERENET,

Add User

)

sername:

Email ID:

Subject (DM String):

userl
user 1@cisco, com

CM=user1,0U=TALC

(] Allow enroliment

| Add User || Cancel ||

Help

CLI DEIEDRLE :

ASA(config)# show crypto ca server user-db

username: userl

email: userl@cisco.com
dn: CN=userl, OU=TAC
allowed: <not allowed>

notified: 0 times

enrollment status:

YA BREFASTNATOEVES, IO OTP ZERT B L XLERFEFX I TERE

Not Allowed to Enroll

L&SETDE, COIT— XYV E—IHFHENET,



r Error [i_:-?-r

@ OTP exists only if the user is allowed to enroll. Please ensure that the selected
user is allowed to enroll.

....................................................

-~

>FuF2

. showrunwebvpn X > RZFEAL T, BRAR—ZILFERATEICZ > TVWERR—NB LT
AVB—TIAARZHBELET, T7FIDNR—BNE 43 TITHN, ZEEARETT,

cDTGAT R, BER—BZIANOT IV LAZRNEEZEHICEAETNBR—NT,
webvpn AFBEMICBE D TVWBDAL UV R—T IS ADIP 7 RLAANDOZRY NJ—J B ERREMEA
HBDEEZERLET,
RDESBIEZ/E, V74T NEASADBBRR—ZIICTILATERVZENHYET,

1. EFINA A, 94T M sEEEENLER—KNLED ASA ® webvpn IP AN DESES
Z7OY 03384
2. webvpn /J"ExbL.ZI‘J‘CL\%'f/’)‘l TIAADRENF XV LTVBEE,

cCOHENE, BRR—FNEHAZLR—N 4433 DL R —T T4 Alntemet ® IP 7 RL
ATHEATEDEZTRLTVET,

ASA(config)# show run webvpn
webvpn

port 4433

enable Internet

no anyconnect-essentials

anyconnect image diskO0:/anyconnect-win-4.2.00096-k9.pkg 1
anyconnect enable

tunnel-group-list enable

>F V73
cCAY—NF—ER—RAANL—=OF7FIBNDFFRIE, ASADT7ZY>1 XEUTY

. ’é‘ﬁﬂ—r(ﬂ_l WD pkes12 77 M) 2ERL TREFITZZEEEEAAN 7Y 1 XEVIEHS
CEETERLET,

72921 XFBVICTSBZER/ENIBVEE, ASARIZATUROBRBRTOELAORT
ICERBL, ROFNY T O FERENET,

ASA(config)# debug crypto ca 255
ASA(config)# debug crypto ca server 255
ASA(config)# debug crypto ca message 255
ASA(config)# debug crypto ca transaction 255
ASA(config)# debug crypto ca trustpool 255



CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:

writing serial number 0x2.

file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
Writing 32 bytes to ser file

Generated and saving a PKCS12 file for user userl

at flash:/LOCAL-CA-SERVER/userl.pl2

CRYPTO_CS:
CRYPTO_CS:

CRYPTO_CS:

EEH

P
ANT

Failed to write to opened PKCS12 file for user userl, fd: 0, status: -1.

Failed to generate pkcsl2 file for user userl status: -1.

Failed to process enrollment in-line for user userl. status: -1

. Cisco ASA 5500 ¥ ) —RXEmBEFI VT A FTS5AFA

. AnyConnect VPN 95 A F UMD BRSTN A —=F 1200 H4A R - — BN EE

. AnyConnect v a> QE®B, -2V J, BRUEBRSTINa—-F42Y

- TOZ

B HAR—B & RF I X M - Cisco Systems



//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/100597-technote-anyconnect-00.html#anc89
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/anyconnectadmin30/ac12managemonitortbs.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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