ASDM ( On-Box Management ) (Cc k%
FirePOWER €2 1 — I BRED/NY VT YT L&
TLDRE

A E

&
Ml

2t
il

RN

iy
_H'.

FHTZ A R—F b

L

NYOT Y TETDERE
O—AILNYITYTIVE—RN NV ITYTDRE
NYOFTYTOARTS 21— )L¥ERK
NYOTFTY 7T ZT7OTZ7AIINDER
NYIOTIYT BRRAIDAT S 31— )LERK
NYOT Y TDETDERE
REDAVR—NIOAR—K
BRENT OV AKR—bB

HREDA VR—bB

NP |2 Tl

=
=753

BS:EE R

BE

ADSMFirePOWER //

REH
=

ROEBICEIZHARMNI BB N HREIET,

CASA (BREEFIVTA TTSATAR)T7T7ATFI4—)L, ASDM ( Adaptive Security
Device Manager ) »

- FirePOWER 7 7°Z 4T > Ao

- ASDM RE T FirePOWER 21—l R 7\ EATRETH D L ZRIBLE T,

EATRIR—F>2 b

CORFIXVNOBEHRIF, ROVIRNIITEN—RIITON—TIaVICETVTVET,



YT RNIIT N—23 541 LUEN BB T % ASA FirePOWER £ 1 —)L ( ASA
5506X/5506H-X/5506W-X. ASA 5508-X. ASA 5516-X )
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o WROZXY RD—INEBEBEHITHIDBEICIE., EORSIBIATRIZOVTE, TOEEN
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UBNRDELRENS ) BLOEI1-)LBE(T7AILELR F—2EE ),

FirePOWER B> 21— )Lk, NV IOTFVYTEETOLEOD 2B EOAT> a2 FHy)ET,

1.ASDM TREENY VTV T2 R TEET. CONYITY T, FAHFAR VAN
ITF—RBFEOBEICRAUETIICETTEET,

2. Firepower Management Center ( FMC ) Tld4( VA R— KNIV AR—K F7>a> = EAL
T, REDEHBPONY VTV THRTTEET, TVAR—MLERV—RBGRLUEFIL
FEREAUN=2a20EBRETFIVICAVR—RTEZ LD, ChICEIRNTORATD
RVI—NEENET, T, TP 21— /)LBATREZBITIDBEICECOAT A %E
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FirePOWER €2 1 —)Lix,. 21—/ B&O/N\N—R RSATELEEVE—N FNA1AOVWTH
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:Firepower
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FirePOWER €2 2—)L0O—A)I Nv O F v 7= ERT B /=%, [Configuration] > [ASA
Firepower Configuration] > [Tools] > [Backup/ Restore] > [Backup Management] icBE L,
[Device Backup] 22 )Y VL&,

BNV IOTFYTORFZIEELE T,

[Storage Location] : ASDM TlEO—AHJ)L AL —2 ( var/sflbackup ) 2 FHFHR—REhTW
7,

[Email] : EFX—I)ILTOBHIZEMCILET. EFX—N VL—H—NREDZATLA RIS
— ( [ASA Firepower Configuration] > [SystemPolicy] ) ZF&E T BB H ) E T,

[Copy when Complete] : UE—N XY OFP YT ZRETRICEIOFIVIRY UREFVIC
LET, FirePOWER NV 9T v 72NV OFT Y7 H—NIEETSHEEICSCP 7O



ZEALET,

-Host: UE—K H—NND IPIFRANZEELE T,

-Path: VJE—N F4LIOKN) NRAZEBELET

-Userr)E—N 1—HYEZEELET,

cNAD—R:UVE—NI—HYEBONAD—RZEELEXT
_ ™) Configuration > ASA FirePOWER Configuration > Tools > Backup Restore

[ Backup Management I Backup Profiles l

Create Backup

Name Production_backup
Storage Location /var/sf/backup/
Email Not available. You must set up your mail relay host.
Copy when complete
Host 192.168.1.10
Path /var/backup
User admin
Password ~  |esssss

SSH Public Key
To use ssh keys place this public key in ssh-rsa AAAAB3NzaC1lyc2EAAAADAQ.
your authorized_keys file.

Start Backup Save As New Cancel

INYOTY7TOBRIAT> 3>z OLTNYOTYT7ORAZRBLET, FHLLSE
HCREAT >3k, NvOoFy77O77A4NTERTEZNYOTY 7 7O7 741N %4kE
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NYOFYTORTS 1—I)LER
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— LT, FNAAONYOTY B a2EEEN/ BEN/BEMN/ BABENTEHELTEE T, /N
VOTYTHBATS1=)ILT2ICE, "O2 2OF|IEEZETLET,
ATFYT1: Xy OFPy7 70771 ILDOER,

ATFYVT2: NVIOF VYT RARAOVDART S 1—)L{ER.

NYOFY7 70774 ILDER

NYOFTY 7 7O7 74 Z2EKT SICIE. [Configuration] > [ASA Firepower Configuration] >
[Tools] > [Backup/ Restore] > [Backup Management] (C# &L . [Backup profile] 201y L&
9o

NYOFPy 7 7A77A4NERAT> a2, BaOE( "O—ALNYIOTYTIIVE—K N
YOTYTNDEREL ) THALEAT I VICUTVET,

NYOTFYT BRARAODOATS 21— )LER



NYOTYT BAVRATS 1—)L9 %I, [Configuration] > [ASA Firepower Configuration] >
[Tools] > [Scheduling] [CBEIL . [Add Task] 22U Y ILET,

[37847]: ROV TR IVVARNTIITRATELTIINY OT Y T12BRLET,

EBITFTRRRAIOATD 1) : STZHAREVEBRLT, AV1—I)ITBERAVDEERETE
ZLET,

B8 E]: ROY AV URARAS[BMZERLT, N IOTYTORKBZEERLE T,

RYEBLERE: Xy OFY7 AT721—)- 2RV DOKEY)RBRUBEZRKE/BMB/ARUTERE
LEY,

[RITBRA:ROYTHA IOV ARDSNY OT Y T ORBRA ZEIRLE T,
[#VIEUBE]: NV OTY TR EJEBIAODFIYVIRYIVRAZEFICLET,
VaJEg AT 1-)EhkTa T EEELET,

INYOFPY77A77ANRAYTHIV VAN S, BIOFIETERLZ/NY OT Y770
774N EERLET,

OAXVBM ERLED 3 7RI 30AERRTEET,

BIX—VOAT—RZ : BFX—LFMFRNEREL T, RTT1-EhEIaT Ny Y
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) Configuration > ASA FirePOWER Configuration > Tools > Scheduling

=2 Add Task | Today
New Task
Job Type Backup [T
Schedule task to run Once o Recurring
Start On April d 24 ﬁ 2016 d America/New York
A
Repeat Every 1 Hours Days ° Weeks Months
¥
Run At 12:00 & Pm [
Repeat On Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Job Name Production Backup Weekly
Backup Profile Production_backup d
Firepower Backup of
Datacenter ABC
Comment
4
Email Status To Not available. You must set up your mail relay host by editing the System Policy using the Remote Manager.
Save Cancel

[Save] RZR>Z OV OLT, A221—=I NV ITYTOEREEZRELET,
NYOTFYTOERTDORFRE

TNAARENFBBLTVBD, PTTATVREVAAX=DULIEHRELR. NV IOTYT%E
RIRDBENFHVET, FILKVAX—DULETTZATVACEVREEZEBRLTEET,

NYDOTY T BAV BT BICIE. [Configuration] > [ASA Firepower Configuration] > [Tools] >
[Backup/ Restore] ICBEBLET, VE—N ARL—2ZRBRELTVWSREEEK., VE—HM AL
—ISHASNYIOTFTYT 774 EBBL, [Upload Backup] Z77> 3> & BIRLTNY IT YT
774N 27y 7O—RLET,

FY7O—RENET7PANELERGBRICERENENY OTYTTI7A4IMNE. NV OT Y TER
R—ITCERATELRT, AERIINVITYTTI7AINEERLT, ERIAT>I>zoIv o
LTERNYIOTY T ZRBLET,



_ ) Configuration > ASA FirePOWER Configuration > Tools > Backup Restore

Backup Management l Backup Profiles

) Device Backup 4 Upload Backup

Device Backups

System Information Date Created File Name VDB Version Location Size (MB)
ws 0.0 2016-04-24 23:13:10  Test backup-2016-04-25T03-10-32.tgz  build 252 Local 50
& Restore £ Download {5 Delete Storage Location: /var/sf/backup/ (Disk Usage: 16%)

[Restore] 20 v 0 92dE, RET—REARHICEEMADIHNEREROSNE T, [Restore]
ZES—EOVYOLT, Ex7OLARICEARFTT,

REDA R—BMNIVAR—bF

FirePOWER E2 1 —/)L TR, S XETEXBRATOREZIE—TBELELHEAIZ A R—b
IZTOAR— MNP R—REhTVET, ChICRK., B—FM47I1EZD AT ODED1—-)LHE
TORVZ—DA2VR—KNITAR—RNEBEIET,

TOAR—BRBRPAVR—RNTERDRI—DRATEZRIZRLET,
CTFOEAOAYRMO=IL RIS — (XY RND=O8METTAIL RIS —%ZET)
CRBARUD—

CYATFLARYY—
TSR

RENIYAR—b

REZILYVAR—BNTBICIE, [Configuration] > [ASA Firepower Configuration] > [Tools] >
[Import/Export] [CBEIL £,

FirePOWER €21 =) TR, 1 20KV —, RLEBE-ZATI1EBZZATORIS—0+
YRhE, TOREOVEDIVESEHII-FETIIAR-RITEET,




[ Configuration > ASA FirePOWER Configuration > Tools > Import Export

) Upload Package

= Access Control Policy

Default Allow All Traffic Access Control Policy 2016-04-23 08:29:03
= SSL Policy

Default SSL Policy . —a.
SSL Policy SSL Policy 2016-04-23 00:28:10

(= System Policy

Default

Default System Policy System Policy 2016-04-23 08:29:02

Export

RV —BITOAR—NTBICIE. [Export] RR>ZEOVVUY UV ULET, FirePOWER €2 1)L A
5, TOAR—KT774) (*sfo) ZRETDELS5RKROSNET,

BEDA > R—b

ASDM TRIFENTVB IV AR—KN 77A4)%&A2R—K~TFTBIZIE. [Configuration] > [ASA
Firepower Configuration] > [Tools] > [Import/Export] (C# & L. [Upload Package] 22 JY UL &
T 1 VR—NTBT7A4I)%ZRBRLT [Upload] 2V VY UTBES5RKROSNET,

™ Configuration > ASA FirePOWER Configuration > Tools > Import Export
Package Name Choose File | ObjectExport...5031205.sfo

Upload Cancel

RKDOR=DIZ, AVR=KNLETT7AI) (*sfo) ICEEFNTVWRBRIS—HFRRENET,
FirePOWER E2 1 —J)LICA 2V R—KFBRUZ—ZBRL KT,

™ Configuration > ASA FirePOWER Configuration > Tools > Import Export

(= Access Control Policy

Default Allow All Traffic Access Control Policy 2016-04-23 08:29:03
(= SSL Policy

Default SSL Policy . .
SSL Policy SSL Policy 2016-04-23 00:28:10

(= System Policy

Default

Default System Policy System Policy 2016-04-23 08:29:02

Import Cancel

R —%A2VR—KNTBIZE, [Import] KRR ZIVYOIULET, TVARAR—RNEhiZARUD
—DZBIA FirePOWER B2 1 —JLILEET SRRV —ELHET2HE. FirePOWER €2 21—
WC@ERROA7>aoNFrsHyET,



- [Keep Existing] : cOA 7> a2 BIRTDE, BBFORD D —HFHERFEsh, :ILLRUD —
DA VR—RNEFATENEEA,

. [Replace Existing] : COA 723> #BRITBDE, BIFEORVS —ZBEMRADENTE
7,

. [Keep Newest] : cOA 723> &BIRTDE, WADRIS — (BEEORIV D —EA 2V R—
REhBRUD— ) OFZFrEFEEh, ZEREAHLVRY S AT hE T,

_ ) Configuration > ASA FirePOWER Configuration > Tools > Import Export

Import Manifest

Objects with duplicate names are imported as new objects with a number appended to the name

Default Allow All Traffic (Access Control Policy)
Default SSL Policy (SSL Policy)

Default (System Policy) (group action) ﬂ

(= Access Control Policy

Access Control Policy Keep existing 7ﬁ\ 2016-04-23 08:29:03 2016-04-23 08:29:03
(= SSL Policy Replace existing
Keep newest
SSL Policy Keep existing ﬂ 2016-04-23 00:28:10 2016-04-23 00:28:10
SSL Policy
(= System Policy
System Policy Keep existing ﬂ 2016-04-23 08:29:02 2016-04-24 23:42:33

Default System Policy

Import Cancel

IOAR—RLERUS—&A 2 R—NTBICE. Import] KRRV EIUY ILET,
NZ7L1—h
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ATYT2: NV IOTFYTHFREENRTVWBUE—N F4L Y N T Secure Copy (SCP) 1
—JOEREERBELET,

AT Y 7 3:ASA FirePOWEREZ 21— )Lk T 0EHZFEAL T, TOXRELZRNOT S SAT A
CAVIR—RTERIDLESHEYMLET. P7SAT AT TICERETRHREIED I %R
AOR—RNTBDEEFETEEFEA,

ATYT4: NV IOFYTOERTR., YVZRIITN=232, L-LEHFN-32,
VDBN—232, BLTN—RIVITEFIABUTHD L ZHEITIHLEN HY KT,

ATYT5: TVAR—KRENERIS—OAR—KTR, BUY 7 NI F7N—=23>, )L—
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TR

ATYT1 NV IOFYTHERRAIVFERECETLTVWS L EEFRT S =%, [Monitoring] >
[ASA Firepower Monitoring] > [Task Status] ICBE L THEL £,

) Monitoring > ASA FirePOWER Monitoring > Task Status
Task Status

Job Summary Remove Completed Jobs || Remove Failed Jobs
Running 0
Waiting 0
Completed 5
Retrying 0
Failed 0
Jobs
Task Description Message Creation Time Last Change Status

= Default Group
0 Running 0 Waiting 3 Completed 0 Retrying O Failed

Backup: Test_backup

Backup / On Demand Backup complete 2016-04-23 08:57:38  2016-04-23 09:01:52  Completed |
Backup: test Backup complete 2016-04-23 09:18:39  2016-04-23 09:50:42 Completed o
Backup / On Demand P P 16t :50: p O
packup: Test_backup Backup complete 2016-04-24 23:10:28  2016-04-24 23:13:26  Completed @

Backup / On Demand

AT Y 7 2 : [Configuration] > [ASA Firepower Configuration] > [Tools] > [Backup/ Restore] >
[Backup Management] ICBEIL, NYOF YT 77 AIUNERENTVRI L ESHZREBLET

o

» Cisco ASA FirePOWER
— Cisco Systems


//www.cisco.com/c/ja_jp/td/docs/security/asa/quick_start/sfr/firepower-qsg.html#pgfId-133942
//www.cisco.com/c/ja_jp/support/index.html
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