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1. Devices > CertificatesD JEICBEEL ., RICRT LS IZAJdZEIRLET,

Overview Analysis Policies JsI3NIL-T8 Objects = AMP Intelligence Deploy @, System Helpv admin v
Device Management NAT VPN ¥ Qos Platform Settings FlexConfig Certificates

Add
Name Domain Enrollment Type Status

Add Certificates

2. DeviceZiEIRL ., HIZRT KD ICHL WCert EnrollmentA 7 T N ZBMULET,


https://tools.cisco.com/bugsearch/bug/CSCtx42595

Add Cert Enrollment

Name*

Description

[T couteerasmees

Enroliment Type: SCEP

Enroliment URL:* http:/f

Challenge Password:

Confirm Password:

Retry Period: i Minutes {Range 1-60)
Retry Count: 10 (Range 0-100)

Fingerprint: Ex: e67d542 e355586¢ a758e7ch bdcdddS2

Allow Overrides

JFBEFZERA T ZIBIRL, CAFIFAE (CSRANDBZEZBMELULIHAE ) 2B FFTERT,



Add Cert Enrollment T

Mame* Arryoonnect -oertifhcate
Decriphion
ICXIEETT) certificate Parameters  Key  Revocation
Ennalimnant Ty Marniual L
O, Certificate: ® WWI
S kS TUR YRR bW ARG DREVEIEZ | ovkTohDI Bagkl Eaub
BgwesGHETED
S g TS kRS R U DO P E FERSTATO + %
VLS v
grewE FskuZay 2 7 rBe/ 1 )G 2LgRDrADKT + b ST DGSKAmIZ s ghFg P
LhBSFoyBYDa
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[AA2 et Yerdalal

W2 cTUBRCH Y DC v S E BT S SrAD Tirdk 2 nfir JT 1 SLgARLL)
LK TGH]

EAVKEYACKVYETwe =
wesesEND CERTIFICATE e

Alicrw Choprridies

Save  Cancel

4. Certificate Parameters® 7 %#3i#R L. Include FQDN7 4 —)L RT TCustom FQDN. %#3ERL
 RECRIRSICAAEOFMZANLET,



Add Cert Enrollment ? X

Mame* Anyconnect-certificate
Description
CA Information el il i 8 FATRT TN Key  Revocation
Include FQDN: Use Device Hostname as FQDM hd

Include Device's IP Address:

Common Name (CN): VPN.CISCo.Com
Organization Unit {OU): TaC
Organization (0): Cisco

Locality (L): [

State (ST): Mexico
Country Code (C): M

Ernail {E):

Include Device's Serial Number

Allow Overrides

Save | | Cancel

5. T—, 27 %#BRL, F—0ORATZ2BRLET, BEHEF A XZERTEET, RSAOK
NEH(E2048/N1 R TT,

6. "RfF) ZBRL, FNA AZ2HBFEL T, "TARBORE, TERLENZARNKRSA > h2#E
RU, TEMm) 28R TAAEZEBLET,




Add New Certificate ? X

Add a new certificate to the device using cert enrollment object which is used to generate CA and
identify certificate.

Device™*: FTD-Virtual w

Cert Enrollment®*: Anyconnect-certificate b l@

Cert Enrollment Details:

Mame: Anyconnect-

certificate
Enrollment Type: Manual
SCEP URL: MA

| Add || Cancel |

7. "TAT—=RA, AT TID, 742 &RBRL, "LV ZFRLT, RHICRTRSICCSRZAE
BLET,

Warning

“p 4 This operation will generate
Certificate Signing Request do you
want to continue?

| vee || TTRa T

8.CSRZIE—L. FENCA ( GoDaddyXDigiCert’xs & ) TBREL E 7,

9. CANSIDEEFHEZZEL 125 (BasebdFEXTHAIYLEN H V) FT ). Browse Identity
CertificateZiBIRL, O—NIINAE1I—XTAAEZREDFERT, ImportZEIRL £9,



Import Identity Certificate ? X

Step 1
Send Certificate Signing Request {CSR) to the Certificate Authority.

Certificate Signing Reguest [(Copy the CSR below and send to the Certificate Authority):

----- BEGIN CERTIFICATE REQUEST-----
MIICSTCCADOCAQAwWe]ELMAKGAILUEBRMCTVgxDzANEgNVEAGT Bk1leGljbzELMAKG
ALUEBxMCTVgxFAUBgNVEAMTDXZwhisjaxNiby5ib20xDiAMBgNVEACTBUNDPCZ N
MOwwCgYDVOQLEWNUQUM=FzAVEgkahkiGIwWIBCQIWCGNpc2ZNWYXNhMIIBIjANBgkg
hkiGSwWiBAQEFAAQCAQEAMIIBCgKCAQEAZgnRRUSLjeufjMoVwlulFx5CPRpTICRR
gQTldekUallDdMBYqD208CeXLVSsYMLIKEY 2)gsb kX, +uGzg4Cld34T1Wabs 1iml
9dS0IE3bkpY +VWVEQKvd2PRdIXrSW 7 EQIFUZfiS7uQzioZ uLFCGo2be T 3UL 4V

HUXEzuwHsTMERgZSBK18CTILESaMImiPwWIUXSI/MUNNh=SIR7UNISCEj7UdYV+dv
ink FERMARERI IvE 772 1EY A SRl MEazEH 7Y TTAYR FhOid b EURH TuaERM A ed SEW

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | Anyconnect-Document.pem Browse Identity Certificate

Impaort Cancel

10.42R—hF2E, CARIAECIDIIAZEOMA DFMERRTEDLSICKY ET,

Overview Analysis Policies JeISUIEER Objects = AMP  Intelligence Deploy ., System Helpv admin ¥

Device Management NAT VPN * Qos Platform Settings FlexConfig Certificates

& Add
Name Domain Enrollment Type Status
4 &l FTD-Virtual
Anyconnect-certificate Global Manual LCa| [&1D 20 @

AT Y7 2 : RADIUSH—/NDERE

FMCIC& 2 TEEBENBFIDFNA AT, O—AHILI1—HF—EFR—-—ARFHR—KREThTVE
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1.KICRTKRDIC, Objects > Object Management > RADIUS Server Group > Add RADIUS
Server GroupDJEICBEL £T,



Add RADIUS Server Group ? X

t Name:* Radius-server

| Description:

Group Accounting Mode: Single e
I‘ Retry Interval:* 10 {1-10) Seconds
' Realms: v
I Enable authorize only
1 Enable interim account update
1
1 Enable dynamic authorization

RADIUS Servers (Maximum 16 servers)

| IP Address/Hostname

Save Cancel

2. RADIUSH—NNT L —T I BEI % EV) 34T, RADIUSH—/NDIP7 RL AL HEWE (FTDE
RADIUSH—NZERTICTDICEEERBNI VE ) ZEML, COT7F—LDODAINETLES
RORICTRT LD ICSaveZIBIRLET,



New RADIUS Server

IP Address/Hostname: * 192.168.10.34|
Configure DINS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* 1812 {1-65535)

Key:* Il

Confirm Key:* I

Accounting Port: 1813 (1-65535)

Timeout: 10 (1-300) Seconds

Connect using: © Routing ~ Specific Interface ()

Default: Diagnostic Interface

Redirect ACL:

JRIZART&LSIC, RADIUSH —/NEBMA'RADIUSH—/NUARNTHEATED RS ICAYEL I,



Add RADIUS Server Group 7 X

MName:* Radius-server

Description:

Group Accounting Mode: Single B

Retry Interval:* 10 (1-10) Seconds
Realms: v

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

192.168.10.34 &

Save Cancel

ATY T 3 IPT—=ILDERK
1. Objects > Object Management > Address Pools > Add IPv4 Pools® JEIZBEIL £ 9,

2.IPTRLADOEREEEAZEN) HTET, Mask7 1 —)LREZATR BV EREAN, RICRT
KOICEETEXRT,



Add IPv4 Pool ? X
Name* vpn-pool

IPv4 Address Range* | 192.168.55.1-192.168.55.253
Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask 255.255.255.0

Description

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object is
shared across multiple devices

Save Cancel

ATY 74 :XMLZ7O7 7 4L OER
1. Cisco.com”* 5 Profile EditorY —)L&2& D> O—RL, F7UT5—>3 > &2E2TLET,

2. Profile Editor7 7’V ) 4r—<, 3> T, Server ListiCBEL., RICRTRIDICAIAZZBIRLET,

a

. VPN 3

‘ Server List
{8% Preferences (Part 1)

+* Preferences (Part 2)

[#§ Backup Servers

B Certificate Pinning
E Certificate Matching
,g, Certificate Enrollment
[ Mobile Policy

a5 Server List

Hostname Host Address User Group Backup Server List SCEP Mobile Settings Certificate Pins

Note: it is highly recommended that at least one server be defined in a profil Delete

Edit... Details

3. RTAB. TLBHRASBFQDN)ELRKIPT RLAZZ YT, RIZKRTKSICOKERIR
LET,



Server List Entry

Server  Load Balandng Servers SCEP Mobile  Certificate Pinning

Primary Server Connection Information

Display Mame (reguired) Corporate - FTD {SSL}| Primary Protocol 350

FQDM or IP Address

User Group ASA gateway
wpn. cisco.com | sl Auth Method During IKE Megotiation EAP-AnyConnect
Group URL IKE Identity (IOS gateway only)
Backup Servers
Host Address Add
Mowve Up
Mowe Down
Delete
K Cancel
4T NN ServerListX Z1—ICRRENET,

b g\l Server List
Preferences (Part 1) . .

75 Preferences (Part 2) Profile: Untitled

Backup Servers

I+ Certificate Pinning ] ) ) !

T Certificate Matching Hostname Host-.ﬁ.ddress User Group Bal:kup- Server ... SCEP Mobile Settings Certificate Fins

ZJ Certificate Enrollment Corporate - FTD (S5L) wpn. Gisco. com sl -~ Inherited --
; Mobile Palicy
- aiel Server List

MNote: itis highly recommended that at least one server be defined in a profile. Add... Delete
Edit... Details

5. File > Save asD EICEBEHL £,
EZO7 74N % xmiEERFORFVEZBBILXTVETRELE T,

AT Y7 5: Anyconnect XMLZ'O7 74 OF7 v 70O—R



1. FMCT, Obijects > Object Management > VPN > AnyConnect File > Add AnyConnect File® JI§
ICBBLET,

AT ITONCREZZV)HT, BrowseZV UYL, A=A ATALATISA4T7> 70
774 %28EL T, SaveZBIRLET,

MNsxg. 7740847, L TAnyconnect Client ProfileZBIRL TWA & ZHBRBL T
=L,

Add AnyConnect File

Name:* Corporate-profile{SSL)
File Name:* FTD-corp-ssl.xml Browse..
File Type:*

Description:

Save Cancel

F)E 6 : AnyConnectf X—OF Y 70— KR
1. Cisco® 7 > O— RWebR— A Swebdeploy(.pkg)f X— %A O—RLULET,
AnyConnect Headend Deployment Package (Mac 26-Jun-2019 51.22 MB O\ .

0S) o
anyconnect-macos-4.7.04056-webdeploy-k9.pkg

2. Objects > Object Management > VPN > AnyConnect File > Add AnyConnect FileD JEICEBE L
£

3. Anyconnect/N\Y T — 7 T A )N ZEBIRLES, TOT77AIILICEMZZYVET, O—HILT A
FAN S pkg7 7 A LEBRLET,

4. SaveZBIRL £,



Add AnyConnect File ? X

Mame:* MAC4.7

File Name:* anyconnect-macos-4.7.04056-webdeploy-k9 || Browse..

File Type:* v

Description:

| Save | | Cancel |

7 2 (Windows, Mac, Linux)ICEJVWT, BMONYT—22F Y 7O—RTEFRT,
FIE7 : JE—MFIEAVPND 1 H—R

BOFIEICEIVT, VE—RTFPIERAVAHF RIS ENTEEXT,

1. Devices > VPN > Remote AccessDJEICBEI L £ 7,

2UVE—RNTOEARI—0BBIZZ V) H T, Available Devicesh SFTDF /N4 A%&EIRL £
9,

Overview Analysis Policies MR Objects = AMP  Intelligence ', System Help v adminv

Device Management NAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

€ Policy Assignment (2) Connection Profile > (3, AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols

This wizard will guide you through the required minimal steps e configure the Remote Access VPN policy with () Before You Start

@ new user-dafined connection profile.
Before you start, ensure the following

configuration elements to be in place to
complete Remote Access VPN Policy.

MName:* TAC
o . Authentication Sarver
escription:

Configure fggim or RADJUS Server Groyp
to authenticate VPN clients.

VPN Protocols: SSL [ IPsec-IKEv2 L e TR
Make sure you have AnyConnect package

Targeted Devices; Avallable Devices Selected Devices for VPN Client downloaded or you have
the relevant Cisco credentials to download

v Search 0 FTD-Virtual 3 it during the wizard,

Davice Interface

Interfaces should be already configured on
targeted govices so that they can be used
as a security zone of interface group to
enable VPN access.

Next Cancel



B EETOVTALE (BETOV77ALEBRERN O RILTIL—T78) 28T, RICRTLS
ICFBREY—NET RLAT—ILEERLET,

Overview Analysis Policies grUlCE8 Objects  AMP  Intelligence Deploy , System Help v admin ¥

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment €) Connection Profile (3) AnyConnect > (4) Access & Certificate > (5) Summary
Y
—— bl o T ——
ynnect Client Internet - ke

Remote User

VI Dawice Corporate Resgu

5

AAA

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the tunnel itself, how AAA is
accemplished and how addresses are assigned. They also include user attributes, which are defined in group policies.

Connection Profile Name:*  TAC
This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):
Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN connections.

Authentication Method: AR Only v

Authentication Server:* Radius-server ¥ | @@~ (Realm or RADIUS)
Authorization Server: Use same authentication server ¥ @ (RADIUS)
Accounting Server: v @ (raDIUS)

Client Address Assignment:

Client 1P address can be assigned from AAA server, DHCP server and [P address pools. When multiple options are selected, 1P address
assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (RADIUS only) @
Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools:  vpn-pool &
IPvE Address Pools:

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN connection is established. Select
or create a Group Policy abject.

Group Policy:* RemoteAccess-GP-55L v @
Edit Group Policy

Back Next Cancel

AITN—=TRIS—2hEITRICRE. +iLB5ZBRLET,



Add Group Policy

?
Name:* RemoteAccess-GP
Description:
m AnyConnect  Advanced
VPN Protocols VPN Tunnel Protocol:
IP Address Pools Specify the VPN tunnel types that user can use. At least one tunneling mode must be
Banner configured for users to connect over a VPN tunnel.
DNS/WINS SSL

Split Tunneling IPsec-IKEv2

Save Cancel

5. (#7232 )O—ANMPFRLAT =L, FI—TRUS—BUTRETEET, RES
NTVWEWES, 7-IREBETO7 74N ( RRILTIL—T) TRES N7 —ILH S
TNFERT,



Add Group Policy ?

Name:* RemoteAccess-GP

Description:

m AnyConnect  Advanced

VPN Protocols 1P Address Poals: +

IP Address Pools Name IP Address Range

Banner .
vpn-pool 192.168.55.1-192.168.55.253 & O

DNS/WINS

Split Tunneling

Save ...Cancel...}

6.CNIFUATIEE, TIXTORTTAVINRNIIBHTIL—FT10T0&h, IPEUARATUY
RRZRVUIRDD—EBRICRTEDIICANRILBHOINTORN S T4V I EHFATEHLD
CREESNET,



Edit Group Policy

Name:* RemoteAccess-GP-550L

Description:

L0 AnyConnect  Advanced

VPN Protocols 1Pv4 Split Tunneling: Allow all traffic over tunnel v
IP Address Pools ) )

IPv6 Split Tunneling: Allow all traffic over tunnel b
Banner
DNS/WINS Split Tunnel Network List Type:
Split Tunneling Standard Access List:

DNS Request Split Tunneling

DNS Requests: Send DNS requests as per split tunnel policy v

Domain List:

| Save | | Cancel

7. AnyconnectZ’O7 7 AN Oxml7O7 7 A )L &EIRL, RIZRT RS ICSaveZEIRLE T,



Add Group Policy

Name:* RemoteAccess-GP-5S5L

Description:

Profiles
SSL Settings
Connection Settings

AnyConnect profiles contains settings for the VPN client functionality and optional
features. FTD deploys the profiles during AnyConnect client connection.

Client Profile: Corporate-profileS5L v \_,)

Standalone profile editor can be used to create a new or modify existing AnyConnect
profile. You can download the profile editor from Cisco Software Download Center.

| Save | | Cancel

SHERENDS AT ALAEBHIZE S VWTHXERZAnyConnectf X—J ZIBIRL, RICRTELDIC

NextZ#EIRL £F,



Overview Analysis Policies gelUT<-I-8 Objects = AMP Intelligence Deploy , System Help v admin v

Device Management NAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile €© AnyConnect (4) Access & Certificate > (5) Summary
N =

Remaote User AnyConnect Client

-

=3
oéf:'
AAA

The WPN gateway can automatically download the latest AnyConnect package to the client device when the VPN connection is
initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

AnyConnect Client Image

Download AnyConnect Client packages from Cisco Software Download Center.

Show Re-order buttons o
<4 AnyConnect File Object Name AnyConnect Client Package Name Operating System
v MAC4.7 anyconnect-macos-4.7.04056-webdeploy-k9...  Mac oS v
Back Next Cancel

9. Security Zone & DeviceCertificatesZ &R L £ 9,

« CORETE., VPNARIKETD A EZ—T I (AL, SSLEARFICRRENDAAZTEER
LEXY,

A ZOTFTIATR, FIDEVPNRZ 74 Y D ZRELBVKRSIZEREE N, 77EAOV N
O—LRVZ—ACP)A T2 a2 BINANAENET,



Overview Analysis Policies grlAUTL-T-8 Objects = AMP i Deploy , System Help v admin v

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect (5) Summary
L U 4
Internat

Remote User AnyConnect Client

Outside VPN Device

.

AAR

Network Interface for Incoming VPN Access
Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for VPN
connections.

Interface group/Security Zone:* outside > | -

Enable DTLS on member interfaces

Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients. Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment;* Anyconnect-certificate v @

Access Control for VPN Traffic
All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypted traffic from the Access Control Policy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and authorization ACL downloaded from
AAA server are still applied to VPN traffic.

Back Next Cancel

10. FinishZ#RL, ZEZRBELF I,

« HICRT&LSIC, VPN, SSLAEFAE. & &V AnyConnect/\Y 7r—J ICBHET 3 TN TR
Eld. FMC DeployZtLT7'Yy>1&Eh&Ed,



AMP
QoS

Deploy Systerm Help v admin v

Overview Analysis Policies
NAT

Devices [ol[eds Intelligence

Device Management VPN » Remote Access Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect > (4) Access & Certificate

It R

d}];[o

©- -
Remote User AnyConnect Client Internet Outside  ypy peviee Il
%a
AAR

Remote Access VPN Policy Configuration

Firepower Management Center will configure an RA VPN Policy with the following settings

MName:
Device Targets:
Connection Profile:
Connection Alias:
LLEH
Authentication Method:
Authentication Server:
Authorization Server:
Accounting Server:
Address Assignment:
Address from AAA:
DHCP Servers:
Address Pools (IPvd):
Address Pools (IPvG):
Group Policy:
AnyConnect Images:
Interface Objects:

Device Certificates:

TAC
== FTD-Virtual
TAC
TAC

AAA Only
=0 Radius-server

=a Radius-server

=

rre vPn-pool

=8 RemoteAccess-GP-SSL
| MAC4.7
IS outside

[T Anyconnect-certificate

Additional Configuration Requirements

After the wizard completes, the following
configuration needs to be completed for VPN to
work on all device targets.

@ Access Control Policy Update

An Access Control rule must be defined to
allow VPN traffic on all targeted devices.

(L) NAT Exemption

If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN
traffic.

) DNS Configuration

To resolve hostname specified in AAA Servers
or CA Servers, configure DNS using FlexConfig
Policy on the targeted devices.

@ Port Configuration

S5L will be enabled on port 443.

IPsec-IKEv2 uses port 500 and Client Services
will be enabled on port 443 for Anyconnect
image download NAT-Traversal will be enabled
by default and will use port 4500.

Please ensure that these ports are not used in
NAT Policy or other services before deploying
the configuration.

.. Network Interface Configuration

Make sure to add interface from targeted
devices to SecurityZone object "outside’

Device Identity Certificate Enrollment

Certificate enroliment object ‘Anyconnect-certificate’ is not installed on one or more targeted devices.
Certificate installation will be initiated on the targeted devices on finishing the wizard. Go to the Certificates
page to check the status of the installation.

Back Finish Cancel
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ATY T 1:NAT REBROBE
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chiF, ABRY RT—IOASORZT714v 0N, BRETHTICN ORI ZBBTH L ZH
MELTVREEIZHETT,
1.RICRTFT&KSIZ, Objects > Network > Add Network > Add ObjectD JEICBEIL £,

New Network Object ? X
Name vpn-pool
Description
MNetwork Host Range O Network FQDN
192.168.55.0/24
Allow Overrides
Save Cancel

2. Device > NATICBEIL. BEBEOT/NA ATHEAETSNTWVWANATR) > —%REIRL, HILLXZE
ERLET,

N RSTAvITO—BRESSABICELVET,

Add NAT Rule
NAT Rule: Manual NAT Rule v Insert: In Category ¥  NAT Rules Before v
Type: Static W | & Enable
Description:

Advanced
Source Interface Objects (1)

s O P TN O Translation ~ PAT Pool
Available Interface Objects &

Destination Interface Objects (1)

, Search by name a3 inside-zone W s outside-zone |
aa calo-internal-outside
= inside-zone

aa outside-zone

outsideFW

oK Cancel

BEICRTESIC. FIDOERICHBREBY Y —R(TORETS & CEBRBEZDRET)E .
Anyconnect 1—H'QIPO—AILT—ILELTORE(TORAES L CEREX DI E)ZIBIRL £

ERD



Add NAT Rule

NAT Rule: Manual NAT Rule v Insert: In Category ¥ | MAT Rules Before
Type: Static v Enable
Description:
Interface Objects [ it Ll 8 PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* FTDw-Inside-SUPERNE hd Translated Source: Address b
FTDv-Inside-SUPERNE v

Original Destination: Address w

vpn-pool v Translated Destination: vpn-pool v
Original Source Port: v Translated Source Port: v 2
Original Destination Port: v Translated Destination Port: v

0K Cancel

AFT2 A7) BATLKEEVY (RZESHR ). NATIL—IL T "no-proxy-arps & Troute-
lookups ZBMICTSDICIE, RIZRTKSIC TOKy ZBIRLET,

Edit NAT Rule ?

NAT Rule: W Insert: In Category i i

Type: Static hd Enable

Description:

Interface Objects  Translation  PAT Pool [0 TE (=T

IPvE

o not proxy ARP on Destination Interface
@erﬁ:}rm Route Lookup for Destination Interface

Unidirectional

OK Cancel

5 NIENATRBRORENDHERTT,

1 a Static

2, inside-zone 2, outsife-zone g FTDv-Inside-SUPERNE g vpn-paol &8 FTDv-Inside-SUPERNE g vpn-paol @ Ons:faise o7
) route-loaky

4 no-proxy-a

B0tV 3aVTHEALEATZIVORNE, ROEH T,



Name FTDv-Inside-SUPERNE

Description

Network () Host (O Range (® Network () FQDN

10.124.0.0/16

Allow Overrides ]

Name vpn-pool|
Description
Network O Host () Range (® Network (O FQDN

192.168.55.0/24

Allow Overrides [ ]

ATYT2: ATEVERE
U-tumEEREND COEBRAFREFERATDE, N 71V 0=2ZELEOERLAR—T7T
AALETCRS T4V IERIENTEET,

EEARE, AnyconnectH IRV RIATVY RRFRILRDD —TEREENTVRIEES, AL
)Y —ARICRENATIRARI S —IZH > TT VEAENET, Anyconnect 7 ZA T RNRZ T4V
INF AV RZ—FY NEDOASH A MNIEETHEZENELTVREE, ATEUNAT (£
BFUR—2 ) ALY SABANORNSZ T4V IODOIN—TFT 12 T721TVET,

VPNZT' =L AT T O RNE, NATREDRICERTIHBEN B ET,

1.5 ULUVNATAT—RM X M EER L. NAT Rule7 1 —)L R TAuto NAT RuleZiZIRL . NAT
Type& L TDynamicZi#IRL £9,

2 REBRETVBEDAVR—TIAAFAT T Moutside)lCRIL A2 Z—T7 T4 AZBRLET

o



Add NAT Rule ?

NAT Rule: Auto NAT Rule v
Type: Dynmamic jud ‘
O PR LTSSl Translation  PAT Pool  Advanced
Available Interface Objects © Source Interface Objects (1) Destination Interface Objects (1)
, Search by name | san Outside-zone o .aw Outside-zone |

= calo-internal-outside

a% inside-zone Add to
Source
- . e
sam. ' outsideFW el

OK Cancel

3. Translation® 7 T, vpn-poolZ 7 < T 9 kM Original Source& LU TiEIR L, Destination
Interface IP%Z Translated Source& U TEIRL, RICTRT LS ICOKZERLET,

Add NAT Rule ?
NAT Rule: Auto NAT Rule b
Type: Dynamic v

Interface Objects [ ,t 01010 PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* vpn-pool v D Translated Source: Destination Interface IP v
@T‘he values selected for Destination Interface
Objects in 'Interface Objects' tab will be used
Original Port: hd

oK Cancel

ARORCRTEISIC, NATREDENZRLET,

4] Add Rule

i ‘Original Packet N Packet . ]
¥ MAT Rules Bafore
1 & Static 1y inside-zone L outside-zone g FTDwInsice-SUPERNE g8l vpn-pool BB FTDwInside-SUPERNE g vpr-pool @ omsifise JH{
o} route-tooku
o no-promy-ar
¥ Auto NAT Rules
3 - Dyna 3 outside-zone o3 outside-Tone o ven-pool ) Interface @ Drsifelze

5. "RfF, 2V UV UL, EEZEELX T,
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cOtEU>arTR, REFERCBHELTVS L Z#FELET.

g

FIDON> RZA2TROONY REXRTLET,

* sh crypto ca certificates

show running-config ip local pool

+ show running-config webvpnZ F1TL £ 7,

« show running-config tunnel-groupZ &7 L £ 9,
« show running-config group-policyZ F1TL £ 7,
» show running-config ssl

» show running-config nat
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