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AnyConnect® % E

AnyConnectlc###H L, I—H#EHEONAD—REB7OCAEER TS
NS a—h

AW A

NADT—REBOTF/NY TDEIT

NAT—REBEFICHKAETE BN ETS—

S

O RF 21X NTIE, Cisco Password Threat Défense(FTD)IZ###: 9 % AnyConnect? 54 7 >
NODOLDAP%E R L 1=FirepowerB BB (PMS)DEREIC DV THBAL F T,

Gl =i
B

ROEBICEI2ESNBHARBAHRENET,

¥

- FMCTORAVPN ( UE—RF7 I ERRBTSARK—RZY RD—9 ) REICET D EARMY



73 S0
« FMCTOLDAPH —/\&RE(CEE T % EARH 5 A
« Active Directory ® EL# &5

FERHITA A R—F B
CORFIAIXNODEBERIE., ROV TIRIITFTEN—RIITON—2aVICEITVTVET,

« Microsoft 2012 R2H%—/\
« 7.3.023£1793FMCv
. 7.3.0B@9T HFTDv

CORFIXNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR
FAXKATEATDIIXNTOTFNAAGR, JUTB(TF7FIIN ) RETHERZRHBKLTLE

T, BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EZW,

aA>74F1L—>3>

XY RND—=ORATIZLESFIF

S

inside outside

Windows Server FTD AnyConnect Client

Windows# —/Nl&, I—H/NAT—REBTOLAZTANTE=HIC,. ADDSE KTADCST
BAREENTVWET, COREHARTRE, ShsOI—HTHIOY MERENET,

dA—=YTFAHAI>2b:

- BEE . Zhix, FTDA Active Directory—/NICNNA > RTEDKSIZTBEHDOTAL Y
RUTPHDORELTHERAETAET,

« admin: 1—Y—IDZRITEOICEASNEZITANEBET NI N,
LDAPAX—ADNE T )L—7DNDRE

1. B < Active Directory Users and Computers Server Manager DashboardZ R L £ 7,



DL vy [

n

B Local Server
B A Servees
" apcs
W apDs
¢ ADFS

& ons

B File and Storage Services ©

I 15
T Nae

QUICK START

o Configure this local server

2 Add roles and features
3 Add other servers to manage

Create a server qroup

ROLES AND SERVER GROUPS

Rolex: 7 | Servergroups: 1 | Servers totak 1

" ancs 1| | @ apos 1| | 4% apfs 1| & Ons

@ Manageatility ® Manageability ® Manageability (® Manageabisity
Events Events Events Evenits
Services Services Seraces Services
Ferformance Performance Performance Performance
BPA results BFA resulis BFA results BFA results

e s LIS T 1 i Local Server 1 HE AN servers

@ Manageatility @ Manageability Manageability @ Manageability
Events Events Events Everts
Saervices Services Services Services
Performance Performance Performance Performance
BPA results BPA results EPA results BPA results

iR File §
Serv
@ Manj
Even|
Senvi
Fertd
BPAY

Active Directory Adminntrative Center
Actove Durevtary Damaans aad Truits
Astove Drrexsony Modhule for Windows Powerihall
Actrve Directory Saet and Services
Actve Direstory Users and Computiers
AD F5 Management

ADH Edit

Certification Authaeity

Component Services

Computer Management
Drefragenent and Optimize Drives
DNS

Ewent Viewer

Group Policy Management

eaith Regictraten Autharity
Interret Information Services [115) Manager
IS5 Irntiator

Lacal Secunsy Policy

Metwark Policy Senver

COBC Data Sewrcns [32-b11)

DDEC Dats Ssamves [B5-ba)
Perdarmance Manitar

Rescurce Monitor

Security Conbiguration Wizaed
Senvices

System Configuation

Gyatem Information

Task Scheduler

Windows Firewall with Advanced Sscurity
Windows Memory Dlagnossc

Windows PowerSaell

Wirndts Poswtrimedl (x06]

Wittt Prewerbimell BE

Windows PowerShell 5€ (x56)

Windzad Sener Batiup

2. ZFE X T, viewopion ZFICL, AdvacedFeaures® V)Y O LET (RZSHR ),

i (2] NTDS Quotas
p =] TPM Devices

<] [T

View | Help

Add/Remove Columns...

Large lcons

Small lcons

Users, Contacts, Groups, and Computers as containers

Filter Options...

Customize...

ntainer for up...
ntainer for do...
ntainer for sec...
ntainer for or...
ntainer for ma...
ation for stor...
rem settings

] >

7] NTDS Quotas msDS-QuotaC...
I TPM Devices msTPM-Infor...
Infrastructure infrastructurel...

tainer for up...
Quota specifications co...

Displays items in a list.



3. ZhIC&KVY, ADAT7 DIV RNOTICEMOZ7ONT A ZRRTEET,
FeEzE, L—RMODNZEREDFAICE. razorloca. BT ') Y D razorloca ZiBIRL . PropertiesiX

DRICRFTRDIC,
B Active Directory Users and Computers |- =
File Action View Help
CE A s I ERTE o SR -k
. Active Directory Users and Com|| Name Type Description
b Saved Queries | Builtin builtinDemain
4 |F fﬂ_ZD"-'?C Delegate Control-. ner Default container for up...
b [ Built 5 zational... Default container for do...
Com Find... .
b - Ch D . ner Default container for sec...
b (ad DO""! S e dFound  Default container for or...
> (& Fore Change Domain Controller... ner Default container for ma...
= :::m Raise domain functional level... ner Default location for stor...
E \ pr:n Operations Masters... ner Builtin system settings
- 9 ner Default container for up...
p (] Syste New b L
QuotaC... Quota specifications co...
| User All Tasks > .
p [ NTD : Fe
b ] TPM View ¥ ructurel...
Refresh
Export List...
Properties
Help
< m >
Opens the properties dialog box for the current selection.

4. BED properties®IBIRL .  Attribute Editor tab. #8 3R distinguishedName "B O TDZEI UYL,
viewe )Y OLET,

FLLWOA RONFHAE, DNZIE—LU TETFMCICBEY IR ENTEET,

COBITEE. )L— DN pc=razor, DC=locaZ S8R, EZXZ IE—L T, BTHEHATESD LS ICHRTE
LET., 7Y% ok String Attribute Editor7 4 > ROZETL, ok ZANT A ZHRTLET,




razor.local Properties (2] x ]

General | Managed By | Object | Security | Attribute Editor

Attributes:
Attribute Value A
defaultLocalPolicyObj... <not set>
description <not set> -
desktop Profile <not set> =
displayName <not set>

displayNamePrintable  <not set>
distinguishedName DC=razor,DC=local

domain PolicyObject <not set>

domainReplica <not set>

dSASignature { V1: Flags = 0x0; LatencySecs = 0; DsaGuic

dSCorePropagationD... 0 =()

eFSPolicy <not set>

extensionName <not set>

flags <not set>

forceLogoff (never) v
< m ]

View Fitter

Attribute: distinguishedName
Value:

Clear




LDAPS SSLALBAE I —hh O IE—

1. 7LAWHRIXDEDICAILET, mmecexe2 2 Y OL., ok, ATORIC, HAOHZRL
£,

& Run M

@ Type the name of & program, folder, document, or Internet
resgurce, and Windows wall open it for you,

gpgﬂ: MM C.ExE -...-J

[ ox || Cancel | Browse.. |

2. BE) 5 File> Add/Remove Snap-in.... XD R IR ss:

@ File | Action View Favorites Window Help

New

Open...

Save

Save As...

Add/Remove Snap-in...
Options...

1 C\Windows\system32\dsa

2 C:\Windows\system32\

3 C\Windows\system32\certmgr
4 C\Windows\system32\certsrv
Exit

There are no items to show in this view, Onsole RoO
Mare Actions

Enables you to add snap-ins to or remove them from the snap-in console.




3. [ERTEEBE AT Y T A4 ] T, Cetificates RIZ, AXDRIZRT LD IZ,

budd ar Remeve Snag-ins

You can sebct snap-ns for this console from thase avalable on your computer and configure the selected et of snap-ns. For

extensble snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snag-n Vendor ~ [ Conscle Root

[l Active Directory Do...  Microsoft Cor...
PBiF Active Directory Site.,. Micregoft Cor...
] Active Directory Use,,. Miosoft Cor.,..
= ActhveX Contral Microsoft Cor,..

: ALDG] Edit Microsoft Cor....
i Autharization Mansger  Micresoft Cor... T
Certificate Templates  Murosoft Cor...

i Certificates .
i Certification Authority  Microsoft Cor...
. Component Services  Micresoft Cor...
fc::rmmta'r-'.amqmn... Microsaft Cof...

Hbe'm:e Manager Mucrosaft Cor...
i Disk Management Mcresoftand..,
Wom - . o
Desiption:

Edit Extensions...

Bamove

Mave Lip

Miove Do

The Certificates snap-n alows you to brovize the contents of the certficate stores for yoursslf, a service, or a computer.

ok || cancel

4. 2R computer account JRIZ, Nt RDRICRT LD,




Certificates cnag-in

Thiz srizp-n will always manage cetificates for

RIZRTERDIZ. FinsnZSH,




Select Computer

Selact the computer you wart this snap-in to manage.
This snapn will always manage:
(®) Local computer he computer this conaole ks nunning on)

() Another computer: Browse.

[ ] Alow the selected computer to be changad when launching from the command line. Thiz
orfy appliea F you save the consala.

T e

5, 2T, ok,ATORIZ, HAOHlERLET,




Add ar Resswove Snap-ins >

You can sshact snap-ins for this console from those avalable on vour computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snap-ns: Selected snap-ns:
Snap-in Vendor [ | Conzcle Roat Edit Extensions. ..
| &ctive Directory Da...  Microsoft Cor... _ﬂlJCErhﬁEaE (Local Compuiter) [ —
— U ILEL
Bim Active Directory Site... Macragaft Cof...
] Active Directory Use... Mirosoft Cor...
= ActiveX Control Microsaft Cor... Mave Lin
2z ADS] Edit Microsoft Cor.., —
(4 Authorization Manager  Micresoft Cer... Ve LB
4| Cernficate Templates  Microsoft Cor...
I Certificates Microsoft Cor,..
il Cartification Authority  Microsoft Cor..
A Compoanent Services  Microgaft Cor...
& Computer Managem... Microsoft Cor...
Hﬁe'.m:e [anager Murosoft Cor..,
-;-[:islv:f'«'lunug:m:ﬂ'r Mcrosoftand.., Advenced...
Desciption:
Thea Cartificates snap-n alews you o brawee the contants of the cerbficate ctores for yeurself, a sarvos, ar a computer,

e

6. ZRFALET pPasonad 7 FINAEBIRL ., Certificaes®S B, LDAPTHEAET NBEHEE.
WindowsH—/NDFZEEEH RX 4 ZFQADN)ICH L TRITITHIHSEN BV ET, COH—
NIZE, RDOIDOFMAENF VARENATVET,

- CASEFAZE DORITHES KU FHITIT razor-WIN-E3SKFIQD6J7-CAZE S TR,
« BERTICEK > THRITE NCAIEHF supinfo-WIN-FNIVPIQUEHI-CAZ SR,
« IDEERE AN FITE NFE L = WIN-E3SKFIQD6J7.razor.local DY razor-WIN-E3SKFIQD6J7-CA & SRR o

CDREHA RTIE, FQDNIE WiN-E3sKFIQD6I7 razorlocal L 7= A2 T, HR¥ D2 D NDEEBE (X LDAP
SSLEIBAE L LTHEATRCEIETEEL A, IDIEHE O RITE WIN-E3SKFIQD6EI razor.local I
Windows Server CAH—E RICK > TEHBHHNICRITENAEEHEETT, FHERIEITDICIE.
BHEEATILIVYILET,

%II_I;



File Action View Favorites Window Help
Y G EREEY

[ Console Root Al Issued To = Issued By Expiration Date

4 (5} Certificates (Local Computer) £yl razor-WIN-E3SKFIQDBIT-CA razor-WIN-E3SKFIQDEIT-CA 3/22/2026

a 7] Persenal ¥ supinfo-WIN-FMIVPOQUEHS-CA  supinfo-WIN-FNJVPOQUEHO-CA  2/23/2025
L Certificates E;Jmn-sasxncznw.rmnlocal razor-WIN-E3SKFJQD6I7-CA 4/25/2023 |

3 u oot Certification Autho

b ] Enterprise Trust

b 1 Intermediate Certification Autho

p 21 Trusted Publishers

b 1 Untrusted Certificates

p (1 Third-Party Root Certification AL

b 1 Trusted People

t ] Client Authentication lssuers

p (1 Other People

b (| Remote Desktop

p [ Certificate Enroliment Requests

b [ Smart Card Trusted Roots

b 21 Trusted Devices

p 7] Web Hosting

< n

More Actions

Perscnal store contains 3 certificates.

7.LDAP SSLEIFAE L L THERATSICE, FIABFROBEHZF/T LLTVAHENBYET,
« HBERBELIEDNSY 72 T N 3BI& A" Windows Server®FQDNE —B L &£,
« SEBAE MEnhanced Key Usage 7 1 — )L RICH—/NFRRAREE L TW D,

DT Details R T &IV YL, Subject Alternative NameF QDN A" WIN-E3SKFIQD67.razor.locdl A IFEL £ T o



Certification Path

Value
%|Enhanced Key Usage Client Authentication (1.3.6.1....
| Application Policies [1]Application Certificate Polic...
5| subject Key Identifier 1b 34758 c43e ef 58 b 43 ...
55| Authority Key Identifier KeyID=cf83 92 a4 1400 e75...
gcm Distribution Points [1]CRL Distribution Point: Distr...
&l

Authority Information Access  [1]Authority Info Access: Acc...

Key Usage Digital Signature, Key Endpher...
Subject Alternative Name DNS Name=WIN-E3SKFJQD&]...

S Name=WIN-E3SKFIQD617.razor.local

DNS Name=RAZOR

Edit Properties...
Learn more about certificate details

JBH O Enhanced Key Usage,  Server Authentication A" ZFEL £ T



General | Details | Certification Path

Show: | <All>

Field Value

Certificate Template Inform... Template=LDAPoverSSL(1.3.6...
n3| Enhanced Key Usage Client Authentication (1.3.6.1....
Application Policies [1]Application Certificate Polic...

Subjectl(eyldenﬁﬁer 1b3475f8c43eefS8H 43...

i )| Authority Key Identifier KeyID=cf8392a4 1400 e75...
i | CRL Distribution Points [1]CRL Distribution Point: Distr...
Authority Information Access  [1]Authority Info Access: Acc...

|Key Usage Digital Signature, Key Encipher...

KDC Authentication (1.3.6. 1.5.2.3. 5}

Edit Properties...
Learn more about certificate details

8. CNAMEREE NS, CetificationPath X7 T, JL—NCAIBRETH 2 HF LU DFIHE & ER
L. ViewcCetificaeZ S 8B, XORICRITESIC, II—RNCAFEBHENHFMSIIHENBHEET

o



: Certificate [ x|
Certificotion Path

Certification path

] razor-WIN-E3SKFIQD6J7-CA |
+--{5] WIN-E3SKFIQD6J7.razor local

View Certificate

Certificate status:

’m‘s certificate is OK.

Learn more about certification paths

Certificate li’

General | Details | Certification Path |

| f§ Certificate Information

This certificate is intended for the following purpose(s):
» Allissuance policies

« All application policies

Issued to: razor-WIN-E35KFIQD6I7-CA

Issued by: razor-WIN-E3SKFIQDE17-CA

Valid from 3/22/2021 to 3/22/2026

Issuer Statement

Learn more about certificates

[ ]

[ ]

9. DT petdils 7 &EV YL, cCopytoFile XY N —%7 N D Certificate Export Wizard JL— NCA%

PEMEXTIVAR—KMLET,

23R Basebsencoded X502 7 7P A I FERELTHEALE T,




Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\Users\Administrator \Downloads'yoq
Export Keys No
Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)

10. XERFLEFTOHDTFANIT A ZZ2EAL T, X2 EOBRU LHRICHKMES I T
W3 I)—RNCAFIAE ZBRE X T,

PEMEAXDIIAEZRLET. BTEAIZLDICREFELET,

MIIDfTCCAMWgAWIBAgIQV4ymxtI3BI9IHNDL+1uYazANBgkghkiGOwOBAQUFADBRMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxFTATBgo
vcjEhRMB8GALUEAXMYcmF6b3ItVO10LUUZUOtGSTFENKko3LUNBMB4XDTIXMDMyMjEOMzMXNVoXDTI2MDMyMjEONDMXNVowUTEVMBMGCg!
BWxVvY2FsMRUWEWYKCZImiZPyLGQBGRYFcmF6b3IXITAfBgNVBAMTGHIhem9yLVdITi1FMINLRkpRRDZKNYy1DQTCCASIwDQYJKoZIhvc
CCAQoCggEBAL803nQ6xPpazjj+HBZYc+8fV++RXCG+cUnb1xwtX0B2G4UxZ3LRriwznjXaS02Rc3qVw41n0Az i Gs4ZMNM1X8UWeKuw1i 8!
9dkncZaGtQlcPmgcnCWunfTsaENKbgoKi4eXjpwwUSbEYwU30aiil/tp422ydy3Kg17Iqtls4XgpZmTezykWra7dUyXfkuESk6T1EQAV
CSKTQTRXYryy8dJrWjAF/n6A3VnS,/17Uhuj1x4CD20BkfQy6p5HPGXdc4GMTTNDZUL460t61meBXPHFOIJehh+tZk3bxpox TDXECAWE
DAgGGMA8GA1UdEWEB /wQFMAMBAf8wHQYDVROOBBYEFM+DkqQUAOdY379NnViaMIJAVTZIMBAGCSsGAQQBgjcVAQQDAgEAMAOGCSqGSI
AA4IBAQCiSm5U7U6Y7zXdx+d1eld0QmGgKayAAuYAD+MWNwC4ANzFD8Yr7Bn06f/VnF6VGYPXa+Dvs7VLZewMNkp31+VQpkBCKdhAV6q
4sMZFfbVrG1Rz7twWY36J5G5vhNUhzZIN20Lw6wtHg2S08X1vpTS5fAnyCZgSK3VPKFXnn1HLp7UHS5/SWN2JbPL15 r+wCW84b8nrylb
GuDsepY7/u2uWfy/vpTligeok2DH6HFfOET3sE+7rsIAY+ofOkWW5gNwQ4hOwv4Goqj+YQRAXXi20ZyT1tHR1dfUUbwVENSFQtDnFA7X



LDAPH—/NOO—HINZ DV ARNTICEBOIRAEN 1A=L hTW\WDiE
& (A7>ar)

1.LDAPSTHERA TE B IDAIAENf EHH IR T, FHENBDIDFFHEEEBE, L&
LDAPSH—NADOT I9EAN B WVBEETE, FIDTEFTENENTYRFYTFvAHSI)IL—b
CAZHHBTAHERAIBET T,

2. LDAPH—/X— (ADDS KX/ >V RNO—5—K&E ) OO—H)AVE1—X—DIFHER
R7IZ, B—N—FRAICEMNBZIAEN EHRH25EE. LDAPSESICRIOIEBAENFHENT
WBTREMAHYET, COLSBRAEBEORENDHEAREE., O—NILIEI—XOEREEAN
THSTERIMBAEZ INTHIBRL, Y—/N\REEICBMBPEZ1ODEFRIFTIZB LTI,

L, BROIAENBET, 2B EE1EDOWindows Server 2008 LDAPH—/NZFTBEL T
WBEVSELHLBEHRNHDHEE. LDAPE(S (CActive Directory RX o > H—E &
(NTDS\Personal)fEEFAE AN T ZHEATEE T,

ROFIETIE., LDAPSHBDIIRAEZ RXA/ > MO—Z—0O—A) I E1—X—0fiH
£ A N7 H 5 Active Directory RX 4 > H—E AN H—E ADFEAE A M 7 (NTDS\Personal)lc T
DAR—NTBHFEZRLET,

« Active Directoryy —/YXOMMCIO> YV —)LIZBEL ., FileZEIRL T, AddRemovesnapinZ S8R

o
o 1) Y% cetificaes IRIZ, AddZ SR,
c A Certificaiessnap—in,igﬁ Computer account XA, Next’d-:’j}ﬁﬁo

o A > Sdect Computer,JZ3R Loca computer 2 I U Y O L., okZEDVY DL, Fnsh®SB, €42 Addor
RemoveSnap-ins® )Y O L., ok&ESH,

e H—N\REEICERITIIEHEEN BN TVWAR O E1I—2NFAEETI Y- T,
cettificae® 7)Y I L., AlTaksZ®E TV IL. exportZESH,



File Action View Favorites Window Help
e 2@ &G X0 BE

] Console Root

Issued To = Issued By Expiration Date

4 [l Centificates (Local Computer) o) razor-WIN-E3SKFIQDEIT-CA razor-WIN-E3SKFJQDEIT-CA 3/22/2026
a (7] Personal ;) supinfo-WIN-FNJVPSQUEHS-CA  supinfo-WIN-FNJVPOQUEHS-CA  2/23/2025
[ Certificates # WIN-E3SKFIQDE)T razor.local razor-WIN-E3SKFJOQDE ol
b ] Trusted Root Certification Autho
b ] Enterprise Trust
b | Intermediate Certification Autho
b ] Trusted Publishers Request Certificate with New Key...

b ] Untrusted Certificates Renew Certificate with New Key...
b | Third-Party Root Certification Au =

b [ Trusted People | Manage Private Keys...

b ] Client Authentication lssuers Advanced Operations
b -] Other People Export...

b | Remote Desktop

p ] Certificate Enroliment Requests
b (] Smart Card Trusted Roots

b | Trusted Devices

p (] Web Hosting
< m

Export a certificate

o« SIBHER pix 74— Y MIDOVWTWR., UBOEIS a3 #5BLTLKES), TilAE%R
TOARAR—RNTBDHEICLODVTR., COREEZESHBLTLKEETY, pommehH SN T #—<X
YN

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118339-technote-
wsa-00.html I 7 I EALTLEE W,

* EIEHEEU)I77\7R— |\7§‘“5+ET Lies, Add/Remove Snap-in E|'f‘_|' . MMCconsoIe’E’.%kﬁﬁo AR/
Certificates JX ", Add’Z SRR,

o 1BIR serviceaccount JXIZ. NextZE SR,

This snap-n will always manage certificates for:
(O My user account

(® Service account
() Computer account

« M sdect Computer XA FOATRY VA, #IR Loca computer T 1) Y VLT NextZES R,

* 12?){ Active Directory Domain Services s . Finish& %E,“ °


https://www.cisco.com/c/ja_jp/support/docs/security/web-security-appliance/118339-technote-wsa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/web-security-appliance/118339-technote-wsa-00.html

Select a service account to manage on the local computer.

Service account:
Active Directory Certificate Services
B ory Uoma
Active Directory Web Services
AD FS Windows Service
Application Expenence
Application Host Helper Service
Application Identity
Application Information
Application Layer Gateway Service
Application Management
ASP NET State Service
Background Intelligent Transfer Service
Background Tasks Infrastructure Service
Base Filtering Enagine

o XD AddRemoveSnap-ins XA FOATRY VD RA&ERHE, okESH,
+ HEGR Certificates- Services (Active Directory Domain Services) JX b, NTDS\Persona & B8,

« HUVY YU NTDSParsondZE V)Y O L, AlTasks®E V)Y IL, impotE SR,

@ File Action View Favorites Window Help

e zn(@ 0| 6

] Console Root Object Type
b G Certificates (Local Computer) [ Certificates
4 () Centificates - Sem:e (Active Dlrectcryq el
p [ NTPen More Actions
p O NT Find C!lllf' cates... ‘
p EINT ANTasks » Find Certificates...
b R Ny vl
b B NT iew mport...
p 5] NT _NNW'—“de“’m Here Advanced Operations »
> E N7 New Taskpad View...
pENT
[ :j NT Refresh
Export List...
Help

< n >

Add a certificate to a store




o XM Certificate Import Wizard & D < T [HH T,

c MVKR—KNTBT7AI]EET,
FANERLET,

« OpenlEE T, Personal Information

Next’® S B8,

BroweeZ® 7)Y OL., BLBIICTOAR—RNU =SERRE Y

Exchange(*pix, *p12)Z2 77 4L XA 7 &L TEIRRL,

T77ANATLAZTET—MLT, UEIICIVAR—KNUERIAEZR DT ET, RIC,

TOMREEZIIYILET,

T

Open

(&) « 4 |[E » Libraries » Documents

Organize *  New folder

- Favorites —

B Desktop
& Downloads

_};'; Idapcert
= Recent places
4 Libraries
| Documents
&' Music
b= Pictures
B videos

M Computer

'Eii MNetwork

o

Search Documents

Date modified

4/25/2022 12:01 Personal Informati... 5KB

Personal Information Exchange v |

File name: | Idapcert
[ Open l [ Cancel ‘
« D197 open RIC. NextZESHR,
« INAD—RIBEEAT, 77AINICEELENAD—RZAHDL, netZZHR,

« Certificate Store/R—=> T, Place all certificates " ZBIRE hTW3 Z & 2R L. Certificate

StoreZz A B £,

NTDS\Persona



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
NTDS\Personal

Learn more about certificate stores

* R®D Certificate Import Wizard 52 ¥ DEIE T, Finish® S8, 41V R— M RBILECEZRT XY
T—IONRRENET, JUY T kBESHR, SEAENMRAEANTICAVR—NENED
EEWRETEET, NTDSPesond 2S5 B,



& Consolel - [Console Root\Certificates - Service (Active Directory Domain Services) on Local Computer\NTDS\Personal\Certificates] | .= | 2 [HIEEHN

@ File Action View Favorites Window Help -|&|x
| Console Root [ lssued To L | Issued By [ Expiration Date ] Actions
b G Certificates (Local Computer) [ razor-WIN-E3SKFIQD6I7-CA razor-WIN-E3SKFJQDEI7-CA 3/22/2026 Certificates "

4 [V Certificates - Service (Active Directory D) | SRl RE T (GO0 IR L Al ] razor-WIN-E3SKFIQD6IT-CA 4/25/2023
More Actions »

4 | NTDS\Personal
| Certificates

b | NTDS\Trusted Root Certification Au WIN-E35KFJQD6)7.razor.local  +
b (] NTDS\Enterprise Trust More Actions

b (1 NTDS\Intermediate Certification Au
p =] NTDS\Trusted Publishers

b ] NTDS\Untrusted Certificates
(3
I+
B

| NTDS\Third-Party Root Certificatior
| NTDS\Trusted People
| NTDS\Client Authentication |ssuers

{ m > £ m b

NTDS\Personal store contains 2 certificates.

FMCOEXE
SAt ADTESR

AnyConnecti  EZ B AT B ICIE, FIDFAN—KNFA AP —NICEFRE ., BW&Plus,
Apex, VPN ONlyZ A 2 AN TFNA AICHAENTVRIHBENHYET,

LILLADEE

1. BEIIL system > integration® S BB BENFE ReamsZ® V7)Y VL. AddReamRXDERIZRT KD,

Help v admin v

Configuration  Users  Domains w Updates  Licenses*  Logging »  Healhw ' Monitoring v Tools »

Overview  Analysis Policies D Jbjects  AMP  Intelligence

Cloud Services @ Tdantity Saurces High Availability aStraamer Host Input Cliant Smnrt Software Mansger On-Prém

T reaim Sequences  Sync Results :
—

Hame = Description Type Bomain AD Primary Domaln Base BH Stake

2. LDAPIZ B8 L TMicrosofth —/N\ASIREL EBEHRICEIVT, RREhTWB 71 =)L RIC
ABLET, TORIIC, LDAPsH—E ARIAEICESR L 2)L— NCARERAE ZWindows
Server® Objects> PKI > Trusted CAs > Add Trused CAE S BB L T & L\, C N Directory Server
Configuration E*gibijo 5':'57 bf:5\ OKE§,\\ °



Edit Trusted Cenrtificate Authority

Namie:

LDAPS-ROOT-CERT

Subject:
Common Name: razor-WIN-E3SKFIODEIT-CA
Ovganization:
Owganization Unit:

Issuer:
Commaon Name: razor-WIN-E3SKFIQDEJT-CA
Ceganization:
Organization Unit:

Mot Valid Before:
Mar 22 14:33:15 2021 GMT

Mot Valid After:

[ Install Genificate ]




Add New Realm [ 7 4

MName* Description
LDAP-Server
Type

LDAP
Directory Username* Directory Password*
Administrator@razor.local sessnssesn
Base DN* Group DN*
DC=razor,DC=local DC=razor,DC=local

Directory Server Configuration
A WIN-E3SKFIQD6]/.razor.local: 636

Hostname/IP Address* Port*
WIN-E3SKFJQD6EJ7 razor.local 636
Encryption CA Certificate*
LDAPS LDAPS-ROOT-CERT +

Interface used to connect to Directory server o
(@ Resolve via route lookup

() Choose an interface

Test

Add another directory

3. VYU 1t FMCH, BIOFIETEELETALINIOI—HFEBENAT—RTEEICN
AVRTEBDCELEEBRALET, ChSOTANE, FIDICEREENEIL—T 1 T AgEx
A4>B2—7I4X (inside, outside, dmz% & ) M1DTIEA&<, FMCHh SHBEhD o
BEESRI (FEEXB) LTE, AnyConnect LDAPRREEERAFTDD I —FT 4 > 1



BEBAVEZ—TIAADIDOHNSHKBRENSD S, AnyConnectiREICRILERNBESND
tRRRIAENELEA,

Add Directory @ X

Hostname/IP Address* Port*
WIN-E3SKFJQD6J7.razor.loc 636

Encryption CA Certificate*

LDAPS | | LDAPS-ROOT-CERT ’-l—

Interface used to connect to Directory server o
@ Resolve via route lookup

O Choose an interface

Default: Management/Diagnostic Interface v

@ Test connection succeeded

[ Cancel J[ OK J

4. FLWLILLAZBMICLEXT,

Configuration  Wsars  Domains  Integration  Updates  Liconses®  Legging ™ Hesthw  Monltoringw  Tooks v

Coemgacs Roakws || Add Realm

Base BN State
Giabal - Enabled AR
Glabal ciscoll.com OU=lisers, 00 = CISCO,DC=cisco01, DC=com o Enabied + 7%

Ilmp-f.emr Glaba! razne lozal DCsrazor,DCslocal & Enabled * %y

INAD— REE A OAnyConnectD & E

1. AnyConnect DFIHIERENHE . BFOER7O7 7/ I Z2EIRTSZH. HLVERTO
774N EERLET., Tk, O—AIIRIAIICIYYE> T E Nz TAnyConnect-AD
EVSEFOBREFEOEGR7O77AIILFERAENET,



imm_mwwm-mwmmmmm

AnyConnect e [0 concut |
Enter Description
Policy Assignments (1}
Locad Bedim: a3 Dynaemic Acoess Policy: Homicin
[ connaction profie LY
[+]
[T —— uthentication: iy DMGephosicy 78
Aythorization:
Accounting:
Aptsnnget Authantication: Rt (RADIUS) iy DMGepheey 78
Authorization:  Rades (RAGIUS)
Accouniing: M
|m-¢c Authanticstion: LOCAL iy AsrCsnnest Group: 28 |
Authorization:
Azcsning!

2EBE7O77A4LEREL, BIOFIETHREL £FH LU WVWLDAPHY—NZEH7O7714ILD

AAARREDTICNYEYTILEY, BETLES,

Edit Connection Profile

swveZV )Y IULET,

Connection Profie:* [m-camm

Group Policy:* | AnyConnect-Group

£ Goou Pdey
Cliant Address Assignmant Als Aliases

Authentication

Authentication Method: [ AAA Only

] Fallback to LOCAL Authentication

| Use secondary authentication
Authorization

Server: | Use same

server v

] Allow connection only if ser axists in suthorization database

Configuro LDAP Anriute Map
Accounting

v Advanced Settings
(| Suip Realm from usemame

3.NAD—REBEZHRIZ TS AAA > Advanced Settings

REZREFELET,



Device Manbgement  Devite Upgrade HAT VPN » Remote Access QoS Platform Settings FlaxConfig Cedtificstes

AnyConnect ! | © cances |
Erter Description
Policy Assignmes (1)
Local Realm: gz Dyramic Access Policy: Hgstscan

Edi ot i
[PREEEPN S T Access Interfaces  Advanced Edit Connection Profile

Conmection Profle:® | AnpConaect-AD

Gt Policy:® AeryConmect-Groue v @

il Client Address Assignment m Aliases «a

LDWP-Server (AD) >
Faliback to LOCAL Authentication
Use secondary authentication

Authorization

Authorization Senver: —_ . -
=
- Al caneection caly I user exists in authorization database 8
Configure LDAP Attrizete Hap
Accourtting
Accounting Server: -

= Advanced Settings
Strip Resim from ussmame

Strip Grou from usemame

Eribls Password Manbgamant
& g |1 987 prior to passurd expiration

Nty user on the dry of pussword Expination

Save Cancal

=355

1. IXNTORENTT LIS, poploy REZDVVY ILET,

Analysis Policles JBRNIIEE Objects  AMP  Intelligence

2 BAENTVWAFTIDREDEICHDTFIVIRY IARAZII)Y I, Doy XDEICTRT &
S,

Analysks  Policles Devices Objects AMP  Intelligence T System  Help v admin v

Deplayment  Deplayment History

1 device selected

T
Davica Maodified by Imspact Interrupticn Ty Group Last Daploy Tima Pravisw Status

Final Configuration
chik, AL ERICFTD CLICRTENBRETT,
AAA BRE

<tfroot>

> show runni ng-confi g aaa-server

aaa-server LDAP-Server protocol T1dap

<--e--- aaa-server group configured for

LDAPs



max-failed-attempts 4
realm-id 8

aaa-server LDAP-Server host WIN-E3SKFJQD6]7.razor.local

Cmmmmmm-- LDAPs Server to which the queries are sent

server-port 636

Tdap-base-dn DC=razor,DC=Tocal
Tdap-group-base-dn DC=razor,DC=local
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #%%%%*
Tdap-Togin-dn *****@razor.local
Tdap-over-ss1 enable

server-type microsoft

) 1 e}

AnyConnect® &x E

<tfroot>

> show runni ng-confi g webvpn

webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.01075-webdeploy-k9.pkg 1 regex "Windows"
anyconnect profiles FTD-Client-Prof disk0:/csm/ftd.xml
anyconnect enable
tunnel-group-1list enable
cache
no disable

error-recovery disable



> show runni ng-config tunnel - group

tunnel-group AnyConnect-AD type remote-access
tunnel-group AnyConnect-AD general-attributes

address-pool Pool-1

aut henti cati on-server-group LDAP-Server S LDAPs Ser ve

default-group-policy AnyConnect-Group

passwor d- managenment passwor d- expi re-in-days 1 S Passwor d- managenent

tunnel-group AnyConnect-AD webvpn-attributes

group-alias Dev enable

> show runni ng-confi g group-policy AnyConnect- G oup

group-policy
AnyConnect - G oup
internal

S Group-Policy configuration that is mapped once the user is authenticated

group-policy AnyConnect-Group attributes
vpn-simultaneous-logins 3
vpn-idle-timeout 35791394
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel - prot ocol ikev2 ssl-client S Pr ot ocol

split-tunnel-policy tunnelspecified

split-tunnel-network-1ist value Remote-Access-Allow



default-dom
split-dns n
split-tunne
client-bypa
vlan none
address-poo
webvpn
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

anyconnect

ain none
one
1-all-dns disable

ss-protocol disable

1s none

ss1 dtls enable

mtu 1406

firewall-rule client-interface public none
firewall-rule client-interface private none
ss1 keepalive 20

ss1 rekey time none

ss1 rekey method none

dpd-interval client 30

dpd-interval gateway 30

ss1 compression none

dtls compression none

modules value none

profiles value FTD-Client-Prof type user
ask none default anyconnect

ss1 df-bit-ignore disable

> show runni ng-confi g ssl

ss1 trust-point ID-New-Cert Outside

FTD I D-cert trustpoint nane mapped to the outside interface on whi ch AnyConnect Connections



e
AnyConnectlZ##H L, 1—YEHEONATD—REBTOLAZHERTS

1.BETIEETO77AMIANOEZEEBALET, HOT A VBIC, NAD—ROBEMHR
AYNTVWELEOUEIO/N AT — RA Microsoft Serverlc & 2 TIEBEh ., NAT—REZ
BET2ULENHDEHMENDE, NAT—ROZEEZRHDIAY =N I —H—ICKRRESHh
x99,

& Cinco AryConmect | FTD-Hestnaene

roups Dev

Userrame: | pdsen

Pagw Paggregrd: [I
Werify Password:

Passwird change redquined, you must enter & new
padsvnied with & minemum length of 7 to contrue,

2. I—HAOYAVADHLWSAT—REANTDE, EEFERICEIENET,

’ﬁv Cisco AnyConnect Secure Mobility Client — X

Disconnect

Ip".r'4

1* IO Ll




3.FTIDCLITA—H#ELKZHRELET,

<{froot>

FTD_2# sh vpn-sessi ondb anyconnect

Session Type: AnyConnect

User nane admin
Index 1 7
S Usernane, | P address assigned information of the client
Assigned I P 10. 1. x. X
Public IP : 10.106.xx.xx
Protocol

AnyConnect - Parent SSL- Tunnel DTLS- Tunne

License
Encryption
Hashing

Bytes Tx

G oup Policy :

Login Time
Duration
Inactivity

VLAN Mapping

Audt Sess ID :

Security Grp :

: AnyConnect Premium

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:

: 16316 Bytes Rx : 2109

AnyConnect - G oup Tunnel G oup : AnyConnect - AD

1 13:22:24 UTC Mon Apr 25 2022
: Oh:00m:51s
: Oh:00m:00s

: N/A VLAN : none

0ac5e0fa000070006266a090

none Tunnel Zone : O

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256

(1)SHA384



NZ7Ia1—h
FINv T

SOFNYIR, NAD—REBLEEIIBBEBERNT TN 1—F10IF2LHIC. &
CLI(debug Idap 255) TR{TTE £ T,

NAD—REEBOT/NY T DERIT

<ffroot>

[24] Session Start
[24] New request Session, context 0x0000148f3c271830, reqType = Authentication
[24] Fiber started

[24] Creating LDAP context with uri=ldaps://10.106.71.234:636

[24] Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

[24] supportedLDAPVersion: value = 3

[24] supportedLDAPVersion: value = 2
[24] Binding as *****@razor.local
[24] Performing Simple authentication for *****@razor.local to 10.106.71.234

[24] LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

[24] User DN = [CN=admin,CN=Users,DC=razor,DC=local]

[24] Talking to Active Directory server 10.106.71.234

[ 24] Readi ng password policy for admin, dn: CN=adm n, CN=User s, DC=r azor, DC=| oca

[24] Read bad password count 3

[24] Binding as adnin



[ 24]

[ 24]

[24]

[ 24]

[ 24]

[24]

[24]

[25]
[25]
[25]

[25]

[ 25]

[25]
[25]
[25]
[25]

[25]

[25]

[25]

[ 25]

Perform ng Sinple authentication for adnmn to 10.106.71. 234

Sinpl e authentication for adm n returned code (49) Invalid credentials

Message (admin): 80090308: LdapErr: DSID-0C0903C5, comment: AcceptSecurityContext error, data 773,

Checki ng password policy

New password is required for admin

Fiber exit Tx=622 bytes Rx=2771 bytes, status=-1

Session End

Session Start
New request Session, context 0x0000148f3c271830, reqType = Modify Password
Fiber started

Creating LDAP context with uri=ldaps://10.106.71.234:636

Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

I
w

supportedLDAPVersion: value

supportedLDAPVersion: value = 2

Binding as *****@razor.local
Performing Simple authentication for *****@razor.local to 10.106.71.234
LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

User DN = [CN=admin,CN=Users,DC=razor,DC=Tocal]

Talking to Active Directory server 10.106.71.234

Readi ng password policy for admn, dn:CN=adm n, CN=User s, DC=r azor, DC=| oca



[25]

[25]

[25]

[25]

[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]

[25]

Read bad password count 3

Change Password for admin successfully converted old password to uni code

Change Password for admin successfully converted new password to uni code

Password for adnmin successfully changed

Retrieved User Attributes:
objectClass: value = top
objectClass: value = person
objectClass: value = organizationalPerson

objectClass: value

user

cn: value = admin

givenName: value = admin

distinguishedName: value = CN=admin,CN=Users,DC=razor,DC=local
instanceType: value = 4

whenCreated: value 20201029053516.0Z

20220426032127.0Z

whenChanged: value

displayName: value = admin

uSNCreated: value = 16710
uSNChanged: value = 98431

name: value = admin

objectGUID: value = ..0.].LH..... 9.4

userAccountControl: value = 512
badPwdCount: value = 3

codePage: value = 0

countryCode: value = 0

badPasswordTime: value = 132610388348662803

TastLogoff: value = 0



[25] TastLogon: value = 132484577284881837

[25] pwdLastSet: value = 0

[25] primaryGroupID: value = 513
[25] objectSid: value = ................ 7Z|....RQ...
[25] accountExpires: value = 9223372036854775807

[25] TogonCount: value = 0
[25] sAMAccountName: value = admin

[25] sAMAccountType: value 805306368

[25] userPrincipalName: value = ******@razor.local
[25] objectCategory: value = CN=Person,CN=Schema,(CN=Configuration,DC=razor,DC=Tocal

[25] dSCorePropagationData: value 20220425125800.0Z

[25] dSCorePropagationData: value 20201029053516.0Z

[25] dSCorePropagationData: value 16010101000000.0Z
[25] TlastLogonTimestamp: value = 132953506361126701
[25] msDS-SupportedEncryptionTypes: value = 0

[25] uid: value = ******@razor.local

[25] Fiber exit Tx=714 bytes Rx=2683 bytes, status=1

[25] Session End

NAD—REEBFRICHRETS BRI S—

BE, 1—9—"HLWNAT—RZADTSBEICMicrosoft Serverlc & 2 TEREE N iZ/NAT—
RRUS—HFErEnEVEE, BREKTL, "NAD—RAINAT—RARIS—OEHZRE
ELTVEREBAL EVSTIT—HNRRENET, LEN 2T, #ILLVW/INAD— RAMicrosoft
ServerCREENTWALDAPORI S —&HELTVWD L ZHRELET,



Carmot complete password change because the password does rot meet the
pasgword pobty requnements. Chedk the mirimum passward length, password
complesety, and password hetory requinements.

Cannot complate password changs bacss the passwrd
does not meet the passwond policy requirements. Chedk

Cisco AnyConnect

Cannot complete pacsword change becaute the pastword
does not meet the password policy requinements. Check the
minsmyum password lengeh, parsword complexty, and
password history requirements.




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



