Secure Endpoint Private Cloud 3.xEABED 1 > A
N—=ILICHAEZRIABTOERR B

&

=8
Ml

2t
il

B
i
FHITZ I R—F b
HE58
SFFRE D ERK
WindowsH—/\TOIEBAE O 4 X
A E B R ER(CSR)DAERK
CSRZCAICIEEL ., FIFAEZERTS
WMEFXF—DT YU AR— b EPEMERANDZEHR
Linuxb —/NTOFIBRED AR (BBBSSLTF I Y T IFER )
B2ERIL—BFCADER
BH—EAQIIAEZERKT S
WEXF—DERK
CSR M4
AFEAE O 4 X
Linuxb—/NTOFIFRED4ER (BBBSSLFI Y INFEX )
B2ERIL—BFCADER
BH—ERAQIIAEZEKT S
Extensions Configuration7 7 4 )L Z ¥R L TR L £ 9 (extensions.cnf).
WMBEF—DER
CSR MDA
AFFRE DA K
Secure Console Private Cloud\ D SEEAE DB

e
K731 —h

B=

O RFI1 X NTIE, Secure Console Private CloudZ ¥4 A RN=IT2 0Ty 70—
RIZDUENHDIMAEZERTD7OCA, FEREFAVARMN=IILENTVWSIAHEEY—EA%
EHITAHA7O0CLAICODVTEHRALET,

BIRRAF
B

CORFIXVNOERE. ROVIRIITEN—RIITON-23VICETVTVET,




- Windows Server 2008

- CentOS 7/8

. Secure Console Virtual Private Cloud 3.0.2 ( LA )
- OpenSSL 1.1.1

142 R R D e 7
ROEECEI MBI 5B N HBENET,

- Windows Server 2008 ( LA )

- Secure Console Private Cloud® 1 > A k=)L

cRREAF—A T ZANTZOTF Y

- OpenSSL

- Linux CLI

CORFIAIXNOBERIEF.,. BENDTAREICHDT/NAAICESVWTERENhELE, COR
FAXRNTERAIZINTOT/NA AR, 18 (FT7 2K Eﬁid)btﬂ%‘biillb'(b\iﬁ
o BEBHINDRY ND—ITRE, BAXNVRICK>TRCHDAREMNI HIEEE TR L TL
ZEV,

HRELHA

Secure Console Private Cloud 3.XDEAIZHEV, ROP—EADITNTIZKRARNZ ERIAE/F—
DRTHFBEIZEY)ET,

- BEAR—Z)

- B3EE ( Private Cloud 3.XM #T#&EE )

- Secure Console

- Disposition Server

- Disposition Server — #i587°"0O0 N 1)L

- BEEFY—EX

- Firepower Management Center

CORFIXVINTR, DELSAAEZHEICERLTTYTO—RTBZHFEICODVTHALE
T, HHBORVD—ICH>T, N2 aT7INdVXL, F—HAABEDENTX—RZHARE
zf:g%it CNSDIERBEERTEIXNZAALN, CCTHATIARE —HLAKWVE

BE RCRITFIEEK., CAH—NNDOEREICE > TERDBEEN HVYET, BIRL =CAH—
NAFTTIC7AOED I = Jdch, RENTTLTVWBRCENBEENET, XOTIZH
I/ —KT, FIHEZERTHHDAKZFHBEL TVWET, Cisco TACKK, FSEFAZEDAERKIC
EETZHEY, HOoWI2EHEOCAH—NOBABONS /L1 —F1 2T ICEEELT
WEEA,

SEEA R DIER
WindowsH—/\ T DO REEA & 0 4 B

RDOEZEE A Windows Serverlc A VAR—=J)Lehn, BRENTVWDEZBRELTIEETL,



. Active DirectoryiEFAREH —E X

. S85F/5 (CA)

. REBAMBEWeb & 8%
AT A VL ARA

. AEEAE O EFEWebH—E XA

- FERAEDOEFR S —Webt—E A
. Active Directory RX 1 > —E A

- DNS Servers

. Web¥—/X(IS)

1. Active Directory Certificate Services
(i) Active Directory Domain Services
DS Server
File Services
(i) Web Server (II5)

REEA M| ER(CSR)DERK

ATYZ1:MMCOYVY—=)LICBEL, ROFRICRILSIC, AVEI—XTHIU2 NOIIHE
AFYTA=#EBMLET,

Aded or BEmsDVE M ik Ed

Yious can select orag-ns for fhis console from Shose avalsble on your compafer and configure S selected set of mepre. For
Exhenbie SRap-ns, you can condigure wiich exbrmcns ane enabied
Ervinlalbhe Brug-r Sebputed Bnag-arac

Cruagn erader - Carenabe L oen Edit Extermand. .. |
BB Asten Drectery Do, Mireolt Car., ClCersheates fuocal Computer)

i Actier Drectory Site.., Mirosof Cer., Fobscrot |
2 Activs Directory Upe,.,  Mirosof Gar.,

- st Corsrol Microanft Cor., |
2 sl B Mirosnft Car., |
gﬁu:’mwf‘-‘w Meroanf Cor., i

| Certdenie Tempintes  Moanft Cor.. Add = I

! Meresalt Car..

LarCertibonreem Autherity  Maredalt Cor.

. Companenl Corited  Maiads i g

,t:m’!rrﬁm—.... Mhcrcdnft Cor.,

lzal.’.‘-'r-'i:eﬂ-:l'ugr Merganf Cor,,

= vk, Managemerd Micrognft andl..,

L. S Mcrosaft Cor... 2 Adanced...
Deeseripion: _

Thee Certficates snap-n alloss you b browse T conberds of the osificate stores for yourself, & service, or & comgaster.

[ e ]|  concn |

AT Y 7 2 : [Certificates (Local Computer)] > [Personal] > [Certificates] DJEIC RUIILZ D L&
9.

ATY T 3 BEAR—AEF VY IL, [TXTOXAY (Al Tasks)] > [ E & #R{E(Advanced
Operations)] > [N A& AER D4R (Create Custom Request)|ZiBIR L £7,



Request ew Cartcte..

Refresh

Export List... Advanced Operabions Create Custom Reguest. ..
View

Arrange Icons

Ling up Icons

Hedp

AT Y7 4 : [Enrollment]V 1 > KU T[Next] ZBIRLE T,

B Ceridiate Fnrollnsend

_. Certificate Enroliment

Before You Begn

The following shaps will Feslp pou inetall carbScabes, which are dioial cradientish usad o cormect (o winslass nebworks,
prodect conbent, establsh identity, and do ofher sequrity related tacks.

Before requesing a cerdficate, wverify the folowing:

Tims Compuler i connecbed o the fetreark
o Bl credentall thial can be uied to verify your right to obian the certificate

Lesrn mare sbout thathl fertificates

[[teon | comc |

ATYT 5 SEAENEFRS —&BIRL ., [Next] ZBIRLET,



B eridicate Farellment

M= =
| Certificate Enrollment

Select Certificate [nrollment Polscy

Cerbficate sryolment polcy enables anrolment for certificates based on predefined certificate templates. Ceraficate
ervolimeent polcy may siresdy be configured for you

Configured by your admanistrabor

Configured by you
Custom Reguest
Procead vatout envoliment poboy

Aod Mew

Leawmi move: about gertificate ennolment poboy

FIE6: 77 L—KELT[Web Server] #3&IRL ., [Next] Z2:BIRLET,

W Cerishicate Fnrollment

_s Certificabe Enrollment

Custom request
iCherse an opition from the kst below and configune the certificats opors as reguired.

Tenplale:

[T Suppress defpilt exvtensons

Reguest foemal: 67 BCS 210

(s

MNadi: Ky andhn/al i Aol valdalle for SoSBanbed hiaded on B Sublom St ERCRLE fequisit, Enen when Bl oplien i
specfed n the cerbficate templabe,

Learm more: about i reguest

[oe ] e |

FIE7: "WebH—/N\— TUTL—RMNELKEREh, BRICEATEZHEE. FAT
el AT —RANRRENET, DetailsZiBIRL T, PropertiesZzBBEL £,



M Certidficate [nroliment M=IE
o Cerificate Enrollment

Certificake Information

Chck st B0 uohe Bt apbions alneadly selecied h”m.'ﬂ chick Doy bo cuioemine B farSSenbe neguesh,
| e isck: Mext.

Active Dircetory Enroliment Policy

¥ Web Server ) STATUS: Avadatie Doty ()
T Federaanid GpSard degonbe the uied and wabdily perisd that agdly 1o el Type of oerihoate:
iy e Cegital signabure

Wy Enopherment
Apphen bom poboied:  Server AlhenBonben

Wakdrty period {days): 730

FHHIHHHI

Liarrs mmore nbout cerificateg

[ ret | conew |

ATYVT8: i<t CNEMHEDNSEMZEMLET, BYOBMEK., EF1UFT 1 EHIZ
H-oTEMNMTEET,

Certificate Properties Ed

s Subject I'EEI'IHH] Extensions | Private Key |

The subject of a certificate is the user or computer to whidh the certificate is issued, You can
enter nformation about the types of subject name and alternative name values that can be used
in & certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: N =amp-vp<, G500.Com

ICW e j Add =

Value:

I < REmave
Alternative name:

Type:

N RSO CEHT

[ores El

Value:

I Add = |

< Remave |
Leann mare about subject name
ok | cancd | acoly

ATY 7 9: BEIZIEU T, [General] 27 ® T IZ[Friendly Name]Z ABL £ ¥,



AT Y7 10 : [Private Key] ® 7 %8R L, [Key Options] 27 3 3 > T[Make private key
exportable] ZBEMICL TVWD & &2BERLET,

oA Subject | General | Extensions  Private Key |
Cryptographic Service Provider g

Ky opticns
Set the key length and export options for the private bey,

Key size: I 48 ;I

W Make private key exportable

I Alow private key to be archived

I strong private key protection

Ky bype i

K&y mermsions i3

Learn mare about private key

oK cancel | Aoy

ATY 7T 1MB#IC, [OK] ZiBIRLET., ZhiZ&kV), [Certificate Enrollment]® 4 7O A" KRR
Eh, [Next)] ZBIRTEDELSICBYET,

ATY T 12BBRAICCAY—NICEBENDreq7 7ML ERIFTBEMESRLET,
CSRZECAICIREL, AIPWELERTS

ATYT1: ROELSIZMS ADFEFAZEH —E AWebR—Z IZB B L. [Request a Certificate] % i#
RULET,



Microsoft Active Directory Certificate Services - bgl-amp-AD-CA

Welcome

Use this Web site to request a certificate for your Web brov
request, perform other security tasks.

You can also use this Web site to download a cerificate au

For more information about Active Directory Certificate Ser

Select a task:
Reuuest a certificate

annlnad a CA cemflcate cemftcate chaln or CRL

AT Y 7 2 : [advanced certificate request] ) > I T&IBIRL £ 9,

Microsoft Active Directory Certificate Senices -- bgl-amp-AD-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

AT Y 7 3 : [Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or
submit a renewal request by using a base-64-encoded PKCS #7 file] Zi#IRL £ 9,

ATV 4 BHEICREL Ereq7 74 IL(CSRODNAZ XERTHEE T, ABZZIE—L T,
C CAZBEY) T E T, [Certificate Template] A" [Web Server] £ UL TiEIRehTWVWB Z & &#REFEL
3



] —
Submi & Corificaty Reques! or Renewal Regueat i) l. Foms W= D
----- ATk Mlw CERTINECATE NLGUELT-
1 WA i T T ¥ en Ut dsmkr T i B2 Frblw I roc 3] sow et §

Tioy syl o Sy poquasst & c--vtuﬂmz-ubawm-:ﬂ'mcuuwl-‘mm i T T I.I'-'u-'??l EAo A It v 0 e
rmn-n-:l.l:-c,-.- I 8, s e b, i e T £
e S b by | e 1L S B e ek i A S kb rE

F“ BB UL S TR Pk fimine A PR C VR ADE T K DT T |.-|.I.LH+"|

ey ) 319 fh i L et e | mi '\.l. fd ke l-\.-E.u gl Dar hduwE R
b chaen 'L Sl 7 ke Fun B s D |-u-u S B LR | 217 Fhdnl et
.'\.:'.ﬁ:w e MR mw-:ﬂ-:m.-}' :l-nH L -:"-'\-ma-llu:-ﬁrl.f.ll
AT = ol oty e § L e e e, £, L s whE LS pha ] rae

oy ey LR T VRIS mﬂ{hﬂ L REYH DRV, l:r: Sl A R PP
o L R mbiu“lﬂrl-ﬂ-:jmb'hibtwuvﬁ - RLE S AR

{-ﬂ".'l-'.'a.l-\.l.l-\.l A B etk
| rahmoionpgl Loy b aii i i J.l:-.ur.lun:\a:,mn_ﬁ,aw Ll S
L hl-:rq.-l-\.u-\.-:rﬂl ] rwﬁwu M rrerieriuiog
CBERCH BT By Y R mnmwm :-.-u--:-i-g.l--: fa1 s
| chdsapod g o 1 44 110 r-\.l.- n-u-\. wrH Bl P S
1A ey i | B2 s = b oy [ r O T i ] -a-"\ll-a-ru-lp-uh-:-l
o e el J'I-F'l-l.-l-l-tl-\.l- |.-:- mEtk -l-' T-‘hb"ﬂl.'ll:lﬂl b

Sty T e i T § 1viiel oL s rllu-'v:': e G RGO g
Pras ko S .-:rl-!-ul!- = Jewied 1 T d g a1 Tesdosboduyd of = Tog=
----- AN ML LEETIFICAFL ELCAEST -----

ATY7 5 HREIC., SubmitZBIRL F£ T,

FIE6: CORRT, RORICRI LS, FIABEZIVVO—RTEDZREN HYET,

Cartificats Issusd

The caribcate you requeasted was ssuad 10 you

* DER ancoded of Basea 64 encoded

7,4_3 [ ;gﬂrlg,ﬁl ,gnm[ajg
ifi hain

BEFX—OI Y AR— N EPEMERANDEHR

ATY 71 cer7 74N ZEZRWVWTIAEZEHAEARNTICA 2 ARN=JLL. [Install Certificate]
EERLET,

ATV 7 2: REEBRUIEMMCRFTY 74V ICBEBLET,
ATYT 3 AHABN MV ARN—ILENLEARNTICBEBLET,

ATY 7 4. EVLVEEBAEZ A Y UL, [All Tasks] > [Export] Zi#IRL £ 7,

bgl-amp-AD-CA

?@dispex- i bal-amp-AD-CA

?@disp—pr Al Tasks » Open
dispu
%ﬁnf I:: Cut Request Certificate with New Key...
_ ® Copy Renew Certificate with Mew Key...
] private
lete _
Manage Private Keys...
Properties Advanced QOperations »

Help

AT Y 75 : [Certificate Export Wizard] T, XORICRITRSIC, MBF—ETIAR—KTBH



EERFLET,
Certificate Export Wizard E

Export Private Key
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