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AllowedSystemExtensions com.cisco.endpoint.svc.securityextensionã€�com.cisco.endpoint.svc.networkextension
AllowedSystemExtensionTypes EndpointSecurityExtensionã€�NetworkExtensionSystemExtensions

AllowedTeamIdentifier DE8Y96K9QP

AllowedKernelExtensions com.cisco.amp.fileopã€�com.cisco.amp.nke
SystemPolicyKernelExtensions

AllowedTeamIdentifier TDNYQP7VRK

AutoFilterEnabled false

FilterDataProviderBundleIdentifier com.cisco.endpoint.svc.networkextension

FilterDataProviderDesignatedRequirement
anchor apple generic and identifier "com.cisco.endpoint.svc.networkextension" and (certificate 
leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate 
leaf[field.1.2.840.113635.100.6.1.13] /* exists * and certificate leaf[subject.OU] = DE8Y9K6K QP)

FilterGrade firewall

FilterBrowser false

FilterPackets false

FilterSocket true

PluginBundleID com.cisco.endpoint.svc

WebContentFilter

UserDefinedName
Cisco Secure Endpoint 
Filterï¼ˆã‚³ãƒ�ã‚¯ã‚¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œ1.18.0ã‚ˆã‚Šå�¤ã�„å ´å�ˆã�¯AMPãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯æ‹¡å¼µï¼‰
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MacOS 12ä»¥é™�ã�§ã�¯ã€�æ¬¡ã�«èª¬æ˜Žã�™ã‚‹ã‚ˆã�†ã�«ã€�macOS 
Extensionsã‚’RemovableSystemExtensionsãƒ—ãƒãƒ‘ãƒ†ã‚£ã�§ãƒªãƒ ãƒ¼ãƒ�ãƒ–ãƒ«ã�¨ã�—ã�¦ãƒžãƒ¼ã‚¯ã�§ã��ã�¾ã�™ã€‚ 
æ³¨ï¼š macOS 
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SystemExtensions RemovableSystemExtensions com.cisco.endpoint.svc.securityextensionã€�com.cisco.endpoint.svc.networkextension

ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹

MacOS 
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https://developer.apple.com/documentation/devicemanagement/systemextensions
https://developer.apple.com/documentation/devicemanagement/systempolicykernelextensions
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ã€ŒAMP for Endpoints Serviceã€�•
ã€ŒAMPã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æ‹¡å¼µã€� •

Macã‚³ãƒ�ã‚¯ã‚¿1.16.0ä»¥é™�ã�§ã�¯ã€�æ¬¡ã�®å ´å�ˆã�«è¿½åŠ ã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�Œå¿…è¦�ã�§ã�™ã€‚

ã€ŒCisco 
Orbitalã€�ã‚’ãƒ�ãƒªã‚·ãƒ¼ã�§æœ‰åŠ¹ã�«ã�™ã‚‹ã�¨ã€�Advantageã�Šã‚ˆã�³Premierã‚¢ã‚¯ã‚»ã‚¹ã�§åˆ©ç”¨å�¯èƒ½

•

Macã‚³ãƒ�ã‚¯ã‚¿1.18ä»¥é™�ã�§ã�¯ã€�æ¬¡ã�®å ´å�ˆã�«ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�Œå¿…è¦�ã�§ã�™ã€‚

ã€ŒSecure Endpoint Serviceã€�•
ã€ŒSecure Endpoint System Monitorã€�•
ãƒ�ãƒªã‚·ãƒ¼ã�§Orbitalã�Œæœ‰åŠ¹ã�ªå ´å�ˆã�®ã€ŒCisco 
Orbitalã€�(Advantageã�Šã‚ˆã�³PremieréšŽå±¤ã�§ä½¿ç”¨å�¯èƒ½)

•

ampdaemonãƒ—ãƒã‚°ãƒ©ãƒ ã�§ã�¯ã€�Macã‚³ãƒ�ã‚¯ã‚¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.14ä»¥é™�ã�§ã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�¯å¿…è¦�ã�ªã��ã�ªã‚Šã�¾ã�—ã�Ÿã€‚

ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�®æ‰¿èª�ã�¯ã€�ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�®macOS 
Security & Privacy Preferencesã�§ã€�ã�¾ã�Ÿã�¯Mobile Device 
Management(MDM)ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã‚’é€šã�˜ã�¦ä»˜ä¸Žã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

1.18.0ã‚ˆã‚Šå‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ã‚³ãƒ�ã‚¯ã‚¿ã�«å¯¾ã�™ã‚‹ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�§ã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�®æ‰¿èª�

ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�¯ã€�macOSã�®[Security & Privacy 
Preferences]ãƒšã‚¤ãƒ³ã�‹ã‚‰æ‰‹å‹•ã�§æ‰¿èª�ã�§ã��ã�¾ã�™ã€‚

https://support.apple.com/en-ca/guide/mdm/welcome/web
https://support.apple.com/en-ca/guide/mdm/welcome/web
https://support.apple.com/en-ca/guide/mdm/welcome/web
https://support.apple.com/en-ca/guide/mdm/welcome/web


ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�§ã�®Cisco 
Orbitalã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�®æ‰¿èª�

ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�¯ã€�macOSã�®[Security & Privacy 



Preferences]ãƒšã‚¤ãƒ³ã�‹ã‚‰æ‰‹å‹•ã�§æ‰¿èª�ã�§ã��ã�¾ã�™ã€‚

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�§ã�®Cisco Secure Endpoint Connector 
1.18.0ä»¥é™�ã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�®æ‰¿èª�



ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�¯ã€�macOSã�®[Security & Privacy 
Preferences]ãƒšã‚¤ãƒ³ã�‹ã‚‰æ‰‹å‹•ã�§æ‰¿èª�ã�§ã��ã�¾ã�™ã€‚
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1. 
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2. 
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ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�¯ã€�ç®¡ç�†ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«Privacy Preferences Policy 
Controlãƒšã‚¤ãƒãƒ¼ãƒ‰ã�¨SystemPolicyAllFilesãƒ—ãƒãƒ‘ãƒ†ã‚£ã�«ã‚ˆã�£ã�¦æ‰¿èª�ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ãƒšã‚¤ãƒãƒ¼ãƒ‰ã�«ã�¯ã€�æ¬¡ã�®2ã�¤ã�®ã‚¨ãƒ³ãƒˆãƒªã�Œã�‚ã‚Šã�¾ã�™ã€‚1ã�¤ã�¯Secure
Endpoint Serviceï¼ˆ1.18.0ã‚ˆã‚Šå�¤ã�„ã‚³ãƒ�ã‚¯ã‚¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®AMP for Endpoints 
Serviceï¼‰ç”¨ã€�ã‚‚ã�†1ã�¤ã�¯Secure Endpoint System 
Monitorï¼ˆ1.18.0ã‚ˆã‚Šå�¤ã�„ã‚³ãƒ�ã‚¯ã‚¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®AMP Security 
Extensionï¼‰ç”¨ã�§ã�™ã€‚

https://developer.apple.com/documentation/devicemanagement/privacypreferencespolicycontrol/services
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èª¬æ˜Ž ãƒ—ãƒãƒ‘ãƒ†ã‚£ å€¤

è¨±å�¯ true

CodeRequirement

anchor apple generic and identifier 
"com.cisco.endpoint.svc" and (certificate 
leaf[field.1.2.840.113635.100.6.1.9] /* 
exists */ or certificate 
1[field.1.2.840.113635.100.6.2.6] /* exists 
*/ and certificate 
leaf[field.1.2.840.113635.100.6.1.13] /* 
exists */ and certificate leaf[subject.OU] = 
DE8Y96K9QP 
)ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

è˜åˆ¥å� com.cisco.endpoint.svc

ã‚»ã‚ãƒ¥ã‚¢ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã‚µãƒ¼ãƒ“ã‚¹(AMP for Endpoints Service)

IdentifierType bundleID

è¨±å�¯ true

CodeRequirement

anchor apple generic and identifier 
"com.cisco.endpoint.svc.securityextension" 
and (certificate 
leaf[field.1.2.840.113635.100.6.1.9] /* 
exists */ã�¾ã�Ÿã�¯certificate 
1[field.1.2.840.113635.100.6.2.6] /* 
exists */ã�Šã‚ˆã�³certificate 
leaf[field.1.2.840.113635.100.6.1.13] 
/* exists */ã�Šã‚ˆã�³certificate 
leaf[subject.OU] = DE8Y9K6K6K QP)

è˜åˆ¥å� com.cisco.endpoint.svc.securityextension

ã‚»ã‚ãƒ¥ã‚¢ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã‚·ã‚¹ãƒ†ãƒ ãƒ¢ãƒ‹ã‚¿ï¼ˆAMPã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æ‹¡å¼µï¼‰

IdentifierType bundleID

ã‚³ãƒ�ã‚¯ã‚¿ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œ1.12.7ä»¥å‰�ã�®ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ã�Œå°Žå…¥ã�«å�«ã�¾ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�§ã‚‚ã€�ã�“ã‚Œã‚‰ã�®ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ã�®ampdaemonã�¸ã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã‚’è¨±å�¯ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®è¿½åŠ ã‚¨ãƒ³ãƒˆãƒªã�Œå¿…è¦�ã�§ã�™ã€‚

èª¬æ˜Ž ãƒ—ãƒãƒ‘ãƒ†ã‚£ å€¤

è¨±å�¯ true

CodeRequirement

è˜åˆ¥å�ampdaemonã�Šã‚ˆã�³ã‚¢ãƒ³ã‚«ãƒ¼apple 
genericã�Šã‚ˆã�³certificate 
1[field.1.2.840.113635.100.6.2.6] 
/*ã�¯å˜åœ¨ã�—ã�¾ã�™*/ã�Šã‚ˆã�³certificate 
leaf[field.1.2.840.113635.100.6.1.13] 
/*ã�¯å˜åœ¨ã�—ã�¾ã�™*/ã�Šã‚ˆã�³certificate 
leaf[subject.OU] = TDNYQP7VRK

è˜åˆ¥å� /opt/cisco/amp/ampdaemon

AMPDAEMON

IdentifierType path

Cisco Orbitalã�¨MDMã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã�®æ‰¿èª�

macOS 10.15ä»¥é™�ã�®ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ä¸Šã�®Cisco Secure Endpoint 



Macã‚³ãƒ�ã‚¯ã‚¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.16.0ä»¥é™�ã�®ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ã�Œå°Žå…¥ã�«å�«ã�¾ã‚Œã�¦ã�„ã�¦ã€�ãƒ�ãƒªã‚·ãƒ¼ã�§Orbitalã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã�§ã‚‚ã€�ã�“ã‚Œã‚‰ã�®ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ã�«å¯¾ã�—ã�¦Orbitalã�¸ã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã‚’è¨±å�¯ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®è¿½åŠ ã‚¨ãƒ³ãƒˆãƒªã�Œå¿…è¦�ã�§ã�™ã€‚

èª¬æ˜Ž ãƒ—ãƒãƒ‘ãƒ†ã‚£ å€¤

è¨±å�¯ true

CodeRequirement

anchor apple generic and identifier "com.cisco.endpoint.orbital.app" and 
(certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists 
*/ã�¾ã�Ÿã�¯certificate 1[field.1.2.840.113635.100.6.2.6] /* 
exists */ã�Šã‚ˆã�³certificate 
leaf[field.1.2.840.113635.100.6.1.13] /* exists 
*/ã�Šã‚ˆã�³certificate leaf[subject.OU] = DE8Y96K9Q9QK p)

è˜åˆ¥å� com.cisco.endpoint.orbital.app

Cisco 
Orbital

IdentifierType bundleID

MDMè¨å®šãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã�®ä¾‹

ã�“ã�®MDMè¨å®šãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã�®ä¾‹ã�¯ã€�ãƒªãƒ•ã‚¡ãƒ¬ãƒ³ã‚¹ã�¨ã�—ã�¦ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚

Secure Endpoint Macã‚³ãƒ�ã‚¯ã‚¿ã�®ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µã�®æ‰¿èª�ã€‚•
ã‚»ã‚ãƒ¥ã‚¢ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆMacã‚³ãƒ�ã‚¯ã‚¿ã�¨Orbitalã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã‚’è¨±å�¯ã�—ã�¾ã�™ã€‚•
ã‚³ãƒ�ã‚¯ã‚¿ã‚’ã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã�¨ã��ã�«ã€�System 
Extensionsã‚’ã‚µã‚¤ãƒ¬ãƒ³ãƒˆã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§ã��ã‚‹ã‚ˆã�†ã�«ã�—ã�¾ã�™ã€‚ 
æ³¨æ„�ï¼š 
RemovableSystemExtensionsã‚¢ã‚¯ã‚»ã‚¹è¨±å�¯ã�Œè¨±å�¯ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�rootæ¨©é™�ã‚’æŒ�ã�¤ãƒ¦ãƒ¼ã‚¶ãƒ¼ã�¾ã�Ÿã�¯ãƒ—ãƒã‚»ã‚¹ã�¯ã€�ãƒ¦ãƒ¼ã‚¶ãƒ¼ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�®å…¥åŠ›ã‚’æ±‚ã‚�ã‚‰ã‚Œã�šã�«ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µæ©Ÿèƒ½ã‚’å‰Šé™¤ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ã�—ã�Ÿã�Œã�£ã�¦ã€�RemovableSystemExtensionsãƒ—ãƒãƒ‘ãƒ†ã‚£ã�¯ã€�ç®¡ç�†è€…ã�Œã‚³ãƒ�ã‚¯ã‚¿ã�®ã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã‚’è‡ªå‹•åŒ–ã�™ã‚‹å ´å�ˆã�«ã�®ã�¿ä½¿ç”¨ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

•

 

  http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

  

  

  

          PayloadContent 

  

  

  

  

            AllowUserOverrides 

  

  

  

            AllowedSystemExtensions 

  

  

  

             DE8Y96K9QP 

  

  

  

              com.cisco.endpoint.svc.securityextension 



  

  

              com.cisco.endpoint.svc.networkextension 

  

  

  

  

            PayloadDescription 

  

  

  

            PayloadDisplayName 

  

  

            System Extensions 

  

  

            PayloadEnabled 

  

  

  

            PayloadIdentifier 

  

  

            92624553-06C3-4BE0-9000-91D8A260CC65 

  

  

            PayloadOrganization 

  

  

            Cisco Systems, Inc. 

  

  

            PayloadType 

  

  

            com.apple.system-extension-policy 

  

  

            PayloadUUID 

  

  

            92624553-06C3-4BE0-9000-91D8A260CC65 

  

  

            PayloadVersion 

  

  

            1 

  

  

            RemovableSystemExtensions 

  

  



  

             DE8Y96K9QP 

  

  

  

              com.cisco.endpoint.svc.securityextension 

  

  

              com.cisco.endpoint.svc.networkextension 

  

  

  

  

  

  

            PayloadDescription 

  

  

  

            PayloadDisplayName 

  

  

            Privacy Preferences Policy Control 

  

  

            PayloadEnabled 

  

  

  

            PayloadIdentifier 

  

  

            290AAF9E-D9F1-4470-B802-2468AC836142 

  

  

            PayloadOrganization 

  

  

            Cisco Systems, Inc. 

  

  

            PayloadType 

  

  

            com.apple.TCC.configuration-profile-policy 

  

  

            PayloadUUID 

  

  

            290AAF9E-D9F1-4470-B802-2468AC836142 

  

  

            PayloadVersion 



  

  

            1 

  

  

            Services 

  

  

  

             SystemPolicyAllFiles 

  

  

  

  

               Allowed 

  

  

               1 

  

  

               CodeRequirement 

  

  

               anchor apple generic and identifier "com.cisco.endpoint.svc" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or 

certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate 

leaf[subject.OU] = DE8Y96K9QP) 

  

  

               Identifier 

  

  

               com.cisco.endpoint.svc 

  

  

               IdentifierType 

  

  

               bundleID 

  

  

               StaticCode 

  

  

               0 

  

  

  

  

               Allowed 

  

  

               1 

  

  



               CodeRequirement 

  

  

               identifier ampdaemon and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate 

leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = TDNYQP7VRK 

  

  

               Identifier 

  

  

               /opt/cisco/amp/ampdaemon 

  

  

               IdentifierType 

  

  

               path 

  

  

               StaticCode 

  

  

               0 

  

  

  

  

               Allowed 

  

  

               1 

  

  

               CodeRequirement 

  

  

               anchor apple generic and identifier "com.cisco.endpoint.orbital.app" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or 

certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate 

leaf[subject.OU] = DE8Y96K9QP) 

  

  

               Identifier 

  

  

               com.cisco.endpoint.orbital.app 

  

  

               IdentifierType 

  

  

               bundleID 

  

  

               StaticCode 



  

  

               0 

  

  

  

  

  

  

  

            FilterDataProviderBundleIdentifier 

  

  

            com.cisco.endpoint.svc.networkextension 

  

  

            FilterDataProviderDesignatedRequirement 

  

  

            anchor apple generic and identifier "com.cisco.endpoint.svc.networkextension" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* 

exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and 

certificate leaf[subject.OU] = DE8Y96K9QP) 

  

  

            FilterGrade 

  

  

            firewall 

  

  

            FilterPackets 

  

  

  

            FilterSockets 

  

  

  

            FilterType 

  

  

            Plugin 

  

  

            PayloadDisplayName 

  

  

            Web Content Filter Payload 

  

  

            PayloadIdentifier 

  

  

            F630E2F3-F917-47F5-93E9-343C4C787C28 



  

  

            PayloadOrganization 

  

  

            Cisco Systems, Inc. 

  

  

            PayloadType 

  

  

            com.apple.webcontent-filter 

  

  

            PayloadUUID 

  

  

            F630E2F3-F917-47F5-93E9-343C4C787C28 

  

  

            PayloadVersion 

  

  

            1 

  

  

            PluginBundleID 

  

  

            com.cisco.endpoint.svc 

  

  

            UserDefinedName 

  

  

            AMP Network Extension 

  

  

            VendorConfig 

  

  

  

  

  

  

         PayloadDescription 

  

  

  

         PayloadDisplayName 

  

  

         Cisco Secure Endpoint Settings [DEMO] 

  



  

         PayloadEnabled 

  

  

  

         PayloadIdentifier 

  

  

         36DAAE4E-5BA2-497B-8381-D58FCB62FA1B 

  

  

         PayloadOrganization 

  

  

         Cisco Systems, Inc. 

  

  

         PayloadRemovalDisallowed 

  

  

  

         PayloadScope 

  

  

         System 

  

  

         PayloadType 

  

  

         Configuration 

  

  

         PayloadUUID 

  

  

         36DAAE4E-5BA2-497B-8381-D58FCB62FA1B 

  

  

         PayloadVersion 

  

  

         1 

  

 

macOS 10.15ä»¥å‰�ã�®MDMè¨å®šä¾‹

ã‚«ãƒ¼ãƒ�ãƒ«æ‹¡å¼µã‚’æ‰¿èª�ã�—ã€�ã‚³ãƒ�ã‚¯ã‚¿ã�«å¯¾ã�™ã‚‹ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã‚’è¨±å�¯ã�—ã�¾ã�™ã€‚ 
æ³¨ï¼šM1ä»¥é™�ã�®Appleè£½å“�ã�§ã�¯ã€�ã�“ã�®è¨å®šã‚’å�«ã‚€ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�›ã‚“○

•

 

  



  

         AllowNonAdminUserApprovals 

  

  

  

         AllowUserOverrides 

  

  

  

         AllowedKernelExtensions 

  

  

  

          TDNYQP7VRK 

  

  

  

           com.cisco.amp.nke 

  

  

           com.cisco.amp.fileop 

  

  

  

  

         PayloadDescription 

  

  

  

         PayloadDisplayName 

  

  

         Approved Kernel Extensions 

  

  

         PayloadEnabled 

  

  

  

         PayloadIdentifier 

  

  

         A872B6D5-D67C-41FE-BE64-3DD674C43C4F 

  

  

         PayloadOrganization 

  

  

         Cisco Systems, Inc. 

  

  

         PayloadType 

  

  



         com.apple.syspolicy.kernel-extension-policy 

  

  

         PayloadUUID 

  

  

         A872B6D5-D67C-41FE-BE64-3DD674C43C4F 

  

  

         PayloadVersion 

  

  

         1 

  

æ–°ã�—ã�„ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªæ§‹é€ 

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.14.0 ï½ž 1.16.2

Macã‚³ãƒ�ã‚¯ã‚¿1.14ã�§ã�¯ã€�ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªæ§‹é€ ã�«æ¬¡ã�®2ã�¤ã�®å¤‰æ›´ã�Œå°Žå…¥ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Applicationsãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªã�®å��å‰�ã�ŒCisco AMPã�‹ã‚‰Cisco AMP for 

Endpointsã�«å¤‰æ›´ã�•ã‚Œã�¾ã�—ã�Ÿã€‚
1. 

ã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ãƒ¦ãƒ¼ãƒ†ã‚£ãƒªãƒ†ã‚£ampcliã�Œ/opt/cisco/ampã�‹ã‚‰/Applications/Cisco
AMP for Endpoints/AMP for Endpoints 

Connector.app/Contents/MacOSã�«ç§»è¡Œã�•ã‚Œã�¾ã�—ã�Ÿã€‚ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒª/opt/cisco/ampã�«ã�¯ã€�æ–°ã�—ã�„å ´æ‰€ã�«ã�‚ã‚‹ampcliãƒ—ãƒã‚°ãƒ©ãƒ ã�¸ã�®ã‚·ãƒ³ãƒœãƒªãƒƒã‚¯ãƒªãƒ³ã‚¯ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚

2. 

Macã‚³ãƒ�ã‚¯ã‚¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.14.0 ï½ž 
1.16.2ã�®å®Œå…¨ã�ªãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªæ§‹é€ ã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚

 

â”œâ”€â”€ Applications 
â”‚   â””â”€â”€ Cisco AMP for Endpoints 
â”‚       â””â”€â”€ AMP for Endpoints Connector.app 
â”‚       â”‚   â””â”€â”€ Contents 
â”‚       â”‚       â””â”€â”€MacOS 
â”‚       â”‚ 
â”‚       â””â”€â”€ AMP for Endpoints Service.app 
â”‚       â”‚   â””â”€â”€ Contents 
â”‚       â”‚       â””â”€â”€MacOS 
â”‚       â”‚           â””â”€â”€ ampcli 
â”‚       â”‚           â””â”€â”€ ampdaemon 
â”‚       â”‚           â””â”€â”€ amscansvc 
â”‚       â”‚           â””â”€â”€ ampcreport  
â”‚       â”‚           â””â”€â”€ ampupdater  
â”‚       â”‚           â””â”€â”€ SupportTool 
â”‚       â”‚ 
â”‚       â””â”€â”€ Support Tool.app 
â”œâ”€â”€ Library 
â”‚   â”œâ”€â”€ Application Support 
â”‚   â”‚   â””â”€â”€ Cisco 
â”‚   â”‚       â””â”€â”€ AMP for Endpoints Connector 
â”‚   â”‚           â””â”€â”€ SupportTool 



â”‚   â””â”€â”€ Logs 
â”‚       â””â”€â”€ Cisco 
â”œâ”€â”€ Users 
â”‚   â””â”€â”€ * 
â”‚       â””â”€â”€ Library 
â”‚           â””â”€â”€ Logs 
â”‚               â””â”€â”€ Cisco 
â””â”€â”€ opt 
    â””â”€â”€ cisco 
        â””â”€â”€ amp 
            â””â”€â”€ ampcli 

 

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.18.0ä»¥é™�

Macã‚³ãƒ�ã‚¯ã‚¿1.18ã�§ã�¯ã€�ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªæ§‹é€ ã�Œå¤‰æ›´ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Applicationsãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªã�®å��å‰�ã�ŒCisco AMP for Endpointsã�‹ã‚‰Cisco 

Secure Endpointã�«å¤‰æ›´ã�•ã‚Œã�¾ã�—ã�Ÿã€‚
1. 

Macã‚³ãƒ�ã‚¯ã‚¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.18.0ä»¥é™�ã�®å®Œå…¨ã�ªãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªæ§‹é€ ã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚

 

â”œâ”€â”€ Applications 
|   â””â”€â”€ Cisco Secure Endpoint 
|       â””â”€â”€Secure Endpoint Connector.app 
|       |    â””â”€â”€ Contents 
|       |        â””â”€â”€ MacOS 
|       | 
|       â””â”€â”€ Secure Endpoint Service.app 
|       |   â””â”€â”€ Contents 
|       |       â””â”€â”€ MacOS 
|       |           â””â”€â”€ ampcli 
|       |           â””â”€â”€ ampdaemon 
|       |           â””â”€â”€ ampscansvc 
|       |           â””â”€â”€ ampcreport 
|       |           â””â”€â”€ ampupdater 
|       |           â””â”€â”€ SupportTool 
|       | 
|       â””â”€â”€ Support Tool.app

 

macOS 11.0ã�Šã‚ˆã�³Mac Connector 
1.14.1ã�«é–¢ã�™ã‚‹æ—¢çŸ¥ã�®å•�é¡Œ

4ã�¤ä»¥ä¸Šã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ãƒ•ã‚£ãƒ«ã‚¿ã�Œã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�éšœå®³10ã€Œã‚«ãƒ¼ãƒ�ãƒ«ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�¾ã�Ÿã�¯ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µã‚’ãƒãƒ¼ãƒ‰ã�™ã‚‹ã�Ÿã‚�ã�«å†�èµ·å‹•ã�Œå¿…è¦�ã€�ã�®ã‚¬ã‚¤ãƒ€ãƒ³ã‚¹ã�Œæ£ã�—ã��ã�ªã�„å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒCisco
Secure Endpoint Mac 
Connectorã�®éšœå®³ã€�ã�®è¨˜äº‹ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

•

MacOS 10.15/11.0ã�Šã‚ˆã�³Mac Connector 
1.14.0ã�«é–¢ã�™ã‚‹æ—¢çŸ¥ã�®å•�é¡Œ

https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
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Macã‚³ãƒ�ã‚¯ã‚¿ã�«ã‚ˆã�£ã�¦ç™ºç”Ÿã�™ã‚‹éšœå®³ã�®ä¸ã�«ã�¯ã€�äºˆæœŸã�›ã�šç™ºç”Ÿã�™ã‚‹ã‚‚ã�®ã�Œã�‚ã‚Šã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒCisco
Secure Endpoint Mac 
Connectorã�®éšœå®³ã€�ã�®è¨˜äº‹ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

éšœå®³13ã€�ã€ŒToo many Network Content Filter system 
extensionsã€�ã�Œã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰å¾Œã�«ç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®çŠ¶æ³�ã�§ã�¯ã€�ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ã‚’ãƒªãƒ–ãƒ¼ãƒˆã�™ã‚‹ã�¨éšœå®³ã�Œè§£æ±ºã�—ã�¾ã�™ã€‚

○

Fault 15, System Extension requires Full Disk Access, macos 
11.0.0ã�®ä¸�å…·å�ˆã�«ã‚ˆã‚Šãƒªãƒ–ãƒ¼ãƒˆå¾Œã�«èµ·å‹•ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ ã�“ã�®å•�é¡Œã�¯macOS
11.0.1ã�§ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ ã�“ã�®éšœå®³ã�¯ã€�macOSã�®[System
Preferences]ã�®[Security & 
Privacy]ãƒšã‚¤ãƒ³ã�§ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã‚’å†�åº¦è¨±å�¯ã�™ã‚‹ã�“ã�¨ã�§è§£æ±ºã�§ã��ã�¾ã�™ã€‚ 
 

○

•
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Developerã€�ã�¨è¡¨ç¤ºã�§ã��ã�¾ã�™ã€‚ ã�“ã‚Œã�¯ã€�macOS 
10.15ã�®ãƒ�ã‚°ã�ŒåŽŸå› ã�§ã�™ã€‚ ã€ŒPlaceholder 
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waiting for 
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ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ç·šç•ªå�·ã�¯com.cisco.endpoint.svc.networkextensionã�¨è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚○

ç¤ºã�•ã‚Œã�¦ã�„ã‚‹Endpoint 
Securityæ‹¡å¼µã�¯ã€� com.cisco.endpoint.svc.securityextensionã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚  
 

○

○
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Network Filter]ã‚’é�¸æŠžã�—ã�¾ã�™ 
 ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¦ã€�ãƒ—ãƒãƒ³ãƒ—ãƒˆã‚’å†�ã�³é–‹ã��ã�¾ã�™ã€‚ 

 

•

æœ‰åŠ¹ã�«ã�™ã‚‹ã�¨ã€�Secure Endpoint Network 
Extensionãƒ•ã‚£ãƒ«ã‚¿ã�Œ[Network 
Preferences]ãƒšãƒ¼ã‚¸ã�«è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ 
 

•

MacOS 
11ã�§ã�¯ã€�Macã‚³ãƒ�ã‚¯ã‚¿1.12ã�‹ã‚‰Macã‚³ãƒ�ã‚¯ã‚¿1.14ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹ã�¨ã��ã�«ã€�ã‚³ãƒ�ã‚¯ã‚¿ã�Œã‚«ãƒ¼ãƒ�ãƒ«æ‹¡å¼µã�‹ã‚‰æ–°ã�—ã�„ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µã�«ç§»è¡Œã�—ã�¦ã�„ã‚‹é–“ã�«ã€�éšœå®³4ã€ŒSystem
Extension Failed to 
Loadã€�ã‚’ä¸€æ™‚çš„ã�«ç™ºç”Ÿã�•ã�›ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

•

ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µæ©Ÿèƒ½ã�®ã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ™‚ã�®æ—¢çŸ¥ã�®å•�é¡Œ
macOS 
12ã‚ˆã‚Šå‰�ã€�ã�¾ã�Ÿã�¯MDMã‚’ä½¿ç”¨ã�—ã�¦ã�„ã�ªã�„å ´å�ˆã€�Macã‚³ãƒ�ã‚¯ã‚¿ã�®ã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�Œå®Ÿè¡Œã�•ã‚Œã‚‹ã�¨ã€�ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µã‚’ã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§ã��ã‚‹ã‚ˆã�†ã�«ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’2å›žå…¥åŠ›ã�™ã‚‹ã‚ˆã�†ãƒ¦ãƒ¼ã‚¶ã�«æ±‚ã‚�ã‚‹ãƒ—ãƒãƒ³ãƒ—ãƒˆã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã�¯macOSã�®åˆ¶é™�ã�§ã�‚ã‚Šã€�macOS
12ã�§ã�¯ã€�ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§èª¬æ˜Žã�™ã‚‹RemovableSystemExtensions
MDMãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«ã‚ãƒ¼ã�®è¿½åŠ ã�«ã‚ˆã‚Šã€�ã�‚ã‚‹ç¨‹åº¦æ”¹å–„ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

•

Intuneå±•é–‹ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã‚¹ã‚¯ãƒªãƒ—ãƒˆ

Microsoftã�Œç®¡ç�†ã�™ã‚‹macOSã�«Secure Endpoint 
Connectorã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹éš›ã�«å½¹ç«‹ã�¤ã‚¹ã‚¯ãƒªãƒ—ãƒˆã�¯ã€�æ¬¡ã�®å ´æ‰€ã�«ã�‚ã‚Šã�¾ã�™ã€‚

•



https://github.com/microsoft/shell-intune-samples/tree/master/macOS/Apps/Cisco%20AMP

Macã‚³ãƒ�ã‚¯ã‚¿ã�®ãƒ–ãƒ©ãƒ³ãƒ‰å¤‰æ›´ï¼ˆãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.18.0ä»¥é™�ï¼‰

æ³¨:1.18.0ã‚ˆã‚Šå�¤ã�„ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ã‚³ãƒ�ã‚¯ã‚¿ã�®æ—¢å˜ã�®MDMè¨å®šã�¯ã€�1.18.0ä»¥é™�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ã‚³ãƒ�ã‚¯ã‚¿ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å ´å�ˆã�§ã‚‚å•�é¡Œã�ªã��å‹•ä½œã�—ã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒSecure
Endpoint Mac Rebrandã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

æ”¹è¨‚å±¥æ´

Dec 1, 2020

Macã‚³ãƒ�ã‚¯ã‚¿1.14.1ã�¯ã€�macOS 
10.15ã�®ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µã‚’ä½¿ç”¨ã�—ã�ªã��ã�ªã‚Šã�¾ã�—ã�Ÿã€‚

•

ã€ŒPlaceholder 
Developerã€�ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µã�ŒMacã‚³ãƒ�ã‚¯ã‚¿1.14.0ã�§æ‰¿èª�ã‚’å¿…è¦�ã�¨ã�™ã‚‹ç«¯æœ«ãƒ�ã‚§ãƒƒã‚¯ã�«é–¢ã�™ã‚‹è¿½åŠ ã‚¬ã‚¤ãƒ€ãƒ³ã‚¹ã€‚

•

2020å¹´11æœˆ9æ—¥

ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹CodeRequirement 
MDMãƒšã‚¤ãƒãƒ¼ãƒ‰ã�®ãƒ�ãƒ³ãƒ‰ãƒ«IDã‚’ä¿®æ£ã€‚

•

2020å¹´11æœˆ3æ—¥

1.14.0 Macã‚³ãƒ�ã‚¯ã‚¿ã�®ãƒªãƒªãƒ¼ã‚¹æ—¥ã�¯2020å¹´11æœˆã�§ã�™ã€‚•
1.14.0 Macã‚³ãƒ�ã‚¯ã‚¿ã�¯ã€�macOS 
10.15.5ä»¥é™�ã�®ã‚·ã‚¹ãƒ†ãƒ æ‹¡å¼µã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚ä»¥å‰�ã�¯10.15.6ã�§ã�—ã�Ÿã€‚

•

ã€Œæ—¢çŸ¥ã�®å•�é¡Œã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’è¿½åŠ ã€‚•
ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªæ§‹é€ ã�®ã‚¢ã‚¦ãƒˆãƒ©ã‚¤ãƒ³ã�Œæ›´æ–°ã�•ã‚Œã�¾ã�—ã�Ÿã€‚•
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Cisco Orbitalã�®ãƒ•ãƒ«ãƒ‡ã‚£ã‚¹ã‚¯ã‚¢ã‚¯ã‚»ã‚¹ã‚’è¨±å�¯ã�™ã‚‹æŒ‡ç¤ºã‚’è¿½åŠ ã€‚•

Oct 13, 2021

ã€ŒMDMã‚’ä½¿ç”¨ã�—ã�ŸMacã‚³ãƒ�ã‚¯ã‚¿macOSæ‹¡å¼µæ©Ÿèƒ½ã�®å‰Šé™¤ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’è¿½åŠ ã€‚•
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Feb 25, 2022

ãƒ–ãƒ©ãƒ³ãƒ‰å¤‰æ›´•

https://github.com/microsoft/shell-intune-samples/tree/master/macOS/Apps/Cisco%20AMP
https://www.cisco.com/c/ja_jp/support/docs/security/secure-endpoint/217702-cisco-secure-endpoint-mac-connector-rebr.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-endpoint/217702-cisco-secure-endpoint-mac-connector-rebr.html


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


