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debug bundle process® A f1ld. ampsupportid, RIZFRTESIZ, L)< D4 Dlog-collection ¥
CREEFTLET,

top -b -n5 -d2 -H -p “pidof ampdaemon | tr ' ' ,” -p “pidof ampscansvc | tr ' ' ,°

[ -e 'abrt-cli' ] && abrt-cli list -d

[ -d '/var/spool/abrt' ] && for dir in ${(find /var/spool/abrt/*/ -type d -maxdepth 1);
do echo -e "

Crash: ${dir}"; echo -e "

Kernel: %$(cat "${dir}/kernel"}"; echo -e "

Count: $(cat "${dir}/count")";echo -e "

Executable: %$(cat "${dir}/executable"}"; echo -e "

Uid: $(cat "${dir}/uid")";echo -e "

Reason: %$(cat "4${dir}/reason")"; echo -e "

Package: $(cat "${dir}/package")"; done

find: warning: you have specified the -maxdepth option after a non-option argument -typ
e, but options are not positional (-maxdepth affects tests specified before it as well
as those specified after it). Please specify options before other arguments.

cat: /var/spool/abrt/oops-2820-05-18-18:21:09-10472-0//executable: No such file or dire
ctory

[ -e 'fetc/abrtsabrt.conf' ] && cat '/etc/abrt/abrt.conf’

[ -e 'fetc/abrt/abrt-action-save-package-data.conf' ] && cat '/fetc/abrt/abrt-action-sav
e-package-data.conf!'

cat /proc/slabinfo
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| Bxtact ||+  AMP_Support_2020.05.24.19_. Q =| - o X

‘(|}H ILDcation: =/ ‘

 Name - Size ."Type  Modified

 abrt.conf.ixt 21kB plain text do... 24 May 2020, 19:20
&] abrt.tar 449.8 MB Tar archive 24 May 2020, 19:21
| abrt-action-save-package-data.c.. 850 bytes plain text do.. 24 May 2020, 19:20
" | | abrt-info.txt 706 bytes plain text do... 24 May 2020, 19:20
o | | ampdaemon-sample.txt 481.3 kB plain text do... 24 May 2020, 19:20
- ampscansvc-sample.txt 613 kB plain text do... 24 May 2020, 19:21
| clamav_list.txt 2.4 kB plain text do... 24 May 2020, 19:20
 cpuinfo.txt 10kB plain text do... 24 May 2020, 19:20
- disk.txt 663 bytes plain text do.. 24 May 2020, 19:20

~ dmesg.txt 127.0 kB plain text do... 24 May 2020, 19:21
. execs.txt 226 bytes plain text do... 24 May 2020, 19:21
- file_list.tt 5TkB plain text do.. 24 May 2020, 19:21
i . fileops.txt plain text do... 24 May 2020, 19:21
| filescans.txt L7kB plain text do.. 24 May 2020, 19:21
— | free.txt plain text do.. 24 May 2020, 19:20

77 4 I BE(fileops) THFARN T 7 AN, FEBENTA—XVARNTZ TN 1—F142009Y—=)LE
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i | = *fileops.txt | =
= = x
| DPEH - | | E | =f.cache!fr-UEKZL o0 Save | | | °

1 /root/.ampcli

1 /opt/cisco/amp/etc/policy.xml

1 /home/juanc2/.mozilla/firefox/4b2x%omb.default/storage/permanent/chrome/idb/
3870112724rsegmnoittet-es.sqglite

1 /home/juanc2/.mozilla/fTirefox/4b2x%omb.default/storage/permanent/chrome/idb/
1657114595Amcateirvtisty.sqlite

RDESICHEENET T,
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- 1 /homet/user/.mozila/Firefox/

File Scans (filescan)TH*F AR 77 ALKk, ARV EZHNFTFNY THERZREL TLWBHEICETL
EIXTO7OEANFVARNENET,
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Open = || M execs::xt < Save = = o x
Jusr/sbin/1sof

Jusr/sbin/ifconfig

Jusr/bin/uname

Jusr/bin/netstat

Jusr/bin/hostname

Jusr/binsdf

Jusr/bin/date

Jusr/bin/bash

/opt/cisco/amp/bin/ampsupport

el el el el el

RDESICRRENET,

- <Execution time> ., <File Type> ., <Operationtype>, <Process path>. <Parent process
path>, <Process ID> . <Parent Process ID>. <SHA signature (Not SHA256)> <File
Size>

File Execution(execs) TH+F AR 77 AL, ORIXAN RILZPRELTVWSREIC, ORI X
LOFOF47BTORAICEI>THEAENZ ITXNTOLNUXxIN Y RFUARENET,
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|ﬂ.0525, ELF, EXECUTION, "/usr/sbin/lsof", pid:7447, parent:/usr/bin/bash, ppid:7446,
uid:®, sha:1614D38C, size:154184

0.045s, TEXT ASCII, CREATION, "/root/.ampcli", pid:®, parent:/opt/cisco/amp/bin/
ampcli, ppid:7417, uid:0, sha:5AAGCA25, size:353

©.034s, ELF, EXECUTION, "/usr/sbin/ifconfig", pid:7443, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:0, sha:B36D049B, size:B81976

©.034s, ELF, EXECUTION, "/usr/bin/netstat", pid:7444, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:®, sha:B40B81C5, size:155008

©.009s, HTML, MOVE, "/opt/cisco/amp/etc/policy.xml", pid:®, parent:/opt/cisco/amp/bin/
ampdaemon, ppid:7244, uid:0, sha:2C535CCA, size:7621

0.002s, ELF, EXECUTION, "/usr/bin/bash", pid:7439, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:8, sha:0133716D, size:964600

0.0081s, unk/ign, CREATION, "/home/juanc2/.mozilla/fTirefox/4b2x9omb.default/storage/
permanent/chrome/idb/1657114595AmcateirvtiSty.sqlite”, pid:0, parent:/usr/lib64/firefox/
firefox, ppid:3167, uid:1008, sha:C2F79E7D, size:81920

0.000s, ELF, EXECUTION, "/usr/bin/uname", pid:7440, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:0, sha:83443745, size:33080

0.080s, ELF, EXECUTION, "/usr/bin/hostname", pid:7441, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:8, sha:6482B924, size:15784

©0.008s, ELF, EXECUTION, "/usr/bin/df", pid:7442, parent:/opt/cisco/amp/bin/ampsupport,
ppid:7438, uid:0, sha:A87344A0, size:105016

©0.000s, ELF, EXECUTION, "/usr/bin/date", pid:7439, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:®8, sha:91525773, size:62200

©.008s, ELF, EXECUTION, "/opt/cisco/amp/bin/ampsupport”, pid:7438, parent:/usr/bin/
bash, ppid:3619, uid:©, sha:59F433E9, s5ize:108600

BEENENAGRI)D =LK 2>THRATIhET, T RRANOBRAICETEIAMPOXRA M
TS5O0TARCRE2TLLEEL,

MacOdR I ZELNUXAR I A TUEBENZ T7OCABRAEARICKRI S =L >TEMENET
A, BEEADULERVYET, MacOSELinuxTO 7’ Ot AKM,

BRANEBIMENES, BMENfRLEVGEETANL, EZALET, AMP TACHAR—KNIZE
BLTLSEZTY,


https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/214656-amp-for-endpoints-process-exclusions-in.html

	エンドポイント用AMPの基本的なトラブルシューティングガイドLinuxコネクタ
	内容
	概要
	前提条件
	要件
	使用するコンポーネント

	背景説明
	トラブルシュート
	デバッグバンドルの収集方法
	ampサポートツールが収集した情報のうち、デバッグバンドルが実行されているのはどれですか。
	基本的なLinuxバンドルログを読み、影響を受けるパスとプロセスを特定する方法



