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New API Credential

Application name | Testing

Scope Read-anly

® Read & Write

An APl credential with read and write scope can make changes to your Cisco AMP for
Endpoints configuration that may cause significant problems with your endpoints.

Some of the input protections built into the Cisco AMP for Endpoints Console do not

apply to the APL
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API Key Details
The API credentials have been generated. Keep the new API credentials in a password manager or encrypted file.
3rd Party API Client ID
538e8b8203a48cc5c7fa

API Key

al98c911-8cad-45fa-8740-e384ef2d3dsb
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C:\Users\mafranks>curl -o computers.json https://538e8b8203a48ccS5c7fa:a190c911-8
ca4-45fa-8740-e384ef2d3d5SbRapl.amp.sourcefire.com/vl /computers
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
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C:\Users\mafranks>dir | findstr computers
09/06/2016 02:37 PHM 128 computers. json
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connector_guid, hostname, active, links, connector_version, operating_system,
internal_ips. external_ip. group_guid. network_addresses. policy guid, policy name,

{

version: "v1.0.0",

metadata: {

links: {

self: "https://api.amp.cisco.com/vl/computers"

T,

results: {

total: 4,

current_item_count: 4,

index: O,

items_per_page: 500

}

T,

data: [

{

connector_guid: "abcdef-1234-5678-9abc-defl123456789",

hostname: "test.cisco.com",

active: true,

links: {

computer: "https://api.amp.cisco.com/vl/computers/abcdef-1234-5678-9abc-defl123456789",
trajectory: "https://api.amp.cisco.com/vl/computers/abcdef-1234-5678-9abc-
defl123456789/trajectory",

group: "https://api.amp.cisco.com/vl/groups/abcdef-1234-5678-9abc-defl123456789"
Y,


https://api-docs.amp.cisco.com/api_actions/details?api_action=GET+%2Fv1%2Fcomputers&api_host=api.amp.cisco.com&api_resource=Computer&api_version=v1
http://curl.haxx.se/download.html

connector_version: "4.4.2.10200",
operating system: "Windows 7, SP 1.0",
internal_ips: [

"10.1.1.2",

" 192.168.1.2",

" 192.168.2.2",

" 169.254.245.1"

1,

external_ip: "1.1.1.1",
group_guid: "abcdef-1234-5678-9abc-defl123456789",
network addresses: |

{

mac: "ab:cd:ef:01:23:45",

ip: "10.1.1.2"

Y,

{

mac: "bc:de:£f0:12:34:56",

ip: "192.168.1.2"

Y,

{

mac: "cd:ef:01:23:45:67",

ip: "192.168.2.2"

Y,

{

mac: "de:£0:12:34:56:78",

ip: "169.254.245.1"

}

1,

policy: {

guid: "abcdef-1234-5678-9abc-defl123456789",
name: "Protect Policy"

}
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