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ASA Version 9.1(5)

!

host name ASA-1

|

interface G gabitEthernet0/0

nanei f outside

security-level 0

i p address 203.0.113.2 255.255.255.0
!

interface G gabitEthernet0/1



narei f inside
security-level 100

ip address 172.18.124.1 255. 255.255.0
!

l--- Traffic matching ACL 101 is punted to VPN
1--- Encrypt/Decrypt traffic matching ACL 101

access-list 101 extended pernmit ip 172.18.124.0 255.255.255.0 192.168.10.0
255. 255.255.0

1--- Do not use NAT
l--- on traffic matching bel ow I dentity NAT

obj ect network obj _192.168.10.0
subnet 192.168.10. 0 255. 255.255.0

obj ect network obj _172.18.124.0
subnet 172.18.124.0 255.255.255.0

nat (inside,outside) source static obj_172.18.124.0 obj_172.18.124.0 destination
static obj_192.168.10.0 obj _192.168. 10. 0 no- proxy-arp route-| ookup

l--- Configures a default route towards the gateway router.

route outside 0.0.0.0 0.0.0.0 203.0.113.252 1

l--- Point the configuration to the appropriate version of ASDMin flash
asdm i rage asdm 722. bi n

l--- Enable the HTTP server required to run ASDM

http server enable

l--- This is the interface nane and | P address of the host or
l--- network that initiates the HTTP connecti on.

http 172.18.124.102 255. 255. 255. 255 insi de

l--- Inplicitly permit any packet that came from an | Psec
1--- tunnel and bypass the checking of an associ ated access-group
I--- comuand statenent for |Psec connections.

sysopt connection permit-vpn

1--- Specify IPsec (phase 2) transform set.
1--- Specify IPsec (phase 2) attributes.

crypto i psec ikevl transformset vpn esp-3des esp-nd5-hmac
crypto i psec security-association pntu-aging infinite
crypto map vpn 10 match address 101

crypto map vpn 10 set peer 198.51.100.2

crypto map vpn 10 set ikevl transformset vpn

crypto map vpn interface outside

1--- Specify | SAKMP (phase 1) attri butes.

crypto i kevl enabl e outside
crypto i kevl policy 10

aut henti cation pre-share
encrypti on 3des

hash sha

group 2



lifetine 86400
1--- Specify tunnel-group ipsec attributes.

tunnel - group 198.51.100.2 type ipsec-|2I
tunnel -group 198.51.100.2 ipsec-attributes
i kevl pre-shared-key cisco

ASA-2 THEAENTVLWBIEHZRICRLET,
ASA- 2

ASA Version 9.1(5)
|

host name ASA- 2

!

interface G gabitEthernet0/0
narei f outside
security-level 0O

i p address 198.51.100.2 255. 255.255.0
|

interface G gabitEthernet0/1

narei f inside

security-level 100

i p address 192.168.10.1 255. 255. 255.0
|

l--- Traffic matching ACL 101 is punted to VPN
l--- Encrypt/Decrypt traffic matching ACL 101

access-list 101 extended pernmit ip 192.168.10.0 255.255.255.0 172.18.124.0
255. 255. 255. 0

1--- Do not use NAT
l--- on traffic matching below Identity NAT

obj ect network obj _192.168.10.0
subnet 192.168.10.0 255.255.255.0

obj ect network obj _172.18.124.0
subnet 172.18.124.0 255.255.255.0

nat (inside,outside) source static obj_192.168.10.0 obj_192.168. 10.0 destination
static obj _172.18.124.0 obj_172.18.124.0 no-proxy-arp route-| ookup

l--- Configures a default route towards the gateway router.

route outside 0.0.0.0 0.0.0.0 198.51.100.252 1

l--- Point the configuration to the appropriate version of ASDMin fl ash
asdm i nage asdm 722. bi n

l--- Enable the HTTP server required to run ASDM

http server enable

l--- This is the interface nane and | P address of the host or
l--- network that initiates the HTTP connecti on.

http 192. 168. 10. 102 255. 255. 255. 255 i nsi de

l--- Add an aditional 'http' configuration to allow the renbte subnet
l--- to access ASDM over the VPN tunnel



http 172.18.124.0 255. 255. 255. 0 outsi de

l--- Inplicitly permit any packet that came from an | Psec
l--- tunnel and bypass the checking of an associ ated access-group
I--- commuand statenent for |Psec connections.

sysopt connection permit-vpn

1--- Specify IPsec (phase 2) transform set.
1--- Specify IPsec (phase 2) attributes.

crypto i psec ikevl transformset vpn esp-3des esp-nd5-hmac
crypto i psec security-association pntu-aging infinite
crypto map vpn 10 match address 101

crypto map vpn 10 set peer 203.0.113.2

crypto map vpn 10 set ikevl transformset vpn

crypto map vpn interface outside

1--- Specify | SAKMP (phase 1) attri butes.

crypto i kevl enabl e outside
crypto i kevl policy 10

aut henti cation pre-share
encrypti on 3des

hash sha

group 2

lifetine 86400

1--- Specify tunnel-group ipsec attributes.

tunnel - group 203.0.113.2 type ipsec-12I
tunnel -group 203.0.113.2 ipsec-attributes
i kevl pre-shared-key cisco
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debug 5l

198.51.100.2 & 203.0.1132 PDAEATERE NI R RIZRRTDICIE, RICRT KD IC show
crypto isakmpsa IN > RZAHLET,

ASA-2(config)# show crypto isaknp sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 203.0.113.2
Type o L2L Rol e : initiator
Rekey © no State : MM_ACTI VE

NZRILERTTDEDHIZ 192.168.10.0 255.255.255.0 B LV 172 DBEITRZ 71 v U &2 BiBE
¥ % showcryptoipsecsa ANV RZA DL TTFE L, 18.124.0 255.255.255.0:

ASA-2(config)# show crypto ipsec sa
interface: outside
Crypto map tag: vpn, seq num 10, |ocal addr: 198.51.100.2

access-list 101 extended pernmit ip 192.168.10.0 255.255.255.0
172.18.124. 0 255. 255. 255.0

| ocal ident (addr/mask/prot/port): (192.168.10.0/255. 255. 255.0/0/0)
renote i dent (addr/mask/prot/port): (172.18.124.0/255.255.255. 0/0/0)
current _peer: 203.0.113.2

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 5, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICW Errors rcvd: 0, #lnvalid ICW Errors rcvd: 0

#send errors: 0, #recv errors: O

|l ocal crypto endpt.: 198.51.100.2/0, renmpte crypto endpt.: 203.0.113.2/0
path ntu 1500, ipsec overhead 58(36), nedia nmtu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
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ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: DDE6AD22
current inbound spi : 92425FE5

i nbound esp sas:

spi: O0x92425FE5 (2453823461)

transform esp-3des esp-nd5-hmac no conpression

in use settings ={L2L, Tunnel, |KEvl, }

slot: 0, conn_id: 28672, crypto-map: vpn

sa timng: remaining key lifetime (kB/sec): (4373999/28658)
1V size: 8 bytes

repl ay detection support: Y

Anti replay bitmap

0x00000000 0x0000003F

out bound esp sas:

spi: OxDDE6AD22 (3722882338)

transform esp-3des esp-nd5-hmac no conpression

in use settings ={L2L, Tunnel, |KEvl, }

slot: 0, conn_id: 28672, crypto-map: vpn

sa timng: remaining key lifetime (kB/sec): (4373999/28658)
1V size: 8 bytes

repl ay detection support: Y

Anti replay bitmap

0x00000000 0x00000001
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