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CECL:

CORFIXNTIE, 2016538 £2018F 10 ICHKLEL /=, tools.cisco.comZRARNT S
WebH —/NA"BID )L — MR/ (CA)GEAZEICBITE N EERICHA T B FEICODVTHALET
o TOBITER., —BOASA(BIKEEFIVFATTZATRA)TFNA1AR. D=0 0%
BEFLFREEORIAMOEFEIC., Smart Software Licensing Portal(tools.cisco.com TR A KA
DEHRICKBLET, ChBFIHAECHETIEAETHD EHEhEL L. BEENICE,
ASAICRTRENDHFHL VEIAEEE., ASAFEEL TV FIOARBCAICE > TERET N, EalicO
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Gl

Smart Software Licensing Portal lCASAVEER L LS5 & D &, BERFLEFBENI KKBL TERK
HFERBUET, show license registration 1Y >/ K& & U'call-home test profile license Y > K& R
192, ROBEANRRENET,

<#root>
ASAv#
show | icense registration

Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC
Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC

Last Retry Start Time: Mar 22 13:26:32 2016 UTC.

Next Scheduled Retry Time: Mar 22 13:45:31 2016 UTC.

Number of Retries: 1.

Last License Server response time: Mar 22 13:26:32 2016 UTC.
Last License Server response message:

Conmuni cati on nmessage send response error

<{froot>
ASAV#

call -home test profile License

INFO: Sending test message to DDCEService
ERROR: Failed:

CONNECT_FAI LED( 35)

=12 L. ASAvidtools.cisco.comZ R L, TCP pingZ AL TTCPR— M43ICEHRTEEX T,
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BEREHITULEBOASAVDsyslog Bk, RERTBEN HYET,

<{froot>

%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 250CE8E030612E9F2B89F7058FD, subject name:
cn=VeriSign Class 3 Public Primary Certification Authority - G5,ou=(c) 2006 VeriSign\, Inc.
- For authorized use only,ou=VeriSign Trust Network,o=VeriSign\, Inc.,c=US, issuer name:
ou=Class 3 Public Primary Certification Authority,o=VeriSign\, Inc.,c=US .

%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 513FB9743870B73440418699FF, subject name:

cn=Symantec Cl ass 3 Secure Server CA - 4

,ou=Symantec Trust Network,o=Symantec

Corporation,c=US, issuer name: cn=VeriSign Class 3 Public Primary Certification Authority
- G5,ou=(c) 2006 VeriSign\, Inc. - For authorized use only,ou=VeriSign Trust Network,
o=VeriSign\, Inc.,c=US .

FHMICOVTEE, BIOEREFRABDEEIC, ADdebugdN Y REERTL TS EE W, Secure
Socket Layer(SSL) LS —A"RR"E N,

debug license 255
debug license agent all
debug call-home all
debug ss1 255

BHENICE, ROXYE—IHFHAO—HELTRRENET,

error:14090086:SSL routines:SSL3_GET_SERVER_CERTIFICATE:certificate verify
failed@s3_clnt.c:1492

F7 # )L NDASAVEREIZIE. Tcn=Verisign Class 3 Secure Server CA-G3, £ WSH T 15
RBRICKL TO—RBRVRITE NI-REHEZ3FDO_SmartCallHome_ServerCAE WS KT A MR
AR BYNET,

<#root>
ASAV#

show crypto ca certificate

CA Certificate
Status: Available
Certificate Serial Number: 6ecc7aa5a7032009b8cebc2d491
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)


https://www.cisco.com/c/ja_jp/support/web/tools-catalog.html
https://www.cisco.com/c/ja_jp/support/web/tools-catalog.html

Signature Algorithm: SHA1l with RSA Encryption

Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority - G5
ou=(c) 2006 VeriSign\, Inc. - For authorized use only
ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US

Subject Name:

cn=Veri Sign Cass 3 Secure Server CA - G3

ou=Terms of use at https:// verisign /rpa (c)10
ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US
OCSP AIA:
URL: http://ocsp verisign
CRL Distribution Points:
[1] http://crl verisign/pca3-g5.cri
Validity Date:
start date: 00:00:00 UTC Feb 8 2010
end date: 23:59:59 UTC Feb 7 2020
Associated Trustpoints: _SmartCallHome_ServerCA

=1L, BIiR®MsyslogTlk, ASAlE "cn=Symantec Class 3 Secure Server CA- G4, EHEFNn S
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IN—23295 2B T, ASAVICKE, FNA AOO—NIILEEOFRI0BICEE A VR—NT
BDESICREENIENTARNT—LABYET,

<#root>
ASAV#

sh run crypto ca trustpoo

crypto ca trustpool policy
auto-import
ASAv#

sh run all crypto ca trustpoo

crypto ca trustpool policy



revocation-check none

cr1l cache-time 60

cr1l enforcenextupdate

auto-import

auto-import url http://www.cisco.com/security/pki/trs/ios_core.p7b
auto-import time 22:00:00
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EON—232TEH, COOARV RIEET I EEETRAREEZAR—MLET,

<tfroot>

ASAv#

crypto ca trustpool inport url http://ww.cisco.conlsecurity/pki/trs/ios_core.p7b

Root file signature verified.
You are about to update the current trusted certificate pool
with the 17145 byte file at http://www.cisco.com/security/pki/trs/ios_core.p7b
Do you want to continue? (y/n)
Trustpool import:
attempted: 14
installed: 14
dupTlicates: O

expired: 0
failed: 0
=X
=W}
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<tfroot>

ASAv#

show crypto ca trustpool policy
14 trustpool certificates installed

Trustpool auto import statistics:
Last import result: FAILED
Next scheduled import at 22:00:00 UTC Wed Mar 23 2016
Trustpool Policy
Trustpool revocation checking is disabled
CRL cache time: 60 seconds



CRL next update field: required and enforced
Automatic import of trustpool certificates is enabled
Automatic import URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
Download time: 22:00:00
Policy Overrides:
None configured
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<tfroot>
ASAv#

license smart register idtoken id_token force

ASAVH 9 TIlZSmart Software Licensing Portal C B E N TWV2DIZ, RAOEFRICKKL =15
. FHTEFHEHATIRELETEET,

<tfroot>

ASAv#

license smart renew auth
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tools.cisco.com® )L — NCAGERAE (X, 2018F10A5HE£EHICEEE hEL 1=,

RERBENTVWBAASAV/N—2 329.6(2) AEE KTASAZ E1TL TV B Firepower21001 .
http://www.cisco.com/security/pki/trs/ios core.p7bANDBEAFTE N TVEVIEEE. COLEE
NEEEZTEEA., AABOBB MR- MEERE. FIRLIEITXNTOASARN—KZ1 &>
A7ZYRNTA—ATTFT7AILRNTEMCE2TVET, "show crypto ca trustpools @ H A
(. "QuoVadis Root CA2, FSIFAENEENTVE T,

CA Certificate
Fingerprint: 5e397bddf8baec82e9ac62ba0c54002b
Issuer Name:


https://www.cisco.com/security/pki/trs/ios_core.p7b

cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM

Subject Name:
cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM

FLWEATIE, Terypto ca trustpool import default; Y > RZEFITL T, QuoVadisiEBHE %
BT 7 A NDOCiscofEFAE/NY RILEZZ DV O—RTEET, TIATERBBENBRLEVE
&, AAEZFETI AN —ITEERT,

asa(config)# crypto ca trustpoint QuoVadisRootCA2
asa(config-ca-trustpoint)# enrollment terminal
asa(config-ca-trustpoint)# crl configure
asav(config-ca-crl1)# crypto ca authenticate QuoVadisRootCA2
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALIUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTE1F1b1ZhZG1zIF]v
b3QgQOEgMjAeFwOwWNjExMjQx0DI3MDBaFw0zMTEXMjQx0DIzMzNaMEUxCzAJBgNV
BAYTAkJINMRkwFwYDVQQKEXBRdAWIWYWRpcyBMaWlpdGVkMRswGQYDVQQDEXJRdWIW
YWRpcyBSb290IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKAOICAQCa
GMpLTAOALa8DKYrwD4HIrkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjIuwXZQeVikvfj8ZaCuwWw419eaxGrDPmF60Tp
+ARZz8un+XJ1M9X0va7R+zdRcAitMOeGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eic]1cZalDQP9nL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/i
Ucwb6UwxI5969ybR2B1LmEROFcmMDBOAEN sgGQLodKcftsTwWZvB1IldxnwQ5hYIiz T————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:
Fingerprint: 5e397bdd f8baec82 e9ac62ba 0c54002b



Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

ASAZRE1TT54100/93007°'F Y R 7 #— LA

ZDOEREE. FirepowereXtensible Operating System(FXOS)Z AL TAY— KRS 1 22 A1EH
ZIRHIBDASAZEITLTVS 7 1 —)L KM4100/93000 —HPI_HFEEZEZTVET,

ZUITHIZY BN

<ttroot>

FP9300-1-A-A-A /license # show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC
Last Renewal Attempt: FAILED on Oct 09 17:32:59 2018 UTC

Failure reason: Failed to authenticate server

FRRTF I8

BRI BICE, HLORNTARNKA Y REERL, FXOSIIIRABEF—REANTDBEN V)
=7,

<ffroot>

FPR-2-A /license # scope security

FPR-2-A /security # enter trustpoint QuoVadisRootCA2

FPR-2-A /security/trustpoint* # set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Trustpoint Certificate Chain: (THIS PART NEEDS TO BE COPY/PASTED)

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTE1F1b1ZhZG1ZzIFIv
b3QgQOEgMjAe FwOwWNj ExMjQx0ODI 3MDBaFw0zMTExMjQx0DIzMzNaMEUxCzAIBgNV
BAYTAk INMRkwFwYDVQQKEXBRAWIWYWRpcyBMaW1pdGVkMRswGQYDVQQDExX JRAWIW
YWRpcyBSb290IENBIDIwggIiMAOGCSGGSIb3DQEBAQUAA4ICDWAWGgIKAOICAQCa



GMpLTAOALa8DKYrwD4HIrkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjIuwXZQeVikvfj8ZaCuwWw419eaxGrDPmF60Tp
+ARz8un+XJ1M9X0va7R+zdRcAitMOeGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eic]1cZalDQPInL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/i
UcwbUwxI5g69ybR2B1LMEROFcmMMDBOAEN sgGQLodKcftsTWZvB1IdxnwQ5hYIiz rLhVoQPR
TUIZ3Ph1lwVaj+ahJefivDrkRoHy3au000LYmYjgahwz46POu05B/B5EqHAZ+XIWD
mbA4CD/pXvk1B+TIYm5Xf6dQ1febylvmjqIBxdZmv31h8zwc4bmCXF2gw+nYSLOZ
ohEUGW6yhhtoPkg3Goi3XZZenMfvI2ITI4pEZXNLxId26FOKC13GBUzGpn/Z9Yr9y
4a0THcyKJ10JONDO1w2AFrR4pTqHTI2KpdVGT/IsELm8VCLAAVBpQ570su9t+0za
8e0x79+Rj1QqCyXBIhnEUhAFZdWCEOrCMcOu

————— END CERTIFICATE-----

>ENDOFBUF

<---manually type this on a new line after the ----END OF CERTIFI CATE---- |ine and press ENTER

RIS, BEZHEL, 4 AZEHRLET,

FPR-2-A /security/trustpoint* # comm

FPR-2-A /security/trustpoint # scope license
FPR-2-A /Ticense # scope 1licdebug

FPR-2-A /Ticense/1icdebug # renew

CCT. SAEVANBHENLCEE2RRBIBBEN Y ET,

<{froot>

FP9300-1-A-A-A /license/licdebug # show Ticense all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.



Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC

Last Renewal Attenpt: SUCCEEDED on COct 09 17:39:07 2018 UTC

Next Renewal Attempt: Apr 07 17:39:08 2019 UTC
Registration Expires: Oct 09 17:33:07 2019 UTC

License Authorization:
Status: AUTHORIZED on Oct 09 17:39:12 2018 UTC
Last Communication Attempt: SUCCESS on Oct 09 17:39:12 2018 UTC
Next Communication Attempt: Nov 08 17:39:12 2018 UTC
Communication Deadline: Jan 07 17:33:11 2019 UTC
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Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate is not FIPS compliant.
% Error in saving certificate: status = FAIL

FIPSEHNDASASL AR —)LOEER & L T, HydrantlD SSL ICA G2HEEIBEEZ 1 ~R— KL
F9, RIZRIHydrantlD SSL ICA G2iFBHE &, sha256WithRSAEncryptionEZ 7 )L J) X LD
BEHICERLTVET, 7TYRT7F—AICESVTIEHEEZO—RTDICE, COREDORF
AIXRNZESRLTLSEZD,
 uZtvFDW++kOBMCAWEAAAOCAZEwggGNMBIGALUJEWEB
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6SH10YP07eTGzpDanPMeGMuSmwdjUkFUPALuWwkaDERTz9xdyFL3N8CRgImMQhdtT
3aWQUv/iyXULXT87EgL3b8zzf8fhTS7r654mIWM2W7pFqfimx9qATFe9XcV1ZrUu
9hph+/MfWMrUju+VPL5U7hZvUpg66mS3BaN15rsXv2+Vw6kQsQC/821JLHvtYVL/
LwbNi018CsinDeyREQJ9w1YDgzcg5rhDOrtX4JEmBzq8yBRVHIB/0230/vI050xh
83H1 c/2Xgwksf1DKS3/z5nTzhsUIpCpwkN6nHp6gmA8IBXoUTKQz4eYHICq/ZyC+
BuY2vHpNx6101]5dmy7ps737d6émZXzguP3DQN84hjtfwIPqdf+/9RgLriXeFTqwe
snxbk2FsPhwxhiNOH98GSZVvG02v10uHLVaf9B+puYpoUiEqgmlWG5mWW1PxHstu
Ew93jBMcJ6wjQc8He9rSUmrhBrOHyhckdC99RgEvpcZpV2XL4nPPrTI2ki/c9xQb9
kmhVGonSXy5aP+hDC+Ht+bxmc4wN5x+vB02hak8Hh8jIUStRx0sRfJozUOR9ysyP
EZAHFZ3Zivg2BaD4t0IS08/T2FDjG7PNUvOtgPAOKw2t94B+1evrSUhqgIDUOWT9c
9vkaKoPvX4w=
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