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Advanced Networking77°> 3 > #3XE L TExpressway T /N1 AZ VT AR I TTBHBE. &
DFARETICEMBOLANIA VB —T IA AT RLAZERETDHENf HBYVET, €512,
[Static NAT mode] AFBEMCBE 2> TVBWA U R—T I ALTIOTARI D INBREE D HE
FHVET, LENF>T, LAN2ZABA >V Z—TIAAELTHERATDCEZHRLET, B
AR —TIAATR., BDEICWUTAXTAY INATZERABRPRETEET,

AEBLAN A2 R2—T T4 ADRE

IP BRER—DEDODHAT LAN A X —T IAARERF, EOXRYRND—D A2V 2—TITAARN
Transversal Using Relays around NAT (TURN ) Z A3 ZHBLET, TF1TILERY RN
— 94> 8%—7 I4 AExpressway-EERE Tk, BE. ZhikExpressway-EANZPLANA > X—7
IfAICEREENET,

AEZT14Y 9 )I—b
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10.0.10.1 IZEEE B Z2EBKRLE T,

FW B#°10.0.30.0/24% 7 %Y "RHA SEEE i NF T 1 Y U %ZExpressway-E LAN1/ X —7 T
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xCommand RouteAdd CLIJNY > REETLE T,

COEBEDOHTIE. LANT A0 RX—TIARZNLTEETGELE FW B OFRIZH S
10.0.30.0/24 H7 %Y NICE3ETE 3 Z & % Expressway-E ASREBT2HENHYET, Ch#E
I3k, ROOANY REERITLET,



xCommand Rout eAdd Address: 10.0.30.0 PrefixLength: 24 Gateway: 10.0.20.1 Interface: LANL

¥: SAEZT A4V UIN—KNDEREE, Expressway-E GUISH & U'[System/Network] >
[Interfaces/Static Routes] Dt o> 3> N LU THEHEATEET,

COBITIE., F—RIIA PRLA(10.0.20.1)# LAN1 B TOXEETEETH D /=0,
Interface N\ X —% % Auto ICERETACLETEERT,

NATAFW BTEHMICENTH ST, Expressway-ENFW BOEFEICHZ 2T TV N
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Expressway-C IP 7 RL A : 10.0.30.2/24
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Expressway-E77 # )L N7 — KD I 4 :10.0.10.1(FW-A)
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FW-A®DERTE
AT Y7 1:Expressway-E ADART 1YY NAT BRIE.

CORFIXVRND "EEFHAL Va2V THALLEKSIZ, FW-ALZRK., NTUY JIPFRL
A64.100.0.100 4 > X —= Y NH SExpressway-EICEETE D AZT 1Y UNATEBRN H V) F
T ZED1DIE, Expressway-E LAN2 IP7 KL A10.0.10.2/24(CEHE hFE T,

ASA/N—>3> 83 LIEMDIBE :

I To use PAT with specific ports range:

obj ect network obj-10.0.10.2
host 10.0.10.2

obj ect service obj-udp_3478-3483 service udp source range 3478 3483 object service obj-
udp_24000- 29999 service udp source range 24000 29999 obj ect service obj-udp_36002-59999 service
udp source range 36002 59999 obj ect service obj-tcp_5222 service tcp source eq 5222 object
service obj-tcp_8443 service tcp source eq 8443 object service obj-tcp_5061 service tcp source
eq 5061 object service obj-udp_5061 service udp source eq 5061 nat (i nside,outside) source
static obj-10.0.10.2 interface service obj-udp_3478-3483 obj-udp_3478-3483 nat (inside, outside)
source static obj-10.0.10.2 interface service obj-udp_24000-29999 obj-udp_24000-29999 nat
(inside, outside) source static obj-10.0.10.2 interface service obj-udp_36002-59999 obj -
udp_36002- 59999 nat (i nside, outside) source static obj-10.0.10.2 interface service obj-tcp_5222
obj -tcp_5222 nat (inside,outside) source static obj-10.0.10.2 interface service obj-tcp_8443
obj -tcp_8443 nat (inside,outside) source static obj-10.0.10.2 interface service obj-tcp_5061
obj -tcp_5061 nat (inside,outside) source static obj-10.0.10.2 interface service obj-udp_5061
obj -udp_5061 OR ! To use with static one-to-one NAT: object network obj-10.0.10.2 nat
(inside,outside) static interface

EEAXTAYIOPATOR >V REBERTDE, ASA N RZAAVEZ—TIAA
(CL)T "ERROR:NAT unabletoreserve ports; E WS XY —IHFRRENET, DR
. ASADOxlate T NV ZVVUFTLET, TOLEHICIE. clearxlatelocal x.xxxIY > R%ERE
TUET . xxXXIEASAOAZBIPT RLAICHBULET, cOIANY RIEFE, COIPTRLA
ICBERTSNEITNTOEREIVTL, EBRERETEEREICETLET,

ASAN—232 82 LLHIDIFE :

! Static PAT for a Range of Ports is Not Possible - A configuration line is required per port.
Thi s exanpl e shows only when Static one-to-one NAT is used

static (inside,outside) interface 10.0.10.2 netmask 255.255. 255, 255

ATY72: FTOEAOMA=ILUAMACL)DOREIL KXY, 412 —%Y ND SExpressway-
ENOMREZR—NZFTLET,
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Unified Communications: Expressway (DMZ) to public internet
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chlE, FW-AARAZBZB—TITAADA NI RELVLTHBEZACLERETY,

ASA/N—>3> 83 LIEMDIBE :

access-list outside-in extended pernit tcp any host 10.0.10.2 eq 5222
access-list outside-in extended pernit tcp any host 10.0.10.2 eq 8443
access-list outside-in extended pernit udp any host 10.0.10.2 gt 3477
access-list outside-in extended pernit udp any host 10.0.10.2 It 3484
access-list outside-in extended pernmit udp any host 10.0.10.2 gt 23999
access-list outside-in extended pernmit udp any host 10.0.10.2 It 30000
access-list outside-in extended pernmit udp any host 10.0.10.2 gt 36001
access-list outside-in extended pernmit udp any host 10.0.10.2 It 60000
access-list outside-in extended pernit udp any host 10.0.10.2 eq 5061
access-list outside-in extended pernit tcp any host 10.0.10.2 eq 5061
access-group outside-in in interface outside

ASA/N—2 32 8.2 LARIDIFE -

access-list outside-in extended permt tcp any host 64.100.0.10 eq 5222
access-list outside-in extended permt tcp any host 64.100.0.10 eq 8443
access-list outside-in extended permt udp any host 64.100.0.10 gt 3477
access-list outside-in extended permt udp any host 64.100.0.10 It 3484
access-list outside-in extended pernit udp any host 64.100.0.10 gt 23999
access-list outside-in extended pernit udp any host 64.100.0.10 It 30000
access-list outside-in extended pernit udp any host 64.100.0.10 gt 36001
access-list outside-in extended pernit udp any host 64.100.0.10 It 60000
access-list outside-in extended permt udp any host 64.100.0.10 eq 5061



access-1ist outside-in extended pernmit tcp any host 64.100.0.10 eq 5061

access-group outside-in in interface outside

FW-BDORE

CORFIXVND "ERHA £V IV THATNTVWBESIC, FWBE, AT TRV b
10.0.30.0/24%ZFW BONMNBA 2 R—=7 T4 AICBB T DRICIPT RL A10.0.20.1ICEHRT D5
. FA4FT IV IONATRZBPATREZZEELET,

ASA/NN—>3> 83 LLERMDIZES :

obj ect network obj-10.0.30.0
subnet 10.0.30.0 255.255.255.0
nat (inside,outside) dynanmic interface

ASAN—232 82 LLHIDIFE :

nat (inside) 1 10.0.30.0 255.255.255.0
gl obal (outside) 1 interface

BN BREBBEFNTOTCPR— N EUDPR— N TExpressway-CHA EEICEEL, FWBT
HUOWTWVWACEZBRLET, cORFIXD MO "Cisco Expressway IP Port Usage for
Firewall Traversal(ZZ7ZAT7J#—)LbbZ/N—H ) DCisco Expressway
IPIPIPIPIPIPIPIPIPIPIPIPIP)))) s TIPPort)y

e
ST, RENERCHMELTVSHES D ERBLET,

ASA ETNTY N RL—HZERAL T, Expressway-E AZT 1 Y 9 NAT ZHA B I #EE
BELEHRATERT,

TCP/52227T64.100.0.102 7T AN TR EODONTY ML —Y

FW A#packet -tracer input outside tcp 4.2.2.2 1234 64.100.0. 10 5222

Phase: 1
Type: UN- NAT
Subtype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi ti onal Infornmation:
NAT divert to egress interface inside
Untransl ate 64.100.0.10/5222 to 10.0.10. 2/5222

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group outside-in in interface outside
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/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-1/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment_Guide-X8-1.pdf
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-1/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment_Guide-X8-1.pdf
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-1/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment_Guide-X8-1.pdf

access-list outside-in extended pernit tcp any host 10.0.10.2 eq 5222
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 13, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

TCP/84437T64.100.0.10% 7 A N ¥ % 7= & MPacket Tracer

FW A# packet-tracer input outside tcp 4.2.2.2 1234 64.100.0.10 8443

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:
NAT divert to egress interface inside
Untransl ate 64. 100. 0. 10/ 8443 to 10.0. 10. 2/ 8443

Phase: 2

Type: ACCESS- LI ST
Subt ype: | og

Resul t: ALLOW
Confi g:



access-group outside-in in interface outside
access-list outside-in extended pernit tcp any host 10.0.10.2 eq 8443
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 14, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

TCP/50617T64.100.0.10% 7 A N ¥ % 7= & MPacket Tracer

FW 1# packet-tracer input outside tcp 4.2.2.2 1234 64.100.0.10 5061

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:
NAT divert to egress interface inside
Untransl ate 64.100.0.10/5061 to 10.0. 10. 2/5061

Phase: 2
Type: ACCESS- LI ST
Subt ype: | og

Result: ALLOW



Confi g:

access-group outside-in in interface outside

access-1ist outside-in extended pernit tcp any host 10.0.10.2 eq 5061
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 15, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

UDP/24000T7 A 64.100.0.10\D/NTY N NL—1%

ASAl# packet-tracer input outside udp 4.2.2.2 1234 64.100.0.10 24000

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:
NAT divert to egress interface inside
Untransl ate 64. 100. 0. 10/ 24000 to 10.0. 10. 2/ 24000

Phase: 2
Type: ACCESS- LI ST
Subt ype: | og



Resul t: ALLOW

Confi g:

access-group outside-in in interface outside

access-1ist outside-in extended pernit udp any host 10.0.10.2 gt 3477
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 16, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

UDP/36002T 7 A 64.100.0.10\ M Packet Tracer

ASAl# packet-tracer input outside udp 4.2.2.2 1234 64.100.0.10 36002

Phase: 1
Type: UN- NAT
Subt ype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:
NAT divert to egress interface inside
Untransl ate 64.100. 0. 10/36002 to 10.0. 10. 2/ 36002

Phase: 2
Type: ACCESS- LI ST



Subt ype: | og

Resul t: ALLOW

Confi g:

access-group outside-in in interface outside

access-list outside-in extended pernit udp any host 10.0.10.2 gt 3477
Addi tional |nfornation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
obj ect network obj-10.0.10.2
nat (inside,outside) static interface
Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 17, packet dispatched to next mnodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

e =R
AFYT1: T Y RE VT F Y Ok

NTYNFXTTFYRE, ASAANAR—TIAAEASARAAVE—T T4 ADOEE THE
AEETT.

FW A# sh cap
capture capout interface outside match ip host 64.100.0.100 host 64.100.0.10
capture capin interface inside match ip host 64.100.0.100 host 10.0.10.2



TCP/5222 ([C$ T3 64.100.0.10 DINT Y N F¥ 7 F v :

FW A# sh cap capout

2 packets captured

1: 21:39:33.646954 64.100. 0. 100. 21144 > 64. 100. 0. 10. 5222: S 4178032747:4178032747(0) wi n 4128
<mss 1460>

2: 21:39:35.577652 64.100.0.100.21144 > 64.100.0. 10.5222: S 4178032747:4178032747(0) wi n 4128
<mss 1460>
2 packets shown

FW A# sh cap capin

2 packets captured

1: 21:39:33.647290 64.100. 0. 100. 21144 > 10.0. 10. 2. 5222: S 646610520: 646610520(0) wi n 4128
<mss 1380>

2: 21:39:35.577683 64.100.0.100.21144 > 10.0.10.2.5222: S 646610520: 646610520(0) wi n 4128
<mss 1380>
2 packets shown

TCP/5061 IZ# (1% 64.100.0.10 DINTY N ¥ T F v .

FW A# sh cap capout
2 packets captured

1. 21:42:14.920576 64.100.0.100.50820 > 64.100.0. 10.5061: S 2023539318: 2023539318(0) win 4128
<nss 1460>

2: 21:42:16.992380 64.100.0.100.50820 > 64.100.0.10.5061: S 2023539318:2023539318(0) wi n 4128
<nss 1460>
2 packets shown
FW A# sh cap capin 2 packets captured 1: 21:42:14.920866 64.100.0.100.50820 > 10.0. 10.2.5061: S
2082904361: 2082904361(0) win 4128 <nss 1380> 2: 21:42:16.992410 64.100.0.100. 50820 >
10. 0. 10. 2. 5061: S 2082904361: 2082904361(0) win 4128 <mss 1380> 2 packets shown

ATY72: BEEFIVUTANAASP)ROYTNTY NF ¥ TFYZRELET

o

ASAICKDNTY NROY 7 &, ASAASPF Y IF Y ICK 2> THFYTFy&achErd, #7723
alllk, ASAFNTY hE ROV ULEBHELTEASIhDINTOEHZF Y 7FYLET,
FEEORFWVWNFHZDEEE. ChERVIALCENTEERT, ASANCNSOROYTEDETS
EHICERTZIEBEHO)ANIDOVWTIEE, OV Rshow asp dropZRITLET,

capture asp type asp-drop al

show cap asp

oR
show cap asp | i 64.100.0.10
show cap asp | i 10.0.10.2

EVN:ZOZFUATR, ASAASPF Y 7FvZ2EAL T, Expressway-EQ4ED
TCPELIFUDPR— N ZBEK BEN HBDACLELIENATERED I AN RE TASAHK /N T Y ~
ZROY7IRINESHEERELET,

EN  BASAF Y TFYOFT7AIENNY 7754 XIE512 KBT T, ASAICEK 2T RO
YTENBDINTY RNZTEBIFEES, NV 7 7RARICHEEhET, NY 774X,



NYTT7AT723a>VEEALTERTDIENTEET,

HREH

SIPH3234 VAR >3, BETD T T7AT I - TRELENILE>TVD L 2R
LEY,

Expressway-EE DB TRY KD —O KT T4V D EBNBITDTTFATI4—)ILT, SIPELV
H3234 VAR AV ZB/IICT D ZE<HERLET, SIPHI23A VARV AN ERN
L2 TVWBIEE., ExpresswayDEHRIAKR T 7 AT IO F—)LINATRSN—H I M ICBEEE%
RETENBREICRSNET,

R, ASATSIPERUHI23A VAR AV ZE NI T D HEDHZRLET,

policy-map gl obal policy
cl ass inspection_default
no i nspect h323 h225
no i nspect h323 ras
no inspect sip

X #VCS Expressway D 3k

FATILRY RND—DA4 2 R—T T A4 A/F7T1TINICZ{EZ i=Expressway-EZEEKTHHIDY 1
1—23 2k, Expressway-EZREL, 7747 A—)LICE—ONICENATU 7L O35k
EEERETDHCETT, XU IUTRE, CORKICEITHFMERLFIT, VCS Expressway
TelePresenceT /N1 AEDASATONAT) 7L 223 OERE,

E> BN : VCS ExpresswayD#HRENBDEERF, CORFIXNTHEETATWSDF1T
LNRYRNDT—DA42Z—T7 T4 A/F71TFINIC VCS ExpresswayDEEKRTT,

BEE1T ¥

- VCS Expressway TelePresenceT /N4 AFHASATONAT) 7L 0> 3> DERE

cTOZHAI YR—BE RF I XN —Cisco Systems

. Cisco Expressway-E & & U Expressway-C - EXREFEEAHA R

NTUYH L8 —%FY NTlEE < DMZ A®D Cisco VCS Expressway D it &

FAT2#4—=)L 8Z/)N\—H)LE® Cisco Expressway IP 7R— N Q£



https://www.cisco.com/c/ja_jp/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/ja_jp/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/ja_jp/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/ja_jp/support/index.html
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X8-8.pdf
/content/en/us/td/docs/telepresence/infrastructure/articles/vcs_benefits_placing_expressway_dmz_not_public_internet_kb_196.html
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-1/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment_Guide-X8-1.pdf
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