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Context Directory Agent(CDA)ICKR RE NV KL I,

HRHH

Cisco CDA &, Windows 2008 & KT 2012 RXA/ > AV RNO—Z0INXTO/N—=23I 2 TANR
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C:\ User s\ Adnmi ni strator>audi t pol /get /category:*
System audit policy

Cat egory/ Subcat egory Setting

System
Security System Extension No Auditing
System Integrity Success and Failure
| Psec Driver No Auditing
O her System Events Success and Failure
Security State Change Success

Logon/ Logof f
Logon Success and Failure
Logof f Success
Account Lockout Success
| Psec Mai n Mode No Auditing
| Psec Qui ck Mode No Auditing
| Psec Ext ended Mode No Auditing
Speci al Logon Success
O her Logon/ Logoff Events No Auditing
Net work Policy Server Success and Failure
.output truncated...

Account Logon Kerberos Service Ticket Operations Success and Failure
O her Account Logon Events Success and Failure
Ker ber os Authentication Service Success and Failure
Credential Validation Success and Failure

C.\ User s\ Admi ni strator>

BYSEEOF D IFRETATVEVESEICE, [Local Security Policy] > [Security Settings] >
[Local Policies] > [Audit Policy] ICBEL . ROBICTRT K S IC [Audit account logon events] ¥
[Success] ICRREE N TVD L &2BERLE T,
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En‘_él Security Settings Polic
B [ g Account Policies [ sudit account logon events
=) [ g Local Polides o] Budit account management Mo auditing
5 Audit Palicy o) dudit direckory service access Mo auditing
| User E"ghts .F'.ssmnment oo udit logon events Mo auditing
i SCcunityOptions 1) Audit object access Mo auditing
F || Windows Firewall with Advanced Security: { o
- ; s Audit policy change Mo auditing
] metwork List Manager Policies B -
. : e | Audit privilege use Mo auditing
[+ | | Public Key Policies ik sl e
# || Software Restriction Policies : ud! EhE s Daud! !ng
& || Application Control Policies 22 Audit system events Mo auditing
[+ -.g IP Security Policies on Local Computer
@ [ advanced aodit Palicy Configuration
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CONTIZHTBEBEE LT, Computer Configuration\Policies\Windows Settings\Security
Settings\Advanced Audit Policy Configuration\Audit Policies\Account Logon IZ& 2 XM 4 DD
EBERIV—ZBMICITISENHBVET, COAVE—DOTICHD 4 DORI—FXT
%Z Success and Failure ICERET D HENF HVET,

Audit Credential Validation

Audit Kerberos Authentication Service
Audit Kerberos Service Ticket Operations
Audit Other Account Logon Events
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Reddit :

https://www.reddit.com/r/sysadmin/comments/5zsOnc/heads up ms kb4012213 andor_ms kb401

2216 disables/

UltimateWindowsSecurity.com :

http://forum.ultimatewindowssecurity.com/Topic7340-276-1.aspx

Microsoft TechNet :

https://social.technet.microsoft.com/Forums/systemcenter/en-US/4136ade9-d287-4a42-b5cb-
d6042d227e4f/kb4012216-issue-with-event-id-4768?forum=winserver8gen
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