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Updating the Image Version for a Logical Device

Before You Begin

Download the application image you want to use for the legical device from Cisco,.com (see Downloading Images from
Cisco.com) and then upload that image to the FXOS chassis (see Upleading an Image to the Firepower Sacurity
Appliance)

If you are upgrading both the Platform Bundle image and one or mone Application images, you must upgrade the Platform
Bundle first

You cannet directly upgrade a Firepower Threat Defense logical device. To upgrade a Firepower Threat Defense
Note lagical dévice, you must delete the axsting deace and then create a new one using the updated iImMage

Procedure

Step1 Choosa Logical Devices to open the Lagical Devices page. The Logical Devices page shows a st of configured
logical devices on the chassis If no logical devices have been Gﬂ?‘lflgllfﬁ{l. a message stating 50 15 shown
instead

atep 2 Chek Update Version for the logical device that you want to update 1o open the Update Image Version dialog
b

Step 3 For the New Version, choose the software version to which you want to update

Step 4 Click OK
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Download Software 1% Download Cart (0 items)

Downloads Home > Products * Security > Firewalls > Next-Generafion Firewalls (NGFW) > Firepower 4100 Series > Firepower 4150 Security Appliance

Select a Software Type:

Adaptive Security Appliance (ASA) Software

Firepower Extensible Operating System
Firepower Threat Defense Software
Radware Virtual Defense Pro (vDP)

RAY 2.7v 70— Firepower ¥ ¥ — IZX—J ¥ AD ASA 1 X—S

Firepower 2 ¥+ = IC ASA A X—2%#F Y 70— RLTTEW, Zhid Firepower >+ —> X
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m Tools Help admin

Configuration User Management

© refiesn3 Fter. :

q oo e e
Choose Filel|cisco-asa.9.6.2 3 SPA csp 15 n &

16 @
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FPR4100# connect | ocal - ngnt

FPR4100( | ocal - ngnt ) # pi ng 10. 48. 40. 70

PI NG 10. 48.40.70 (10.48.40.70) from 10.62.148.88 eth0: 56(84) bytes of data.
64 bytes from 10.48.40.70: icnp_seq=1 ttl =61 tinme=34.4 ns

64 bytes from 10.48.40.70: icnp_seq=2 ttl=61 tinme=34.3 ns

64 bytes from 10.48.40.70: icnp_seq=3 ttl =61 time=34.3 ns

ASA M X—CHEBIZEHICCOAD—TIZFES—N L, FUOVO0—R A X— OTXUR
HEETLULTTHELN:

FPR4100# scope ssa
FPR4100 /ssa # scope app-software



FPR4100 /ssal/ app-software # downl oad i mage ftp://ftp_username@ 10. 48. 40. 70/ ci sco-
asa. 9.6.2.3. SPA. csp
Passwor d:

EGEETOV L AZERIZDLEHICRRAVO—R RBAY detail AV REERITLTTEW

FPR4100 /ssal app-software # show downl oad-task detai l

Downl oads for Application Software:

File Nane: cisco-asa.9.6.2.3.SPA csp

Protocol: Ftp

Server: 10.48.40.70

Port: O

Useri d: anonynous

Pat h:

Downl oaded | mage Size (KB): 94214

Time stanp: 2016-12-08T10: 21: 56. 775

St ate: Downl oadi ng

Transfer Rate (KB/s): 450.784698

Current Task: downl oadi ng i nage cisco-asa.9.6.2.3. SPA csp from 10. 48. 40. 70( FSM
STAGE: sam dne: Appl i cati onDownl oader Downl oad: Local )

FLEEESGEEZREIZOICCOONV REFATEEXT:

FPR4100 /ssal app-software # show downl oad-t ask

Downl oads for Application Software:

Fil e Nanme Pr ot ocol Server Por t Userid State
ci sco-asa.9.6.2.2. SPA csp Ftp 10. 48.40. 70 0 anonynous Downl oaded
BNEFIC DWW TIE:

FPR4100 /ssal app-software # show downl oad-task fsm status expand
File Nane: cisco-asa.9.6.2.3.SPA csp
FSM St at us:

Affected bject: sys/app-catal ogue/ dnl d-ci sco-asa.9.6.2. 3. SPA. csp/fsm
Current FSM Downl oad

Status: Success

Conpl etion Tine: 2016-12-08T10: 26: 52. 142

Progress (% : 100

FSM St age:

O der Stage Name St at us Try
1 Downl oadLocal Success 1

2 Downl oadUnpackLocal Success 1

ASAAX—=DRBI¥—2 DRI NUTRENTVLRT:

FPR4100 /ssal app-software # exit
FPR4100 /ssa # show app



Appl i cation:

Narre Ver si on Descri pti on Aut hor Depl oy Type CSP Type I's Default App
asa 9.6.2.1 N A cisco Nati ve Appl i cation No
asa 9.6.2.3 N A cisco Nati ve Appl i cation No
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asal/ sec/ stby(config)#

[screen is term nating]

Di sconnected from asa consol e!

Fi r epower - nodul e1>

INIT: SwitchingStoppi ng OpenBSD Secure Shell server: sshdstopped /usr/sbin/sshd (pid 5738)

St oppi ng Advanced Configuration and Power Interface daenon: stopped /usr/sbin/acpid (pid 5742)
acpid: exiting

acpi d.
St oppi ng system nessage bus: dbus.
St oppi ng nt pd: stopped process in pidfile "/var/run/ntp.pid (pid 6186)

done
St oppi ng crond: K
Deconfiguring network interfaces... done

Sending all processes the TERM signal ..



SIGKILL_ALL will be delayed for 1 + 5 secs
Sending all processes the KILL signal...
Deactivating swap. ..

Unmounting | ocal filesystens...

Rebooting... [ 1679.605561] Restarting system

Cisco Systems, Inc.
Configuring and testing nenory. .

Cisco Systems, Inc.

Configuring and testing nenory. .

Configuring platform hardware. ..

Bi os Version : FXOSSML. 1.2.1.3.031420161207
PlatformID : FXOSSML

Processor(s) Intel (R} Xeon(R) CPU E5-2699 v4 @2.20G1
Total Menory = 256 GB Effective Menory = 256 GB
Mermory Operating Speed 2400 Mh

Pl ease wait, preparing to boot..

UEFI Interactive Shell v2.0. UEFI v2.40 (American Megatrends, 0x0005000B). Revision 1.02
Mappi ng tabl e
fs0: Alias(s):HDl7a65535al:; bl k1:
Pci Root (0x0)/ Pci (Ox1F, 0x2) / Sat a( 0x0, OXFFFF, 0x0) / HD( 1, MBR, 0OXxO00EC692, 0x800, OXEE6800)
bl kO: Alias(s):
Pci Root (0x0)/ Pci (O0x1F, 0x2)/ Sat a( 0x0, OxFFFF, 0x0)
bl k2: Alias(s):
Pci Root (0x0)/ Pci (Ox1F, 0x2) / Sat a( 0x0, OxFFFF, 0x0) / HD( 2, MBR, 0OXxO00EC692, OXEE7000, 0x3BA000)
bl k3: Alias(s):

Pci Root (0x0)/ Pci (O0x1F, 0x2)/ Sat a( 0x0, OXFFFF, 0x0) / HD( 3, MBR, 0OXxO00EC692, 0x12A1000, 0x950000)
bl k4: Alias(s):

Pci Root (0x0)/ Pci (O0x1F, 0x2) / Sat a( 0x0, OXFFFF, 0x0) / HD( 4, MBR, 0OXxO00EC692, 0x1BF1000, 0x2CD20800)
bl k5: Alias(s):

Pci Root (0x0)/ Pci (0x1F, 0x2) / Sat a( 0x0, OXFFFF, 0x0) / HD( 4, MBR, 0Xx0O00EC692, 0x1BF1000, 0x2CD20800) / HD( 1, M
BR, 0x00000000, 0x1BF1800, 0x5D022000)
bl k6: Alias(s):

Pci Root (0x0) / Pci (0x1F, 0x2) / Sat a( 0x0, OxFFFF, 0x0) / HD( 4, MBR, 0OXx000EC692, 0x1BF1000, 0x2CD20800) / HD( 2, M
BR, 0x00000000, 0x7914000, 0x26FFD300)
To | aunch ROVMMON.

CpuFr equency = 2200002 KHz
Cisco FXOsSML Bl ade Rommon 1.2.1.3, Mar 14 2016 12:11:29
Pl at form SSPXRU

INFO enic_identify: Enabling Cruz driver...
INFO enic_identify: Cruz driver enabl ed.

INFG init_spi_interface: HSFS BERASE 4K

INFG enic_init: bar[0].vaddr 0xc6e00000.

INFG enic_init: bar[2].vaddr 0xc6el10000.

INFO enic_init: eNic port MU is 1500.

INFO enic_init: eNic bsize 1500 ring size 512.
INFG enic_init: Waiting for Cruz link...

INFG enic_init: Cruz link detected.

INFO nb_eth_app_init: MAC address for interface 0: 00 15 a5 01 01 00
INFO nb_eth_app_init: |P address 127.128.1.254

Start comunicating with MO in blade slot 1...
INFO All ocated 1000 bytes of nmenory for cnd at 0x78a7d018.
INFO All ocated 1000 bytes of nmenory for status at 0x76d34918.



INFO All ocated 196608 bytes of nenory for key file at 0x76d03018.
INFO Status code 1: 'rommon initialize is conpleted .

INFO tftp_open: '/rommon/status_1.txt' @27.128.254.1 via 127.128.254.1

1

INFO nb_tftp_upload: 31 bytes sent.

tftpget Ox78a7d018 1000

INFO tftp_open: '/rommon/command_1.txt' @27.128.254.1 via 127.128.254.1

Recei ved 154 bytes

WARNI NG retrieve_mo_cnd_info: Invalid checksum 0x0

tftpget 0x76d03018 196608

INFO tftp_open: 'rommon/key_1.bin' @27.128.254.1 via 127.128.254.1

1

Recei ved 131072 bytes

INFO Status code 8: 'rommpn succeeds to retrieve key file'

INFO tftp_open: '/rommon/status_1.txt' @27.128.254.1 via 127.128.254.1

1

INFO nb_tftp_upload: 31 bytes sent.

INFO Primary keys in flash are up-to-date.

I NFO Backup keys in flash are up-to-date

continue check | ocal inmge

the inmage file path: installabl es/chassis/fxos-Ifbff-k8.9.6.2.2. SPA

the inmage file name only: fxos-Ifbff-k8.9.6.2.2. SPA

local _image_file: fsO:fxos-Ifbff-k8.9.6.2.2. SPA

INFO File 'fsO:fxos-Ifbff-k8.9.6.2.2. SPA' has 104831328 bytes.

l ocal _image_file_size 104831328

Found i mage fsO:fxos-I1fbff-k8.9.6.2.2. SPAin |ocal storage, boot |ocal inage
set pboot _i mage fxos-1fbff-k8.9.6.2.2. SPA

INFO File 'fsO:fxos-Ifbff-k8.9.6.2.2. SPA' has 104831328 bytes.

INFO ' fsO:fxos-1fbff-k8.9.6.2.2. SPA' has 104831328 bhytes

I NFO Booting LFBFF inage...

INFO Status code 7: 'rommon about to verify inage signature fromlocal disk'.
INFO tftp_open: '/rommon/status_1.txt' @27.128.254.1 via 127.128.254.1

1

INFO nb_tftp_upload: 31 bytes sent.

INIT: version 2.88 booting

Starting udev

Configuring network interfaces... done

Popul ati ng dev cache

rw consol e=ttyS0, 38400 | ogl evel =2 auto kstack=128 reboot =force panic=1

i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0

No Partitions for HDD2.. Creating partition.

nmount: speci al device /dev/sdbl does not exi st

rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1

i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0

Create libvirt group

Start libvirtd Service

* Starting virtualization library daenon: libvirtd
no /usr/bin/dnsmasq found; none killed
2016-12-07 12:47:24.090+0000: 4373: info : libvirt version: 1.1.2

2016-12- 07 12:47:24.090+0000: 4373: warning : virGetHostnanme: 625 : getadd[ ok ]Jfailed for
'ciscoasa': Nanme or service not known

Di sabl e the default virtual networks

Net wor k default destroyed

Done with libvirt initialization

rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1

i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt

pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0



+++++++++++++++ BOOT CLI FI LES COPl ED +++++++++++++++++++++++++++
rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1
i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0
Turbo Boost is UNSUPPORTED on this platform
Configuration Xm found is /opt/cisco/csp/applications/configs/cspCfg_cisco-
asa.9.6.2.3__asa_001_JAD201200C64A93395. xnl
INIT: Entering runlevel: 3
rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1
i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0
Starting system nessage bus: dbus.
Starting OpenBSD Secure Shell server: sshd
generating ssh RSA key. ..
generating ssh ECDSA key. ..
generating ssh DSA key. ..
done.
Starting Advanced Configuration and Power Interface daenon: acpid.
acpid: starting up

acpid: 1 rule |oaded
acpid: waiting for events: event logging is off

Starting ntpd: done
Starting crond: K

Cisco Security Services Platform

Type ? for list of commands

Fi r epower - nodul e1>
Fi r epower - nodul el>show servi ces status
Services currently running:
Feat ure | I'nstance ID | State | Up Since
asa | 001_JAD201200C64A93395 | RUNNI NG | :00:00: 20
Fi r epower - nodul e1>

£ FIEEH LT 59D HDYET,

KIEASATTIVT—232 CRENEAVTAVNHBEZBEBIDDOIC ¥— CLIAS
ORRF7VTr—>3>2 @ IN REFEATEERT:

FPR4100# scope ssa

FPR4100 /ssa # show app-instance

Appl i cation Nane Slot ID Adm n State Qperational State Running Version Startup
Version Cluster Qper State

asa 1 Enabl ed Ol ine 9.6.2.3 9.6.2.3
Not Appli cabl

ASAED1—-I)LREVERELET:

asal/ sec/ act NoFai | over >
************MRNl’\U***MRN'NGC***VWRN"\Gk******************************* Nate VEI’SIOH 9. 6(2)1
is not identical with ours 9.6(2)3
************MRNl’\U***MRN'NGC***VWRN"\Gk*******************************



Detected an Active mate
Begi nni ng configuration replication from mate.
End configuration replication from nate.

asal sec/ st by>

wEE

FPR4100# connect nodul e 1 console
Tel net escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1. 1.

Escape character is '~'.

Cl SCO Serial Over LAN:
Cl ose Network Connection to Exit

Fi r epower - nodul e1> connect asa
asa> enabl e
Passwor d:
asal sec/ st by# show fail over
Fai |l over On
Fai | over unit Secondary
Fai |l over LAN Interface: fover Ethernetl1/8 (up)
Reconnect timeout 0:00: 00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 1041 maxi num
MAC Address Move Notification Interval not set
Version: Qurs 9.6(2)3, Mate 9.6(2)1
Serial Nunmber: Qurs FLM2OO6EQFW Mate FLM2OOG6ENOU
Last Failover at: 12:48:23 UTC Dec 7 2016
This host: Secondary - Standby Ready
Active time: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)3) status (Up Sys)
Interface INSIDE (192.168.0.2): Normal (Not-NMonitored)
Interface OUTSI DE (192.168.1.2): Nornmal (Monitored)
Interface managenent (0.0.0.0): Normal (Viting)
O her host: Primary - Active
Active time: 10320 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)1) status (Up Sys)
Interface INSIDE (192.168.0.1): Normal (Not-NMonitored)
Interface OUTSI DE (192.168.1.1): Nornal (Monitored)
I nterface managenment (10.0.0.50): Normal (Witing)

ASAIZY NEOBEYB T I—)INFA—N—ARL—2320ZBRBIBZDLHICINSOON Rz
RITLTTE LW

- show conn count
. show xlate ¥
- show crypto ipsec sa

BRUVATFTY7TIL—RE2ASAIZY b

7I-)F-N—EuZN)ERX. 774XV ASAZTYTIL—RLTTFEL.



asal/ sec/ stby# fail over active

Switching to Active
asal/ sec/ act#

HLWAX=DZBEL, TYTTIL—RZRKL TTELN

ty Engine Flatform Settings

9 asa 9.6.2.1 10.0.0.50 10.0.0.1 Etharnetl/7 ‘gnu..., =1 1.9
Ports: Attributes:
Data Interfaces: Ethermstl/5 EEharmetl/6 ;':::L:'::::L"' ﬂ't"’;h':;:m;ab&'w
Ethernet1/8 Manggemant 1P 10.0:0.50
Update image version L
Application: a5

Current Versipn:  26.2.1

New Versicn: 2 =

50%8IC. TYTIL—RET,

it

Y=Y CLIASASATTUT—2 3V ERSNEAY TSIV FBBEERBLTTEL

FPR4100# scope ssa

FPR4100 /ssa # show app-instance

Appl i cation Nane Slot ID Admin State Qperational State Running Version Startup
Version Cluster Qper State

asa 1 Enabl ed Ol i ne 9.6.2.3 9.6.2.3
Not Applicabl e

ASAED1—-IAST7I—LA—N—FARL =232 ZHEBLTTEL,

asal/ pri/stby# show fail over
Fai | over On
Fai |l over unit Primary
Fai |l over LAN Interface: fover Ethernetl/8 (up)
Reconnect timeout 0:00: 00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 1041 maxi num
MAC Address Move Notification Interval not set
Version: Qurs 9.6(2)3, Mate 9.6(2)3
Serial Nunmber: Qurs FLM2OOG6ENOU, Mate FLM2OOG6EQFW
Last Failover at: 14:35:37 UTC Dec 7 2016

This host: Primary - Standby Ready



Active time: 0 (sec)

sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)3) status (Up Sys)
Interface INSIDE (192.168.0.2): Normal (Not-NMonitored)
Interface OUTSIDE (192.168.1.2): Normal (Witing)
Interface managenent (0.0.0.0): Normal (Viting)

O her host: Secondary - Active

Active time: 656 (sec)

sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)3) status (Up Sys)
Interface INSIDE (192.168.0.1): Failed (Not-NMonitored)
Interface OUTSIDE (192.168.1.1): Normal (Witing)
I nterface managenent (10.0.0.50): Normal (Witing)

Stateful Failover Logical Update Statistics
Link : fover Ethernetl1/8 (up)

St at ef ul Obj xm t xerr rcv rerr
Gener al 7 0 8 0

AAYFINY VTR TSARVITITAT &R/ I2T7I=INF—N—HhHI/ARVNA:

asal/ pri/stby# failover active

Switching to Active
asal pril/act#

NZTNa1-F42T
RBEQELD, COREILHEIDBEONT AN 1—FT12IBHREHIFLRA,

BYE 1§

-EXOS AV 74F¥alL—>3> HAR

. FXOS-ASA BE#itf H4A R

.EXOSs UY—A /—h
cTOZHINYR—KERFI XK -Cisco Systems
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/content/en/us/td/docs/security/firepower/fxos/fxos114/web-config/b_GUI_ConfigGuide_FXOS_114/image_management.html#task_B3A3F800FB9140B7A561AF9CFD7D6BBD
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html#pgfId-125653
https://www.cisco.com/c/ja_jp/support/index.html
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