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IPv6 DEFI% show X R
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IPv6 BaE D ASA DTFNY T DEEHBIAD
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BRICELUAZ—T7IALAATIPVA L IPV6E DEADRS 74 Y D RGEETEETTH,
EAUAE—TIAATIPV6 BLV IPVAACL ZBHATZEZEXIT .

ASA & IPv6 ® QoS ZHR—KLETH,

IPv6 T NAT ZFAITBHEFHYETH,

show failover X ROHAIIC IPv6 U OO0—AIL FRLANRTENZDEEHEETTH,
BHIOEE S1H/HeE sk ER

B E B R

B=

CORFIAIXNTR, A=Y N7ORINLN=2326(IPV6) RZTAYIZEEET
B1HIZCiscolERNEEF1UTA FTTIATA(ASA) ZRETHHEICOWVWT, ASAN
—23>7.01) ARBRICEALTHBELET,

LIE = 343

B

CORFIXVNIBBEOEHREHY REA

FHTAAR—XF2b

CORFIAYNOERIE. CiscoASA/N—T3> 7.0(1) BICEIKENTT,
CORFIXNOBEIE., BEOSKBELCLHZTFNARACEITVTERENELE, COR
FIXYRTEATIIRNTOTNA ARG, B (F72IILKN ) BEOREA SEBLTVET

o MRORY ND—IONFEBRBHRTHRHFEICEF. EOLRSBIOANURIZODVTE, ZTOEEWN
&E’ﬂtbﬁb\fﬁﬁitiﬁﬁﬂbf&s<%Eb‘"?ﬁUi'd'o

p L
BIE, IPV6 2, TEAOEROETHEELFLLENEVIET., LAL, IP6 DRET VAL
>xvh?j»&:—f«>7tﬁbr®§$uu%£u%zréibto:wH#:x N0
B CNESBI—RICHA, ESLUTERHTHETT,

. IPv6 EAICET 5 — RO HE

. ASA TOEXH % IPv6 R

CASAENLEIPVG EHEDORNS TN 1—F 4200 0FEICBET2ER

. Cisco Technical Assistance Center ( TAC ) "FEL 1z, REE<AE SN B IPve OREEL R
R Eo



X IPV6 R T IPv4 ZRBIZICEFTENHOBREICHDIRZERBL, CORFIXY
NIERTHEZRREZRBYALCENTEDLS CEHNICEHEAET,

IPv6 BiEED1E R
IPv6 DHEEICBI TR EERERERICRALET,

.IPv6e Z7OKRJLE. ASAD/NN—23> 7.0(1) THRAICEAEhEL -,

RS UARTLYN E—RTIP6 ODHR—KEASA/N— 3> 82(1) ICBAThEL .
IPv6 OE

IPv6 77O JJ)LIE, 1990 FROFEA SERBICA G THREhFEL L, COBHICAHD IPV4
T RLAZEOHBAMEL &N, BRI EALEZRERTY, XY MND—0 T RLAZHK
(NAT) OFFE IPv4 ICESTRINICKRICULSE, CORMBAORUZREFLICTDEANTE
FLEN, BENICECAICRDZIZ7ON NN VEEBD CERFRBETERLLAZYEL L,
IPv6 7’0 N )L OFFMO L4 1998 £ 12 D RFC 2460 TERICREY ELE, 07O
TJILIC DWW T OF#E. Internet Engineering Task Force (IETF ) ® Web 4 MNZH 2 2R D
RFC2460 D RFIX VR ZZSBL T EZV,

IPv4 -39 % IPv6 DB R

cOtEo>a>TlR, IP6 ZORILICEENDIRE L., /KO IPv4 7ORIEREEET
HALET,

T RLY S THBEDHLR

IPv6 ORI T, P7RLAOHYA AN 2EY MAS5128EY NMIIERLELE, <hil
&Kt), YR—REhBTRLIVIBENBRL, K)E<O/—RIZTRLAGEVHTAHH
BEICAY), PTRLAOBBRENBRILENELLZ. NAFFYANL—FTA2ITORT—ZE
V74, NAFFYARTRLACAOD-774—)LRZEMTBDETEHLELET, 51
IZT—FYARTRLAEFFLZHFLWEATOT RLANERENE T, chik, JIL—
THOEED/—RICNTY N E2EFIRLEHICHEAETNET,

AV 5 —F 3 O Rt

IPv4 AY Z—D—HMAHIBRE N, R-FEBARICEYELE, ChiCrY, —BROET—AD
NTY MEBOOARNERL, IPV6 AY S —OFEHEIANERENET,

REATS 3> OB R— MoE

IPAYA—FA723a>OIA—RFEENED2IZC &RV, 73D —FT 42 THFERLEh
ATV IAVORECHTRIFRIBHNE D EEEC, SEHLLWATO IV EZEATIRD
FEMEABMELERL I,


https://www.ietf.org/rfc/rfc2460.txt

70— SRI)L#eE
COHFMEET, REBNBEONS74v 0 ZO0—ICETB/NTY NSRRI TEITSCEIC

kt), TEORNZT71v o Z7O0—ICX LT, 774/ MNESAD Quality of Service ( QoS ) X° U T /L
BANLY—ERGEEDHFN G BEBERTEDLSICHEL &,

BREE 751 /NS —DiiRe

IPv6 IZI&, FRRE. T— X DEEM., BB (F7232 ) Z2YR— NI 31D OBBEILRAEH(IC
BYVATRNTVWET,

AXTE

DU a> Tk, CiscoASA Z IPv6 THEATDI-OOREFEICODVTHALET,
E: 20tV aVTHEATINZ AN ROFMIZ DOV T, Command Lookup Tool ( &
BRI1I—YER) ZEALTLEZL,

Y hNO—UK

CORFIAIXNOEHICH TS IPv6 & MAROPZUTICRLET,

internat

7 —‘ FD99::1/64
FDO3::2/64 | FOD3-1/64 @ FD02-2/64 FD02:1/64 %
. . Cisco 881

T Tl
IPwE clignt e ASA VA1) Router

IPV6 DA 2R —T T4 ADRE
IPv6 RS 714V 0% ASAZNLTEETDICE, £F, 2EBLEE2DODDAVEZ—TIA AT

IPv6 ZBMICTIHBEANHYET, cOFITE, RAEBA2X—7 I 14AGi0/0 HSHEA> 22—
TJ7IMARGONICRTS T4V I EBTLOICIPVE ZBEMCTRHEERALETS,

ASAv(confi g)# interface GigabitEthernet0/0



ASAv(config-if)# ipvé enable

ASAv(config)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé enable

SER. MADAEZ—TIAAILIPV6 7 RLAZBRETEE T,

X ZOBITRE, fc00:/7TOIZ—Y0—ALT RLAULAZEOT RLAFFERAEA TV
B, IXNTOT RL ARKFDEdxx:xxxx:xxxx’% E)TWREV) FTF, ). £k, IPv6 7 RL
AQEDTE., £7ILO0OY () 2E>T—EOEOEERLDTE D%, FDO1:1/64 &
FD01:0000:0000:0000:0000:0000:0000:00001 £EL T9,

ASAv(confi g)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé address £403::1/64
ASAv(config-if)# nameif inside
ASAv(config-if)# security-level 100

ASAv(confi g)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé address £402::2/64
ASAv(config-if)# nameif outside
ASAv(config-if)# security-level 0

CNTT RL R fd02:1 ICTHAEE VLAN O ERICHB TR —SANOEEWEL AT 2 (L2)/L A
Y 3 (L3) AL EnERTTY,

ASAv(config-if)# ping £402::1
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to fd02::1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ns
IPv6 JL—TF 1 > J DREE

IPv4 EEHRIC, BEEEGKENEYTTRXY NEORANIIPYe A H > LTE, FERK
BHBDEHICHERY ND—IADI— MNP ETT, BUOHITE, FTIANKY T FTRLA
fd02:1 THALA > Z—TIA AEZNLTIRTDIPV6 XY RNT—VICEETHL-HDHENET
7ALBNIL—ROERERZEZZRLTVET,

IPv6 DARTAY Y I—T 12T ORRE

ROBEHREFEALT, IPV6 DARTAY I N—TFT12VTERELET,

ASAv(config)# ipv6 route outside 0::0/0 £402::1
ASAv(config)# show i pv6 route

IPv6 Routing Table - 7 entries

Codes: C - Connected, L - Local, S - Static

O- CSPF intra, O - OSPF inter, CEl - OSPF ext 1, CE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP

L fd02::2/128 [0/0]

via ::, outside
C fd02::/64 [0/0]
via ::, outside

L £d03::1/128 [0/0]



via ::, inside
C fd03::/64 [0/0]

via ::, inside
L fe80::/10 [0/0]
via ::, inside
via ::, outside
L ff00::/8 [0/0]
via ::, inside
via ::, outside

s ::/0 [1/0]
via £d02::1, outsideASAv(config)#

RTOEBY), CNTABITZRY NTORAMNOERNTEEL L2,

ASAv(config)# ping £499::1
Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to fd99::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
ASAv(config)#

X IPG L—F A T EBNICTVEVEE, XA4FIv 0 L—F4>F 7ORILER
ETEET, COCELDVTR, XOEIZIVTHALET,

OSPFV3 T®D IPv6 DA A FZv U )L—PMERE

9. TYTARNI—LD Cisco881 ' J—AX H—EAKERIL—Z (ISR ) ® Open Shortest
Path First /\—> 3> 3 (OSPFv3 ) DREABRATDAREA B T,

C881#show run | sec ipvé
i pv6 uni cast-routing

!-—— This enables IPvé6 routing in the Cisco 105°.

i pv6 ospf 1 area O

address-fanmily ipv6 unicast

passive-interface default

no passive-interface VI an302

!--- This is the interface to send OSPF Hellos to the ASA.
default-informati on originate al ways

!-—-- Always distribute the default route.

redistribute static
ipve route ::/0 FD99::2

!--- Creates a static default route for IPv6 to the internet.

ZETRA VBT IAARERFPRDKRSICEY)ET,

C881#show run int Vl1an302
interface VI an302

i pv6 address FDO2::1/64



ipve ospf 1 area O
C881#

ASANTY N F¥T7Fv&EL, OSPF O Hello /YT Y NRANEEA > X —T I 4D ISR A5
BABPCLEEHETEET,

ASAv(confi g)# show run access-list test_ipvé

access-list test_ipv6 extended pernit ip any6 any6

ASAv(confi g)# show cap

capture capout type raw data access-list test_ipv6 interface outside
[Capturing - 37976 bytes]

ASAv(confi g)# show cap capout

367 packets captured

1: 11:12:04.949474 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: i cnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
2: 11:12:06.949444 fe80::250:56ff:fe9d:34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]

3: 11:12:07.854768 fe80::c671:feff:fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]
4: 11:12:07.946545 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
5: 11:12:08.949459 fe80::250:56ff:fe9d:34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
6: 11:12:09.542772 feB80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40
[hlim1]

13: 11:12:16.983011 fe80::c671:feff:fe93:b516 > ££f02::5: ip-proto-89 40
[hlim 1]
14: 11:12:18.947170 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9od: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
15: 11:12:19.394831 fe80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40

[hlim1]
16: 11:12:19.949444 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:

21: 11:12:26.107477 fe80::c671:feff:£fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]

ASAv(config)#
BRD/NTY N F+¥7F ¥ T, OSPF (ip-proto-89 ) /N7 Y RAISROELWVWAVZ—T I A A
ICZETDIPv6 U IO—HI TRLANSHBEID L Z2HIETERY,

C881#show ipvé interface brief
ViéﬁébZ [up/ up]
FE80::C671:FEFF:FE93:B516
FDO2: : 1
C881#
SEE. ISREDBHIZBAREEIL TS ASA TOSPFV3 JOERAZERTEEX T,

ASAv(config)# ipv6e router ospf 1
ASAv(config-rtr)# passive-interface default
ASAv(config-rtr)# no passive-interface outside
ASAv(config-rtr)# | og-adj acency-changes
ASAv(config-rtr)# redistribute connected
ASAv(config-rtr)# exit

ASA DHNERA > B —T7 T A4 AIZ OSPF REZEBAL XY,



ASAv(config)# interface G gabitEthernet0/1

ASAv(config-if)# ipve ospf 1 area O

ASAv(config-if)# end

IRV, ASAF IPv6 7 %Y MZ OSPF 7O—RF ¥ A K Hello N7y hEZEHLF T,
show ipv6 ospf neighbor I¥ > RZANL, L—REDBHERRERRBLET.

ASAvV# show ipvé ospf neighbor

Nei ghbor ID Pri State Dead Tine Interface ID Interface
14.38.104.1 1 FULL/BDR 0:00:33 14 outside

ISRE. F7FILBNTREGE<HFEENIZIPV4 7 RLAZ IDICHERTRLS, ISRTERA/N—
ID 2#FETEXY,

C881l#show ipv6é ospf 1

Routing Process "ospfv3 1" with ID 14.38.104.1

Supports NSSA (conpatible with RFC 3101)

Event -1 og enabl ed, Maxi mum nunber of events: 1000, Mde: cyclic
It is an autonompus system boundary router

Redi stributing External Routes from

static

Originate Default Route with always

!-—- Notice the other OSPF settings that were configured.

Router is not originating router-LSAs with maxi num netric

C881#
CNTASARKISRASTFI7ZILMDIPVE IIL—KREZETETVWDRTITT, cnZEERITBIC
(&. showipv6 route ¥ RZABDLET,

ASAv# show ipv6é route

I Pv6 Routing Table - 8 entries

Codes: C - Connected, L - Local, S - Static

O- CSPF intra, O - OSPF inter, CEl - OSPF ext 1, CE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP

O 2001: aaaa: aaaa: aaaa: :/ 64 [ 110/ 10]

via ::, outside

L fd02::2/128 [0/0]
via ::, outside

C fd02::/64 [0/0]
via ::, outside

L fd03::1/128 [0/0]
via ::, inside

C fd03::/64 [0/0]
via ::, inside

L fe80::/10 [0/0]
via ::, inside

via ::, outside

L ff00::/8 [0/0]
via ::, inside

via ::, outside

OE2 ::/0 [110/1], tag 1

!--- Here is the learned default route.

via fe80::c671:feff:fe93:b516, outside



ASAV#
ASA TD IPV6 AN A > R—7 T4 AREEL—T 4 VT BEOEARER N TET TT.

TR

BE, COREICEATESIHIFIREH) XA,

NZ7L1—h

IPv6 BHED NS TN 1—FT AT FIBE IPVABHEORNS I 1 —F 1 T ERUFEICHR
WETH, WKOADEVNFSGYET, NZFTLZ1—FT12TJ0BRNSREBE, IPv4L
IPveDBREEEZMIELAN1DIE, IPv6IZAddress Resolution Protocol(ARP)A"ZEL BV &ET
To O—AILANET XV ROIPT RLAZBERTDEHICARPZFEALE T,

FJ=. ND #" Media Access Control ( MAC ) 7 RL Af#RIC Internet Control Message Protocol
N—2326(ICMPV6 ) Z5ERTRCEZBRIDCEEETEETT, IPv6 ND OFFMICOWVWTIE
. IPv6 ZAN—8ZE (CLI7Y 2P 1:CiscoASA>U—XCLIJ>71FalL—>3> H1 R

( —AREVZEIRIE ) 9.4 ), F/lF RFC4861 WM ASAIPv6 7 14F1L—>3> HA R%ES
BLTLSESL,

BE, BEAED IpB BEEDRNSTIN2—F 42U ND, L—F14>T, FEEY7TRY N
REOEABEOVWTIAANICEELTVET, chik, IPUEIPVBDEBZEVTEH Y ET, IPV6T
NATZERTD e HRENT, TTARX—KNTPRLYSZUTFIPv4 (RFC 191854k ) THIA
ThBE<BEo2kikdH, NDIFARPERERYET. CcNSNEVEEML, L2/L3 DEEEZHRT
niE, TCP/UDP EEMNEBOZ7ORNIILOBER (IPON—23 2 2BHT ) KREWNICRIU K
b, LAV4(L4)REDORNSTIINZ2a—FT1420 7O0CAE, IPv4 EXRERHICEUICEYET

o

LREHEONZTILZ21—F142Y (ND)

L2 D IPV6 EHENT TN 1—RNTBEHICEATNBIHREERNEIT RiE, show ipve
neighbor [nameif]l Y > RT3, chik, IPv4 ® showarp IV RCHEIHETIENDTY,

RICHBBPZRLUET,

ASAv(confi g)# show ipvé neighbor outside

| Pv6 Address Age Link-layer Addr State Interface

£402::1 0 c471.fe93.b516 REACH outside
fe80::c671:feff:£fe93:b516 32 c471.fe93.b516 DELAY outside
fe80:: e25f: boff: fe3df: 1bbf 101 e05f.b93f. 1bbf STALE outside

fe80:: b2aa: 77ff:fe7c: 8412 101 bOaa. 777c. 8412 STALE outsi de

fe80::213: c4ff:fe80:5f53 101 0013. c480. 5f 53 STALE out si de

fe80::ab4c: 11ff:fe2a: 60f4 101 ad4dc.112a. 60f4 STALE outside
fe80::217:fff:fel7:af 80 99 0017.0f 17. af 80 STALE out si de

ASAv(config)#

COHAITEE, MAC 7 RL A c471.fe93.b516 Z# 27 /N1 AICE % IPv6 7 RL A fd02::1 A
FEBICHMRENLZENRIETEET,


//www.cisco.com/c/ja_jp/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-ipv6-neighbor.html#pgfId-1342081
https://tools.ietf.org/html/rfc4861

A AROBATRERILI—FZ AT IAADEL MAC 7 RLAA 2EHENEIH,
hE, L—ZHFDA2E—TI(RACVO0-A)N FRLAZBSENH TN
RETT, U>o70—h"L T RLAGTFNAABEOT RLAT, BEEEHKENERY B
T—OJTOBEILOXMEATEERY, L—2E&E, VI0-HIL T RLAZHALTINTY
REERIELERBA, CholF, BEEERENLERYNT—JOEIX NTOBREOHKZEIT
WET, Z<OIP6IL—T427 7O (OSPRV3 R E ) F, L2 I XY NDIL—
TAVI7OR DN EHETZEHICVIOO0-NIL PRLAZEALET,

NDF+vv> 101 )F3F%ICIE, clearipvb neighbors IN > RZEABDLET. ND NMEFED K

ANCZOWTKRKTDH4A, debugipvend AN REANDL, EENTY N FYTF ¥ E2RT

L T syslog ZHEFEL., BEN L2 TRELTVRCEEBAOHDENTEET, IPv6 O ND (&
MAC 7 RLADIPv6 7 RL AANDERIZICMPVE XY —2 R ERATAHEIEERELTLKEE
\I\O

IPv4 ARP % IPv6 ND

IPv4 @D ARP T —7)LE, IPv6 O ND OEBREUTICRLET, CORICODVTERE
EE

IPv4 ARP IPV6 ND
ARP ER (10.10.10.1 RHBZ DA ) A N—EE

ARP 5% (110.10.10.1 i dead.dead.dead ICfEE ) XA /N— T RNZAL XX N

RO FVI)ATE. ND & MAC 7 RL R fd02::1 DFERIZXBLET, CDIRINENTEA > X
—7IARICHBFANTT,

ND OF/\y T

CZIWRLEDIE, debugipvénd X ROKIBERTT,

ICMPv6-ND: Sending NS for £d402::1 on outside
I'-—— "Who has fd02::1"

| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: | NCWP del eted: fd02::1

| CMPv6-ND: | NCMP -> DELETE: fd02::1

| CMPv6- ND: DELETE -> I NCMP: fd02::1

| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: Sending NS for fd02::1 on outside
ICMPv6-ND: Sending NA for £d02::2 on outside

I-—— "fd02::2 is at dead.dead.dead"

| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: | NCMP del eted: fd02::1

| CMPv6- ND: | NCWP -> DELETE: fdo02::1

ICMPv6-ND: DELETE -> INCMP: £d402::1

!-—-- Here is where the ND times out.

| CMPv6- ND: Sending NS for fd02::1 on outside



| CMPv6- ND: Sending NS for fd02::1 on outside

COFNY THATR, 1d02:2 B SDXA/N— P RIAZLARAY NFES < BEETRTLE
WKRSERAFET. N\TYRN 7 F+2REL T, BRI ESTHINERANDENTESE
EE

NDNTY N *¥TF+

EIASAUD—R9401) OBRTE, PV NTY RN FYT7FYICETIORLAJVARNNGE
%= XETY, CiscoBug ID CSCtn09836 T M C & (X ¥ 2 MEHLEED EREBITE
BEROEEETNTLVERT,

TOoAAYMAO=IL VAN (ACL) ENTYN FYTFYERELET,

ASAv(config)# access-list test_ipv6 extended pernmt ip any6 any6
ASAv(config)# cap capout interface outside access-list test_ipv6

ASA 5, fd02:1 IZ ping Z1TWVWE T,

ASAv(confi g)# show cap capout

23: 10:55:10.275284 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]

24: 10:55:10.277588 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

26: 10:55:11.287735 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]

27: 10:55:11.289642 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

28: 10:55:12.293365 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]

29: 10:55:12.298538 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

32: 10:55:14.283341 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]

33: 10:55:14.285690 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

35: 10:55:15.287872 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]

36: 10:55:15.289825 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]

NTYRNFYTFYTRENEELSIC, 021 ASORAIS— F RINRA XX NFBIB/LT
WET, EEL, FNYITHDICRENDESIC, TRNZRAAX NGASHOEHTRESE
nNEBA, FHBAEDLHIC, syslogZRRTEET,

ND @ Syslog

LLRi&, ND 0 Syslog ®HITY,

May 13 2015 10: 55:10: 9ASA-7-609001: Built |ocal-host identity:fd02::2

May 13 2015 10: 55:10: %ASA- 6- 302020: Built out bound | CMP connection for faddr
ff02::1:ff00:1/0 gaddr fd02::2/0 |addr fd02::2/0(any)

May 13 2015 10:55:10: %ASA-3-325003: EUI-64 source address check failed. Dropped


https://tools.cisco.com/bugsearch/bug/CSCtn09836

packet from outside:£d402::1/0 to £d402::2/0 with source MAC address c471.fe93.b516.
May 13 2015 10:55:10: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55: 11: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55:11: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10: 55:12: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55:12: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10: 55: 14: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10: 55: 14: %ASA- 3-313008: Denied | Pv6-1 CVWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10: 55: 15: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10: 55: 15: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

ZNS D syslog DHT, fd02:1 ICHB ISRHASD ND XA /XS—F RIRL XA N NTy M
{8 1E Extended Unique Identifier ({$IE EUI-64 ) D7 #—YY N FI Y IOHFEKRBLECEICKY)
WRENTVWBRLHFERTEET,

EVN COBEOEBICOVWTOFMEGE "HEIEEU-64 PRLAI>O—FT120, 25
BLTLSEZV, CORNZTINa—F1427002Y 0. ACLFBENDAVZ—TI
4 AT ICMPv6 Z&F A L % L 54E X Unicast Reverse Path Forwarding (uRPF ) F T v U4
ABTRHEBE, CETEBEHOBRECERICEBATEE Y., LEED 2 DIk, IPV6
TOLREGOBEORREZDZENHYET,

EXWZIPV6IL—TFTAIDNSTIN1—FT142T

IPv6 2R L EHZEDOIL—T427 Z7ORNINORNZ TN 1—T 14T FIEE., IPv4 ZEHH
THRIHEEECEANICEALUTT, debug B&Y show AV ROFERENTY N F¥7Fv ik, )
—TF42J 7O JLFBRFEESY) CBHELBEVEHRHZRRETSIOICR/IULEET,

IPv6é DIL—FT 1> 7O8JILOFINYV T
'Y 3T, IPv6 T&RID debug IX > REHALET,
20-=/S)L IPv6 L—F 1 >0 DF/Vv T

debug ipv6 routing D F/NY JIZkY) |, IPV6 L—TF 12T T—TIILOEEOIXNTZRNTZTILY
1_7_-4>7_C"€§3-o

ASAV# clear ipvé ospf 1 proc

Reset OSPF process? [no]: yes

ASAv# | Pv6RTO: ospfv3 1, Route update to STANDBY wi th epoch: 2 for
2001: aaaa: aaaa: aaaa: :/ 64

IPVv6RTO0: ospfv3 1, Delete 200l:aaaa:aaaa:aaaa::/64 from table
IPv6RTO0: ospfv3 1, Delete backup for £402::/64

| Pv6RTO: ospfv3 1, Route update to STANDBY with epoch: 2 for ::/0
IPv6RTO0: ospfv3 1, Delete ::/0 from table



| Pv6RTO: ospfv3 1, ipv6_route_add_core for 2001: aaaa: aaaa: aaaa::/64 [110/10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Add 2001: aaaa: aaaa: aaaa::/64 to table

| Pv6RTO: ospfv3 1, Added next-hop :: over outside for 2001: aaaa: aaaa: aaaa: : / 64,
[110/10]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

I Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ipv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add core for fd02::/64 [110/10], next-hop :
nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop

fe80::c671:feff:fe93: b516

nh_source fe80::c671:feff:fe93:b516 via interface outside route-type 16

| Pv6RTO: ospfv3 1, Add ::/0 to table

IPv6RTO: ospfv3 1, Added next-hop fe80::c671:feff:£fe93:b516 over outside for ::/0,
[110/1]

| Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add_core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

IPV6RTO: ospfv3 1, ipv6_route_add core for 200l:aaaa:aaaa:aaaa::/64 [110/10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Route add 2001: aaaa: aaaa: aaaa: :/ 64 [owner]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

I Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa::/ 64

| Pv6RTO: ipv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add core for fd02::/64 [110/10], next-hop :
nh_source :: via interface outside route-type 2

I Pv6RTO: ospfv3 1, Reuse backup for fd02::/64, distance 110

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop

fe80::c671: feff:fe93: b516 nh_source fe80::c671:feff:fe93:b516 via interface outside
route-type 16

| Pv6RTO: ospfv3 1, Route add ::/0 [owner]

| Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add_core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

OSPFv3 OT/Yy T

debug ipv6 ospf Y RIC&K'), OSPFV3 OEBE NS TINS1—F 1 I TEET,

ASAV# debug ipv6é ospf ?

adj OSPF adj acency events

dat abase-ti mer OSPF dat abase tiner

events OSPF events

fl ood OSPF fl oodi ng

graceful -restart OSPF Graceful Restart processing
hel |l o OSPF hell o events

i psec OSPF ipsec events

| sa-generati on OSPF | sa generation

| sdb OSPF dat abase nodifications

packet OSPF packets

retransm ssi on OSPF retransm ssion events
spf OSPF spf

OSPFV3 7OAHNBEB L EBTEMILEIXNTOTFNY TOLEIBIZRLET,

ASAV# clear ipvé ospf 1
OSPFv3: rcv. v:3 t:11:44 rid:192.168.128.115
aid:0.0.0.0 chk:a%ac inst:0 from outside



OSPFv3: Rcv hello from 192. 168.128. 115 area 0 fromoutside fe80::217:fff:fel7:af 80
interface ID 142

OSPFv3: End of hell o processingpr

OSPFv3: rcv. v:3 t:11:44 rid:14.38.104.1

aid:0.0.0.0 chk:bbf3 inst:0 from outside

OSPFv3: Rcv hello from 14.38.104.1 area 0 fromoutside fe80::c671:feff:fe93: b516
interface ID 14

OSPFv3: End of hell o processingo

ASAv# cl ear ipv6 ospf 1 process

Reset OSPF process? [nol: yes

ASAv#

OSPFv3: Fl ushing External Links

Insert LSA O adv_rtr 172.16.118.1, type 0x4005 i n maxage

OSPFv3: Add Type 0x4005 LSA 1D 0.0.0.0 Adv rtr 172.16.118.1 Seq 80000029 to outside
14.38.104.1 retransm ssion |ist

! --- The neighbor goes down:

OSPFv3: Nei ghbor change Event on interface outside

OSPFv3: DR/ BDR el ection on outside

OSPFv3: Elect BDR 14.38.104.1

OSPFv3: Elect DR 192.168.128.115

OSPFv3: Schedul e Router LSA area: 0, flag: Change

OSPFv3: Schedul e Router LSA area: 0, flag: Change

OSPFv3: Schedul e Prefix DR LSA intf outside

OSPFv3: Schedule Prefix Stub LSA area 0

OSPFv3: 14.38.104.1 address fe80::c671:feff:fe93: b516 on outside is dead, state DOM

! --- The neighbor resumes the exchange:

OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0xd09 opt 0x0013 flag Ox7 |len 28
mu 1500 state EXSTART
OSPFv3: First DBD and we are not SLAVE
OSPFv3: rcv. v:3 t:2 1:168 rid:14.38.104.1

aid:0.0.0.0 chk:5aa3 inst:0 from outsi de
OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0x914 opt 0x0013 flag Ox2 len 168
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the MASTER
OSPFv3: outside Nbr 14.38.104.1: Sunmary list built, size O
OSPFv3: Send DBD to 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox1 len 28
OSPFv3: rcv. v:3 t:2 1:28 rid:192.168.128. 115

aid:0.0.0.0 chk:295c inst:0 from outsi de
OSPFv3: Rcv DBD from 192.168.128. 115 on outside seq Oxfeb opt 0x0013 flag Ox7 | en 28
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the SLAVE
OSPFv3: outside Nbr 192.168.128.115: Summary list built, size 0
OSPFv3: Send DBD to 192.168.128. 115 on outside seq Oxfeb opt 0x0013 flag OxO | en 28
OSPFv3: rcv. v:3 t:21:28 rid:14.38.104.1

aid:0.0.0.0 chk:8d74 inst:0 from outside
OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox0 | en 28
mu 1500 state EXCHANGE

!-—- The routing is re-added to the OSPFv3 neighbor list:

OSPFv3: Add Router 14.38.104.1 via fe80::c671:feff:fe93:b516, netric: 10
Router LSA 14.38.104.1/0, 1 links
Link 0, int 14, nbr 192.168.128. 115, nbr int 142, type 2, cost 1
I gnore newdi st 11 ol ddi st 10

Enhanced Interior Gateway Routing Protocol ( EIGRP )



ASAL DEIGRPERIPV6DERAEZHR—RNLTWVWELR A, CLIZY 10 TEIGRPOHA RS A2
w023 ESEBLTILSEEV, CiscoASAZU—XCLIOd>71Fa2L—>3> H1 R
94 ( —MHEIRIE) 4 ) ESHEL TSEZ (),

AR—H——~Nozo ORI (BGP)

Z M debug AV R, IPv6 ZFERATZIBEDBGP DS TN 1—F 4 JICERTERT

o

ASAv# debug ip bgp ipv6é unicast ?

X X: X: X:: X | Pv6 BGP nei ghbor address
keepal i ves BGP keepal i ves

updat es BGP updat es

<Cr>

IPv6 O {EFI% show OV R

RD show X RZFALT, IPv6 CRETIEBEONS TN 1—F 12 TRTS52EHFT
2FY,

- show ipv6 route
- show ipv6 interface brief
- show ipv6 ospf <process ID>
- show ipv6 traffic
- show ipv6 neighbor
- show ipv6 icmp
IPvé O)NTY N NL—Y

IPv4E B U B ETASALEDIPVEICHEAIAZD/NT Y BNL—Y ez EATETRT. NTYRB
L—Y#eezEAL TAO3: 20 NFBHRANEZAL—MNIBHERLET, OSPFERT
8811V E—TIAANSEBLET7ZINL—REEIIR—FY

ASAV# packet-tracer input inside tcp £403::2 10000 5555::1 80 detailed

Phase: 1
Type: ACCESS- LI ST
Subt ype:
Resul t: ALLOW
Confi g:
Inplicit Rule
Addi tional Information:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd59ca0f0, priority=1, dommi n=pernit, deny=false
hits=2734, user_data=0x0, cs_i d=0x0, |3_type=0xdd86
src mac=0000. 0000. 0000, mask=0000. 0000. 0000


//www.cisco.com/c/ja_jp/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-eigrp.html#pgfId-1484676

dst mac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nformation:

found next-hop fe80::c671:feff:fe93:b516 using egress ifc outside

Phase: 3
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd589cc30, priority=1, domai n=nat-per-session, deny=true
hits=1166, user_data=0x0, cs_i d=0x0, reverse, use_real addr, flags=0x0,
pr ot ocol =6
src ip/id=::/0, port=0, tag=any
dst ip/id=::/0, port=0, tag=any
i nput _i fc=any, output_ifc=any

<<truncat ed out put >>

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASAV#

HAOMAC 7RLAGE 81 A2 E—TIAAQOVVO0—AI PRLATHD ZEIEELTL
EEW, BROKSIC, KBOODEAFIV I IIN—TFT42J 7ORILT, L—RIEBEHEBEROD
WAV o0—AILDIPv6e 7 RLAZFEALTVWET,

IPv6 B§E D ASA DT /XY TOFTELBZVAB

IPv6 DRIBEO NS TN a1 —F 14 JICERATERTFNYTRAODESBY) T,

ASAv# debug ipvé ?

dhcp | Pv6 generic dhcp protocol debugging
dhcprelay | Pv6 dhcp relay debuggi ng

icnp | CMPv6 debuggi ng

interface I Pv6 interface debuggi ng

md | Pv6 Milticast Listener Discovery debugging
nd | Pv6 Nei ghbor Di scovery debuggi ng

ospf OSPF information

packet | Pv6 packet debuggi ng

routing | Pv6 routing table debuggi ng

IPv6 B39 % — R s BE



CCTR, BEZ<RESN2 IPv6 BEOREDEARFEICOVWTHALET,

FEYCREBEhEYTXRY N

IPv6 (Z B85 L T Cisco Technical Assistance Center ( TAC ) ICEE SN2 BENDZ< (&, IPv6 A
EDRSICEATRIHETINICOVTOHMBOEBNBERZR, ELE IPVMEEO7OLARA%E
IPV6 ICHTIRROTERITDRAKNSETVET,

EAE, TACTRAVA—ZXY N H—ERZ7ONAF— (ISP) ICK>TEEBEN IPv6 7 R
LAD/B6 7OV VICENHTSNTVWRT—AZRECENBYET, T5T2E, EEER
TFRLAETELBEB6HTZY RE ASADAZA 2 Z—T T4 AICEV)HT, W DA DORIPE
HERNBH—NTHEATZILEHICBRLET., LAL, IPV6 TlE, IXTORFRANEIL—F
AT TEER IPV6 TRLAZERATZIHENHY), IPV6 PRLA 7OV I ZMREBILBLUTIHE
BYTZY NCDETHHENHYET, COFUATE., EVYHTEAD /56 7OY I —
BELT, ZLD/B6LAYTZRY NEERTEET,

BN EMICOVTIE, RFC4291 2B L TLEEL,

#SEEUI64 T OA—F1>Y

ASA &, BIEEUI-64 I>0—F 1 T0EN-IPV6 PTRLAZKREETDLIBETEET,
RFC 4291 IC& hiF, EUI T, RARNFBEZTEHBIC—ENGMAEYRNDIPV6 A Z—TI(ARA
ID(EUI-64 ) 2|V U TR ENTEXT, ZDOHEEE, IPv6 7 RLARNETDHCP 217 EL
THDEDT, IPVAICHTBIXUY NTEDHYET,

ASA A" C DR EE % S B E T B &S ipv6 enforce-eui64 nameif ZI?/ RIZKWEREL EHBE.
O—AL HTZY NOMOKARDYSDZLDRAN—RBRREFBLT RNZA XX NEROY
TEBEICBYET,

“/I\ A OVWTR, YAOHYR—NIZ21ZT ORFIXT N TIPv6 © EUI-64
EYh PRLAZEETSZ, 2ZRLTLEZ ),

F7AILRTOISA T FO—BM% IPv6 P KL AR

77 # )L N T, Microsoft Windows /N\—> 3> 78KV 8, YYF> MY 1 OS-X X Linux &
ATLBEDZBLDITZATUINDARL—F AT ATAL(OS) K, 74N —@LED
EHIZIPV6 ATF—KRLA 7 RLABEHRE (SLAAC) ICKVWEHSPBEEILNEL - —E87% IPv6
FPRLRZEZEFEALFT,

Cisco TAC Tl CHZEIFDBHERELOFHEIMGVEBEN VK OARELTVWEL L,
ChSORER, RARNBRICEYETSNET RLATREL, " B7RLALNS KT T 1
VORERTBDCENREATY ., TOHER. ACLERANIESTVWEL—RIRNZT 1Y IO
BPTPELBIL—T A2 TI28HY, ChFRANOBEORBORREZY ET,

CORREBRIBLOIEATND 2 00FRNBIES, COXBEY 2T > RS AT L
THEBICIMEBA. T ASA & Cisco I0SO VR T DBFERMTOCENTEXRT. pgp |,
— 2T, COXBEIERIFTI—F FRAZLAAXI N (RA) XY E—S0DTSTEE


https://tools.ietf.org/html/rfc4291
https://supportforums.cisco.com/document/100566/understanding-ipv6-eui-64-bit-address
https://supportforums.cisco.com/document/100566/understanding-ipv6-eui-64-bit-address

BEIPHLENHYET,

BYDIOTAT R ATATCOERZENCTRICE,. UTOEIZIVESRLTLKEE
W,

Microsoft Windows
Microsoft Windows > AT AT DEEZEMNICTDICE, KAOFIEEETLET:
1. Microsoft Windows T, EEERFETOINR 7OV NZ2HEET (BEEBBEE L TET
) o

2.7V LIPPRLAERMEZENCTAICE. ROOAN RZAHDL T [Enter] ZF L &
EE

netsh interface ipv6 set global randomizeidentifiers=disabled

3. Microsoft Windows T EUI-64 BIEDERZXHBETDICE., COOXREZEAALET,

netsh interface ipvé6é set privacy state=disabled

A ZEREBERITD D, X0 z2EREBLET,
YYF>Ahv>1 0S-X

IPv6 SLAAC Z7RANLETROV T —RETEMICTSIZE., MATOION READLET

o

sudo sysctl -w net.inet6.ip6.use_tempaddr=0

BREZVDEAMICTSICE, COOANREAHDLET,

sudo sh -c 'echo net.inet6.ip6.use_tempaddr=0 >> /etc/sysctl.conf'

Linux

WADZIIIT, COOAN RZAHDLET,

sysctl -w net.ipv6.conf.all.use_tempaddr=0

ASA 55 SLAAC 70—/ ICRHIC TS

CHOEBHORBBEEZMHRT D 2EBDHERK, SLAACDERAZNVH—TFBLO ASALSTTA
TUNIEBENDIRAXYVE—DZZEETRETT, RAXYVE—DZZEETDICE. 17>
X—T7IA RO 714F1L—>32 F—RTEDIOINREADLET,

ASAv(config)# interface gigabitEthernet 1/1
ASAv(config-if)# ipvé nd prefix 2001::db8/32 300 300 no-autoconfig

COOANV RTASANIEFEIADRAXYVE—DZZEEL, AEYNDT7Z7ZWHTEET
IOTATURNE—BHNRIPV6 P RLAZERLBELSZV XD,

BN FHEICOVWTE, REC4941 ZZRBL T =WV,



https://tools.ietf.org/html/rfc4941

IPv6 FAQ

cOtEU2a>TE., IP6 DFERAICODVTL<KHRIEROBHAZLET,

BECEUSE2—T7IAATIPVAE IPV6 DRED NS 7 1Y UV EBGERETEET
Ho

EWe 18— IALATIPB6 ZBEMIL, 1 2F—TIARAICIPVAB LT IPv6 7 RLAD
MAEZEVNETRETT, BAOEEORNS 71 v VZFAKICHRAETT,

BAUAR—TIAATIPv6 8LV IPV4ACL ZEBRATEET D,

ASA /N— 3> 9.0(1) BT T, ChATAETT., ASA/N—T32 9.0(1) DEST, ASADT
RTHACL B#AENELE, DV, B—DACL TIPv4 & IPV6 DIEEDI N EHR—
N

ASA/N—232 9.0(1) LABBTIE., ACLIFEIZEEEh, E—D#HSE ACL H" access-group I~
PRTAUER—TIA ACHAEThTWET,

ASA & IPv6 @ QoS ZHR—BMLETH,

EWo ASA T, IPV6 TORVI VT EBEEFI—A2 T % IPv4 EFRICHR—RLTVE
EE

ASA/NN—2329.0(1) DEERT, ASADIXRTH ACL EHFAENhELE, DFV., BE—D ACL
TIPV4A EIPVE DEADIV NI EHR—RNLET, TOHER, ACLIC—HTBISAIYS
ICERETNEIANTO QS IONRIFIPVA EIPV6e DIEDRZ 74V 7KL TEITENE
9,

IPv6 T NAT ZEATABEREHVETH,

ASA TlE IPv6 ICE NAT ZERETEETAH, IPv6 TO NAT OFFERARGE>LE<HREIhIFLEAL
. PRLAFEBICAZTE, JO-NLBIIL—FT 1A THFAREULLE, NAT EFETY,

IPv6 3 1A T NAT A" BERIFE., BREFZEICODVWTIKIPV6 NAT HA RSA4 > ( TCLI 7y o
2:CiscoASAS =X 774 FIA4—=)LCLIJd>71F21L—23> H1X K94, ) ZSHRL
TLEEL,

X :IPv6 T NAT ZE2ETDEEICHSINEHA RTA DV EHIBREEN HVYET,

sﬁl:ow failover AN ROHBIC IPv6e VU OO0—AIL P RLAFRREND DRI
TIhH,

IPv6 Tk, NDIE L2 7 RLAFBRD=HIZUZVO—HIL FRLAZEALET, 02,


//www.cisco.com/c/ja_jp/td/docs/security/asa/asa94/configuration/firewall/asa-firewall-cli/nat-basics.html#pgfId-1371921

show failover AV RHAOKHD, EZEARREB>TVWADA U Z—TILADIPv6 P RLA
i, COMEB—T I/ ACEREEhTVWAIO0-1)LIPv6e PRLATRAEL, U>xo0O—-H
WP RLANFRRENET, ChFEELBETT,

BEA 07 M EH/MREH R E R

IPv6 ODEAICEEL LRAOEEEEO VWS 2L ZRICRLET,

. Cisco Bug ID CSCtn09836 3AA ASA 8.x F + 7°F ¥+ @ "matchy WA IPv6 N>7 1 v 0%
w'LEV

. Cisco Bug ID CSCug85949 4AA ENH:ASA IZ& 3 WCCP @ IPv6 H7— K

. Cisco Bug ID CSCut78380 aAA ASAIPV6 ECMP IL—FT 4 TR 74 v o0O—R NS
I IbhE

BYE 1 ]

. RFC 2460 3AA, Internet Protocol, Versionb 6 (IPv6) Specification

. RFC 4291 aAA, IP Version 6 Addressing Architecture

. RFC 4861 aAA Neighbor Discovery for IP Version 6 (IPv6)

+CLIZ7Y 9 1:CiscoASASV—XCLUOAVT7A4F¥aL -3 HA K 9.45AAIPV6 (—#
B/ R AE )

- |IPv4+IPv6 ZSTLTASAd>714¥ 2L =232 ICx9F % AnyConnect SSL

TO_AIL HR—BERFI XD - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCtn09836
https://tools.cisco.com/bugsearch/bug/CSCuq85949
https://tools.cisco.com/bugsearch/bug/CSCut78380
https://tools.cisco.com/bugsearch/bug/CSCut78380
https://tools.ietf.org/html/rfc4291
https://tools.ietf.org/html/rfc4861
//www.cisco.com/c/ja_jp/td/docs/security/asa/asa94/configuration/general/asa-general-cli/interface-routed-tfw.html#pgfId-1762189
//www.cisco.com/c/ja_jp/td/docs/security/asa/asa94/configuration/general/asa-general-cli/interface-routed-tfw.html#pgfId-1762189
//www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/115735-acssl-ip-config-00.html
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