ASA /§S—>3>,92 M VPN SGT 4oL EH
DR EH

A&

BE

HIIR R

4
FATDAAR—F b
XY RNI—TK

ISE DERTE

ASA DERTE
NP |7 Tl

Z8

EBEN

B=

CORFIXNTIEE, VPN I—HYEGFICESEEXFI VT PTS5ATA(ASA) V1) —
A921® TrustSec EF1UFT 4 JI—7 2T (SCT) 7 EOFHMeEEEFEA TSI HEICOVT
HBALET, XOHITE, ThEhELESSCTEeEF21UT1 IIN=TT74F70x—)L
(SGFW ) A&l X TSh=220 VPN I—H%ERLET, ChSO VPN I—HBORS 7 «
YORTAILRITENhET,

= 353

EH
ROEEICETAMBI BB EBEENET,
.ASACLIBRES LT EFIT7 YT YN LAY (SSL) VPN RECETZ2ERNZMH

-ASATOUE—N FUEA VPN REICET2ERN A
- Identity Services Engine ( ISE ) 8 &K T TrustSec H—E AT 2 EARAY 75 &34

FERATZIIAR-—KT B

CORFIXVNOERE. ROVTIRIITON=23VICETVTVET,



. CiscoASAV 7 RIIT N—=232 9.2 LA
- Cisco AnyConnect Secure Mobility Client 1) 1J—2R 3.1 A4 2 A M—J)L& 17z Windows 7
. Cisco ISE U —R 1.2 LA

RUE

X 2oV aVTHEATATVWS IOV ROFEMAEZFAXNSICIE. Command Lookup
ToolBEBI—YEREFAL TKEEV,

Y hNO—UK

VPN 11— Tciscoy W 81# ( Finance ) F—AICEI HTS5hTWD S, N—TT7127

( Marketing ) F—AANDA > Z—Z Y MNIfAXY£—2 7O (ICMP ) B4 ZBBTEE
T VPN 1— Tcisco2) NX—TT 1420 F—AICEINHETShTWS Y, BERzHRT
BDENTEFREA

Anyconnect
User: Ciscol
{Marketing)
Assigned |P:
10.10.10.11

10.48.66.

GO/1: (inside) GOJ0 (outside)
e Anyconnect
User: cisco

(Finance)
ASA Assigned IP:

10.10.10.10
= ICMP Traflic from Marketing to Finance is not allowed by ASA

ISE DETE

1. [Administration] > [Identity Management] > [Identities] Zi&R L T, 11— Tcisco,
( Finance " 5HU8 ) 8 KT Tcisco2, ( Marketing A SHUE ) Z# ML, FREL XY,

2. [Administration] > [Network Resources] > [Network Devices] Zi#IRL T, ASAZXY KD —
9 FINAARELTEML, RELETD,

3. [Policy] > [Results] > [Authorization] > [Authorization Profiles] ZiZ3iR L T, Finance & & T
Marketing REZ7’O7 7 AL ZEML, BELET, MAOZ7OT77AI)IC, IXTOKRS


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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//tools.cisco.com/RPF/register/register.do

74V 0%FATRZAIO—RAETFTI7EA I MO—=)L VAN (DACL) EVWS 1D

;j'r' Identity Services Engine

DEHEDOHANEENTVWET, XIZ Finance DHIZERLET,

Palicy | »

f;,‘: Home  Operations | » Administration | =

|&, Authentication |®) Authorization |4 Profiling  |& Posture |, Client Provisioning |5/ Security Group Access
Dictionaries Conditions Results
Results Authormation Profiles = Finance_Profile
| > | Authorization Profile

- *Mama |F|namce_F'r¢ﬂIe ]
@~ - e :
] :Am-‘mnn’wn’un escription |
» [ Authorization *Access Type [ACCESS ACCEPT - |

b || Authorization Profies

» [ Downioadable ACLS

* | Iniine Posture Hode Profies
» | Frofiling
v O Posture
b Chent Prewisioning
»

L Security Group Access

Senice Template [

* Common Tasks

DACL Mama |PERMIT ALL TRAFFIC - |

ZF7O77AINICREBEDHIRTE DACLAEENTVBAIREMN HYWETH, 0> TV
ATEINTORZ 74V IONFATENET., BRFERTIZDORK, FVPN Y>3 2ICE
V)H TSN DACL TlE%&<, SGFW TT9, SGFW ICK2>T7 1 I)IER IV ITENBRTT
1Y%, DACL THEAETND IPT7 RLATRLEL SGT ZFEATEET,

4. [Policy] > [Results] > [Security Group Access] > [Security Groups] Z3##R LU T. Finance 8 &
U Marketing @ SGT J)L—7&EML, BRELET,

s : : .

o Identity Services Engine i\ Home Operations|v =il =
|2, Authentication |®, Authorization |5, Profiling |7 Posture |, Client Provisioning
Dictionaries Conditions Results
Results Security Groups
[ P . dd ;
ST {} J Edit ':LHI:’A gfoImport g Export «

- o MName «  SGT (Dec/ Hex)
v | Authentication _ _
v £ Authorization [] Finance 2/ 0002
¥ | Authorization Profiles [ Marketing 3 /0003
[] Unknown 0/ 0000

* | Downloadabls ACLs
* | Inline Posture Mods Profiles
¥ || Profiling
|| Posture
» || Client Provisioning
v || Security Group Access
k| Security Group ACLs

| Security Group Mappings

5. [Policy] > [Authorization] Z3i&#R L T,

2O0DHTL-ILERELET, HRIDIL—ILE,



Finance_profile ( NZ 7 4 Y U 24k%Z5F0 9% DACL ) Z SGT ¥ )L—7 Finance &£ & &1

Meiscoy 1—HICEIYHETET, 2FEBDI—ILIEE. Marketing_profile ( RS 714 v U%&
K% 595 DACL ) % SGT J)L—7 Marketing £ £ £ 2 Tcisco2, I—HIZEIY) HTE
ED

afuenfia

Sinn UL UL zaa L <1 Home Operaions|w  Poley) v Administralion | v

1) Airthentication =, Aullorzatan : = Prafiling ;'F__ Posture lesy Cliend Prowi sianing = Secunty Group ACCess ,,j? Palicy Elermens

Aauthorization Policy

Diefime the Authorizaton Policy by corfiguning rubes based on idemity groups and'orn other conditions. Drag and drop niles 10 changs the ordar

First MMatched Rule Applias ¥

SRalus Fule Mama Condiions (idanlity groups and athar condfions Farmissions

E ClEcd RadiugUser-Name EQUALS cisco Finance_Prodhs Finance

Eﬂ clsgol RadiusUser-hame EQUALS cisco? Matkedng_Frofile Markating

ASA DOEE

1. BEXWNE VPN REZTZETLET,
webvpn
enabl e outside
anyconnect - essenti al s
anyconnect image di skO:/anyconnect-w n-3. 1. 02040-k9. pkg 1
anyconnect enabl e
tunnel -group-1ist enable

group-policy GP-SSL interna
group-policy GP-SSL attributes
vpn-tunnel -protocol ikevl ikev2 ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
authentication-server-group ISE
accounti ng-server-group | SE
defaul t - group-policy GP-SSL
tunnel -group RA webvpn-attri butes
group-alias RA enable

ip local pool POOL 10.10.10.10-10.10.10.100 mask 255.255.255.0
2. ASA AAA B KT TrustSec NEEEZZT T LE T,

aaa-server |SE protocol radius

aaa-server |SE (outside) host 10.48.66.74
key *k k k%

cts server-group ISE

TrustSec 777 RICSMT B 7=®HIZE, ASA A Protected Access Credential ( PAC ) T
AMTHIHENHBYVET. ASAREBPACT7AED a2 JZ2HR—MLTVWERVED, ¥
D77A4)%&ISETFETERL, ASAILAVR—KNTBIUENBYET,

3. [Administration] > [Network Resources] > [Network Devices] > [ASA] > [Advanced TrustSec
Settings] ZiZR L T, ISE T PAC Z4 KL £7, [Outof Band (OOB) PAC] 7’AEZ a3
DUEBRLT, 774N ZERLET,



=

Thot SEGAGTY Eak] Specifin e Giarhams o Bachos B protsttod il (e *LARGF nbams® Dy e EAPRALT protacel.
o e BRSRESY BCrie) eltared Raid S0k Dot MAtch Al erhANs, Selanoation wil fal

" Mentiy AdA£TED
* Bncapplan Ray [
PG Tem oo [ | )
Exparetes Duts 0 Mar 2004 1000043 GT

4. PAC % ASAICAVR—KLET, ERENET 7 AL HTTPFTP H— N RBETEE T
o ASARChZEFEALT, 774ILZEA2KR—MLET,

ASA# cts import-pac http://192.168.111.1/ASA-CTS-2.pac password 12345678
I PAC | nported Successfully

ASA#

ASA# show cts pac

PAC- | nf o:
Valid until: Mar 16 2015 17:40: 25
Al D €a48096688d96ef 7b94c679al7bdad6f
I-1D ASA- CTS- 2
A-1 DI nfo: Identity Services Engine
PAC-t ype: Ci sco Trustsec
PAC- Opaque:

000200b80003000100040010ea48096688d96ef 7b94c679al7bdad6f 0006009¢c000301
0015e3473e728ae73cc905887bdc8d3cee00000013532150cc00093a8064f 7ec374555
e7b1f d5abccb17de31b9049066f 1a791e87275b9dd10602a9cb4f 841f 2a7d98486b2ch
2b5dc3449f 67c17f 64d12d481be6627e4076a2a63d642323b759234ab747735a03e01b
99be241bb1f 38a9a47a466ea64ea334bf 51917bd9aa9ee3cf 8d401dc39135919396223
11d8378829cc007b91ced9117a

B PAC A% BBEE. ASANBEBNICRRENDEHZRITLET, chiZLV, RED
SGTIIL—TICEITRHEH/N ISELSHVO—RENET,

ASA# show cts environment-data sg-table

Security Group Table:
Valid until: 17:48:12 CET Mar 17 2014
Showi ng 4 of 4 entries

SG Nane SG Tag Type

ANY 65535 uni cast
Unknown 0 uni cast
Finance 2 uni cast
Marketing 3 uni cast

5.SGFW Z5ELE T, ZREDAT Y 7Tk, Finance /S Marketing ET® ICMP K57 1
VOZABEICTRINBAIR—TIAATACLZRELET,

access-|list outside extended permit icmp security-group tag 2 any security-group

tag 3 any
access-group outside in interface outside

TSI, BUTRBLEFIVT A JII—TEZFEATEEXT,

access-list outside extended pernit icnp security-group name Finance any



security-group name Marketing any

A22—T7IAAACLIZLD VPN T T4V UVDRBZBRICITSILDIC, (F—-TI
AAACLZNULERIEDBEVWVPN RZT7 4V UZFT7 ) NTHATEZ AT IV EZEY
ICTDHENHYET,

no sysopt connection permit-vpn

CNhT, ASA R VPN I—HZ 5L, SCT ICETVTRHART I EBHA TERL L,

CCTR, RENFNERICHELTLINESHERRELET,

PTIORTYRABZ=FT VRV =) (BFEEHL EEFEROHK)NFED show IV RZRITL
£9, PTIONTYRNAEZ=TURY =) (BEI1—YEHR ) ZFEAL T, show IV RHAD.

VPN A EhD &, ASAREEYZ 3V ICEAENS SGT Z2RLET,

ASA(confi g)# show vpn-sessiondb anyconnect

Sessi on Type: AnyConnect

Username : cisco I ndex 1

Assigned IP : 10.10.10.10 Public I P . 192.168. 10. 68

Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Essentials

Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng . AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Byt es Tx . 35934 Byt es Rx . 79714

Group Policy : GP-SSL Tunnel Group : RA

Login Tinme . 17:49: 15 CET Sun Mar 16 2014

Dur ati on : 0Oh:22m 57s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN . none

Audt Sess I D : ¢c0a8700a000010005325d60b
Security Grp : 2:Finance

Username : cisco2 I ndex : 2

Assigned IP : 10.10.10.11 Public I P . 192.168. 10. 80

Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Essentials

Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DITLS-Tunnel: (1)AES128
Hashi ng . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Byt es Tx . 86171 Byt es Rx . 122480

Group Policy : GP-SSL Tunnel Group : RA

Login Tinme . 17:52:27 CET Sun Mar 16 2014

Dur ati on : Oh: 19m 45s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN . none

Audt Sess ID: c0a8700a000020005325d6ch

Security Grp : 3:Marketing

SGFW & Finance ( SGT=2 ) » 5 Marketing (SGT=3) ETDICMP RZ 714 Y UV &ZFALET
o TOEHI1—Y Tciscoy &I — Tcisco2s %& ping TEF T,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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C:sUserssadmin»ping 18.18.168.11 -5 168.168.18.18

Pinging 18.18.18.11 from 18.18.108.1080 with 32 hyte=s of data:
18.18.18.11: bytes=32 time=3ms TTL=128
18.18.18.11: bytes=32 time=4ms TTL=128
18.18.18.11: bytes=32 time=bms TTL=128

18.18.18.11: hytes=32 time=tms TTL=128

Ping s=tatistics for 18.168.108.11:
Packets: Sent = 4, Received = 4, Lost = B (@
Approximate round trip timesz in milli—seconds:
Minimum = 3Im=, Maximum = b6m=z,. Average = 4ns

NOVREROEISICEMLET,

ASA(confi g)# show access-list outside

access-list outside; 1 elenents; name hash: Oxla47dec4
access-list outside line 1 extended permit icmp security-group
tag 2(name="Finance") any security-group tag 3 (name="Marketing")
any (hitcnt=4) 0Ox071f07fc

BRAMERENEL

Mar 16 2014 18: 24:26: %ASA- 6- 302020: Built inbound ICMP connection for
faddr 10.10.10.10/1(LOCAL\cisco, 2:Finance) gaddr 10.10.10.11/0
laddr 10.10.10.11/0(LOCAL\cisco2, 3:Marketing) (CiSco)

ICMP 4 AR AV HFBEMNTHDeH, VE—2 RZ T4V INBBNICZTANSIhET

o

Marketing ( SGT=3 ) »*5 Finance (SGT=2) ¥TZ ping LLSE&TBE, ROKSIZHBYET

ssUzeprssadminping 10.18_.168.18 -5 1A.168.18d.11

1A.168.18.168 from 18.18_18.11 with 32 bytesz of data:
timed out.
timed out.
timed out.
timed out.

ing statistics for 10.10_10.108:
Packets: Sent = 4. Received B, Lo=st 4 (108 lo=s),

ASARIXDEISICHELE T,

Mar 16 2014 18:06: 36: %ASA-4-106023: Deny icmp src outside:10.10.10.11(LOCAL\cisco2,
3:Marketing) dst outside:10.10.10.10(LOCAL\cisco, 2:Finance) (type 8, code 0) by
access-group "outside" [0x0, 0x0]

NZ7)L>a1—hk
ZCTR, REORS TN 1 —F A4 J I ERATEZBHRERLET,

RDORFIXVRNEZZRLUTLSEZW,



. Catalyst 3750X &) —AX A4 Y FT® TrustSec Cloud & 802.1x MACsec D& Ef
. ASA & Catalyst 3750X &) —X R4 Y F TrustSec DEREFE RS TN 1—F1425 H
14 R

B

COFRETE., VPN I—F 208U TEANBEHETETOFE22BELHl2HALET, &
S5 SGFW &, VPN 1—HEZXRYRD—VAQOFOMOILEDBONT T4 Y IR T A4ILAR
1)>4'LETF, SXP ( TrustSec SGT Exchange Protocol ) &, IP & SGT EOX Y E> JEHR~E
HMEBTRLEHICASATHEATEET, & ASAE, ELLDEEhEITXNTOEY >3
> ZA7 (VPN E£2E LAN) ICDOVWTHEFHIEITTE XD,

IN—232 92 LARE®D ASA YV 7 I T TF7 Tk, ASA [& RADIUS Change of

Authorization ( CoA ) &HHR—KLEF (RFC5176 ) o EE VPN RAF ¥ D% T ISE A 5%
E& 11D RADIUS CoA /N7 Y NIZIE., SGT & & %12 cisco-av-pair NEEND N BV ET,
SCT REMI—HZRO (LYEF1T7H)TIL—TICE)ETET, FRASHICOVTE, T
BLEEHR. 023 nREzsRBLTSEEL,

BYE 15

ISEEDASAN—232 921 VPN RAF ¥ DEREHI

. ASA & Catalyst 3750X & —X R4 Y F TrustSec DEREFE NS TN 1 —F1 2T A
1R

. Cisco TrustSecAA Y FE&EH A K : Cisco TrustSeclc 2\ T

2R IVTA FPTSAFT ORI —YRECAT Y —/NEEE

. Cisco ASA 1)—X VPN CLI #mH A K 9.1

- _FCisco Identity Services Engine User Guide, Release 1.2 (_Cisco Identity Services Engine 1
—H HARDD)—R12) 4

- TOZHhIL BHR—bE RFI XN - Cisco Systems
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



