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G0/1: 192.168.111.10 Ci
(inside] ISC0
Anyconnect

Security
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ROZRY NID—ORIZNZT74v 0 70—2RLET,
1. JE—bK I1—H%" Cisco AnyConnect ZFEFHAL TASAIC VPN 7OV EALET,
2.ASAFZTNI1—HDORADIUS 7V EAER%Z ISEICEELET,

3. COERICHL T, ISE T ASA92-posture EVWSKH DRV —HFEY NLET., TORK
8. ASA92-posture RBEEZ’O7 7 A LN BENET, ISE [&. XD 2 DD Cisco Attribute-
Value X7 % {#H L T, RADIUS Access-Accept ZXELE T,

url-redirect-acl=redirect . child. ASA CTO—AHIICEBREThEFoORA O NO-=)L Y
AN (ACL) OEEITHY, VJAALIBMNTBDRNT T4V OEBRELET,

url-redirect=https://ise2.test-cisco.com:8443/guestportal/gateway?sessionld=xx&action=cpp
o ChlF, VE—PM1—HOUAALINEERB URLTT, EZNVPNISA T NIC
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HR—KN (ZDHITIE TCP 8443 ) LT ISEH—/NICF IV EATES L ERBEBLET,
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EEY,

NSEF TSI RASKRATFY LAR—N2RETRIE, BAL-INZ2ES —ERELEXT

o SHEIF, RAFYOBERIFAATHZ -, HOIL—LIFEY RLET, ChIZKY), R
D& SIC RADIUS CoA OD/NTY R EBEhET,

I—YHFERLTVEHEEAE., 7L TIOERAEHFATSHA U O—RAEE ACL (DACL ) &
AREEENET (AuthZ JL—JL ASA92 %4l ) ,

JA—HHFERLTWEVESR., HIRFET I EAZHAT TS DACL BN EFEIET

( AuthZ JL—)L ASA92 JE%H1 ) , 3E:RADIUS CoAR B ICRRE hEF, V). ASALRE
ROEHIZISEILISEZEFLET,

ASANVUAAL O3> EBIBRLET, DACLAF Y v 12 hTVWAEWESWE., ISEAS
A O—RTBEHIC Access-Request ZIEE TR MEN HYET, 1FED DACL A
VPN vy a2l ftmEhxrd,
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Cisco AnyConnect 7 7 AN ERH X ASABRERFXDEH V) TT,

ip local pool POOL 10.10.10.10-10.10.10.100 mask 255.255.255.0

interface GigabitEthernet0/0
nameif outside

security-level 0



ip address xxxx 255.255.255.0

interface GigabitEthernet0/1
nameif inside

security-level 100
ip address 192.168.111.10 255.255.255.0

aaa-server ISE protocol radius
aaa-server ISE (inside) host 10.48.66.74

key cisco

webvpn

enable outside

anyconnect-essentials

anyconnect image disk0:/anyconnect-win-3.1.02040-k9.pkg 1

anyconnect enable

tunnel-group-list enable

group-policy GP-SSL internal

group-policy GP-SSL attributes

vpn-tunnel-protocol ikevl ikev2 ssl-client ssl-clientless

tunnel-group RA type remote-access

tunnel-group RA general-attributes
address-pool POOL
authentication-server-group ISE

default-group-policy GP-SSL

tunnel-group RA webvpn-attributes

group-alias RA enable

ISE/RAF ¥ & ASA ZRET2HEEF. DT ROBEEEITLET,

.CoA B AhB o, R, DA, BLETHIVT 1Y (AAA) H—/NEEWEIEEIC
BHELET,
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DO HTTP RS 74V VR IXNT, RAFYDLEDHISEICURAALIRNENET,
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access-list
access-list
access-list
access-list

redirect
redirect
redirect
redirect

extended deny udp any any eq domain
extended deny ip any host 10.48.66.74
extended deny icmp any any

extended permit tcp any any eq www

aaa-server ISE protocol radius

authorize-only

interim-accounting-update periodic 1

dynamic-authorization

aaa-server ISE

key cisco

(inside) host 10.48.66.74

tunnel-group RA general-attributes
address-pool POOL



authentication-server-group ISE
accounting-server-group ISE
default-group-policy GP-SSL

ISE
ISE ZRRETDICIE. ROFIEZRITLET,

1. [Administration] > [Network Resources] > [Network Devices] IZBE L. ASA ZxY NDJ—7
FINAARELTEMULET,

¢ Home Operations|»  Policy| v Administration| »

=t System E1 Identity Managemant i Metwark Resources [ Web Partal Management |cy Feed Sance

Metwork Davices Metwork Devics Groups External RADILS Samvers RADIUS Server Sequences S0A ARA Servars MAC Managers

- sbwork Devicer List > New Networl Device
Metwork Devices R s e et e 10

Metwork Devices
|T 2 l * Mame[ A5A |
ar - Dn-s-:rip1ian| ]
[ Wetwork Devices >

*IPAddress: | 192.168.111.10 || 32 |

i Default Device

Madel Mame -
Software Version -
* Metwork Device Group

anat[nn[_m Locations ol [ st To Default |
Davice T'!'I:'E'l_q" Device Tipes O | Set To Default |

= Authentication Sattings

Enable Authentication Setings
Frotocol  RADUS
*Shared Sectét | ggeee| | | Show

2. [Policy] > [Results] > [Authorization] > [Downloadable ACL] ICBEIL., 7 7O EAZFHH
IBELS5ICDACL ZRRELET, ACLDOFT7 A KNERETIE, ISELOIXNXTDIP NTT
1Y D%FALET,
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Dictionaries Conditions Results

Do nloadable ACL List > PERMIT_ALL_TRAFFIC

Results
I o l Downloadable ACL
- " Name | PERMIT_ALL_TRAFFIC
ar E- S
v [ Authentication Description | allow all Traffic

» [ Authorization

» [ Authorization Profies

» . Downloadable ACLs DACL Content permlt ip any amy

» [ Inine Posture Mods Profiles
& Profiling
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[ Security Group Access

¥ Check DACL Syntax
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Authorization Profiles > ASADY.pesture

Results
| = | Authorization Profile
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a &= ol
» [ Authentication Description [
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v [ Security Group Access

O wice Domain Permission
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cisco Identity Services Engine

Folicy | v

‘> Home Operations | » Administration | =
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v | Authorization Profiles _
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LiEk, HIRFET7 IO EA%EMHTS DACL ZRIXSICLET (EERI—YET ),
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Authentication Policy
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Dol I Wired_802.1% 0OR Allow Protocals | Defauld Network Access
Wiraless_B02.1X
Default use Internal Users
Default Rule (ifno match) - Allow Protocals © Default Network Access and use: Intarnal Users

9. [Policy] > [Client Provisioning] [CB8 L., 7O a2 T - ZRELEFT. cns5ld
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@ Cle¢ oy Download Resource
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Wizard Praﬁle:[l:hmse a Wizard Profile ] s NACAgent 4.9.0.1009

@ HACAgent 4901013
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[ S ] File Condition
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Dictionanas | Condions = Results

Dictispery Condilsers List = New Dictionary Condition

FPosture
Dictionary Simple Condition
[ A | *Mams| reassesment ]
B = Description
Fila Conditisn
Registry Condition
Application Condition * bl *Qpearator *Valug
Sarvice Conditicn [Session:-Agent-RequestType ) | [ Eguals - | | Perlodic Reassessment] .

comound Codiin [Subest |

AV Compound Cenditlon

AS Compound Condition
Dictionary Simple Condition
Dictionary Compoand Conditicn

ol ol ol ol ol

3.BAINFHANHE —HIDERDFMHEZERLET,

< Home Operalions|w  Policy| v  Adminisyaton |
[z, Authentication [ Ausherizaion [ Profiing |7 Posture  |g ClientPrevisioning =) Security Group Ascess f, Policy Elemants
Dictionaries Condilons ~ Results

Dicbonary Conditions Lot = New Dictienary Condition

Compeond andon (S
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1. VPN 1—H%7" ASA ICEHRLET,

2. ASA " RADIUS-Request Z3%fS L. url-redirect M1 & url-redirect-acl BN EEnEBE
ZZBELET,

oAl 2R aevwFEEN A @SS

I'th:[ ﬂ!lpl‘lﬂhﬂ... Chiwir Apply  Sdve
Ho. |Source [ Destination | Protocol| Length| infa
1197, 168, 111, 10 19.48.66.74 WADIUS 317 Access-Request (1] (1d=16, Ls270)

192, 168, 111, 18 HADTLAS 111 Recenss Aecept

Frame 3: 311 bytes on wire (2488 bits), 311 bytes captured (2488 bils}
¢ Ethermet T1, Sro: Vewars c8:80:83 (08:58:56:c0:00:03), ODst: Vewars e8:ef:2% (88:8c:20:e8:00:25)
¢ Intermel Protecel Yersien 4, Src: 10.48.56.74 (10.48.66.74), Dst: 192.168.111.10 (192.188.111.18)
* User Datagram Protecel, Src Pordl: sightlime (18450, Dsi Port: 54450 (54459)
» Radius Protocel
Code: Access:Recepl (2)
Packel identifier; dude (46)
Lemgth: 269
buthent lialor: belXXIBATO610 1ePdeaio I THE ebdd
IThis ix a response to o reqguest in (rowe 11
ITine from requestz 9.05%93950088 seconds)
= hthribute Yalue Pairs
FAVP: Im7 Iwier-Rame(1): ¢isco
FOAVP: Isdd  teStateddd): SP6561T5T46853657 11096100 lab 13061381730 0613030. .
b AVP: Ta%d  teClass{2%): 4BIL4353305 330611837 30306 L 030 30 061 3030 O 353262, ,
= AVP: Ladl  teVender-Specilic (26) vee fscaSysteas(D)
b ¥SAY L=2T t=Cisco-AWPair(1): url-redirect-acl=redirect
= A¥F: Imll% te¥endor-Spec iffic (M6} wet iscoSystiems(9)
F VA =113 t=Cisco-AWPalri{ll: wrl-redirect=hiips://ised. tesh-¢ isco, coni B3/ gues ipor tal fga teway Toess Donld=c Dol 10000000000 5 20 L 1ha Lo | lon=cpp

.ISEOJICE, BIAARAF Y ZO7FAINE—HULECEN RENATVWET (RPOOOY
IT>KY)o

. B8 a #ACSACLEPF ASASLE Camphant Ise?
. A aQ 152163 10,67 ASAG-Z ASARZ-complant Comphant isa?
. a 0 cisco 192.168.10.67 Compliart (L LK
£ ﬂ fa] ] 182,168, 10.67 AEAEZ ASARR-posture U:nrldnntty Ero... Pnndnq Ised

4. ASAN VPN EYZa ICURAL I NZEBINLET,

aaa_url_ redirect: Added url redirect:https://ise2.test-cisco.com:8443/
guestportal /gateway?sessionId=c0a8700a0000900052b840eb6&action=cpp
acl:redirect for 10.10.10.10

5 ASATO VPN EY Y IVOAT—RAICKRAF Y ARETHDZEANTEN, HTTP kS
74V OVAALIBNLET,

ASA# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : cisco Index : 9

Assigned IP : 10.10.10.10 Public IP : 10.147.24.61

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAl
Bytes Tx : 16077 Bytes Rx : 19497

Pkts Tx : 43 Pkts Rx : 225

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GP-SSL Tunnel Group : RA

Login Time : 14:55:50 CET Mon Dec 23 2013

Duration : Oh:01m:34s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a8700a0000900052b840e6
Security Grp : 0



AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID 9.1

Public IP 10.147.24.61

Encryption none Hashing none

TCP Src Port 50025 TCP Dst Port 443

Auth Mode userPassword

Idle Time Out: 30 Minutes Idle TO Left 28 Minutes
Client OS win

Client Type AnyConnect

Client Ver

Cisco AnyConnect VPN Agent for Windows 3.1.02040

Bytes Tx 5204 Bytes Rx 779

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop 0 Pkts Rx Drop 0
SSL-Tunnel:

Tunnel ID 9.2

Assigned IP 10.10.10.10 Public IP 10.147.24.61
Encryption RC4 Hashing SHA1
Encapsulation: TLSv1.0 TCP Src Port 50044

TCP Dst Port 443 Auth Mode userPassword

Idle Time Out:
Client OS
Client Type
Client Ver

30 Minutes Idle TO Left
Windows

SSL VPN Client

28 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

Bytes Tx 5204 Bytes Rx 172

Pkts Tx 4 Pkts Rx 2

Pkts Tx Drop 0 Pkts Rx Drop 0
DTLS-Tunnel:

Tunnel ID 9.3

Assigned IP 10.10.10.10 Public IP 10.147.24.61
Encryption AES128 Hashing SHA1
Encapsulation: DTLSv1.0 UDP Src Port 63296

UDP Dst Port 443 Auth Mode userPassword

Idle Time Out:
Client OS
Client Type
Client Ver

30 Minutes Idle TO Left
Windows

DTLS VPN Client

29 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

Bytes Tx 5669 Bytes Rx 18546
Pkts Tx 35 Pkts Rx 222
Pkts Tx Drop 0 Pkts Rx Drop 0

ISE Posture:
Redirect URL :

https://ise2.test-cisco.com:8443/guestportal/gateway?

sessionId=c0a8700a0000900052b840eb6&action=cpp

Redirect ACL :

redirect

6. JIALUNACLE—HIBHTTP RS T 1Y I ZRBIDIZATRE ISEICUS

1L RENZFET,

aaa_url_redirect: Created proxy for 10.10.10.10
Sending url redirect:https://ise2.test-cisco.com:8443/
guestportal/gateway?sessionId=c0a8700a0000900052b840e6&action=cpp

for 10.10.10.10

7. 94T RNBRAFYOLEOICISEICUSALIRNENET,

aaa_url_redirect:



+ B btazize? mert-cizen comi 0983 auth A0 pp Senaa.ection Teassion = cOpd TO 0200060 5 2b0 386 cdta s =Windaw T (4 & '- AVET Smcure Smarch 2 8 &% B-

CIsco Client Frovisioning Portal

CISCF} Identlt‘f SEI’WCEEL J :5 Dietermining prior Cieoo Agent Insts l20on oo device. . 26 seocnd(s).
Engine Nehworkr;;;q;;r;;;"' —

Notice

Do you want to Contlnue?
The carnection to this websits is unirusted.

{! 5 Websibes ottt cim comi 443

Mobe:  The cebfizate s not wabd 2nd carro: be used oo ver Fe Bye identity of Ehis websbe.

This apol cator wil b= biocked in 2 fubare Joes secwky updste becauss the 262 fls marfes: doss rot
corkan bhe Permiss o stinbuts, Prass contack the Pubisher For moce nfemston, Move Ffanaticn

8. NAC Agent 41V AR—J)LENET, NACAgent i1 > AKN—=)LehB &, SWISS 7Ok~
OLENULTRRAFY L—ILE2X I O0—RL, AVTSA T AZBRIBDLHOFI
VORRITLET, RAF ¥ LRA—KNISEILEFENET,

F Cisco NAC Agent @ﬁg

e
cisco Cisco NAC Agent

Full Network Access

Your device conforms with all the security policies for this protected network

E OK j

9.ISERRAF ¥ LR—rZZFEL, BIIL—IINEBHEL. (SEBIZHUT)RBIART—R
AZZELTCoAZEELET, ik ise-psclog THRIRTEXT,

cisco.cpm.posture.runtime.PostureHandlerImpl -:cisco:c0a8700a0000900052b840e6
::- Decrypting report
cisco.cpm.posture.runtime.PostureManager -:cisco:c0a8700a0000900052b840e6
:::- User cisco belongs to groups NAC Group:NAC:IdentityGroups:User Identity
Groups :Employee, NAC Group:NAC:IdentityGroups:An
cisco.cpm.posture.runtime.PostureManager -:cisco:c0a8700a0000900052b840e6
:::- Posture report token for endpoint mac 08-00-27-CD-E8-A2 is Healthy
cisco.cpm.posture.runtime.PostureManager -:cisco:c0a8700a0000900052b840e6
:::- Posture state is compliant for endpoint with mac 08-00-27-CD-E8-A2
cisco.cpm.posture.runtime.PostureCoA -:cisco:c0a8700a0000900052b840e6
:::- Posture CoA is triggered for endpoint [null] with session
[c0a8700a0000900052b840e6]

10. ISE (&, session_id 288 RADIUSCoA &, 7N PO AT TS DACL BZEEL
x7,
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Ho. | Source Destination Protocol | Length| Info
716,48, 66,74 192, 168,.111.10 RADIUS 231 CoA-Request(43) (id=11, 1=189)

& 192.168.111.10 16.48.66.74 RADIUS 62 CoA-ACK(44) (id=11, 1=20)
|

* Frame 7: 231 bytes on wire (1848 bits), 231 bytes captured (1848 hits)
¢ Ethernet II, Src: ¥Ymware c@:08:83 (00:50:56:c0:00:03), Dst: Ymware eBiefi!25 (00:0c:29:e8:ef:25)
¢ Internet Protocol Wersion 4, Src: 10.48.66.74 (10.48.66.74), Dst: 192.168.111.18 (192.168.111.10)
¥ User Datagram Protocol, Src Port: 44354 (44354), Dst Port: mps-raft (1780)
= Radius Protocol
Code! CoA-Request (43)
Packet identifier: @xb (11)
Length: 189
Authenticator: d20817c6cag28ceTdbdeesdf15177hed
= Attribute Value Pairs
b OAVP: 1=6  t=NAS-IP-Address(4): 10.147.24.61
FOAVP: 1=15 t=Calling-Station-Td(31): 192, 168.18,67
b AVP: 1=6 t=Event-Timestamp(55): Dec 18, 2013 15:32:10.000000000 CET
PAVP: 1=18 t=Message-Authenticator(88): lee29fld83e5fIaad934dbbaatlTebeb
= AVP: 1=75 t=Vendor-Specific(26) v=ciscoSystems(9)
P ¥SAT 1=69 t=Cisco-AVPair(l): ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PERMIT ALL_TRAFFIC-5lef7dbl
AVP: 1=49 t=Vendor-Specific(26) v=ciscoSystems(9)
P ¥SA: L=43 t=Cisco-AVPair(l): audit-session-id=c@a87o0a0000d00052b61blbe

q

chix, ISEOJICRBRENET,

P00 TNV, RAFY Z7O7 74N ERT (VRAL I3V EHS ) RO
AL T 9o

2EBOOYV IV MR, ERLTVSD SWISS LR—RNEZELERICADENET,

3EBEOOY IV RUR, CoANREEND (BRBEMS ) LECADENET ( "BK
%’Jn,\EIEU)ﬁE]jJJ U)Eﬁﬂﬂ&%/ﬂﬁ ) o

f&@l:l’j T2 KU, ASA 7" DACL ZAIOVO—RIBDEECHERETNET,

a Lz-|PF AERD.Z Camphant Isel
L ] 152 162.10.6 ASAGF ASAGZ-complant Comphant Isad
N a O cleco 192.168.10.67 Compliart e
. B o 182.168,10,67 ASAG.Z ASAGR-posture User Identey Gro.. Pending ISz

ASATOTFNYTIC, COAZZELEZE, BERTVEAL I MYEIRENEZ ENRE

NTVWET, ASARMEICISUTDACLZZJ>O—RLEY,

ASA# Received RAD_COA_REQUEST
RADIUS packet decode (CoA-Request)

Radius: Value (String) =

41 43 53 3a 43 69 73 63 6f 53 65 63 75 72 65 2d
44 65 66 69 6e 65 64 2d 41 43 4c 3d 23 41 43 53
41 43 4c 23 24 49 50 2d 50 45 52 44 49 54 5f 41
4c 4c 5f 54 52 41 46 46 49 43 2d 35 31 65 66 37
64 62 31

ACS:CiscoSecure-
Defined-ACL=#ACS
ACL#-IP-PERMIT_A
LL_TRAFFIC-51ef?7
dbl

Got AV-Pair with value audit-session-id=c0a8700a0000900052b840e6
Got AV-Pair with value ACS:CiscoSecure-Defined-ACL=
#ACSACL#-IP-PERMIT ALL_ TRAFFIC-5l1lef7dbl

aaa_url_redirect: Deleted url redirect for 10.10.10.10



12.VPN Y > a2V T#&, AN ETOI—FICDACLZEBRALET (7L TIOER),

ASA# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Index : 9
Public IP 10.147.24.61

cisco
10.10.10.10

Username
Assigned IP

Protocol AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License AnyConnect Essentials

Encryption AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHAl DTLS-Tunnel: (1)SHAL
Bytes Tx 94042 Bytes Rx 37079

Pkts Tx 169 Pkts Rx 382

Pkts Tx Drop 0 Pkts Rx Drop 0

Group Policy GP-SSL Tunnel Group RA

Login Time 14:55:50 CET Mon Dec 23 2013

Duration Oh:05m:30s

Inactivity Oh:00m:00s
VLAN Mapping N/A VLAN none
Audt Sess ID c0a8700a0000900052b840e6b

Security Grp 0
AnyConnect-Parent Tunnels: 1

SSL-Tunnel Tunnels: 1

DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:

Tunnel ID 9.1

Public IP 10.147.24.61

Encryption none Hashing none

TCP Src Port 50025 TCP Dst Port 443

Auth Mode userPassword

Idle Time Out: 30 Minutes Idle TO Left 24 Minutes
Client OS win

Client Type AnyConnect

Client Ver Cisco AnyConnect VPN Agent for Windows 3.1.02040
Bytes Tx 5204 Bytes Rx 779

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop 0 Pkts Rx Drop 0
SSL-Tunnel:

Tunnel ID 9.2

Assigned IP 10.10.10.10 Public IP 10.147.24.61
Encryption RC4 Hashing SHA1
Encapsulation: TLSv1.0 TCP Src Port 50044

TCP Dst Port 443 Auth Mode userPassword
Idle Time Out: 30 Minutes Idle TO Left 24 Minutes
Client OS Windows

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop
Filter Name

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption

Encapsulation:

UDP Dst Port

Idle Time Out:

SSL VPN Client

Cisco AnyConnect VPN Agent for Windows 3.1.02040

5204
4
0

Bytes Rx
Pkts Rx
Pkts Rx Drop

172
2
0

#ACSACL#-IP-PERMIT_ALL_TRAFFIC-5lef7dbl

9.3
10.10.10.10
AES128
DTLSv1.0
443

30 Minutes

Public IP
Hashing

UDP Src Port
Auth Mode
Idle TO Left

10.147.24.61
SHA1

63296
userPassword
29 Minutes



Client 0OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.02040
Bytes Tx : 83634 Bytes Rx : 36128

Pkts Tx : 161 Pkts Rx : 379

Pkts Tx Drop : O Pkts Rx Drop : 0

Filter Name : #ACSACL#-IP-PERMIT_ALL_TRAFFIC-5l1lef7dbl

E CoAICDACLYEHRENTVWAVEETE, ASAREICUAALIRNIL—IILZEIBRLET
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CoTR. BEORS TNV 1—F A4 I ERTEBBHRETLET,

ISE TOF/NNY Y

[Administration] > [Logging] > [Debug Log Configuration] B8 L., F/N\NYJZ2BMI_CLET, &
AT, UTO—BRHNETFNY T ZEMIITREZHREBLET,

- SWISS
- Nonstop Forwarding ( NSF )
- NSF-Session
- [Provision]
- RAF ¥
CLITROIAN> REZAHNLT, FNYITZRTLET,

ise2/admin# show logging application ise-psc.log tail count 100
[Operations] > [Reports] > [ISE Reports] > [Endpoints and Users] > [Posture Details Assessment]
CBBL, RAF¥Y LR—FERRLET,

sl
.i:lu;wl Tdrakity Sapwices Frigine = Salapd

B "itaricaion TR i Cridpoind Pl m Gamdie %, ok oo

esesmpmE f

[Posture More Detail Assessment] R—Z 2, R —FEEBH/BNFRTEN, ESICTOHERN
RRENET,



Pasture More Detail Assessment

Trme Fange Fromn LAZ32013 12200000 AM to Lar23r2013 03721 Pr

Garersbed A 2003-12-23 155730 248

Clignt Detalls

lsername clsco

Mac Address: 08:00:27: CO:ER:AZ

P address: 10.147.24.92

Sassion ID: c0ag8700al000b00052bad6e0
Client Operating Systam Windows 7 Enterprise G4-bit

Client NAC Agent Cisc o MAC Agent for Windows 4.5.0.1013
PR& Enforcemeant 1

Co: Received a posture report from an endpaoint
PRA Grace Time:

PHA Intensal: 240

PRA Action: continuge

User Agreemeant Status: NetEnabled

Systam Namg: MGARC ARZAWS01
System Domain: CISCo Corm
System User mgarcarz

User Domain: CISCO
Ay Installed: Medfes VirusScan Enterprises 880,97 5: 72271071 37201 3; Mohfead, Cisco Security Agent; &, 0, 2.130;;; Ciscolly

A5 Installed: Windows Defender; 5.1. 7600.16385;1.95.151.0;11/1 5/201 0; MicrosoftAS

Pastura Report
Fostura Status Compliant

Logged At 2013-12-23 15:21:34.902

Posture Policy Detalls
Paolicy Name Enforcement Statu  Passed Falled Skipped Conditions

posture initial file_require... Mandatory file_condition

ASA TOFI/IXv Y
ASA TRUTOFNY T ERAMCTHENTEET,

- debug aaa url-redirect

- debug aaa authorization

- debug radius dynamic-authorization
- debug radius decode

- debug radius user cisco

I-x2bOFNYT

NACI—> I MDA F. Cisco Log PackagerzZERA L TF/\NY JZIRETE X T, Cisco Log
Packagerld. GUIE /= (3 CLITCCAAgentLogPackager.appZ R L THHBL £,



ailvane,
cisco. Cisco Log Packager

Cisco Log Packager collects information for product support requests. The
information & stored in a ZIP archive that can be protected by a password.

Click the <Collect Data> button to start the information collection.

EVbN: #R%EZFI— RIS, Technical Assistance Center(TAC)Y —ILZFERL &I

o

Web T—2J I MOOJZRMBITAICE. XOBFMICBELET,
. C: > Document and Settings > <user> > Local Settings > Temp > webagent.log ( TACY —/L

TrFd—KR)
- C: > Document and Settings > <user> > Local Settings > Temp > webagentsetup.log

¥ O s 0FRICEWE S, TEMP EnvionmentZEE 2 2L £ 9,

NACI—2 IV b RAF v OEE

RAFYHARBLUIEBEER. KOLSICEZORERRARTENET,



cisco Client Provisioning Portal

£ Cisco NAC Agent = & |-

Information |
Isco NAC Agent

@ Temporary Network Access 00:03:30 left

Scan Result Requirement Name
(%] Mandatory  file_requirement

Hide Details

System Check Complate

BETIAVARETNATVRHER. IV IBET I IVORTIFITENET,

c1scoO Client Frovisioning Portal

£ Cisco NAC Agent

Information |
Isco NAC Agent

@ Temporary Network Access 00:03:58 left

There ks atleast one mandatory requirement failing. You are reguired to update your system
before you can access the network.

| Repair | | Show Details |

System Check Complele
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. Cisco ASA > U—XVPNCLI #H1 K 9.1

. _FCisco Identity Services Engine User Guide, Release 1.2 (_Cisco Identity Services Engine 1
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