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2012 R2
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OCSP L&D ASAUE—NTFOEA

ASAlF SSL 7V ARICEREENTWVWET, 95472 M&, AnyConnect ZfFAL TOT 1~
L ¥ 9, ASA (k. Simple Certificate Enrollment Protocol ( SCEP ) Z L TEEBAEEZERL £
CB

crypto ca trustpoint WN2012
revocation-check ocsp
enrol I ment url http://10.147.25.80:80/certsrv/nmscep/ nscep. dl

crypto ca certificate map MAP 10
subj ect - nanme co admi ni strator

AEAEN Y IHMMERE N, ZhiC&k 2T, administrator ( AXFEPXENXBIENET ) &V
SEENMTIIVNEILEENZIRNTOI—HFHFEBIEhET. ChsOI1—HiE, RAL
WSBRIORRIL TIL—=TICNA Y RERFT,

webvpn
enabl e outside
anyconnect image di sk0:/anyconnect-w n-3. 1. 02040-k9. pkg 1
anyconnect enabl e
tunnel - group-1ist enable
certificate-group-map MAP 10 RA

VPN BECE, SEECRB TR E (DY, RIS ATRE ) FRETT, £, O—H)
CESBENE1—YE (Rifasa) BOELVWILF U v LEHKETT,

usernane ci sco password XXXXXXX
ip local pool POOL 192.168.11.100-192.168.11.105 nmask 255.255.255.0

aaa aut hentication LOCAL



aaa aut horization LOCAL

group-policy M internal
group-policy MY attributes
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access

tunnel -group RA general -attributes
addr ess- pool POCL
defaul t - group-policy My
authorization-required

tunnel - group RA webvpn-attri butes
authentication aaa certificate
group-alias RA enable

Microsoft Windows 2012 CA

¥ :CLIZERALU EASAOREOEFMICOVWTE, FCLIZAAL i-Cisco ASA 5500/ 1) —
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1. [Server Manager] > [Manage] > [Add Roles and Features] IC#& L &9, Microsoft —
NZE, RoO—I) HY—EANFZETT,

FORL/E (CA ) FREER Web B8& ( V54 7> N THEAE 13 ) Online Responder ( OCSP
(Z %2 ) Network Device Enroliment Service ( ASA A" 9% SCEP 77U —>3 >
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B DESTINATION SERVER
Role Services WIN-35QVHO3PQE3 lab.com

Credentials Select Role Services to configure
Setup Type Certification Autharity
[ Certification Autharity Web Enrollment
CA Type B
[v] Online Responder
Private Key ] Network Device Enraliment Service
Cryptography [[] Certificate Enrollment Web Service
CA Name [] Certificate Enrallment Policy Web Service
validity Period
Certificate Database
Aythentication Type for C...
Confirmation

Maore about AD CS Server Roles

-!.le::” Mext = I l&nﬁgure. Cancel |

W

. MgeZIBINT BB Ak, Online Responder Tool ZXFEHTLLEEV, Chillk, #T
FHTS OCSP AT Y TAUNEENDEHTT,



[ Add Roles and Features Wizard

Bamin Select one or more features to install on the selectad server.

stallation Type Features

= 4 [H] Role Administration Toals (12 of 28 installed)
[m] AD DS and AD LOS Tools (4 of 5 installed)

b [] Hyper-V Management Tools

b [W] Remote Desktop Services Tools (1 of 3 inst:

B[] Windews Server Update Services Toals

4 [v] Active Directory Certificate Services Tools

F7]Online Responder Tools

ot Y

[[] Fax Server Tools
[] File Services Tools

w| et

€ n 3

[W] Certification Authanty Management Tox -

< Previous Mext =

BE

DESTINATION SERVER
WIN- QW00 buoom

Description

Online Responder Tools includes the
Online Responder Management
Snap-in,

Cancel

OCSP 7> 7L—bM® CARRRE

OCSP #—E Alt, FIHBEEMEAL T OCSP HEICEE L £T. Microsoft H—/S T, RXDE

DEBCHBIBAREZERTILEN HYET,

- Hi5RF— L = OCSP E&
- OCSP RFxT v o

COFIAERE., OCSP BIADIN—TZH<EHIZHBETT, ASA L, OCSP H—EANRTTS

AAEZEHEL LD ETRHEIC, AABTY—EAREALEEA,

1.CATIEHENDT 7L —KNZEBML £T, [CA] > [Certificate Template] > [Manage] | B &
L. [OCSP Response Signing] ZBIRL TF 7L — N ZERLET, HILERL TV

ZL—ho70ONT 1 ZHEL.

[Security] 8 720Uy O LET, #ERTREK., 20727

L—RNEFEAL CHAREEZERTED I TATARENAHFHATATVET, LN
T, EULWVERAIDETT, cOBITIE.,. TOIT1T71k, ABUKRAN (TEST-
CISCO\DC ) TEIEL TWA OCSP H—EATH!') ., <® OCSP H—E AIZ & Autoenroll

HBRAVETT,




= Certificate Templates Consale — | =
File Acion Veew Help

T NEEEER G

& Cestificate Templates (DC test-c|| Template Display Marfie

5 administrator

3 Authenticatad Session

3 Biasie EFS

3 CA Bxchange

= CEP Encrypion

Z Code Signing

H cornputer

e | Capy of OCSP Response Signing
& Cross Certification Autharity

m Directory Email Replication

m Darmain Condroller

3 Darnain Contreller Authentication
3 EFS Recovery Agant

3 Envoliment Agent

2 Enraliment Agent (Cormputer)
= Exchange Enrollment Agent (O
Z Exchange Signature Only

= Exchamge Uiser

HIPsec

Z IPSec (Offline request)

5 Kerberos Authertication

2 Key Recovery Agent

3 OC3P Response Sgning

3 Ras and 15 Server

3 Reot Cestification Authority

Z Foutar (Offline reguest)

Z Senateard Logon

1 Srnatcard User

& subardinate Certification Autharity
& Trust List Signing

< m | » a " | >

B Domain Adming (TEST-CISCONDomain Admins)
82, Evverprise Admine (TEST-CIS00NEnbarprss Admins)

TU7L—hDZOMORERZINT, F7FILNCRETEERT,

2. 707 L—KNETUFT147IZUET, [CA]>[Certificate Template] > [New] > [Certificate
Template to Issue] [CBE L, BRLUET7L—rEZBRLET,



) certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Certificate Templates) | = |9 X |
File Action View Help
e 7|6

L7 Certification Authority (L
4 g test-cisco-DC-CA

1 Revoked Centifical]  Select one Certficate Template to enable on this Certiication Authorty.

7 lssued Certificated|  Note: ¥ a cestfficate template that was recently created does not appear on this list, you may need to wad unti
Pend: || information about this template has been replicated to all domain controllers.

7] Pending Request Al of the cedificate templates in the organization may nol be available (o your CA

] Failed Requests For more information, see Cetificate Template Concepts.

| Centificate Temp

o Name Intended Purpose
B Authenticated Session Chert Authentication
T CA Exchange Private Key Archival
5] Code Signing Cade Signing

B Copy 2 of OCSP Response Signing OCSP Signing

5 Copy of OCSP Response Signing  OCSP Sigring

B Cross Catfication Authorty <Al

5 Ervoliment Agent Certficate Request Agent
5 Envoliment Agent (Computer) Certficate Request Agent
5 Exchange Signature Oy Secure Emai

B Exchange User Secure Emal

Tl IPSar IP s ity [KF intmrmadisie

OCSP H—E AJIHAE
COFIETE, AT/ BREBEZMFEAL TOCSP 28 ETSDHEICODVTHBALET,
1. [Server Manager] > [Tools] ICEE L £ 7,

2. [Revocation Configuration] > [Add Revocation Configuration] I BEIL T, # L LWIAEEE
mLET,



b= ocsp - [Online Responder: DC.test-cisco.com\Revocation Configuration]
File Action View Help
o 2 [z
€4 Online Responder: DC.test-cisco.cd| Name Signing Certificate Selec...  Enrollment Tem
i Revocation Configuration
4 B Array Configuration
7 DCtest-cisco.com

There are no items to show in this view.

Add Revocation Configuration L2l x |

|
"% Choose CA Certificate

Getting started with addi... In order to check the status of a certificate, a revocation configuration for the Online
L Responder must identify the CA that issued the certificate.
Name the Revocation Co... You can identify this CA by selecting a CA cartificate published in Active Directory or
Select CA Certificate Loca... by locating a CA computer.
Choose CA Certificate
Select Signing Certificate @ Browse CA certificates published in Active Directory

Revocation Provider

Select a certification authority (CA) you want to use.

CA Computer
P test-gisco-DC-CA DC. test-cison. com

OCSP . AIUIVE—7ZA4 X CAZBERATEET, OCSP Y —EADIEHEN EHE
£

BIERULEIVE—TSAXCAZEAL., BICERLET>TL—RNEBRLET, AHE
FEBNICERENET,
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File Action Wiew Help

o= H

ocsp - [Online Responder; DC.test-cisco.com]

€29 Online Responder: DC test-cisco.ce
vﬂ Revocation Configuration
[ f?‘ Array Configuration

—*— Online Responder Configuration

. B Use this smap-in to configure and manage one or more certificate revocation responders.

Add Revocation Configuration |L-

>

Getting starbed with add

Choose CA Certificate
Select Signing Certificate

Revocation Prowvider

~#  Select Signing Certificate

Revocation information is signed before it is sent to a client. The Online Responder can

MName the Revocation Co select a signing certificate automatically, or you can manually select a signing

certificate for each Online Responder,
® Automatically select a signing certificate
[ Auto-Enrcll for an OCSP signing certificate

Select CA Certificate Loca...

Certification awthority: |DC.DEI-ciscn.cnm‘-.,tst-ciscu-[:'[-fﬂ

Certificate Template: | Copy 2 of OCSP Response Signing v

() Manually select a signing certificate

Mote: You will need to specify a signing certificate for each member in the
Online Responder Array.

() Use the CA certificate for the revocation configuration

| < Previous | | [ Finish Cancel

EREN ZEEE N, RED Working/lOK THB e 2B LET,

Revocation Configuration Status

The 5Status pane identifies Online Respender configurations that are working properly or that may
need administrator attention. To get more information, select the Array members,
Mote: You may need to click Refresh if recent configuration changes or other administrative actions

are not represented here,
For mare information, see Wer

ifying that a revocation cenfiguration is functioning propgerly.

@ RevocationConfiguration

Working




Wiew Signing Cerificate

Revocation Configuration Status

& Signing Cerfficate: Ok

Revocation Provider Status:

Type: Microsoft CRL-based revocation status provider
The revocation provider is successfully using the cument configuration

5. [CA] > [Issued Certificates] (BB L T, SEABOFMAEZEELET,

Ll

File Action View Help
e 7| 6= H

;__'ﬁ] Certfication .ﬂuulhqn‘r}- {Lecal)
4 g best-cisco-DC-CA
| Revoked Certificates
" Issued Certificates
Pending Requests
| Failed Requests
Certificate Templates

certsrv - [Certification Authority (Local\test-cisco-DC-Callssued Certificates)

B Certificate

[General | Detais | Cerification Path |

late

1 er .

Thursday, Octaber 24, 2013 6...

Template=1.3.6,1.4.1, 311, 21...
0CS Signing (1.3.6, 1.5.5, 7.3

Showi | <alls W |
Einld Value
[ vl v
,‘S{bycct BC. test-dsoo.com
| Pz by RSA (2043 Bits)
fi | Certificate Template Inform,..

15| 0CsP Mo Revacaton Chedking
[ ] Bustharity Mey Identifier

[1]Apbcation Certificate Pobic...

0500

KeylD=3f 63 b2 b 61900, |w

0CSP Sgring (1.3.6.1.5.5.7.3.9)

AL
CEP..
Ques,..
ques...
ques.
Ques...

Serial Mumber

240000000206¢...
2400000003485,
2400000004571 ..
24000000057Td3...
240000000635,
240000000703k, .
24000000082d2...
24000000038d....

Certificate Effective Daty
10/ 102013 T:25 AM
10/10/2013 T:33 &AM
10/10/2013 T:33 AM
10102013 11:34 AM
1071072013 11:47 PM
10/11/2013 12:05 AM
107107 200% 1292 AM
105100003 .27 PR
101072013 1:27 P

. 10F 102003 1:28 P
. 10F 02013 150 P
1041072013 1:31 PM
o104 10/2013 2:06 Phd
- 10A10/2013 6:51 PM

OCSPH—ER F> A

Microsoft (=& 2 OCSP ME%E(F. RFC 5019 The Lightweight Online Certificate Status Protocol
(OCSP) Profile for High-Volume Environments ICEHL TWVWET, Chik, RFC 2560 X.509

Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP O Z/N\—> 3> T9H

o

ASA (&, OCSP IZ RFC 2560 Z2fEAAL %3, 2 DM RFC OMEKD 1 D&, RFC 5019 TlF.
ASAICK > TIEBENLEBEBRAEREZTANBVIETT,

CNDEOBEBREKREXR%Z Microsoft

ALAEY —EATHRFNICZ T AN, BUEBERFHRISE
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TISBESHED N TEE T, [Revocation Configuration] > [RevocationConfiguration1] > [Edit
Properties] (c#E L, [Enable NONCE extension support] 7' 3> %3&3iR L T NONCE #L5R M

HR—RNZBMILERT,

File Action View Help
o 7 = H

't_i,-J Online Responden DC test-cisco.co
iy Revocation Configuration
2 BP Array Configuration
:,J DL test-cisco.com

Mame Signing Certificate Selec...
&5+ RevocationConfiguration Automatically enrolled

Properties for Revocation Configuration: Revocatl‘unﬂ-.-

[ Local CRL | Revocation Provider | Sgnng |

The salacted hash algothm (2 uzad by tha Online Raapondans o sign
responses sanl lo cients

Hash aigorthen: [pia1 vl

[+ D not peoenpd for credentials for cryplographic operations

[v] Enable NONCE exf ansion support
] Use arry vakd OCSP signing cadificate

Orline Responder idertifiers
All rasponzes will include the followang Online Responder idertfier

(#) Key hash of the signing certficate
() Subgsct of tha signing cartficals

OK || Cancel || Hep

Enrollment Template
Copy 2 of OCSP Response 5

T, OCSP H—EANEATRICKY XL I,

SAOTRERLTVWERAN, TUARASATEMICTRIENTEET,

BSNS- ASA5510- 3(confi g-ca-trust point)# ocsp disable-nonce

OCSP #L3R (M CA BE

SER, IXNTORITEHALAEIC OCSP Y—NLERAEEND LS CA ZBRETIHLEN
HVET, ASAlF. COILRASD URL ZEAL T, FEAEDRILFFIC OCSP ¥ —/NICHE# L

x5

1.CA T, Y —/\O® [Properties] A 7ATRY VAZHEET,

2. [Extensions] 7 &2 UY UL EF, OCSPH—E A% KR4 > N T B Authority Information
Access(AIAHEERA RETT, < DBHITIE, http://10.61.208.243/ocspT T, AlA HLERD TS
DAT2AaVEBMCLET,

[Include in the AIA extension of issued certificates][Include in the online certificate status
protocol (OCSP) extension]




A C test-cisco-DC-CA Properties _

File  Acti Vi Hel
e on i b Enrolment Agents I Auditing I Recovery Agents I Security
s A E 4= Genesl | PolicyModue | Exit Module
L Certification Authority (Local) =nsiens | ST I i T -
4 g test-cisco-DC-CA Select extension:
| Revoked Certificates |;'-‘«.|_rth|:||'i’r:.r Information Access (ALA) (¥

| Issued Certificates

__|

| Pending Requests Specify locations fram which users can obtain the cedificate for this CA.

Failed Requests

Certificate Ternplates C:Windows system 32 Cert Sne\Cert Ennollh < ServerDNSMName=_<CaMName
|dap ./ CN==CATruncated Mame= CH=AlA.CN=Public Key Services,CN=5
http://<ServerDMNSMName/Cert Enroll/<ServerDMSMName:_<CaMame»<Ce
file://<ServerDN SName =/Cert Enroll / <ServerDNSMame> <CaMame»<Ced

Hp /10,61 208 243/0csp

% < ]

__|

¥

| Add.. || Remove |

Include in the AlA extension of issued cerfficates
Include in the online cefficate status protocol (OCSP) extension

T, INTORTEXILAEIC, OCSP H—EAZRA > MNFTBHEL VLRAERICE
FhET,

OpenSSL

¥ :CLIZEERALU EASAORENRMICOVWTE, FCLIZ#FEAL i=Cisco ASA 55002 ') —
ABREHAR, 848LV86 : EFXFIVTFATITSAT U AI—HHADEH QHAZH—/\
DERES BSBELTLEZL,

CDBITEE, OpenSSL H—NAFTILREENTVWREEELTVERT, 2OV 3> TR
. OSCPREL., CAREILAEZZEEICODVWTOAHAL XTI,

ROFIETIE, OCSPREAEDERFEIC DV THBALET,
1. RONTA—=2H, OCSP L ARV HAIZMETT,
[ OCSPresponder ]
basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ation, digital Signature, keyEnci phernent
ext endedKeyUsage = OCSPSi gni ng

2. RONZAXA=2K, I—HIAHRELCLHLETT,

[ UserCerts ]
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aut horityl nf oAccess = OCSP; URl : http://10. 61. 208. 243

.FALBAZE, CAICK > THEKE N, BESChIHLENHVET,

4. OCSP H—NZE28L £,

openssl ocsp -index our CAnebPage/i ndex.txt -port 80 -rsigner
ocspresponder.crt -rkey ocspresponder. key -CA cacert.crt -text -out
| 0g. t xt

5. YT I)NAAEETANLET,

openssl ocsp -CAfile cacert.crt -issuer cacert.crt -cert exanple-cert.crt
-url http://10.61.208.243 -resp_text

OpenSSLWeb 4 hiClF, ES5ICEZL DYV TIAAEENTVET,

OpenSSLIF. ASALRA#KICOCSPF > AZHR—KLET, T AR, -nonceS KT -
no_nonceAA Y FZEFERAL THETEET,

#|HD OCSP V—AZ&T ASA

ASA &, OCSPURL 4 —/\—54 RT&ET, 547> NIEHEIC OCSP O URL H&E
NTWTE, ASATOREICI2>TLEEEETNET,

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nscep/ nscep. dl
ocsp url http://10.10.10.10/ocsp

OCSPH—NT7RLAWRK, BRNICERTEET, KON REITIE, IXTOIRAEEZYT
SIVRNEBNOEEEIZBEL, OPENSSL RSARNRA U N EFEALTOCSP B EZRIALET
o &I, http://11.11.11.11/ocsp ® URL ZFEAL TEREZEEL £,

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subj ect -nane co admi ni strator

OCSPURL DBETHEAETNBIEFIEXOEHYTY,

1. match certificate I > RTREL %= OCSP ¥ —/\

2.ocspurl Y2 RTEREL = OCSP #—/%

3.9FAT > NEBAED AIA 7 4 —)L RICIEBEE v’z OCSP H—/\
BED CALE>TREE NI OCSP 288 ASA

OCSPIEZ k., BIDCAICK>TEBETEETT, COLDBIFES. ASATOCSPIIFAZE DRI B
DRTSARNRA NEFERATSIC(E. match certificate 1Y REFEHATHIHEN B ET,


http://www.openssl.org/docs/apps/ocsp.html

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ mscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subj ect - name co admi ni strator

crypto ca trustpoint OPENSSL
enrol | nent term nal
revocati on-check none

COFITIE, ASA ', administrator 28O H TP IV RNBEBF OIXNTOREAEICHL T,
OCSPURL MEZRXZFEALET, ASA TREFIMIC, BIOMNTARNKRA > M, OPENSSL
[CX LT OCSP L ARVAFIAENf RIAENET, COBETE., 1—HIHAEEF WIN2012 ~
SARNRKRALA U NTRIEENET,

OCSP L AR AFIAAEICIE "OCSP ZRMF T Y U, RS &S -8, OCSP THHIRIC
OPENSSL hZARNKRA Y NIRHULTHRIZNBIHETE, COMABFHRIASNELE A,

T72)LRTRE, IXTRTAMRAU RN, ASANI—HIHEZRIEL IS ELTVWREE
ICBREENET, Chik, OCSP LARVAFIAENKRIATHEERY T, ASA Ik, I—FEHA
E(ZOBITIEWIN2012 ) AICTTICRD2APTVARTARNRAI U NEHERELET,

L 7=4"> T. match certificate AT RZHEAL T, OCSP fIEABORKRELIC, ASATRIDO NS A
RRADN (COFITE OPENSSL ) ZFNICERATIXEN HYET,

A—YRRAERE. HFHIC—HBLENTARNRAIU N (ZOFITE WIN2012) IR L THRIEE N E
T, chlZkl), OCSP LARVADKRIADT7#ILN RZARKRAY RFREEIET,

match certificate V> RCTRED NS ANRS > M EEELBZWVWESE, OCSP RIAEAN., 1
— AR ( COBTEE WIN2012 ) ERU RS ARMRA MCRUTRIEE N ET,

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ mscep/ nscep. dl

match certificate MAP override ocsp 10 url http://11.11.11.11/ocsp

CoTiR. REFERICHELTVINESHERBLET.

X BEDshow 1Y > Rik, Output Interpreter Tool(BFR I —HEHA)THR—KrEn TV
F9, show IV ROEHD B EXRTRT SICIE, Output Interpreter Tool ZEAL £,

ASA:SCEP#H T DL &N IS
COFIETH. SCEP £AL THAABEZMET A HAERAL TLET,

1.RICRTDRE, CARIHEZRBIZEODORNTANRAUNRAZTOEARATT,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

BSNS- ASA5510- 3(config-ca-crl)# crypto ca authenticate WN2012
Crypto CA thread wakes up!

CRYPTO_PKl: Sending CA Certificate Request:

GET /certsrv/ nscep/ mscep. dl |/ pkiclient.exe?operati on=CGet CACert &ressage=
W N2012 HTTP/ 1.0

Host: 10.61.209.83

CRYPTO_PKI: http connection opened

INFO Certificate has the following attributes:
Fi ngerprint: 27ddale5 eled3f4c e3a2c3da 6d1689c2

Do you accept this certificate? [yes/no]:

% Pl ease answer 'yes' or 'no'.
Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.

GEAEZERTDLOICASA R, 1 EETERATS SCEP /NATD—REVEELET, C
N, http:/IP/certsrv/mscep_admin TEEB IV —ILASAFTEET,

L] x 192 16B.10. 100/ cermsnirmscaf

Maswark Davica Enmllmant Samcs

Feetweork Device Enroliment Sendce allows wou 1o obtain certificates for reuters or ofher network devices using the Simple Cerificate Enrgimen: Protocal (SCEP]
To complete carificate enrallmeant Tor your netwoerdodevica you will negd the folleeang infarmabion

The thumoprint (hash value) for the CA cerificats is: 2TDDAJES E1ED3F4C E3A2CIDA GD16B9C2

The enrcliment challenge password is

This password can bes uwsed only once and will expire within 80 mirulss.

Each enrallmant requires & new challznge password. You can refresh this web page to obtain 8 new challenge password

Far more informetion see Using Matwark Device Enroliment Sendge

CONAT—RZFEML T, ASA TAEHAZEZERLFT,

BSNS- ASA5510- 3(confi g)# crypto ca enroll WIN2012

%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the

configuration.

Pl ease nmake a note of it.
PaSSV\Drd EE I I I T I
Re_enter passmrd EE I I I I

% The fully-qualified domain name in the certificate will be:

BSNS- ASA5510- 3. t est - ci sco. com

% I ncl ude the device serial nunber in the subject nane? [yes/no]: yes
% The serial nunmber in the certificate will be: JMX1014K16Y



Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority
BSNS- ASA5510- 3(confi g) #

CRYPTO_PKI : Sending CA Certificate Request:

GET /certsrv/ nscep/ mscep. dl |/ pkiclient.exe?operati on=CGet CACert &ressage=
W N2012 HTTP/ 1.0

Host: 10.61.209. 83

CRYPTO PKI: http connection opened

CRYPTO_PKI: Found a subject match - inserting the followi ng cert record
into certlList

—HMOHEOF, FANRP IS ITILEHICEHRENATVET,

.CARIFAE L ASAGIAEZMAR E LHEL KT,

BSNS- ASA5510- 3(confi g) # show crypto ca certificates
Certificate
Status: Available
Certificate Serial Nunber: 240000001cbf 2f c89f 44f e819700000000001c
Certificate Usage: Ceneral Purpose
Public Key Type: RSA (1024 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
ch=t est - ci sco- DC- CA
dc=test-cisco
dc=com
Subj ect Nane:
hostname=BSNS-ASA5510-3.test-cisco.com
seri al Nunber =JMX1014K16Y
CRL Distribution Points:
[1] I dap:///CN=test-cisco-DC CA CN=DC, CN=CDP,
CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Confi gurati on,
DC=t est - ci sco, DC=conf’certi fi cat eRevocati onLi st ?base?obj ect Cl ass=
cRLDi stri buti onPoi nt
Validity Date:
start date: 11:02:36 CEST Cct 13 2013
end date: 11:02:36 CEST Cct 13 2015
Associ ated Trustpoints: WN2012

CA Certificate
Status: Available
Certificate Serial Nunmber: 3d4c0881b04c799f 483f 4bbe91dc98ae
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
cn=test-cisco-DC-CA
dc=test-cisco
dc=com
Subj ect Nane:
ch=t est - ci sco- DC- CA
dc=test-cisco
dc=com
Validity Date:
start date: 07:23:03 CEST Cct 10 2013
end date: 07:33:03 CEST Cct 10 2018
Associ ated Trustpoints: WN2012

ASA TlE, FIRABIRDIFEA LD RTRENEE A ASAFIAEIC TAIA O OCSP



URL, LR EENDBATE, ASACLI IZIEFRRENEE A, CiscoBugID
CSCui44335, TASA ENH ZEBAE x509 HLERARREND ) Tk, COBEIRZEMKEL T

W&Ed,

AnyConnect : Web R— I X B TIEABOEE

COFIETRE. 947D Web 75U HEFEAL TAEPAEZIE T2 HEEHALTLE

1. AnyConnect 1—YH EAEF, Web R—DZFEALTERTEXT, VT4 T7KMPCT
Web 75 0% &R L T, http://IP/certsrv IC 7O XL ET,

€« C [3 192.168.10.100/certsrv/

Microsofi Active Dwrectory Certificate Serices — test-cisco-DC-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you cal
depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or certificate revocation I

For more information about Active Directory Certificate Senices, see Active Directory Cedificate Senices Documentation.
Select a task:
Request a cerificate
View th tus of ndin rificate r
T ifi in,_Qr

2. I—JFAER, Web 7 ZIHDARNTICHRIFL Iz, Microsoft ANTICTVAR—KNT
ZFFE T, D Microsoft A N7 % AnyConnect F#REL £J, certmgr.msc ZFEAL T, ¥
[FE > I-REAE 2B LT,

'i' certmgr - [Certificates - Current User\Personal\Certificates)

e

File Action View H
_ i _ Certificate =
o0 & LIXD=Hm e :
; e i General | Detals | Certification Path
Gl Certificates - Current User lesusd To
4 F".:rsgnailf. HAdrninistratnr Show: cﬁl} v:
& T :: Rbc:t“é s Caltest-cisco-DC-CA | :
ruste o] = ICATHE
. Field Valys =
| Enterprise Trust
3 Irltzrr’:md'rate Certification Au G}'_']'Cﬂi. Qiabrhnin Pk [{JCRL Dlstribution Paint: Distr...
" @ Authority Information Access  [1]Authority Info Access: Acc...
| Active Directory User Object r%wb&‘:i Temglate ! IEI:L
Trusted P‘le|i5|.'lfﬂ @]Eri‘l.!’:ced Ky Usage Enarypting File System (1.3.6....
1 Untrusted Certificates [ | subject Alternative Name Other Name:Frincipal Name =A... |E
| Third-Party Root Certificatior i1 sMiME Capabiites [1]SMIME Capabiity: Object I...
| Trusted People i ey usage Digital Signature, Key Encipher...
| Other People 7] T b sieeitn ot -
_| Certificate Enrollment Reque: T
o URL =idap: mtest-cecn-DC-CA, CN=ATA, CH=Publct -
| Smat Card Trusted Roots 20Ky 205ervices, CllmServices, ON wConfiguration, DC mtest

baisco, DC =com?cACertificate?base objectClass scertificationduthority
[2] Authority Info Access

Access Method=0n-4ne Certificate Status Protocol
{1.3.6.1.5.5.7.48.1)

Alternative Name;

1t



https://tools.cisco.com/bugsearch/bug/CSCui44335

EL WV AnyConnect 7O 7 7 A L& B3FE &, AnyConnect HLEEFAEZERTEET,

OCSP ®AEIC &S ASAVPN UE—K 7O+RA
ROFIETIE. OCSPRIDF I Y VBEICOVTHRALET,

1. BHLEIRDSETHEEIZASA R, SEAEAN OCSP ICKLTFIVIOEThTVWBR Z EEHE
LET, CDFE. OCSP BRIBEICEFIVIRBLILERN HD -, OCSP ICK>TF
IVIOEhTVWEREA.

debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

%ASA- 6- 725001: Starting SSL handshake with client outside:

10. 61. 209. 83/ 51262 for TLSvl sessi on.

YASA- 7- 717025: Validating certificate chain containing 1 certificate(s).
YASA- 7-717029: ldentified client certificate within certificate chain.
serial nunber: 240000001B2AD208B12811687400000000001B, subj ect nane:
cn=Admi ni strator, cn=Users, dc=t est - ci sco, dc=com

Found a suitable trustpoint WIN2012 to validate certificate.

UYASA- 7- 717035: OCSP status is being checked for certificate. serial
number: 240000001B2AD208B12811687400000000001B, subj ect nane:

cn=Admi ni strator, cn=Users, dc=t est - ci sco, dc=com

Y%ASA- 6- 302013: Built outbound TCP connection 1283 for outside:
10.61.209.83/80 (10.61.209.83/80) to identity: 10.48.67.229/35751

(10. 48. 67. 229/ 35751)

%ASA- 6- 717033: CSP response received.

%ASA- 7- 717034: No-check extension found in certificate. OCSP check
bypassed.

Y%ASA- 6- 717028: Certificate chain was successfully validated with
revocation status check.

—HMOHDE, AP I<STILEHICEHRENATVET,

2 IVRI-HRE, - ILFUvILZAANLET,



'Y Cisco AnyConnect | 10.48.67.229

Lsername: cisco

Password:

[ QK. ] | Cancel

@ Cisco AnyConnect Secure Mobility Client

Contacting 10.43.67. 229,
10.498.67. 229 Connect

BVPNOEYZIa2RFERICKTLET,

%ASA- 7- 717036: Looking for a tunnel group match based on certificate naps
for peer certificate with serial number:
240000001B2AD208B12811687400000000001B, subject nane: cn=Adni ni strator,
cn=Users, dc=t est-ci sco, dc=com issuer_nane: cn=test-cisco-DC CA,

dc=t est - ci sco, dc=com

YASA- 7- 717038: Tunnel group match found. Tunnel Group: RA, Peer
certificate: serial nunber: 240000001B2AD208B12811687400000000001B,

subj ect name: cn=Adm ni strator, cn=Users, dc=test-ci sco, dc=com

i ssuer_nane: cn=test-ci sco-DC- CA, dc=t est-ci sco, dc=com

Y%ASA- 6- 113012: AAA user authentication Successful : local database :

user = cisco

Y%ASA- 6- 113009: AAA retrieved default group policy (MY) for user = cisco
Y%ASA- 6- 113039: G oup <MY> User <cisco> | P <10.61. 209. 83> AnyConnect parent
session started.

4. v aUHERENETT,

BSNS- ASA5510- 3(confi g)# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

Username : cisco I ndex 4

Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83
Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Premnmi um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4

DTLS- Tunnel : (1) AES128



CRYPTO_PKI :

Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHAl
DTLS- Tunnel : (1) SHA1
Bytes Tx : 10540 Byt es Rx 32236
Pkts Tx : 8 Pkts Rx © 209
Pkts Tx Drop : O Pkts Rx Drop : O
Goup Policy : MY Tunnel Goup : RA
Login Tinme 11:30: 31 CEST Sun Cct 13 2013
Dur ati on Oh: 01m 05s
Inactivity Oh: 00m 00s
NAC Resul t : Unknown
VLAN Mapping : NA VLAN none
AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1
AnyConnect - Par ent :
Tunnel D 4.1
Public IP 10. 61. 209. 83
Encryption none Hashi ng none
TCP Src Port 51401 TCP Dst Port 443
Aut h Mode Certificate and userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type AnyConnect
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 5270 Bytes Rx 788
Pkts Tx 4 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :
Tunnel D 4.2
Assigned IP 192.168. 11. 100 Public IP 10. 61. 209. 83
Encryption RC4 Hashi ng SHA1
Encapsul ation: TLSv1.0 TCP Src Port 51406
TCP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient OS W ndows
Client Type SSL VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 5270 Bytes Rx 1995
Pkts Tx 4 Pkts Rx ;10
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :
Tunnel D 4.3
Assigned IP 192.168. 11. 100 Public IP 10. 61. 209. 83
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 58053
UDP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type DTLS VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 0 Bytes Rx 29664
Pkts Tx 0 Pkts Rx 201
Pkts Tx Drop : O Pkts Rx Drop : O
.OCSP #RELIC I, FHBETNY T ZEATEET,

Starting OCSP revocation



CRYPTO PKI: Attenpting to find OCSP override for peer cert: serial number:
2400000019F341BA75BD25E91A000000000019, subj ect name: cn=Admi ni strator,
cn=Users, dc=t est - ci sco, dc=com i ssuer_nane: cn=test-cisco-DC CA,

dc=t est - ci sco, dc=com

CRYPTO_PKl: No OCSP overrides found. <-- no OCSP url in the ASA config

CRYPTO PKI: http connection opened

CRYPTO_PKl : oCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-ci sco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO_PKI : OCSP responder| D byKeyHash

CRYPTO_PKI: OCSP response contains 1 cert singleResponses responseData
sequence.

Found response for request certificate!

CRYPTO_PKl: Verifying OCSP response with 1 certs in the responder chain
CRYPTO PKI: Validating OCSP response using trusted CA cert: serial nunber:
3D4C0881B04C799F483F4BBE91DCO8AE, subj ect name: cn=test-ci sco- DC CA,

dc=t est - ci sco,dc=com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CERT-C. Wocsputil.c(538) : Error #708h
CERT-C. Wocsputil.c(538) : Error #708h

CRYPTO PKI: Validating OCSP responder certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-ci sco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com signature alg: SHAl/ RSA

CRYPTO_PKI : verifyResponseSi g: 3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKl : Responder cert status is not revoked <-- do not verify
responder cert

CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed
CRYPTO PKI: Process next cert, wvalid cert. <-- client certificate
validated correctly

NTYNFYTF¥ LARIILTEE, OCSP ERHBKRVIEL L OCSP BEFIE, RDKXSIZKV)
FT, BEICEK, ELLVBEANEENTEHY) ., Microsoft OCSP TH> AILERABRICHE 2
TVEY,



No. | Source | Destination | F'rntucull Length | Info

24 10.48.67.229 10.61.208.243 0CSP 545 Request
31 10.61.208.243 10.48.67.229 0CSP 700 Response

d|

> Hypertext Transfer Protocol
v Online Certificate Status Protocol
< responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
~ BasicOCSPResponse
= tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-12 14:48:27 (UTC)
b responses: 1 item
= responseExtensions: 1 item
v Extension
Id: 1.3.6.1.5.5.7.48.1.2 (id-pkix.48.1.2)
» BER: Dissector for 0ID:1.3.6.1.5.5.7.48.1.2 not implemented.
b signatureAlgorithm (shaWithRSAEncryption)
Padding: ©
signature: 353fc461732dc47bld167ebace677a087765b48edb3b284c. . .
P certs: 1 item

HBD OCSP V—AIL&B ASAVPN UE—N PUEA

FEHD OCSP YV —AZEBEL ASA) THHATNTVB RS IC—HARENFr REENTVWRIEE
&, ThHNEBEEIET,

CRYPTO_PKl : Processing map MAP sequence 10...
CRYPTO PKI: Match of subject-name field to map PASSED. Peer cert field: =
cn=Adm ni strator, cn=Users, dc=test-ci sco, dc=com nap rul e: subject-nane

co adm nistrator.
CRYPTO_PKl : Peer cert has been authorized by map: MAP sequence: 10.
CRYPTO_PKl : Found OCSP override match. Override URL: http://11.11.11.11/ ocsp,
Override trustpoint: OPENSSL

OCSPURL #A—N—Z 4 REFRALEBEOTFNYTRRIOEHBYTT,

CRYPTO PKI: No OCSP override via cert maps found. Override was found in
trustpoint: WN2012, URL found: http://10.10.10.10/ocsp.

OCSP & LU XN/ EIC LD ASAVPN UE—M FUER

COFIETE, EASZEMLL, BWREZRRIDHFEZHALEXT,

1. 92472 MNiHEZEMICLET,



File Action View Help
e 7 d= H
L5 Certification Authority (Local) RequestID  Requester Mame  Binary Certificate  Certif
4 g test-cisco-DC-CA 6 TEST-CISCO\Ad...  ----- BEGIN CERTl... IPSeq
| Revoked Certificates &7 TEST-CISCOMVAd...  ----- BEGIN CERTI... IPSeq
| lssued Certificates EA TEST-CISCO\A...  ----- BEGIN CERTI... IPSed
| Pending Requests 59 TEST-CISCONA..,  ----- BEGIN CERTI... User
"1 Failed Requests =110 TEST-CISCO\Ad...  ----- BEGIN CERTI.. User
" Certificate Templates || =), TEST-CISCOVAd... - BEGIN CERTI... User
12 TEST-CISCOMAd...  ----- BEGIN CERTI... User
13 TEST-CISCOMAd...  ----- BEGIN CERTL... User
14 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
18 TEST-CISCONDCS  —---- BEGIN CERTL... Copy
119 TEST-CISCOMAd...  ----- BEGIN CERTL... IPSeq
520 TEST-CISCOMAd..,  ----- BEGIN CERTl... IPSeq
21 TEST-CISCOMAd...  ----- BEGIN CERTL... User
5 Ad... - BEGIN CERTL... User
= Open T REGIN CERTL...  Llser
&l All Tasks 2 View Attributes/Extensions...
% ] Refresh Export Binary Data...
?‘ Help Revoke Certificate
28 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
< m
Contains actions that can be performed on the item.

2. RERELNHALET,

File Action View Help

e 2 Dc=z H

i Certification Authority (Local) RequestID  Revocation Date  Effective Revocation Date  Revocation Reason  Regquester

4 g test-cisco-DC-CA . bwl2? 10/13/2013 12:21...  10/13/2013 12:21 PM Unspecified TEST-CISC]
t;] Revoked Certificates E )
] lssued Cer||  All Tasks ’ Publish
[ Pending R View i
[ Failed Req
[l Certificate Refresh
Export List...
Properties
Help

3. (A>3 ) AFTY 7 1& 2k, Power Shell ® certutil CLI 1—F7 4 )71 TRITTESR
ED



c:\certutil -crl
CertUtil: -CRL command conpl eted succesfully.

4. DZATRNFEHRLELSETDE, AIAERIAIZS—FRELET,

Cisco AnyConnect

r h Certificate Validation Failure

OK

@' Cisco AnyConnect Secure Mobility Client

Mo valid certificates available for authentication.

10.48.67. 229 Connect

5. AnyConnect OJ £ :EAERIETIZ—ZRLTVWET,

[ 2013-10-13 12:49:53] Contacting 10.48.67. 229.
[2013-10-13 12:49:54] No valid certificates available for authentication.
[2013-10-13 12:49:55] Certificate Validation Failure

6.ASA [&, FIAZEDAT—X AN "EM, THAI L ZHELET,

CRYPTO_PKI: Starting OCSP revocation

CRYPTO_PKI: OCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-cisco.com issuer_nanme: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO _PKI : OCSP responder | D byKeyHash

CRYPTO PKI: OCSP response contains 1 cert singleResponses responseData
sequence.

Found response for request certificate!

CRYPTO PKI: Verifying OCSP response with 1 certs in the responder chain
CRYPTO PKI: Validating OCSP response using trusted CA cert: serial nunber:
3D4C0881B04C799F483F4BBE91DCI8AE, subj ect nane: cn=test-ci sco- DC- CA,
dc=test-cisco, dc=com issuer_nanme: cn=test-cisco-DC CA dc=test-cisco,



dc=com

CRYPTO_PKI : verifyResponseSi g: 3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKI : Responder cert status is not revoked
CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed

CRYPTO_PKI: Recei ved OCSP response: Cct 13 2013 12:48: 03: %ASA- 3-717027:
Certificate chain failed validation. Generic error occurred, serial
nunber: 240000001B2AD208B12811687400000000001B, subject nane:

cn=Adm ni strator, cn=Users, dc=t est - ci sco, dc=com

CRYPTO_PKI : Bl ocki ng chain call back called for OCSP response (trustpoint:
W N2012, status: 1)

CRYPTO_PKI : Destroyi ng OCSP data handl e Oxae255ac0

CRYPTO_PKI: OCSP polling for trustpoint WN2012 succeeded. cCertificate
status is REVOKED.

CRYPTO_PKI : Process next cert in chain entered with status: 13.
CRYPTO_PKI : Process next cert, Cert revoked: 13

7TV N FvTF v, EHED (B AT —RAEEEC, EXB OCSP BEERLT
VET,

No. |Source Destination Protocol| Length| Info
24 10.48.67.229 10.61.209.83 0CSP 544 Request
31 10.61.209.83 10.48.67.229 0CSP 721 Response

<

» Hypertext Transfer Protocol
<= Online Certificate Status Protocol
responseStatus: successful (0)
= responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
v BasicOCSPResponse
~ tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-13 10:47:02 (UTC)
= responses: 1 item
< SingleResponse
b certlID
thisUpdate: 2013-10-13 10:17:51 (UTC)
nextUpdate: 2013-10-14 22:37:51 (UTC)
b singleExtensions: 1 item
P responseExtensions: 1 item
b signatureAlgorithm (shawWwithRSAEncryption)

NZ7)L21—b

CCTR, REDRNZ TN 1 —F 4 I EATEZRBRRERLET,



OCSP #—/X0& o>

ASA &, OCSP H—N\AHIFTHEH/ELET,

CRYPTO_PKl : unable to find a valid OCSP server.
CRYPTO PKl: OCSP revocation check has failed. sStatus: 1800.

NTYNFYTFFYERT TN A—TAVTIRIEET,

REAFRBEhEL

OCSP H—/NOBEDBZN ASA KV HWV (b IFABERFHFRENET ) HEIE. OCSP H—
NFFEBREZEEFEL, ASARFRENZHRELE T,

CRYPTO_PKI: OCSP response status - unauthori zed
ASA A, MROKZIAS OCSP WEZZEFELIZHBEE, IZ7—FRELET,

BR—BMERATVEVWERERAT A

H—NOF AN P R—RNEhTWEV ( Microsoft Windows 2012 R2 TOF7 # L KN ) HEE
. FEBRENRENET,

No. | Source Destination Protocol | Length| Info

56 10.48.67.229 16.61.208.243 0CSP 545 Request

59 10.61.208, 243 10.48.67.229 0Ccsp 337 Response
4]
b Frame 59: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
b Ethernet II, Src: Cisco 2a:c4:a3 (00:06:f6:2a:c4:a3), Dst: Cisco_b8:6b:25 (00:17:5
b Internet Protocol Yersion 4, Src: 10.61.208.243 (10.61.208.243), Dst: 10.48.67.229
v Transmission Control Protocol, Src Port: http (80), Dst Port: 14489 (14489), Seq:
» Hypertext Transfer Protocol

= Online Certificate Status Protocol

responseStatus: unauthorized (6)

IS7 H—/\FBAL

SCEP/OCSP EXTORIEIE., < DFEE., Internet Information Services 7 ( [1IS7 ) TORERZFR
AECKRYRELTVET, EBTVEANBRECATVWAR CEZRABL T EEL,



m P » DC » Sites » Default WebSite » ocsp »

File View Help

e-iH|2 |8
§j Start Page
493 DC (TEST-CISCO\Administrat

‘ii Authentication

Group by: No Grouping z

.} Application Pools Name E Status Response Type
-8 Sites Anonymous Authentication Enabled
4 Q) Default Web Site ASP.NET Impersonation Disabled
b ¥ ADPolicyProvider_ Basic Authentication Dizabled HTTP 401 Challenge
p -1 aspnet_client Digest Authentication Disabled HTTP 401 Challenge
b . CertEnroll Forms Authentication Disabled HTTP 302 Login/Redirect
b P CertSrv Windows Authentication Disabled HTTP 401 Challenge
3 3‘ DemainHRA
b - HCAP
b ¥ NonDomainHRA
‘¥ ocsp

Gl
L

BLAE

. Microsoft TechNet : A SA VL AR ADA A R=), BE, BRTEBRSTIV>1—F

12 THAR

. Microsoft TechNet:OCSPL AR A #HR— KT B HDCADEEE

. CiscoASAU—X XV RUZPLURA

TOZHIL HR—BE REI X2 B - Cisco Systems



http://technet.microsoft.com/en-us/library/cc732526.aspx
//www.cisco.com/en/US/docs/security/asa/command-reference/cmdref.html
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