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CORFIXVRNTR, NTYRFYTFr TNV TZFERAL zCisco ASATODHCPU L —
COWTHAL, REMZRLET,

Al R SR

Dynamic Host Configuration Protocol(DHCP) UL —I— I N ZERTHE, X1 UT47F
T2AT AR ZAT NP SODHCPERZ, BIOA 2 R—T7 T4 RAICERE I —2F
B ODHCPY —/NICERIETE R T,

UTOHIREEGE, DHCPUL—I—-2 I hNOFERICOKBEBRAEZNET,

« DHCP H—/N\BEEEMICHZ>TWVWRHE, VDL—I—2IRMEBMICTEEFEA,
s BEEFIVTA TTIATAILERENTVRIHENHY), IOV L—I—2IT2 6
RIN—R2ERAHALTEREEETEXTL A,



s NAFAVTFARNE—ROBE, BEHRODAVTFANTEATNDZ A EX—T I (AT
DHCPUL—Z&#MIZL V), DHCPUI/ H—NERELEVITDERFTEREA,

RSVARTLUYN 774704 —)L E—RTIE, DHCP UL —H—ERXRZFEATEE A,

RSUDARTFLUN T7ATIA=)I T—ROEF21 VT4 TTSAT AT, PRLARE
RZORIN (ARP) RZ 74V O DANBBAIEETT, TOMORST 74 Y JICEIXNTT Y
R OMAO—=IL VAN (ACL) HFRBETT, RTFVARTFLYN E—=RTEFIVFA TS
AT AZBLU T, DHCP ERBLVOPREBZFHFATAICE. LATD 2 DD ACL Z2FRET B &4
ENFHpVEY,

s AHAVERZR—TIAADSHHEA 2 Z—T T4 AND DHCP ExXR%ZFF 95 ACL.
s OB EOY—NHISDIEEEHFATT S ACL.

2H

ASA CLI# & TCisco I0S® CLIC BT 2 EAN B ABN B2 C e HEREhF T,
AT R—F2 b
CORFIAIXDNOBERE. ROVYTRIITEN—RIITON—23VICETVWTVET,

« ASA5500x =X X1 VFA4 FTTSATFTA DV I)—A9x U
« Cisco 1800 ) —X JL—=&

CORFIAIXNDERIE., BEODTSRREBICHADT/NAAZEITVWTERENELE, COR
FIAIXRNTHERATDIINTOFNA R, JUTRBZ(F72IK)E I"ETVE%’EE%#"LTV?
o ABBFIODZRY ND—U T, EBOVVRICK>TERIDTHEMNI HZD2EELE T OER
<EEL,

H RS

DHCPZ’ORIN, 7 XY RYRUNEDIPTRLA, F7AIKTF—RTIT A, DNSH—
N7 RL A, Windows Internet Name Service(WINS)7 RL ABEDBEERE/NTXA—ZFZKRAN
CRHLET, ROE, DHCP OTZA T NI NSORENTXA—REHY)EFEA, CDEHR
ERMBITRDEHIC, 94T MDY STO—RFYARNERNEEENET, DHCP H—/\H"C
NERZRT, DEGBREERHBLET., COLSBTO—RFTANEROMKEDNLD

DHCP V5 A7 NEH—NBGRLYTZY NEILHZHBENFHYVET, L—3F®T7 4) J#
—IUBEDLAVITFNA AR, —K&IC, TF7FILRTRINASOTO—RF ¥ ANERZETIE
LEEA

DHCPYZ A4 7> NEDHCPH—NZRLH 7 XY FNEICRBT2EA K. BIEREERBEY E
BA, TOLSBEEN BEHEWVWESIZIE, DHCPUL—%2FERATEET, X1 UT1 775
ATPVAEODHCP UL—TI— IO MAATBA U E—TIAADKARND SO DHCP ER%
ZHHA E, TOEREANLA 2 Z—T I/ ADEEE N DHCP H—/NXO VT hAIZEREL F
9o DHCP H—N\HDIOSA T RNIRETRDE, EF21VT A TT7IAT VAN REZEELE
FTo cODEH, DHCP UL —TI—>2 T2 MNEDHCP H—=/NEDOXRVEYICHEWT, DHCP 75
AT7hO7O0F>0O&KEZRELET,



N7y~ 70—

ROEE, DHCP UL — I—2 12 MAERAZNEWESEO DHCP XYy h 7O0—%ZRLTWV
x9,

DHCP
Client Server

Hequ est ) =
A:knnwledge

ASAlFChsoNTY hEaRITZEL,. DHCPUL— 74— Y NIZTZY7TLET,
Relayed
m Discovered
DHCP
Client l m

g Request ; _—_—_—_ J] Request
m Acknowledge

Relay-Reply

ASA DB LRTCALA > Z—T ITAAONTY N F¥TFvIC&DDHCP UL

FTRAESNTVBHHE, ASAFEET 1 — )L KELEEIBHEERLTLUBDT, WAL X
ELTLEE W,

1.DHCP 7Ot AZHBETSIZE. ATLEZREL T, 7JO0—RFYAN XV E—
( DHCPDISCOVER ) %#%8% 7 RL A 255.255.255.255 ( UDP 7R— K~ 67 ) ICEELE T,



Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet II, Src: Vmware_84:30:6a (00:50:56:84:39:6a), Dst: Broadcast (fT:fT: TF:TT)

Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255 255 255 255))|

User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

Bootstrap Protocol SrcIP: Mo ip on cient
Message type: Boot Reguest (1) ESC S AR
Hardware type: Ethernet
Hardware address length: &

Hops: O
|TI‘ ansaction ID: 0x79dbf3ar | Transcation id should be same for Discover, Offer, Request and Ack (DORA)
seconds elapsed: 0

[ E|[E]E

+ goorp Tlags: 0x0000 (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your {client) IPF address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.0)
rRelay agent IF address: 0.0.0.0 (0.0.0.0)

Client MAC address: vmware_B84:39:6a (00:50:56:84:39:6a)

Client hardware address padding: 00000000000000000000

server host name not given

Boot file name not given

Magic cookie: DHCP
) option: (t=53,1=1) DHCP Message Type = DHCP Diﬁcqur| DHCP Discover sent by dient

# option: (t=116,1=1) DHCP Auto-Configuration = autoConfigure
+ option: (t=61,1=7) Client identifier
# option: (t=12,1=14) HOST Name =
& option: (t=60,1=8) vendor class identifier = "MSFT 5.07
® option: (t=55,1=11) Parameter Request List
End Option
Padding

N EVPNYISATY RHIPT RLAEZERTBBA. JI—T KU —Tdhep-
network-scope AN RIZK > TEREniz, RUICHEATESZIPTRLAAUL—I
—JIVBMDIPTRLAICEYET,

2. BEASAE7O—RFYARNERZELEITN, DHCP UL —& L THEETD LS ICERES
hTt\Wahkd, Y —NEoA 2 R2—T7IAAIPAS DHCP H—/N® IPEExiIC. 1+
+ AN /NTY N&E LT DHCPDISCOVER XY E—J #EIELET, CODBERFNHA R
—TJIAADIPF7RLATY, IPAYA—¢UL—TI—>INTJ74—=)LROZTEAIC
EBELTLSEEL,



Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured

Ethernet IT, Src: Cisco_6Cc:bB:cF (5B:8d:09:6c:b8:c7), Dst: Cisco_dd:48:cB (00:19:e7:dd:48:c8)
Internet Protocol versiom 4, Src: 108.51.100.1 (198.51.100.1), Dst: 19B8.51.100.2 (198.51.100.2)]
:zs;sgrggg;ﬂtzzﬁocu'l. Src Port: bootps (67), Dst Fort: bootps (ﬁ?éirc AiAgutﬂdEIPhnngthEierver

Message Type: Boot Reguest (1) SIS S

Hardware type: Ethernet

Hardware address length: 6

Hops: 1

Transaction ID: 0x79dbf3a7

seconds elapsed: O

m E

m #H

& Bootp flags: Ox0000 (Unicast)
Tient 1P address: 0.0.0.0 (0.0.0.0)
vour (client) IP address: 0.0.0.0 {0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0) Relay apent/IP of A5A interface facing the clients, where relay is

rRelay agent IF address: 192.0.2.1 (192.0.2.1) | enabled
Client MAC address: vmware_584:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
& option: (t=53,1=1) DHCP Message Type = DHCP D1scover|
F option: (t=116,1=1) DHCP Auto-Configuration = autoConfigure
@ option: (t=61,1=7) Client identifier
[E option: (T=12,7=14) HoST Wame =
F option: (t=60,7=8) vendor class identifier = "MSFT 5.0"
[ Option: (t=55%,1=11) Parameter Request List
End option
Padding

~ 7E:Cisco Bug ID CSCu089924IC A HIAF N TWVWBMEIEICKY) ., /N\—2329.1(5.7).
9.3(1) LA MASAIE, dheprelayN BRIICE2TWB I 54 F > Mgiaddnflo 1> X —
7IARIPPRLAAS, DHCPH—/NNDIPEETICIZF Y ANNT Y NEEET
EET, COBER. AFARX—TIAADIPFRLAIZTDENTEET,

3. #—/\l&, DHCPDISCOVER (UDP 7/R— K 67 ) TRREES UL —I—2 I RDIP &
WRETDASAIC, IZF YA NTY NELTDHCPOFFER XY —2 #ZIREELE T
o —MFEIE., dheprelay M BMICHE 2> TVBIREBA > EZ—TIAADIP T RLA
(g.addr)ra“o LAY 3AYA—05E%k IPIEE LT EE L,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo89924

Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet IT, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:b8:c7)
Internet Protocol version 4, Src: 198,51.100.2 (198.51.100.2), DsT: 192.0.2.1 (192.0.2.1)|
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)
BOOTSTrap Protocal

Message type: Boot Reply (2}
Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: 0x79dbf3a7

seconds elapsed: 0

sootp flags: 0x0000 (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
your (clienmt) IP address: 192.0.2.4 (192.0.2.4)| offered P
MexT server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
cTient MAC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not giwven

oot file mame not giwven

Magic cookie: DHCP

e E

Sre: DHCP server
Dst: Relay agent IP

[E3

= option: (T=53,1=1) DHCP Message Type = DHCP offer OHCR offer
® option: (t=54,1-4) DHCP Server Identifier = 198.51.100.2 | pHCP server IP
# option: (t=51,1=4) IP Address Lease Time = 1 day Lease

® option: (t=58,1=4) Renewal Time value = 12 hours
F option: (t=59,1=4) Rehinding Time value = 21 hours

E option: (t=1,1=4) Subnet Mask = 255.255.255.0 Subnet mask info
& option: (t=6,1=8) Domain Name Serwver )
= option: (t=15,1=9) Domain Mame = "cisco.com” Domain name
End option
radding

4.ASA ., CONTY RERATBAVZ—TIAA(UDPR—K68) HSEREBELET, N7V
RAREA 2 R—TIA AN SEBENDEEDIPAVA—OZEERITEALTLSEEY

o



3 Frame 2: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
+ Ethernet II, src: Cisco_6C:b8:cd (58:8d:09:6C:b8:C6), DST: vmware_84:39:6a (00:50:56:84:39:6a)
[# Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)
i - 3
3:3525$?§:g:ﬂt222‘;:nc01, Src Port: bootps (67), Dst Port: bootpc {EB)E"‘:_'”;H‘“]“'j;a“em'z"a"'a‘a‘:’““"
Message type: Boot Reply (2) sk HErE
Hardware type: Ethernet
Hardware address length: @
Hops: O
Transaction ID: Ox79dbf3ar
seconds elapsed: O
# Bootp flags: Ox0000 {(Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
vour {client) IP address: 192.0.2.4 (192.0.2.4) oOfferedip
Mext server IP address: 0.0.0.0 (0.0.0.0)
relay agent IP address: 192.0.2.1 ({192.0.2.1) AsA interface 1P
Cclient MaC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not giwven
Boot file name not given
Magic cookie: DHCP
¢ option: {T=53,7=1) DHCP Message Type = DHCP Offer DHCP Offer
® option: {(t=54,7=4) DHCP Server Identifier = 198.51.100.2| DHCP server P
M option: (t=51,1=4) IP Address Lease Time = 1 day Lease
= option: (T=58,T=4) Renewal Time value = 12 hours
F option: (t=59,7=4) Rebinding Time value = 21 hours
w option: (t-1,1-4) Subnet Mask - 255.255.255.0 Subnet mask info
# oprtion: {T=6,1=8) Domain MName Server .
m option: {t=15%,1=9) pomain Name = "cisco.com" e — )
® option: (t=3,1-4) Router = 182.0.2.1 Default Gateway for client
end option
radding

5. DHCPOFFER XY —2 % ZELES, 77— %2Z T ANBDEEZRTLEDIC
DHCPREQUEST XY t—%##ELET,



Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)
Ethernet II, Src: Vmware_B4:39:6a (00:50:56:84:39:6a), Dst: Broadcast (ff:ff:ff:ff:ff:f)
Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255M
User Datagram protocol, Src Port: bDootpc (68), Dst Port: bDootps (G7)
Bootstrap Protocol

Message type: Boot Request (1)

Hardware type: Ethernst

Hardware address length: &

Hops: 0

Transaction ID: 0x79dbf3ar

Seconds elapsed: 0

Src: 0.0.0.0 as dient hasn't
accepted the IP yet
Dst: L3 broadeast

0 BrEhE B

& Bootp flags: Ox0000 (Unicast)
Client IP address: 0.0.0.0 {(0.0.0.0)
your {client) IP address: 0.0.0.0 {(0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: vmware_B84:39:6a (00:50:56:84:39:6a)
client hardware address padding: 00000000000000000000
server host name not given

goot File name not given

Magic cookie: DHCP

# oprion: (T=53,71=1) DHCP Message Type = DHCP RequestT DHCP request
w option: (T=61,1=7) Client identifier
v option: (t=50,1=4) Reguested IP Address = 192.0.2.4 Requested IP
v option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
v option: (t=12,1=14) Host Name = _ Hostname
W option: (t=81,1=18) client Fully qualified Domain Name
v option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
© Option: (t=55,1=11) Parameter Request List

End option

6. ASA A" DHCP % —/\IZ DHCPREQUEST ZBEL £ 9.

Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)
Ethernet IT, Src: Cisco 6c:bB:c? (58:8d:09:6c:b8:c7), Dst: Cisco_dd:48:c8 (00:19:e7:dd:48:c8)
Internet Protocol Version 4, Src: 198.51.100.1 (198.51.100.1), DsT: 198.51.100.2 (193.51.1&0.2H
User Datagram Protocol, src pPort: bootps (67), Dst Port: bootps (67) Sre- ASA patside Interiace
Bootstrap Protocol DﬂlDHCPstWtr

Message Type: BooT Request (1)

Hardware type: Ethernst

Hardware address length: &

Hops: 1

Transaction ID: Ox7adbfiar

Seconds elapsed: 0
= Bootp flags: 0x0000 (Unicast)

o @ [FE @

Client IP address: 0.0.0.0 {0.0.0.0)

your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)

Client MAC address: vmware_84:39:6a (00:50:50:84:3%9:6a)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

Magic cookie: DHCP

# Option: (t=53,1=1) DHCP Message Type = DHCP Request DHCP request
® option: (t=-61,1-7) Client identifier

# option: (r=30,1=4) rRequested IP address = 192.0.2.4 Requested IP

@ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2 | DHCP server IP
@ option: (t=12,1=14) Host name - TN Hostname

= option: (T=81,1=18) client Fully qualified pomain name

F Option: (t=60,1=8) vendor class identifier = "MSFT 5.0"

@ Option: (t=55,1=-11) Parameter Request List

end option



7. % —/\l& DHCPREQUEST 22 (1Ma &, #T77—& iz IP 2323 % 1% DHCPACK
ZRIELEXT,

==
o

Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernmet II, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:bB:c7)

i

Internet Protocol versjon 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (192.0.2.1)

[
=

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)

Bootstrap Protocol

Message tType: Boot Reply (2}
Hardware type: Ethernet
Hardware address length: &
Hops: O

Transaction ID: Ox7%dbf3ar
seconds elapsed: O

Bootp flags: 0x0000 (Unicast)

Client IP address: 0.0.0.0 (0.0.0.0)

Wour {client) IP address: 192.0.2.4 (192.0.2.4)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)

Client maC address: vmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000

server host name not given
goot File name not given
Magic cockie: DHCP

=

option: {t=33,1=1) DHCP Message Type

DHCF ACK

@ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2
@ option: (t=51,1=4) IP Address Lease Time = 1 day
# option: (t=538,1=4) Renewal Time wvalue 12 hours
@ option: (t=59,1=4) Rebinding Time vValue = 21 hours
# oprion: (t=1,1=4) subnet mask = 255.255.255.0
@ option: {(t=6,1=8) Domain Name Serwver
4 option: (t=15,1=9) Domain Name = "cisco.com”
End option
Padding

5Src: DHCP server
Dst: Relay agent IP

Current IP on client
IP offered to dient

DHCP Ack
DHCP server IP
Lease

Subnet mask info

Domain name
Default gateway for dient

8. ASA ¥ DHCP #—/XA'5 M DHCPACK Z1—%IZEL T, RZUH U232 R@FETLE
ER



7 Frame 4: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
# Ethernet II, Src: Cisco 6c:b8:c6 (5B:8d:09:6c:bB:cC6), DsT: Vmware 84:39:6a (00:50:56:84:39:6a)
[# Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)]|
i User Datagram Protocol, Src Port: bootps (&7), DSt Port: bootpc (68)
-] BOOTSTrap Protocol
Message type: Boot Reply (2)
Hardware Type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox79dbf3a7?
Seconds elapsed: 0O
+ Bootp Flags: O0x0000 {unicast)
Client IF address: 0.0.0.0 (0.0.0.0) Current IP on dient
Your (client) IP address: 192.0.2.4 (192.0.2.4)| IPofferd to client
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
Client mac address: wmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot Tile name not given
Magic cookie: DHCP

src: Relay agent IPSASA int
Dst: IP offered to dient

F option: (t=53,1=1) DHCP Message Type = DHCP ACK DHCP Ack
@ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
® oprion: (T=51,1=4) IP address Lease Time = 1 day Lease

@ option: (t=58,1=4) Renewal Time value = 12 hours
#= oprtion: (r=539,1=4) Rebinding Time value = 21 hours

m option: (t=1,1=4) subnet Mask = 255.255.255.0 Subnet mask info
= option: (t=6,1=8) Domain Name Sarwver
® option: (t=1%,1=9) Domain Mame = "cisco.com” Comain name

Default gateway for client

@ option: (t=3,1=4) Router = 192.0.2.1
end oprion
Padding

DHCP UL — RNZ2H023a>oF/Ny JE KV syslog

LT, DHCP H—/N 4122 —7 T4 A 198.51.100.2 |[C¥zikE 1D DHCP EXRTY,

DHCPRA: relay binding created for client 0050.5684.396a.DHCPD:
setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: Adding rule to allow client to respond using offered address 192.0.2.4

ISEN DHCP H—N\ASZEEIhLR, X1V FTA FTTSAT AN DHCP 95 A4F >~
( MAC 7 RL A# 0050.5684.396a ) I_8=zi2 LT, ¥—KNDUI4 PRLAZBHEOAIA > X —
TJIAAICEELET,

DHCPRA: forwarding reply to client 0050.5684.396a.

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPD: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: exchange complete - relay binding deleted for client 0050.5684.396a.



DHCPD: returned relay binding 192.0.2.1/0050.5684.396a to address pool.
dhcpd_destroy_binding() removing NP rule for client 192.0.2.1
DHCPRA: forwarding reply to client 0050.5684.396a.

BUKNS YO 3N syslog CERTENET,

%ASA-7-609001: Built local-host inside:0.0.0.0
%ASA-7-609001: Built local-host identity:255.255.255.255
%ASA-6-302015: Built inbound UDP connection 13 for inside:
0.0.0.0/68 (0.0.0.0/68) to identity:255.255.255.255/67 (255.255.255.255/67)
%ASA-7-609001: Built local-host identity:198.51.100.1
%ASA-7-609001: Built local-host outside:198.51.100.2
%ASA-6-302015: Built outbound UDP connection 14 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:198.51.100.1/67 (198.51.100.1/67)

%ASA-7-609001: Built local-host inside:192.0.2.4
%ASA-6-302020: Built outbound ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1
%ASA-7-609001: Built local-host identity:192.0.2.1
%ASA-6-302015: Built inbound UDP connection 16 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302015: Built outbound UDP connection 17 for 1inside:
192.0.2.4/68 (192.0.2.4/68) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302021: Teardown ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1
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« CLIZEAL /= DHCP UL —DERE
« DHCP VL — D&KMW ERE
« DHCP 4 —/\ME&E

CLI ZERAL - DHCP UL —®D&&E

dhcprelay server 198.51.100.2 outside
dhcprelay enable inside

dhcprelay setroute inside

dhcprelay timeout 60

DHCP UL — D& EHRE

show run
!
hostname ASA
names
!
interface Ethernet0/0
nameif inside
security-level 0
ip address 192.0.2.1 255.255.255.0
!
interface Ethernet0/1
nameif outside
security-level 100
ip address 198.51.100.1 255.255.255.0
!
interface Ethernet0/2
no nameif
no security-level
no ip address
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
shutdown
no nameif
no security-level
no ip address
!
ftp mode passive
no pager
Togging enable
Togging buffer-size 40960
Togging buffered debugging
mtu inside 1500
mtu outside 1500
no failover
icmp unreachable rate-1limit 1 burst-size 1



no asdm history enable

arp timeout 14400

timeout xlate 0:30:00

timeout pat-xlate 0:00:30

timeout conn 3:00:00 half-closed 0:30:00 udp 0:15:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 0:30:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

dynamic-access-policy-record DfT1tAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no shmp-server contact

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

telnet timeout 5

ssh timeout 5

console timeout 0

dhcprelay server 198.51.100.2 Outside
dhcprelay enable inside
dhcprelay setroute inside

//Defining DHCP server IP and interface//
//Enables DHCP relay on inside/client facing interface//
//Sets ASA 1inside as DG for clients in DHCP reply packets//

dhcprelay timeout 60

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

webvpn

|

!

prompt hostname context

no call-home reporting anonymous

call-home

profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily

Cryptochecksum:7ae5f655ffe399c8a88b61ch13425972

: end

DHCP #—/\DE&E

show run
Building configuration...



Current configuration : 1911 bytes

!

! Last configuration change at 18:36:05 UTC Tue May 28 2013
version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname Router

!

boot-start-marker

boot-end-marker

!

|

logging buffered 4096
|

no aaa new-model

!

crypto pki token default removal timeout 0

!

!

dotll syslog

ip source-route

!

ip dhcp excluded-address 192.0.2.1 192.0.2.2

ip dhcp excluded-address 192.0.2.10 192.0.2.254

//IP addresses exluded from DHCP scope//
!
ip dhcp pool pooll
import all network 192.0.2.0 255.255.255.0
dns-server 192.0.2.10 192.0.2.11 domain-name cisco.com

//DHCP pool configuration and various parameters//
!
!
!
ip cef
no ipv6 cef
!
multilink bundle-name authenticated
!
!
!
Ticense udi pid CISCO1811W-AG-A/K9 sn FCTxxxx
!
!
!
interface DotllRadioO
no ip address
shutdown
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root
!
interface DotllRadiol
no ip address
shutdown
speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root
!
interface FastEthernetO
ip address 198.51.100.2 255.255.255.0



dupTlex auto

speed auto

!

interface FastEthernetl
no ip address

dupTlex auto

speed auto

!

interface FastEthernet2
no ip address

!

interface FastEthernet3
no ip address

!

interface FastEthernet4
no ip address

!

interface FastEthernet5
no ip address

!

interface FastEthernet6
no ip address

!

interface FastEthernet?
no ip address

!

interface FastEthernet8
no ip address

!

interface FastEthernet9
no ip address

!

interface Vlanl

no ip address

!

interface Asyncl

no ip address
encapsulation slip

!

ip forward-protocol nd

no ip http server

no ip http secure-server
!

!

ip route 192.0.2.0 255.255.255.0 198.51.100.1

//Static route to ensure replies are routed to relay agent IP//
|

|

!

control-plane

|

!

Tine con 0

Tine 1

modem InOut

stopbits 1

speed 115200
flowcontrol hardware
Tine aux 0

1ine vty 0 4

Togin



transport input all
!

end

EBHODHCPY —/\%Z2 M9 SDHCPUL —
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ZURLT—EZOBRFROEHTY,

dhcprelay server 198.51.100.2 outside
dhcprelay server 198.51.100.3 outside
dhcprelay server 198.51.100.4 outside
dhcprelay enable inside

dhcprelay setroute inside

BBODHCPH—NTOTF/INY T

BHODHCPY —NZHEATRHEEOT/NY JHZRICRLET,

DHCP: Received a BOOTREQUEST from interface 2 (size = 300)

DHCPRA: relay binding found for client 000c.291c.34b5.

DHCPRA: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.2.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.3.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.4.

BHODHCPY—N\N%E2FERALEF Y ST+

BBODHCPH —NZFERAITZEZEONTY hF ¥ T7F v OHlZRIZRLET,

ASA# show cap out
3 packets captured
1: 18:48:41.211628 19 7 > 198.51.100.2.67: udp 300

2.0.2.1.6
2: 18:48:41.211689 192.0.2.1.67 > 198.51.100.3.67: udp 300
3: 18:48:41.211704 192.0.2.1.67 > 198.51.100.4.67: udp 300
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TR, RENEECHELTLVRIANESH ERFELET,

DHCP UL — ¥ —ERICETRHMERERTTSICIE. ASA CLI T show dhceprelay statistics
AN RZAHBLET,

ASA# show dhcprelay statistics

DHCP UDP Unreachable Errors: 1
DHCP Other UDP Errors: 0O

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O OO RrEKEOo

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

O Rr RO

O Ak, DHCPDISCOVER, DHCP REQUEST, DHCP OFER, DHCP RELEASE, & & T
DHCP ACK B EDEE D DHCP XY £—2 R4 7 ICHI2EmERMLET,

* ASA CLI @ show dhcprelay state
« JL—2%& CLI @ show ip dhcp server statistics

NZ7LZ1—hk

CCTR, BEORNS TN 1—FAVIERATEREEERLET,

Router#show ip dhcp server statistics

Memory usage 56637
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

(el eNelol el

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE

OO RrRrOo



DHCPINFORM 0

Message Sent
BOOTREPLY 0
DHCPOFFER 1
DHCPACK 1
DHCPNAK 0

ASA# show dhcprelay state

Context Configured as DHCP Relay

Interface inside, Configured for DHCP RELAY SERVER
Interface outside, Configured for DHCP RELAY

RO debug ANV REFEATEET,

» debug dhcprelay packet
+ debug dhcprelay event
« ¥+¥7°F v (Captures )
» Syslog

N o debug AN RZFEHTSHIIC. Tdebug AN ROEELEHRI 25RBL T EE
L,
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https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
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