ASATDIZA4F>NLASSL
VPN ( WebVPN ) OE&E

A&

BE

Bl R SR

EZ#®
FERAIRZIAR—F b

A 74FaL—>3>

A

N 7 Sl
NSNS aA—TFT 4TI ERTBFIE
NSTNZA—F14TICFERATRHIX R
— % Y 75 B RE
dI—¥FOdA4>Tc&ERBV
BARK3AD WebVPN I—H LA ASA ICEFETELEWV
WebVPN 9SA T RTTYVIRI—IONITL—RRENT IV Y ITERL
WebVPN % 41 U £ Citrix &t
1—Y02EBHORIAMZTEICTDHE
B E B R

B=

CORFIXNTIE, CiscolEREEF1UTA TTS5A4T A (ASA) 5500 > 1) —XTHA
XFYRNDI=D DI—=ANDIZATNLAEFI1T7 IYTYNLAV(SSL)VPN TV ER%E
KRPATHILEOOBELBREZBNLET, VFATRLASSLN—F I 7534 R—KN XV

NDJ—2 (WebVPN) ZEATBE, HIRFSETREHVETHN, HSWBREMASHRRY KD
—IOANDRNEHA DREBRT VAN AREICEYET, 1—HE, BEVY—ANOZLET T

THR—ATIECAZVDODTERNATEET, ABVYV—ALCTIEATRLEHICIZATUH
ZEMTDHBEEH)ELA. 7V A, SSL #E%Z L /= Hypertext Transfer Protocol %

AULTRHEEhET,

94T ML ASSLVPN ZEHAT % Z & T, Hypertext Transfer Protocol ( HTTP ) 4 > X —
ZXYRNBARNITIOLRLATERREAEIXNTOOAVELI—ZN S, [LEHEWeb VY—A, &
KT Web MISTF 7 UTr—232 &L A—TF7VT5r—>3a > 0lA IR DBEEICTIEAR
TEET, chlllE, ROKSBHFHNSBYVET,

. NEB Web 4 ~



- Microsoft SharePoint 2003, 2007, & &7 2010

- Microsoft Outlook Web Access 2003, 2007, & XU 2013

- Microsoft Outlook Web App 2010

- Domino Web Access ( DWA ) 8.5 & KT 8.5.1

- Citrix Metaframe Presentation Server 4.x

. Citrix XenApp /N\—>3 > 5»15 6.5

. Citrix XenDesktop /N\—23 > 515 5.6, KV 7.5

- VMware View 4

HBR—RENBDYTRIITOUVANIDOVTR, THR—KRENTVWBVPNTFTYRNT F—
I\ (Cisco ASA5500 ) =X ) g ZBRBLTLEEV,

= 343

BH
COREETSTC. ROBUFBLENTWAZEERBALET.

. SSL /BT T o

N=2I3VTABRENFM T ARN=I)LE N ASA

«ASA RXABICHL THRITE N X.509 SEHEE

cODTAT U RDS ASAAND/NATTCP AR—RN 443 BA 7OV V&EhTLWEVWZ L
EHOFMCOVTR., THR—KRZhTWB VPN ZS5Y N7+ —., (Cisco ASA 5500 1) —
A)a BBRLTLEEL,

RS R—Z2 b
CORFIXYNOBERE. ROVYTIRIITEN—RIITON-JIVIEITVTLET,

- ASA Version 9.4(1)

- Adaptive Security Device Manager ( ASDM ) /N\—2 32 7.4(2)

- ASA 5515-X
CORFIXDNOREHRE. ﬁm@?ﬂ‘I—iﬁLﬁéﬁ'/\"fZL_E’J"\,\'CVIEEEE’S nE¥LL, ZOR
FAIXRNTERATIZIXNTOTFNARRGR, JUTPBE(F72IN ) BRETEEZHBALTVE
To WRORY ND—IONFRBEPITHIBEICE. EORSBIAIN RIZOVTE, TOEE
NBEEEBICODVTHREICERL THEKMBENfHYVET,

i

CDFEETIE, ASDM & CLIOMADREZOLAICDVWTHHALET, EE550Y—I)LZEHA
LT WebVPN Z2FRETEXIAH . —EBOREFIEEE ASDM TOHKRITTEERT,

EF: OV AVTHEAT D AN ROFMZEFNSIZIE., Command Lookup Tool(E
gI1—HER)ZFERAL TSEEL,



/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
//tools.cisco.com/Support/CLILookup/
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

XY ND—IR

CORFIAIXRNTR, ROZXYRND—0 Y NTY T2 FERALET,

Inside 10.21.22.1/24

l! Internet

Web server
10.21.22.100

HREA

WebVPN &, 94T e —NOBTHREENDT—2ZRBEITH-OICSSL 7O

EEALET, 7V ASANDOERZRBIDE. ASARBBEZFRATRLEOICTZUY

ICRERABZIRRLET. V74T NE ASA DEDERARETHIEZ2RIATDILEDHIC, U
FZATRTITICGEEENATVARIFEARICI > TEESCNILAAEZ ASA CRHITDIZEN D
WET. cORIAZSZRELBZVE, IF54T7 2 NI ASA DEEEZRIATETLEA. TOHER
 BENEHETERVIEEZRITI - TSUYTEREN, PREAERENFr RELLEY, 1

— W IVARVIVAFMBETLEY TRAEEF B KXY,

FE:TF7AI)BTE, ASADEBRKICESESR X509 EAENIERENET. VF1 T
NEROBIUIZE., F7AI)LNTOAAENERETNE TN, COIAHEOEEMEET S
VY TRITERZV LD, FALBVIEEZHRELET, Tk, COMAEZV 7 — M
BEIBERENDOT, VT—RFRETICEEETNET,

AAEDAVARN=ILIEOVTRE, CORFIXINTREVEEA,

dA>74FaL—>3>
ASA T WebVPN 252 ET2BOERFIEIE., XD5D2TT,

-ASA THERATHIAHAEZERELE T,

ASAALM>R—T I A AT WebVPN ZBRIZLET,

- WebVPN 7 7 £ AIZfEH 3 % H—/\X Uniform Resource Locator (URL ) ®'J A NZEERL
xY,

- WebVPN 1—HROTI—7 RIS —EERKLET,

RV ITN=TEFHLVIIN—T RS —2EALET,

F:ASAUU—R94LETIE, SSLEESDBRICEAET D TIIVXLNEEENT
WET ( TCiscoASA > )—X94(x) VU—RA /—ha 258 ), EHBBNIEIZAT
hOXEFERTZEEE. SAEICHEHBERORBTF—2FATIELZLTT, CcOFHE
EFEALBVESRE. ASAICKPECERRIABAECRRZB TS LHIC, DARALRES
AA—RNEERTIHENHV) ET, sslcipher tisv1.2 custom "AES256-SHA:AES 128-
SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:DES-CBC-
SHA:RC4-SHA:RC4-MD5" X > RZ{#EHT B &, ASA K RSAR—ADEB{LDO &= EH



FTRILSICRETEFRT,

1. 37232 1:pkes12 77 ()L CREAWE 1 > 7R— N F B, [Configuration] > [Firewall] >
[Advanced] > [Certificate Management] > [Identity Certificates] > [Add] Zi#IRL £9,
pkcs12 77 A ) 2R LU TREAEBZ A VAR —ILTBH, T7TA4ND—EILX—=)
r( PEM) EX CREBAEOANBZ Y ST ET, )

7y Add Identity Certificate | &

Trustpoint Mame: ASDM_TrustPoint2

@ Import the identity certificate from a file (PKCS512 format with Certificate(s) +Private Key):

Decryption Passphrase:

File to Impart From:

(") Add a new identity certificate:
Key Pair: <Default-R5AKey = Shaw... Mew...
Certificate Subject DM:  |CH=A5A Select. ..
Generate self-signed certificate

&ct as local certificate authority and issue dynamic certificates to TLSProxy

Advanred

Enable CA flag in basic constraints extension

[ Add Certificate ][ Cancel ][ Help

LS -

CLI :

ASA(config)# crypto ca import TrustPoint-name pkcsl2 "password"

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

M 1 JUQ BAz CCCRc GCSqGSI b3DQEHAaCCCQyEggk EM | JADCCBf 8 GCSqGSI b3DQEH
BgCCBf AwggXsAgEAM | F5QYJKoZIl hve NAQe BMBWGC qGSI b3DQEMAQYWDgQ 8F3N
+vkvj UgCAggAg! | FuHFr VeenVf | Nv3sBByB/ yZswhELY5KpeALbXhf r FDpLNnc AB
z3xM g6JkLYR6Fag1Kj Shg+o4gkDh8r 9y9GQpaBt 8x30z00JJx SAaf mI'wDOECS/
7mHsaKMbao+pv2LgKTWh0O7No4Yex 75Y5s ChyuQGPhLJRdi onbi 1s1i oe4Dpl x1b

- output ommited ---

Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
M 1 JUQ BAz CCCRc GCSqGSI h3DQEHAaCCCQgEggk EM | JADCCBf 8 GCSqGSI b3DQEH



BqCCBf AwggXs AgEAM | F5QYJKoZI hvcNAQe BMBWGC qGSI b3DQEMAQYWDgQ 8F3N
+vkvj UgCAggAg! | FuHFr VeenVf | Nv3sBByB/ yZswhELY5KpeALbXhf r FDpLNncAB
z3xM g6JKkLYR6Fag1Kj Shg+o4gkDh8r 9y9GQpaBt 8x30z00JJx SAaf mI'WDOECS/
7mHsaKMbao+pv2LgKTWh0O7No4Ycx 75Y5s ChyuQGPhLJIRdi onbi 1s1i oe4Dpl x1b

quit

INFO I nport PKCS12 operation conpleted successfully
F7>a> 2 BEEBBIHEEERT S, [Configuration] > [Firewall] > [Advanced] >
[Certificate Management] > [Identity Certificates] > [Add] Zi#IRL £J ., Add a new identity
certificate 7' 3> REA & V1Y U LFET, [Generate self-signed certificate] F T ¥ ¥
RYDRAEAFAICLET, ASADRXSVRIC—HTDHER (CN) ZFBRLET,

|"'\|

Add Identity Certificate | &= |

Trustpoint Mame: ASDM_TrustPointl

1 Import the identity certificate from a file (PKIC512 format with Certificate(s) +Private Key):

Decryption Passphrase:

m
=]
LA
m

File to Import From:

@ Add a new identity certificate:

Key Pair: .*:DEfELJH:-F'.Sﬁ.-KE}'} v.| Show... | | Mew, ..

Certificate Subject DN: | CN=ASA

Generate self-signed certificate

|| Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

’ Add Certificate ][ Cancel ][ Help ]

[New] Z0 )Y LU TAEAEDF— RT7Z/EK L £T, [Key Type]. [Name]. [Size] &iEIR
LET,



.
Add Key Pair

Key Type: () RSA @ ECDSA
Mame: (7 Use default key pair name
@ Enter new key pair name: |ECDSA_KEYPAIR
Size: 384 v
[ . )
Generate MNow | | Cancel | | Help

L

ASA(confi g)# crypto key generate ecdsa label ECDSA_KEYPAIR noconfirm

ASA(config)# crypto ca trustpoint TrustPointl

ASA(confi g-ca-
ASA(confi g-ca-
ASA(confi g-ca-
ASA(confi g-ca-
ASA(confi g-ca-
ASA(confi g-ca-
ASA(confi g-ca-

trustpoint)#
trustpoint)#
trustpoint)#
trustpoint)#
trustpoint)#
trustpoint)#
trustpoint)#

revocation-check none
id-usage ssl-ipsec

no fgdn

subject-name CN=ASA
enrollment self
keypair ECDSA_KEYPAIR
exit

ASA(config)# crypto ca enroll TrustPointl noconfirm

2. WebVPN #E#H 0O ICEA T SAHEZREIRL £9, [Configuration] > [Remote Access
VPN] > [Advanced] > [SSL Settings] Zi#iRL £, [Certificates] X Z1—H 5, HEZPA X
—T7 I AICHELRAECHERTSNENSTANRSA > NERBIRLET, [apply] 2TV

y’?bi?o

Select SSL Certificate

CLI :

|"'|

Interface:

Primary Enrolled Certificate:

+

outside

:ASDM_TFLIEﬂ:'DiI'ItE:D=CiEED, oU=TALC, cN=3s3.0sC0.CoM... W

Load Balancing Enrolled Certificate: — None —

(4 | | Cancel | | Help

Specify enrolled trustpoints to be used for S5L authentication and VPN load balancing on the outside
interface. To enroll a trustpaint, go to Device Management > Certificate Management = Identity
Certificates.

-

BZ 0 CLIRE :

ASA(config)# ssl trust-point

3. (EE) RXAY Z—L H—/N(DNS) LY OF Y7 Z2BMILET, WebVPN H—/\NiF



DAT 2 NEROT7OFELTEHELET, DFY., ASANIZATURIRDST
DY —=ANDEREZERTDELLBYNET, VIFATURTRAAMBZFERATDVY —
ANDEHENDBBEICE D EHEEFE. ASANFDNSILY IT Y T EZRITTIHLENHYET,
[Configuration] > [Remote Access VPN] > [DNS] ZZIRL &3, 2%&< &€ 1 D0 DNS
—NZEREL., DNS H—NICEHEENTVWD A R—TIALAATDNS LY IT Y TZEM
ICLET,

Configuration > Remote Access VPN > DNS

Spedfy how to resolve DMS requests,

DMS Setup
@ Configure one DNS server group () Configure multiple DNS server groups
Primary DMNS Server: 10,11.12.101

Secondary Servers:

+

Domain Mame: Cisco, Com

DMS Lookup
To configure DMS, enable DMS lookup on at least ane interface.

Interface DMS Enabled
outside False
DMS Guard

This function enforces one DMS response per query. If DNS inspection is configured, this option is ignored on that interface.
[] Enable DNS Guard on all interfaces.

CLI :

ASA(config)# dns domain-lookup inside
ASA(confi g)# dns server-group DefaultDNS
ASA( confi g-dns-server-group)# name-server 10.11.12.101

. (EE ) WEBVPN #HE:D T I)L—7 R > —%4ER L £, [Configuration] > [Remote
Access VPN] > [Clientless SSL VPN Access] > [Group Policies] > [Add Internal Group Policy]
ZBIRUE T, [General] #7°2 3> T, [Tunelling Protocols] ®fE% [Clientless SSL VPN]
ICEBELET,



[53 Add Interal Group Policy =

G=nerall Hame:  [WEAWPH_Group_Policy
| -Porks
! — -Miore Dplians Banrer: |¥] Imhartt
Customitzation
Login S=ting
-Sragle Sgren *iore Dptiors -
I Turreling Frotacnks: Inhers || Cheniess 551 WoN S5, VPN Client Paec TREV ] Psnc TKEW2 LITPfPaar
Seegdon Setings
weh a: o | Inhens
Arcess Hours: | Inhent
Smulisneocus Logrs: :J Inhenz
Rectict access bo YLAN: ] Inherit

Connecton Profiz (Tumel Group) Lock: ) Inherit

Masirniam Coreect Time: W | Inhers i bl rites

e Timeout o | Inhens 50 Hobal Cefuklt [0 g Pt
Tmeout Alerts

Segaion Akrt Interyal: o | Inhens Tefaudt

tdle Alert Interual: o | Inhens Default MNLSeS

Canfigure akert bt misssages and wisual oues in Customization under Cientess S50 WPN Acoess-Portal -Cushomization-Bdit-Fortal Fage Timeout Alerts,

Percdic authenboation Interval: | Inherit Unbmit=d Tours

FAnd:

OF | Gancel | Helo

CLI :

ASA(confi g)# group-policy WEBVPN_Group_Policy internal
ASA(confi g)# group-policy WEBVPN_Group_Policy attributes
ASA( confi g-group-policy)# vpn-tunnel-protocol ssl-clientless

EHE7O77A4ILERELE T, ASDM T, [Configuration] > [Remote Access VPN] >
[Clientless SSL VPN Access] > [Connection Profiles] ZiEIRL £ 9,
BEE7TO77ANETLN—T RUS—OBEICOVWTIE, _Cisco ASA 2 1) —X VPN 9.4
CLIAY74FaL =32 HA R @ "EHETOT77A4N, FN=—T R)>—, LT
1—%, Z22RLULTIKEETV, F72) MTE. WebVPN ##:(C (& DefaultWEBVPNGroup
Z7O77 AN ERAEIhET, BMOTO7 7ML EERTEERT, F: I—HE2070
T7AIICEI)HTBICE, SERTEBFENHYET,

1Y ROYZ7ZEI VDARNEEGFEED URL 2FRAL T, FBHTESE O774)
ZiBIRTEET, FASA8x:WebVPNOTFAUEQIN—"TF TAVTFAELCITINL—F
URLXY Y REFHALETIIN—ZOBIREZI—HICHFATRs 2SBLTLIEETL,

-LDAP 4 —N%ZEAT2HEE . LDAP Y —N\AS8ZELEBHICEVWTI—Y 7O7
FANZE)YTRDENTEET, TASATHEHATS LDAP BEX Y 7 0EEN. 25
BLTLSEEL,

EEHER—ANISAT U NRIAFERATZEE5E., SIAZBICEEND 7 1—I)LRICETD
WTA—H%%27O0774NICIYETTEET, TCiscoASAZJ—XVPN9.4CLI O~

74%31L =23 A4 Ky O TKEVI QEBEIL—TBAOKEE, BMLTIEE L

o



/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#pgfId-1192280
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#pgfId-1192280
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#pgfId-1192280
//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-ike.html#pgfId-1053978
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-ike.html#pgfId-1053978

-ON=T7 RVD—CA—HZFHTEVHTSICE, "Cisco ASA Z'J—Z VPN 9.4 CLI
Qv 74%1L—v3Y A ks O ELOI—HOBRMOEE, EBRLTI LV
DefaultWEBVPNGroup 7’07 7 1 JLZ#w& L T. [Default Group Policy] T
[WEBVPN_Group_Policy] ZiZRL £9,

"EJ Edit Clientless 551 VPN Connection Profile: DefaultWEBVPNGroup 2
- 5] Mame: Defaul WEBVPNGroup
(¥ Advanced
Aliases:
Authentication
Method: @ AAA () Certificate () Both

AAA Server Group: |LOCAL -

Use LOCAL if Server Group fals

I 22
Server Group: DefaultDNS -

{Following fields are attributes of the DNS server group selected above.)
|’ Servers: 10.21,72.101

Domain Mame: | cisoo.com

Default Group Palicy
Group Policy: WEBVPN_Group_Palicy -
“ {Following field is an atiribute of the group policy selected above.) “
[] Enable cientiess S5L VPN protocel
Find: @ Mext @ Presious
ok || ceeal || Hep

CLI :
ASA(config)# tunnel-group DefaultWEBVPNGroup general-attributes
ASA(config-tunnel -general )# default-group-policy WEBVPN_Group_Policy

6. AEA >R —T I 4 AT WebVPN ZERICT S IZIE, [Configuration] > [Remote Access
VPN] > [Clientless SSL VPN Access] > [Connection Profiles] Zi#RL £ ¥, AEFA > Z2—7
IAADHED [Allow Access] FTIYIRYIAREAVICLET,


/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#73582
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#73582

Access Interfaces
Enable interfaces for dientless 551 WPN access,

Interface Allow Access

outside [ Device Certificate ... l
inside M [

Port Setting ... l

Bypass interface access lists for inbound WP sessions

Access lists from group policy and user policy always apply to the traffic.

CLI :
ASA(confi g)# webvpn
ASA(confi g-webvpn)# enable outside

7. (EE)AVFIVOT Y IR—UEERLET, TY IV EEATAE, 1Y
BIZABIVY—RAESRBTEET, URLEZEZATHBLKBEREHYEEA, TV IN—D%
ERX 9 % IZ1&. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] >
[Portal] > [Bookmarks ] > [Add] Zi#RL £,

i 4,
[E) Add Bookmark List N
Bookmark List Mame: MyBookmarks
Bookmark Title URL | Add |
Edit
Delete
Mowve Lip
Mowe Down
Find: (&) () [] Match Case
| Ok | | Cancel | | Help

[Add] ZBIRLTHENT Y IX—UZEBMLET,



Sackmark Tike: |Examale bockmal

LRL: :hlx.l 1-::.l'|' LT - N ] 1] | Asislank,., |

“reload “age [pbonall
Prekead LRL: h‘m -r: ] | o
Uit Time: {seconds)

Other Setiings (Optional)
Suibtitie:

st [t

|| Place iz bookrark on the VPN hame pace

| Enalle Smart Tunnel

Advarced Options F

o [ caneml || mem |

CLI: 7Y U=V XMLT77AIINELTHEREND =%, CLIZEALTTYIRN—D%
ERTBD_EFTEERE A,

8. (EE)BENIIN—TRIVI—IZT Y IOI—U %) HTET, [Configuration] >
[Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] > [Edit] > [Portal] >
[Bookmark List] Zi#iRL £ 9,




[ 8 Ecit Intemol Group Palicy: DtGrpPolicy [ &8 ]

j-General Soukmark List: My _Buokmarks * | Manage...
| [ Mare Dplions LRL Enfry: 8 Ersble () Dicabie

Fie Aroess Control

File S=rver Enbry: & Enable 7 Disable

File S=rver Brovesing: & Enable (7 Disable

ridden Shere Socscs: ) Ensble (@) Dmssble
Fort Fowarding Control

Part Forwarding List: —bonz - = Manage... |

| Awrte Applet Covnioad

Applet Mame: Application Acogss
Smart Turre!
Ptk | =
Semark Tunnel Palicy: | Manage...
Turinel Option: |Use tunn for &l netweek traffic -
Seart Tunnel Applicalion: | — e — v | Manege..,

DSMI:Tunn:I al Applicabions (This feabure only works: vith Windovs platformes)
] st Stark

Aasto Sign-on Server: .—N:ne - - ] Manage...

windaws Domain Mame {opsonal):

furto sgreom works orly with Internes Explorer on Windows dient or in Frefox on any platform.

Acttved Relay
Achvel Relsy: il Ensble (7 Disable
Mare Dptons ¥
Fird; | et P revas

ok J[ cod [ Hew

-

CLI :

ASA(confi g)# group-policy DfltGrpPolicy attributes
ASA(confi g-group-policy)# webvpn
ASA(confi g- group-webvpn) # url-list value My Bookmarks

e

WebVPN OFEENTT LS, 75 JH T https://<FQDN of the ASA> 7 RLAZFEAL £,



.
:Iy Login

Please enter your username and password.

USERNAME:
PASSWORD:

Login

OJ04>23%&, Web B A RBROPT Y IX—IANOBBICEATET7 RLA N—HFKRTREh

i ana.cirecnmy’'= D505+ pocal himl

__:If) nEp "'h"'l - Browse

“al } Homs - | Wel Dockrmanks
s izt welesils

Q Web Applications =

l-::J Browse Metwarks

NZ7)L21—h

RSTNZ1—F1 VU ICERTDFIR
REORNZTIIN2A—FT14200%2F2IC k. ROFIEZERTLET,
ASDM T, [Monitoring] > [Logging] > [Real-time Log Viewer] > [View] ® JEICZEIRLFT, 754

T REASA DELHETE, TLStEY > I 0MEIL, JIL—7 RV —0&R, 1—HORIEK
MICEELTLSEEV,



Device completed S5L handshake with dient outside: 10,229, 20, 7751307 to 10.48.55, 179443 for TL5v 1.2 session

Device completed 551 handshake with dient outside: 10,229, 20, 7761306 to 10,483,566, 179/443 for TLSv 1.2 session

551 dient outside: 10, 229,20, 77/6 1307 to 10.45,66. 179443 request to resume previous session

Startimg 551 handshake with dient outside: 10,229, 20, 77751307 to 10, 498.66. 179/443 for TLS session

551 dient oukside: 10, 229,20, 77/8 1306 to 10,45,66. 179/443 request to resums previous session

Startmg 551 handshake with cient outside: 10, 229,20, 77761306 to 10.48.66. 179443 for TLS seszion

Built inbound TCP connection 107 for outside: 10,229, 20, 7761307 (10,229, 20, 77/6 1307) to identity: 10, 48,66, 179443 {10.48.55, 179/443)
Built inbound TCP connection 106 for outside: 10,229, 20, 77/6 1306 (10,229, 20, 77/61306) to identity: 10,48.66, 1729/443 (10,448,585, 179/443)
Group <WEBVPN_Group_Policy = User <admin= [P <10.229,20, 77> Authentication: successful, Session Type: WebWPN,

Device selects trust-point ASA-self-sioned for dient outside: 10,229, 20.77/53047 to 10.43.66, 179/443

Group <WEBVPM_Group_Policy = Liser <admin > 1P <10.229, 20, 77 = WebVPN session started.

DaP: User admin, Addr 10,229, 20. 77, Connection Clientless: The folowing DAR records were selected for ths connecton: DfitAccessPoboy
Al fransaction status ACCEPT @ user = admin

AAA retrieved default group policy (WEBVPM_Group Palicy) for user = admin

AAA user authentication Successful ; local database ; user = admin

Device completed S5L handshake with clisnt outside: 10,229, 20, 77061304 1o 10.43.66, 179)443 for TLSv 1. 2 ses50n

Device completed 551 handshake with cient outside: 10,229, 20. 7761303 to 10.43.66. 179443 for TLSv 1. 2 session

CLI :

ASA(confi g)# logging buffered debugging
ASA(confi g)# show logging

ASDM T. [Monitoring] > [VPN] > [VPN Statistics] > [Sessions] > [Filter by:Clientless SSL VPN] %
BIRLUET. HILL WebVPN Y2 a > ZRUET, WebVPN 7 1 LR ERIRL T, [Filter] &
DY OLET, MBI RETIEEE. —BHWIZASATNARAZNA/NAEE, BELEXRY
RODO—=D UIV—=AICOTZAT RN T IOECATERDNESHZEHRLET, . CORFIX
VHhOBREFIEZBHERLTLEEL,

Fiter By: | Clientiess 551 VPN ~ |~ Al Sessons . | Filter
Usemame Group Policy Profoool Login Time Bytes Tx
TP Address Cannsction Prafie Encryplion Curalion Eybes Bx CerAuthInt  Cer AuthLeft

10:40:04 UTC Tue May 26 2015 63591
w0 2m; 50 166375

ASA(confi g)# show vpn-sessiondb webvpn
Session Type: WebVPN

Usernane : admin Index : 3

Public 1P : 10.229.20.77

Protocol : dientless

Li cense : AnyConnect Prem um

Encryption : dientless: (1)AES128 Hashing : Cientless: (1)SHA256
Bytes Tx : 72214 Bytes Rx : 270241

G oup Policy : VWEBVPN Group_Policy Tunnel G oup : Defaul t WEBVPNG oup
Login Tine : 10:40: 04 UTC Tue May 26 2015

Duration : Oh: 05m 21s

Inactivity : Oh:00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess ID: 0al516010000300055644d84

Security Gp : none

NSTLD1—-F42VJCERTAHIIUR



TIORTYINADR=7TD)RZY—=), (BEFEI—YEH) (OIT) E. BE®D show IV R&EY
A—BRLET, OITZFEAL T, show AN ROB IO ZERRLET,

¥ :debug AN REFRATSHIC, "TNAYYT OXROEELER, 25BLTLE
=W\,

. show webvpn : WebVPN ICBBEF TS hTWS show IV RESBEEL X T,
show X ROERAFEZRREBTSICE, CiscotF1VFT41 PTZA4FAD T
ANVRDIZTFLVAL ZBSRLUTLEEZ W,

- debug webvpn : debug X RO, ASA ICERBERE TR B ET
o debug AT ROEAFZEEREBTSICE, CiscorF1UFA FPTSA4TFUA
OIORVRVIZZPLUAL ZSRLTLKEEL,

— i 75 [ R

A—-YHF¥OJ4>Tc&ERWV

FE

OJ4 2 FE1THKBL, TClientless (browser) SSL VPN access is not alloweds; £WS XY =—
N TTIHICRRENET, ASA IZ AnyConnect Premium 4 £ ANA VA R=ILEhT
W WA, £7xIE "Premium AnyConnect license is not enabled on the ASA; ERTRENDHFE
FoDTAEANFERAEATVEEA

BRR T =%

ROAX REMFEAL T, Premium AnyConnect 7/ £ AZBMICLET,

ASA(confi g)# webvpn
ASA(confi g-webvpn)# no anyconnect-essentials

B

OJ4 ETHAKBL,. TLoginfaileds XY E—2A T SIOHICRRENET, AnyConnect O
TAEVAFIRZEAZTVET,

BRI E
AJTROXY -2 ZRLET,

YASA- 4- 716023: Group <Dflt G pPolicy> User <cisco> | P <192.168. 1. 100>
Session could not be established: session limt of 2 reached.

TSI, FAEAHRZEBLET,

ASA(confi g)# show version | include Premium
AnyConnect Prem um Peers : 2 perpetual

[EE


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s7_72.html#wp1117240
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/d1_72.html#wp1762001

OJ4 > FTAKHL,. TAnyConnect is not enabled on the VPN server; WS XY 22— A7
SOHIRRENET, JFAF7NLAVPN Z7ORIUDNTIN—=T RIS —TEMCBE LT
WEE A,

WRR T *E

OJTROXY =% UET,

YASA- 6- 716002: Group <Dflt G pPolicy> User <cisco> | P <192. 168. 1. 100>
WebVPN session termnated: Cient type not supported

BBOITIL—T RI—ICHLT, 95472 RLAVPN ZO0RILFBHICE>TVWEZ L
ZHIELET,

ASA(config)# show run all group-policy | include vpn-tunnel-protoco
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-clientless

WA 3 AD WebVPN I1—HL A ASA ICEFETE XL
L}

ASA [CERETES WebVPN Y5 A P RA 320K T, 4 DBEDISA T NEEBETE R
Ao

BRRTT &
BEAENHE, COBBERIIL—T RU—HNORKOT A REICEBRLTVWERT., BRKO
TAVDREREREITDICE, ROBZEALET, COHITRE, BEZER 20T,

ASA(confi g)# group-policy Cisco attributes
ASA( confi g-group-policy)# vpn-simultaneous-logins 20

WebVPN 95 AT RTT Y OR—=VOKFIL—REENRTIOVYOTERWY

G

94T RLAVPN IOV AR A—HFRICEREENET Y IX—0H, KR—LABEBED
[Web Applications] T L —&RRENDBE., ChSOHTTP U OZ2EMICLT, I—%HD
Y OFBETHEDURLICTIEATEDELSICTRICRESThEEIWVWTL LS,
BRR T E

BRI, ASANDNS ZNL T Web A NEBRTETVWR L ERBRELET, Web B/ hD
ZHEFEAL Tping ZRITLTHTLKEET VY, ASANBHEZBERATERVES, TOU IR

TL—RFRENET, DNSH—NHFZXY RT—TORFICHBHFEE. DNS RXL IV IT
VT TTAR—NAVER—TIARAERELET,

WebVPN &1t U %= Citrix 3%

[



WEBVPN % 41 U = Citrix N\ M ##% T "the ica client received a corrupt icafile." E WS TS5 — X v
- HFRRENET,

BRT*E

WebVPN Z4t U = Citrix NQOEKICEFI 7 F'—hJIT 4 F—REZEHFIDE, ICAZ771)L
FBIETBEEN S ET, ASA R OBETE— REEBEFBLVDOT, FALIN E—K (3
tFI1T7 E—R ) THLWICA 77 A LEERL T &L,

dA—YD2EBNOREEREICTIEE
[

D9ZAT>NLAWebVPN R—ZJ)LTCIFS UV DICTIVEALER/E, 7Yy IOR—0%IUY
VFBDEIVLTFUOIYIOANZRDSNE T, Lightweight Directory Access

Protocol (LDAP ) l&, UY—AR&, §TICLDAP VL F> ¥ )L ZABLTVPNEY > I IC
AJA42EAOI—FORADOREIAICERAENET,

BRTTE

COFERF. BEYAVAVBEZFEATERI. BEOIIL—T RU—HFEAEHATLIR
MTT, TORI>—0O WebVPN BEZRXDELS ICRELE T,

ASA(confi g)# group-policy WEBVPN Group_Policy attributes
ASA(confi g-group-policy)# webvpn
ASA(confi g- group-webvpn) # auto-signon allow uri cifs://X.X.X.X/* auth-type all

CCTarsx x xx=lpE, IRORET7Z7AIIT7AIINAICEETEDLEOOEYYD/NAZRLET,

BREFOAZRY RERIZRLET,

ASA(confi g)# group-policy ExamplePolicy attributes
ASA( confi g- group-policy)# webvpn

ASA( confi g- gr oup- webvpn) # auto-signon allow uri
https://*.exanpl e.com * auth-type all

CNICBEETHEHMICOVWTIE, THTTP EAFEIFE -1 NTLM RS &2 SSO ME&TEL 2SR
LTLEESW,

BEE T

-ASA : ASDM ZFRA LAY —BK ORI OEREH]
- TOZHAI YR—BE RF 2 XM - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/webvpn.html#wp1021966
//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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