EAP-PEAP £ X145 414 7 Windows 254 F >
NC&kDASAIKEV2 UE—PN POEADRKRE

A&

BE
BIE&R MY
=4
FHTRAR—F b
E=HH
AnyConnect E¥17 EEVT 4 VSA T NOEREEE
BRIE
ZYRI—=UK
AFERE
ISE
FIE1:ASAZISELOXRY ND—9 FNAARICENT S,
FIE2 : O—HAILARTICI—YEZERT S,
ASA
Windows?
FIE1 : ﬁIEHHE’E’f‘/Z E—=ILTD,
FIE 2 : VPN BERZRET S,
_33
Windows 7254 F7 > b
og
ASATOT/I\NY YT
NTY R~ LRI
hS7I)La1—hk
B E B R

B=

CORFIXZKTE, UE—H VPN T I EATHEERED Extensible Authentication

Protocol ( EAP; L3R ATREEREL 7' O N )L ) FREEIC & % Internet Key Exchange

Protocol ( IKEV2 ) DfEAZ AEEICT S Cisco EREEF1UT1 FTTAT A (ASA) N—
a2 932 RBROBREFERLET, COBREEFEATNE. X4 T 1 7 O Microsoft Windows
TO0F4AT7 N (BROVMOIXNTOEER—AD IKEV2 ) T IKEV2 & EAP REEZFERAL T
ASA ICEBRTEXRY,

B FRHF



24
ROEEICHT2ABN 6B EFERENET,

- VPN & KU IKEV2 ICB8 T % EARA 7 N

CEREE, BBA. BELUOTHIUT 42U (AAA) . B KU RADIUS ICBEF 2 EAHY 7 N5
. ASA VPN & E D25

- ldentity Services Engine ( ISE ) (2 E DX

FERATRIIAVR—F2 b
CORFIXYNOERE, KOYTRIITEN=—RITITON—DIVIETVTVET,

. Microsoft Windows 7
.CiscoASAY 7RI TF7 /N—>3> 932 LU
. Cisco ISE U1 —2Z 1.2 LAf&

HREHA

AnyConnect ¥ 17 EEUT A1 VA4 F > NOEREER

ZAT 470 Windows IKEV2 954 T KTk, AZ7UY N RORIILHFHR—REhizV
(Windows 7 7247 R TEFANS NS CONF REPLY BN B EBA ) 8. Microsoft
DFAT > NTHREBHE—ORI—RFIXNTONZT T4y 02N ZITTS (00 8F7
1V ELIR)ZETT, BEOARTUY KN RXRIL RV —HFBEBZFEE. AnyConnect
ZERATIHENFHYVET,

AnyConnect Tld, AAA H—/NETRTEh3FEELE hiz EAP A ( PEAP, Transport Layer

Security ) EHHE—RENTVERA. AMAH—/NETEAP £V a2 KT THBEN 55
B4, Microsoft 75 A T NEFERTEET,

E

ﬁl{!ll

F:Z0EVDIDTHEAS DIV ROFMIC OV T, Command Lookup Tool (&
BFBI1—YEH)ZFRALTLEEZTL,

R Al


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

ISE 1.3 (10.62.897.21)

Inside: 192,168.1.1

Outside: 10.62.71.177

IF Address assgined by
ASA VPN:
192.168.1.10

ASAv.example.com

Windows 7
MNative lkev2
client

ASA &, SIAEZFEAL TRIALITALDICEBRECNETT (IVTA T NTREDIIAEZEFEET
PRENHVET ), Windows7 VT4 T2 M. EAP (EAP-PEAP ) ZFEAL TRRALT D LS
CREENIET,

ASAlE, 9S54 TV RDSDIKEV2 Y IV EKRTTD VPN —RNITAELTHBELET
o ISEld., V54T URNNSOEAP Y IV EKRT TS AAA H—/NE L THEELET., EAP
NTY RN, 954TVRNEASA (IKEV2) BO RS 714y 2O IKEAUTH/NT Y RTHT &
btE =%, ASA L ISERBNOEIERNTZ 714 Y 2RO RADIUS /NT Y RTAHTEILEhET

o

REEA R

ASA DIIFAEZ LR TS =& (2, Microsoft Certificate Authority ( CA ) A"EAEhEL &=,
Windows 7 DXA T A7 VATV R TEHFANS B LEOOAAENEHRRF. ROEBYTT

o

- HLERF —EAE (EKU ) #55RIC, Server Authentication ( 3 —/\NZREE) ( 2D BITIEE, T2 7
L—K® "Webservery fERENELE ) NEFhTVBIREN HYET,

HTDIORBICR., VATV NI > TEROEHICEATNDITLEHRX AN B
(FQDN) ( 2 OAITIE, ASAv.example.com ) FEFENTVRIHRENHYEFT,

Microsoft 754 7> NOEMIZ DLW TIE. Troubleshooting IKEv2 VPN Connections &38R
LTLEEL,



http://technet.microsoft.com/en-us/library/dd941612(v=ws.10).aspx

3 : Android 4x B R V) &R T, RFCBI125 ICHEMUEELWH TS IO NREEHIUE
T3, Android DFFAICOWVWTIE., TEAP EREIH KT RSA FEf## A L = Android
strongSwan A' 5 Cisco I0S AM IKEv2, ZZBL T &V,

ASA TIIEAEZEREREZLEN TR -OHIC. ROBENEAENEL I,

host nane ASAv
domai n- nane exanpl e. com

crypto ca trustpoint TP
enrol | nent term nal

crypto ca authenticate TP
crypto ca enroll TP

ISE

FME1:ASAZISELEDZRY FDO—U FNAALEBNT S,

[Administration] > [Network Devices] ZiBIRL £ F, ASA THEAET NI EFHHE/NAT—REE
ELET,

FE2:O-AL AMNPEI-YREERT S,

[Administration] > [Identities] > [Users] ZiBIRL £ F, HEICWHUTI—HEZERLE T,

DTN TOERER. ISE T EAP-PEAP ( Protected Extensible Authentication Protocol ) % f£
LTIVRARAVRNEZRIATREDIC, TF7FILRNTHEMICE>TVET,

ASA

DE—N TOEADERER. IKEV1 & IKEV2 TELEL TVWET,

aaa-server | SE2 protocol radius
aaa-server |SE2 (inside) host 10.62.97.21
key cisco

group-policy Al Protocols interna
group-policy AllProtocols attributes
vpn-tunnel - protocol ikevl ikev2 ssl-client ssl-clientless

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0

crypto i psec ikev2 ipsec-proposal ipsec-proposa
protocol esp encryption aes-256 aes-192 aes
protocol esp integrity sha-256 sha-1 nd5

crypto dynani c-map DYNMAP 10 set ikev2 ipsec-proposal ipsec-proposa
crypto map MAP 10 ipsec-isaknp dynanm ¢ DYNVAP
crypto map MAP interface outside


//www.cisco.com/c/ja_jp/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html
//www.cisco.com/c/ja_jp/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html

crypto i kev2 policy 10
encryption 3des
integrity sha
group 2
prf sha
lifetine seconds 86400

Windows 7IXIKE-IDR A 7°F7 RL AZIKE_AUTH/NT Y RTEFETD LS, BHENSMELVROX
NIN—=TIRET D %2RRAT 5= (ZDefaultRAGroupZ E T2 LEN H V) £ T, ASAE
AEBAE (O—AHIJLEREE ) TRRRIL, 954 F 2 MYEAPZERALE T, £, ASATRRIZAT
VRN EAPID (FATFUT 4T 1) ISE (query-identity ) ThH&ETSLHIZ, EAPID(7A T
JTATA ) ERZATHICEFETIHEEHIET,

tunnel - group DefaultRAGroup general -attri butes
addr ess- pool POCL

aut henti cati on-server-group | SE

defaul t-group-policy Al Protocols

tunnel - group Defaul t RAG oup ipsec-attributes
ikev2 remote-authentication eap query-identity
ikev2 local-authentication certificate TP

Rl IKEV2Z ABRMICZ2THY, EVLVIIAZEZFEALTVAIXEN BV XTI,

crypto i kev2 enabl e outside client-services port 443
crypto i kev2 renote-access trustpoint TP

Windows 7

FIH1:CAGIAE/ZEAARN=ILTSD,

ASA N SIRRENLMAEREFITDLEHIC, Windows 9547 NEZTD CA%2ERTHIHE
FHYWET, COCAHEZIVEI—ZDOHMBEEARNT (11— ANTTREL ) ICEMT
DRENBHYET, Windows 9547 RTlk, AJEI—ZFOARNTZFERAL T IKEV2 FEHH
EEBRIELET,

—® CAZEMTSIZIE. [MMC] > [Add or Remove Snap-ins] > [Certificates] ZiZIRL £,



ou can select snap-ins for this console from those avallable on your computer and configure the selected set of snap-ins. For
extansible snap-ns, you can configure which sxtensions are enabled,

Avaiable snapins:
Snap-n Vendor
=3 ActiveX Control Microsoft Cor...
B authorization Manager Microsoft Cor...
GV Certificates Micresoft Cor...
®. Component Services  Microsoft Cor...
ﬁcmtﬂ' Managem... Microsoft Cor...
=4 Device Manager Microsoft Cor...
=¥ Disk Management Microsoft and...
[8] Event viewer Microsoft Cor...
I Folder Microsoft Cor...
B Group Policy Object ... Microsoft Cor...
§msqnmy Maoniter Micrasaft Cor...
B 1P Security Pokcy M...  Microsoft Cor...
_."EJ:LIE* to Web Address  Microsoft Cor...

Description:

Selacted snap-ins:
G Certificates (Local Computer)
[ Remove ]
[ Move Up ]
[ Mowve Down I

The Certificates snap-n allows you to browse the contents of the cerlificate stores for yourself, a service, or a computer,

ok [ cence |

[Computer account] 77’ a> R &#IVYILET,




Certificates snap-in

This snap-n will always manage certificates for:
i) My user account
(™) Service account

i@ Computer account

[

(u1]

(]
X

Send Faedback [miim|

Mext

] [ Cancel

CA % [Trusted Root Certificate Authorities] I >~/ R— KL E 9,




|g& Consolel - [Conzole Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

[ File Action View Favorites Window Help
s | x1@ 0l e ﬂ
1| Console Root lssued To Issued By Expiration Date |
‘@ c?“;::::i:"m' Sy Ca) AddTrust Extemal CA Root AddTrust Eernal CA Root 2020-05-30 !
4 [ Trusted Roct Certfication Authoriti gf:l"'mm Syt ot it gl"'mm S Frush ot igigi’; '
2 Ent:::im‘:::t 5] Certum Trusted Network CA Certum Trusted Network CA 2028-12-31 !

7 Intermediate Certification Authoritic
~| Trusted Publishers

Smart Card Trusted Roots
Trusted Devices

l i [

| Certificate Import Wizard

B

Untrusted Certificates Welcome to the Certificate Import
| Third-Party Root Certification Authe Wizard
| Trusted Pegple
| Cther People V& This wizard helps you copy certificates, certificate trust
‘| Hemegroup Machine Certificates g ksts, and cerbficate revocation ksts from your dsk to 2
X i = certificate store.
| Certificate Enrcllment Requests -

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store i the system area where
certificates are kept.

To continue, cidk Meaxt.

m

[next> | [ concel |

Windows 9547 R TASADSERRENEIAAZEZRITERVES, XOKLSICHEST L

x9,

13801:

FIE2: VPN ERERET D

[Network and Sharing Center] T VPN #Z#t %
[Connect to a workplace] Zi&IRL £ 9,

| KE aut hentication credentials are unacceptable

BRETDICIE., VPN EZREZERTHEHIC



Control Panel H - ; i i i
antral Panel Home View your basic network information and set up connections

Change adapter settings &l B & 0 See full map

E:E':Ig‘; it ADMIN-KOMPUTER Sie¢ 143 Internet
{This computer)

View your active networks Connect or disconnect
Sied 143 Access type Internet
Public netwark Cannections: |,E. Patgczenie lokalne

Change your networking settings
‘E. Set up a new connection or network
.y

Set up a wireless, broadband, dizl-up, ad hoc, or VPN connection; or st up a router of access point,

@ D Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or disl-up connection to the Internet,

§ Setup a new network
<a_ Configure a new router or access point.

Connect to a workplace

et up a dial-up or VPM connection oy

=y Set up a dial-up connection
- Connect to the Internet using a dial-up connection

[ Met ][ Concel |

See also

[Use my Internet connection (VPN)] ZiZIRL £ 7,

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

N @ — B

ASA ® FQDN ZEALTT7 KLAZZELET, COF KLAHN RX A Z—h H—/)X
(DNS) k> TELKBRENB L ERBLET,



Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: ASAv.example.com

Destination name: IKEvZ connection to ASA|

7] Use a smart card

'&' | Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

[¥| Don't connect now: just set it up so I can connect later

WEIRIZE . [Protected EAP Properties] 74 > ROT7'ONT 1 (FEHEORIIG L ) ZFAEL
F7,



Protected EAP Properties

When connecting:

|| Validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

|| AddTrust External CA Root
"] asa.mga.com [
7] asav

[] Baltimore CyberTrust Root

[[] ca
[[] ca

7] certum Trusted Netwark CA
4 | 1l [ ¥

|:} Do not prompt user to authaorize new servers or trusted
certification authorities.

Select Authentication Method:

|Semred password (EAP-MSCHAP v2) hd | | Configure...

Enable Fast Reconnect
|| Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLV
|| Enable Identity Privacy

[ (04 J | Cancel

ST, RENERICHELTVINESHERELET,

TIORNTYRNAVR=FT IR Y—=) (BEI—HYEH ). BEOD show AXV REHR—KL
TWVWET, show AN ROHEI OS5 MZERERT S, Output Interpreter Tool ZEAL £7,

Windows 224 F > b

BEIBRE. JLTFOIvI (EREBE®R ) ZANLET,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

‘: Cisco AnyConnect Secure Mobility l: IKEvZ connection to ASA
= Client Connection "":.f-l'ﬁ Disconnected

@ Disabled #> WAN Miniport (IKEv2)

5-_" Connect IKEv2 connection to ASA Il?{"ﬂ

Ilser name: M
Password: [Te change the saved password. click hes/

Domain:

Save this user name and password for the following users:

@ Me only
l@l Anyone who uses this computer

[ Connect ” Cancel || Froperties || Help

RLICAIIT B &, IKEV2 OFRENBERAENET,

Connecting to ASA-IKEVZ...

k—-' Registering your computer on the networl...

Cancel

Y2 arvATYTLET,



Internet » MNetwork Connections »

Fename this connection View status of this connection Delete this connection
i; Cisco AnyConnect Secure Mobility ‘: IKEv2 connection to ASA
i

- Client Connection g IKEvZ connection to ASA
G~ Disabled 22 WAN Miniport (IKEv2)

W=FT42T T=7ILE, BOXRNIYIOHLVWA O EZ—TIAREZEALTF 72N IL—
RTITICEMENTLEXRT,

C.\ User s\ adnmi n>route print

nterface List

A, I KEv2 connection to ASA
11...08 00 27 d2 cb 54 ...... Karta Intel (R} PRO 1000 MI Desktop Adapter
P Sof t war e Loopback Interface 1

15...00 00 00 00 00 OO0 00 e0O Karta M crosoft | SATAP
12...00 00 00 00 00 OO0 00 eO Teredo Tunneling Pseudo-Interface
22...00 00 00 00 00 00 00 e0 Karta M crosoft | SATAP #4

| Pv4 Route Table

Active Routes:

Net wor k Desti nation Net mask Gat eway Interface Metric
0.0.0.0 0.0.0.0 192.168.10.1 192.168. 10.68 4491

0.0.0.0 0.0.0.0 On-link 192.168.1.10 11

10. 62.71. 177 255. 255. 255. 255 192.168.10.1 192.168. 10.68 4236
127.0.0.0 255.0.0.0 On-1ink 127.0.0.1 4531
127.0.0.1 255. 255. 255. 255 O-1link 127.0.0.1 4531

127. 255. 255. 255 255, 255. 255. 255 O-1link 127.0.0.1 4531
192.168. 1. 10 255. 255. 255. 255 On-1ink 192.168.1.10 266
192.168.10.0 255. 255. 255.0 On-1ink 192.168. 10.68 4491
192. 168. 10. 68 255. 255. 255. 255 On-1ink 192.168. 10.68 4491
192. 168. 10. 255 255. 255. 255. 255 On-1ink 192.168. 10.68 4491
224.0.0.0 240.0.0.0 On-1ink 127.0.0.1 4531
224.0.0.0 240.0.0.0 On-1ink 192.168. 10.68 4493
224.0.0.0 240.0.0.0 On-1ink 192.168.1.10 11

255, 255, 255. 255 255. 255. 255. 255 O-1link 127.0.0.1 4531
255, 255, 255. 255 255. 255. 255. 255 O-1link 192. 168. 10. 68 4491
255, 255, 255. 255 255. 255. 255. 255 O-1link 192.168.1.10 266

O

J

REEICHR TR E, ASATRRIRODKRSICHRELET,

ASAv(confi g)# show vpn-sessiondb detail ra-ikev2-ipsec

Sessi on Type: Generic Renote-Access | KEv2 | Psec Detail ed



User nane . cisco | ndex : 13

Assigned IP : 192.168.1.10 Public IP : 10.147.24.166
Pr ot ocol : IKEv2 IPsecOverNatT

Li cense : AnyConnect Prem um

Encryption : I KEv2: (1)3DES |PsecOverNatT: (1)AES256

Hashi ng I KEv2: (1)SHA1 | PsecOverNatT: (1)SHAL

Bytes Tx 0 Byt es Rx T 7775

Pkts Tx 0 Pkts Rx © 94

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : AllProtocols Tunnel Group : DefaultRAGroup
Login Tinme : 17:31: 34 UTC Tue Nov 18 2014

Dur ati on : Oh: 00m 50s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: c0a801010000d000546b8276
Security G p : none

| KEv2 Tunnels: 1
| PsecOver Nat T Tunnels: 1

| KEv2:
Tunnel ID 13,1
UDP Src Port : 4500 UDP Dst Port : 4500

Rem Auth Mode: EAP
Loc Auth Mode: rsaCertificate

Encryption : 3DES Hashi ng : SHA1

Rekey Int (T): 86400 Seconds Rekey Left(T): 86351 Seconds
PRF : SHA1 D)H G oup 2

Filter Narme

| PsecOver Nat T:
Tunnel 1D ;0 13.2
Local Addr : 0.0.0.0/0.0.0.0/70/0
Remote Addr : 192.168.1.10/255.255.255.255/0/0

Encryption . AES256 Hashi ng : SHA1
Encapsul ati on: Tunnel
Rekey Int (T): 28800 Seconds Rekey Left(T): 28750 Seconds
Idle Time Qut: 30 M nutes Idle TO Left : 29 M nutes
Bytes Tx 00 Byt es Rx : 7834
Pkts Tx 0 Pkts Rx : 95
ISEQOJICIE., F7AILRNOBAL—INEFAL—INEEEICEADHIA RENET,

Pt o
eilian]is . - ) e -:,-4.'-':.::-'f
(FiEEa s Lbemtby Sordcez Engine #i» Hame  Operapens |* Policy | = GuestAccess v Admrairalon | ¥

- Ropots @F ndpo i Prodection Sarsza .L"m.l lashooi
Misgeafiqured Supplicants Misconrfigured Network Devices RADEIS Drops ! Client Stepped
u] ) G O
E Show Lare Sessene 400 Add or Bemoye Columns = 434 Refrash @ Rmset Aepent Courts Fefrash E:El?u-r:u;
e Status dentity ! Endpairt 10 authaorzation Palicy ' Authorization Frofiles | Metwork Devce
T ¥ — - Det... |Ri L. |—m
ma T et ape 3'—|
2014-11-18 18:31:34.., ﬁ Q A clsco 10.147.24.1686
2014-11-18 17:52:07... a cigde 10,147, 24,166 Defauk == Basic_Autherficated_Access  PRMmMEACCAsS BSAy

FAlICE PEAP BRA RENET,



Authentication Details

Source Timestamp
Recened Timestamp
Policy Server

Event

Failure Reason
Resolution

Root cause

Username

User Type

Endpoint Id

Endpoint Profile

IP Address
Authentication ldentity Store
Identity Group

Audit Session Id
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IP Address

NAS Port Id

MAS Port Type
Authorization Profile

ASA TOTFINY T

2014-11-19 08:10:02.819
2014-11-19 08:10:02.821
isel3

5200 Authentication succeeded

cisco
Lser

10.147.24. 166

Internal Users

c0aB010100010000546c4242a
MSCHAPY2

PEAP (EAP-MSCHAPYZ)

Login

ASAY

All Device Types

All Locations

106271177

Yirtual

Fermithccess

REEES debug IClE, RDEDHBY X,



ASAv# debug crypto ikev2 protocol 32
<nmost debugs omitted for clarity....

ASA TEE& ni IKE_SAINIT /N7 ¥ K (IKEv2 7’ OAR—4 )L *% Diffie-Hellman ( DH ) ®F—
R L)

| KEv2- PROTO 2: Received Packet [From 10.147.24.166:500/To 10.62.71.177:500/ VRF i 0O: f 0]
Initiator SPI : 7E5B69A028355701 - Responder SPI : 0000000000000000 Message id: O

| KEv2 | KE_SA I NI T Exchange REQUESTI KEv2- PROTO 3: Next payload: SA,

version: 2.0 Exchange type: IKE_SA INT, flags: I N TIATOR Message id: 0, |length: 528
Payl oad contents:

SA Next payload: KE, reserved: 0x0, |ength: 256

| ast proposal: 0x2, reserved: 0x0, length: 40

Proposal: 1, Protocol id: IKE, SPlI size: 0, #trans: 4 last transform O0x3,
reserved: O0x0: length: 8

AZ2T—2A®0 IKE_SA_INIT 5% (IKEv2 Z7OR—H)L, DH OF—R#:, SAZEOEREKE
) .

| KEv2- PROTO 2: (30): Generating IKE_SA_INIT message

| KEv2- PROTO-2: (30): IKE Proposal: 1, SPI size: O (initial negotiation),

Num transforns: 4

(30): 3DES( 30) : SHA1( 30) : SHA96( 30) : DH_GROUP_1024_MODP/ Gr oup

21 KEv2- PROTO- 5:

Construct Vendor Specific Payl oad: DELETE- REASONI KEv2- PROTO 5: Construct Vendor
Speci fic Payl oad: (CUSTOM | KEv2- PROTO- 5: Construct Notify Payl oad:
NAT_DETECTI ON_SOURCE_| Pl KEv2- PROTO- 5: Construct Notify Payl oad:

NAT_DETECTI ON_DESTI NATI ON_I PI KEv2- PROTO-5: Construct Vendor Specific Payl oad:
FRAGVENTATI ON( 30) :

| KEv2- PROTO- 2: (30): Sending Packet [To 10.147.24.166: 500/ From

10. 62. 71. 177: 500/ VRF i 0: f O]

IKE-ID DV Z 47>~ REAENOER, 7OR—AXEhihZVATr—L Y ~, EREhi
RE, BRERTT74Y T LI 2D IKE_AUTH :

| KEv2- PROTO 2: (30): Received Packet [From 10.147.24.166:4500/ To 10.62.71.177: 500/ VRF

i 0:f0]

(30): Initiator SPI : 7E5B69A028355701 - Responder SPI : 1B1A94C7A7739855 Message id: 1
(30): IKev2 | KE_AUTH Exchange REQUESTI KEv2- PROTO-3: (30): Next payl oad: ENCR,

version: 2.0 (30): Exchange type: |KE_AUTH, flags: IN TIATOR (30): Message id: 1,

| engt h: 948(30):

EAP ID ER (EAP LR E R DBAO/NNT Y N ) AFEE N ASA 50 IKE_AUTH 5&., 20
INTY N, SEAEEEENET (ASA LICIEVLWIERAEN BZWEES, KBHAFHYET ),

| KEv2- PROTO-2: (30): Generating EAP request

| KEv2- PROTO-2: (30): Sending Packet [To 10.147.24.166: 4500/ From 10. 62. 71. 177: 4500/ VRF
i0:f0]

ASA TEEE /- EAP ISE (K& 5. RA1O— R :cisco) :

(30): REAL Decrypted packet:(30): Dataé&colon; 14 bytes

(30): EAP(30): Next payl oad: NONE, reserved: 0x0, length: 14
(30): Code: response: id: 36, length: 10
(30): Type: identity

(30): EAP data&col on; 5 bytes
CDE&, BEONTY N EAP-PEAP O —RELTRMENET, HRRICRDKXSIC EAP DK



WA ASA TEREEh, YT UAD NIEEEShET,

Payl oad contents:
(30): EAP(30): Next payl oad: NONE, reserved: 0x0, length: 8
(30): Code: success: id: 76, length: 4

ET7OREFRXDLIICHKIILET,

| KEv2- PROTO-2: (30): Verification of peer's authenctication data PASSED
FLTVPNOEYZIAVHNERBICKTLET,

NTry s LRI

EAP ID ERA" ASA IC&k > TEFE D IKE_LAUTH @ TExtensible Authenticationy ICH 7 &)L
fteh&Ed, IDEREEEIC, IKEID LREAENEBENET,

No. | Source Destination Protocol| Length| Info
1 10.147.24.166 [SAKMP 570 TKE SA INIT
210,.62.71.177 10,147.24, 166 [SAKMP 501 IKE SA INIT
3 10.147.24, 166 10.62.71.177 [SAKMP 990 IKE AUTH

4 10.147.24.166 11.1717 [SAKMP 959 TKE AUTH
510.62.71.1117 10.147.24,166 EAP
10.147.24. 166 [SAKMP 1514

Length: 1440
b Type Payload: Vendor ID (43) : Unknown Vendor ID
b Type Payload: Identification - Responder (36)
= Type Payload: Certificate (37)
Next payload: Authentication (39)
... .... = Critical Bit: Not Critical
Payload length: 1203
Certificate Encoding: X.509 Certificate - Signature (4)
b Certificate Data (is0.2.840,113549.1.9.2=ASAv.example.com)
b Type Payload: Authentication (39)
= Type Payload: Extensible Authentication (48)
Next payload: NONE / No Next Payload (0)
0... .... = Critical Bit: Not Critical
Payload length: 10
v Extensible Authentication Protocol
Code: Request (1)
Id: 36
Length: 6
Type: Identity (1)
Identity:

BIEODIXNTOEAP NT Y M&, IKEAUTH IZA7EILENRET, HTUAY RN TAHR
( EAP-PEAP ) ZFERRAL 1z, RELICFEAE NS MSCHAPW &Y 23> 2 RETH X217 VY



TYNLAY(SSL) FRIDERZRBLET,

.62.71.17 10.147.24. 166 EAP

166 I

246 TKE AUTH
22 Lient Hello

(45 10.62.71.177 110.147.24.166 EAP 78 Success

= Type Payload: Extensible Authentication (48)
Next payload: NONE / No Next Payload (0)
@... .... = Critical Bit: Not Critical
Payload length: 8

= Extensible Authentication Protocol
Code: Success (3)
Id: 101
Length: 4

IKEV2 EY 23 UHN ASAICK>TERTEN, RENBERE (RETRK., FWHTShEZIPTR
LABEDETRELET ), NTFUVART7F—L YN, BRERNFT 71490 LIRN,
VPN OSATRNCT Y aEhixzd,



45 10.62.71.177 J.147.24.166 78 Success

46 10.62.71.177 9.147.24.166 ISAKMP
47 10.147.24.166 10.62.71.177 ISAKMP
18 10.147.24.166 b T O B ) ISAKMP

26 IKE_AUTH
98 IKE_AUTH
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b Type Payload: Configuration (47)

> Type Payload: Security Association (33)

v Type Payload: Traffic Selector - Initiator (44) # 1
Next payload: Traffic Selector - Responder (45)
@... .... = Critical Bit: Not Critical
Payload length: 24
Number of Traffic Selector: 1
Traffic Selector Type: TS _IPV4 ADDR_RANGE (7)
Protocol ID: Unused
Selector Length: 16
Start Port: ©
End Port: 65535
Starting Addr: 192.168.1.10 (192.168.1.10)

Ending Addr: 192.168.1.10 (192.168.1.10)

v Type Payload: Traffic Selector - Responder (45) # 1
Next payload: Notify (41)

@... .... = Critical Bit: Not Critical
Payload length: 24

NZ7L1—h

RE, COREICHIDREORNS TN 1—TFT 1V IBREHIEE A,

BRE1E

. CiscoASA U—AXVPNCLI OV 74F¥aL—>3> HL K93
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—HHLARDVI—R12) 4

cTOZAhAIL HR—pbE RFI XD —Cisco Systems



/content/en/us/td/docs/security/asa/asa93/configuration/vpn/asa-vpn-cli.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	EAP-PEAP とネイティブ Windows クライアントによる ASA IKEv2 リモート アクセスの設定
	内容
	概要
	前提条件
	要件
	使用するコンポーネント

	背景説明
	AnyConnect セキュア モビリティ クライアントの考慮事項

	設定
	ネットワーク図
	証明書
	ISE
	手順 1：ASA を ISE 上のネットワーク デバイスに追加する。
	手順 2：ローカル ストアにユーザ名を作成する。

	ASA
	Windows 7
	手順 1：CA 証明書をインストールする。
	手順 2：VPN 接続を設定する。


	確認
	Windows クライアント
	ログ
	 
	ASA でのデバッグ
	パケット レベル

	 
	トラブルシュート
	関連情報


